
There’s always been friction between the desire for development teams to move as quickly as possible to release 
products and the need for confidentiality and integrity. And as COVID-19 has propelled more consumer-facing 
organizations to shift to the cloud, the need to balance speed and security has only increased. So how can 
consumer companies integrate security solutions into the development life cycle without slowing things down?

Slow down threats, not your business
Integrate security into the development  
life cycle 

How COVID-19 propelled operations toward 
the cloud:

Consumer organizations’ biggest hurdles 
during this digital sprint:1
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Let’s talk

1 �Top three answers derived from polling data from the “Secure by design: Mitigating threats in fast-paced application development environments” webcast, April 15, 2021. 
Responses were taken “as is” and were not validated or confirmed by Deloitte.
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Make sure development and security  
see eye to eye
Application security can’t be an afterthought

•	 Take a secure-by-design approach that brings both security and the business to the table 

•	 Look for opportunities to create tighter integration between cyber and technology risk

•	 Help demystify security not just for stakeholders, but for your colleagues within 
information security

•	 Make security consumable to the business to position it as an enabler

And where application security is lagging1

Inconsistent 
security controls

Inconsistent measures  
within the Secure 

Software Development 
Lifecycle process

Focus on limited 
application security testing

Exposure from a 
distributed workforce 
and business partners

Lack of understanding of  
security requirements

Lack of talent to 
drive security

Remote workforce

•	 Embracing digital interfaces like videoconferencing and standing up 
remote customer engagement centers

Collaboration

•	 Balancing the need for speed with security and privacy requirements

Reliance on partners

•	 Leveraging resources and third parties to close the skills gap

Acceleration of digital 

•	 Defining consistent security requirements and standardized processes 


