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This Deloitte solution is a customized, multi-vendor cloud-based SOC 

architecture that can be applied across government and commercial 
spaces to enhance cyber operations in the cloud.

A Solution:

Deloitte’s architecture can enhance the ability to identify, protect, detect, respond to, and recover 
from cyber incidents while simultaneously reducing the costs associated with maintaining infrastructure 
and transferring data in and out of the cloud for security processing. 

The cloud infrastructure provides a scalable, highly redundant, highly available architecture which 
lends itself to a powerful analytics capability, enhancing the detection and response ability of a SOC.

Data transfer costs: The traditional 

approach of piping application and security 

monitoring data in and out of the cloud to 

a traditionally-hosted SOC can negate the 

cost-savings associated with migration.

Cloud Service Provider (CSP)-specific tools 

can lead to inflexibility: Cloud providers have 

varying protection models with a varying depth 

of features, often hampering a multi-tenant 

strategy unless CSP-agnostic tools are natively 

integrated with CSP-specific ones.

Migration is coming: The push to 

migrate workloads to the cloud is rarely 

met with a cost-appropriate and 

efficiently architected model for 

providing compliant and effective cyber 

defenses in the cloud - consistently.

✓ Distinctive cloud-based, multi-vendor platform applicable across 

federal and commercial spaces, allowing for flexibility

✓ Easy and expedited adoption for new customers using automation

✓ Rapidly deployable cloud architecture has been tested and 

successfully deployed in both government and commercial 

environmentsDeloitte has engineered how to natively integrate security tools in the cloud environment, with CSP 
native features to provide a comprehensive security picture, that also supports a multi-vendor strategy. 
This cloud-based SOC deployment facilitates expedient and effective incident response.

Specific differentiators

Organizations who can benefit from SOCaaS
Commercial organizations 
looking to strengthen their cloud 
security program or meet 
regulatory or compliance 
requirements.

Government organizations 
looking to establish a cloud 
production environment.

Organizations wanting to use industry 
leading practices for defending data 
and applications in the cloud, whether it 
operates as a managed service or 
protects its own applications.

Organizations looking to reap the 
benefits of cloud but needs 
assistance navigating the 
unique challenges with securing 
data and workloads in the cloud.
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A need:

Security Operations Center 
(SOC)-as-a-Service
Gateway to a secure cloud market

The SOC-as-a-Service (SOCaaS) solution provides a rapidly deployable cloud architecture to establish an environment within a public or community CSP that 
supports the provision of cybersecurity for cloud-based applications. This solution is designed to help organizations address the complexities of applying cloud-based 

cyber defenses to cloud workloads, saving the time and expenses associated with using a traditional, on-premise environment for this purpose.
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High-level design and security features

The diagram (below) demonstrates how the individual tools integrate within the architecture and how information flows between the 

different virtual private clouds (VPCs) to achieve the technical security features (right).

*VPC refers to a provider-agnostic virtual network in a commercial cloud environment 
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Block: Detects 
and protects 

against threats 
and Distributed 
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(DDoS) attacks
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Deep-level 

packet inspection, 
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prevention, and 
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for external traffic 
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Monitor: 
Information

System Continuous 
Monitoring (ISCM) 

and SIEM 

Synthesize:
Collects and 

aggregates cloud 
management, 
endpoint, and 
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audit and event logs Prevent: Protects 
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malware, 
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application execution, 
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