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Deloitte’s ZTA solution architecture

ZTA CLOUD1

• Authenticate and authorize users

• Policy management

• Single Sign-On (SSO) and identity 
federation

• SaaS or on-prem

ZTA CONNECTOR2

• Deployed in a private Domain Controller 
(DC) or network

• No public IP address or inbound 
connections

• Software-based

ZTA CLIENT3

• Installed on users’ device

• Available publicly through app stores

• Windows, MacOS, Android, IOS

SERVICE ELEMENTS

There are three core components to Deloitte’s Zero Trust Access solution

Security Information 
and Event Management (SIEM)

Integrations Identity Governance and Administration (IGA)

SSO

Directory Services

ZTA Connector
Windows, OSX, iOS, Android

2

Hosted Apps
Web Apps

AWS
Azure
Kubernetes
Google Cloud

*Corporate SaaS Applications

On-Prem Corporate 
Applications

ZTA Cloud1

ZTA Client3
Salesforce
Office 365
GitHub
Slack

Corporate Cloud 
Applications

HTTPS control traffic between clients and 
connectors to Zero Trust Access Cloud

CONTROL

P2P data traffic between clients and 
connectors, 2048-bit DTLS

DATA (DTLS)

HTTPS data traffic between clients and 
SaaS applications

DATA (HTTPS)

*Sample SaaS applications shown are not endorsed
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