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Introduction

As digital assets and their associated platforms increasingly enter
the mainstream and the policy conversation around the asset
class heats up in DG, it is essential to track developments at both
the regulators and among elected officials. Continuing our series
(previous issues were released in October' and November 20212),
this digest seeks to help firms make sense of the uncertainty by
providing a summary of developments and highlighting the most
significant ones.

On March 9, 2022, President Biden signed a sweeping executive
order on “Ensuring Responsible Development of Digital Assets,”
cementing the administration’s vision for the role federal policy

will play in further legitimizing the industry. The executive order

set in motion efforts across the federal government to consider
digital assets from every angle—their national security implications,
environmental impacts, financial risks, etc. Meanwhile, the Hill
continues to draft legislation that might bring regulatory clarity

to the space. In short, the policy conversation has moved from
independent agencies to elected officials.

While the deluge of regulatory information and activity continues,
this issue focuses on the executive order and other significant
developments. This issue highlights the following:

* Key policy efforts with implications for the US market

+ Stablecoin Transparency of Reserves and Uniform Safe
Transactions Act of 20224 (April 2022)

Securities regulatory agencies

Regulators SEC

Digital assets - Bill/Act/
Regulation/Guidance + SEC Staff Accounting
issued Bulletin 121 (April 2022)

+ Executive Order on Ensuring Responsible Development of
Digital Assets® (March 2022)
- Draft of the Stablecoin Innovation and Protection Act of 2022°¢
(Gotthiemer bill, Feb. 2022)

+ Key guidance for US banking institutions

- Federal Deposit Insurance Corporation (FDIC) Financial
Institution Letter (FIL) - Notification of Engaging in Crypto-
Related Activities” (April 2022) and its comparison relative to
Office of the Comptroller of the Currency® (OCC) Interpretive
Letter #1179 (Nov. 2021)

- Securities and Exchange Commission (SEC) Staff Accounting
Bulletin (SAB) Number 121, Accounting for obligations to
safeguard crypto-assets an entity holds for platform users®
(April 2022)

+ Key publications by international bodies
- International Organization of Securities Commissions (I0SCO)
report on decentralized finance'® (March 2022)
- Risks and considerations outlined in the Assessment of risks to
financial stability from crypto-assets report (Feb. 2022)

Focus areas and US regulatory
developments related to digital assets

The charts below outline the proposed amendments, guidance,
latest regulatory developments, and key speeches on digital assets
since December 2021 demonstrating the priorities of the regulatory
agenda. for foundational information, please refer to Appendix A.1 and
A.2 illustrating roles and mandates of selected key US regulatory bodies
and our view of the current US regulatory perimeter.

CFTC FINRA 10SCO

NA NA

* The SEC proposed
amendments
to definition of
“exchange” to include
Communication
Protocol Systems'"
(Feb.2022)

Digital assets -
Report publication and
proposal

« Commodity Futures
Trading Commission
(CFTC) Chairman Rostin
Behnam expressed
the need for federal
oversight for the
crypto-assets and
raised the concern
that the existing laws
lack the safeguard that
protects investors in
the cryptocurrency
industry'? (Feb. 2022)

+ 10SCO identified
key risks facing
investors and other
DeFi participants
and released a
report offering
comprehensive
review of the fast-
evolving DeFi market,
its new products,
services, and principal
participants™
(March 2022)

+ Financial Industry
Regulatory Authority
(FINRA) plans to issue
a regulatory notice
stating the rules
around the sale
of crypto-assets
and their disclosure
requirements’

(Jan. 2022)
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Securities regulatory agencies (contd.)

Regulators SEC CFTC FINRA 10SCO
+ SEC Chair Gary Gensler
stated the importance
of cybersecurity
in the securities
industry’>
Announcements and (Jan. 2022)
remarks from key NA NA NA
regulatory personnel * Gensler spee.ch on
crypto trading and
lending platforms,
stablecoins, and
crypto tokens'®
(April 2022)
Banking regulatory agencies
Regulators FRB FDIC occ State Regulators
+ Federal Deposit The. head of NYDFS
. Adrienne Harris released
Insurance Corporation .
Digital ts - Bill/Act/ FDIC) Finandial « OCC Letter #1179 - a guidance on the use
igital assets - Bill/Ac (EDIC) Financial - -
o of Blockchain Analytics
Regulation/Guidance NA Institution Letter (FIL) - Crypto activities and vt

issued

Notification of Engaging

in Crypto-Related
Activities (April 2022)

national trust bank
(Nov 2021)

and Complaince program
for all licensed virtual
currency businesses"”?
(April 2022)

Digital assets -
Report publication and
proposal

+ Federal Reserve Board
(FRB) released a paper
on central bank digital
currencies (CBDCs)
to weigh potential
benefits and risks of a
US CBDC and clarified
that it will not act unless
directly authorized by
Congress' (Jan. 2022)

The FRB and MIT
released their

research on technical
infrastructure having

a US CBDC called
Project Hamilton, which
aims to create a core
transaction processor
that could handle the
high speed, throughput,
and fault tolerance
demands of a large
retail payment system?®
(Feb.2022)

NA

The OCC legally
permitted national
banks and federal
saving associations

to engage in certain
cryptocurrency,
distributed ledger, and
stablecoin activities
only on demonstrating
appropriate risk
management systems
and adequate controls
in place?®(Nov. 2021)

The OCC recommends
the need to regulate
stablecoin issuers and
the importance ofa
coordinated regulatory
approach?'(Jan. 2022)

* The head of NYDFS
Adrienne Harris
takes control of New
York's BitLicense and
prepares to be one
of the toughest and
well-respected virtual
currency regulatorsin
the US2 (Jan. 2022)

New York Senate
authorizes NYDFS to
assess and oversee
cryptocurrency
companies? (April 2022)

w



https://www.fdic.gov/news/financial-institution-letters/2022/fil22016.html#letter
https://www.fdic.gov/news/financial-institution-letters/2022/fil22016.html#letter
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https://www.fdic.gov/news/financial-institution-letters/2022/fil22016.html#letter
https://www.fdic.gov/news/financial-institution-letters/2022/fil22016.html#letter
https://www.fdic.gov/news/financial-institution-letters/2022/fil22016.html#letter
https://www.fdic.gov/news/financial-institution-letters/2022/fil22016.html#letter
https://www.occ.gov/topics/charters-and-licensing/interpretations-and-actions/2021/int1179.pdf
https://www.occ.gov/topics/charters-and-licensing/interpretations-and-actions/2021/int1179.pdf
https://www.occ.gov/topics/charters-and-licensing/interpretations-and-actions/2021/int1179.pdf
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Banking regulatory agencies (contd.)

Regulators SEC CFTC FINRA 10SCO
* The FRB, FDIC, and OCC published a joint statement detailing a new “crypto-asset
policy sprint initiative,” which outlines the agencies' goals to establish universal
rules for regulating crypto-asset transactions involving US banking institutions
with a guidance on staking, encouraging crypto-lending, and distributed
technology governance services?* (Nov. 2021)
* The Financial Stability Board (FSB) examined developments and vulnerabilities
associated with crypto-asset markets, such as unbacked crypto-asset,
stablecoin, DeFi, and crypto-asset trading platforms, and noted there is a need
for wider public policy due to less understanding of cybercrime?
(Feb. 2022)
* The FSB issued a work program for 2022 and “harnessing the benefits of digital
innovation while containing its risks” as one of the priorities?® (March 2022)
+ FRB Governor Lael
Brainard addressed the
evolving digitalization
and decentralization of
finance; preparing for
the future payments
landscape, the
potential role of a
CBDC to promote
financial stability * FDIC acting chairman
in a future financial advised the federal + Colorado Governor
system; the future banking agencies to Jared Polls suggested
Announcements and states of global determine the extent

remarks from key
regulatory personnel

financial markets

and transactions;
engagementin

the research and
experimentation with
the new technologies;
and consultations with
the publicand private
sector partners to
promote a safe and
efficient payments
system and financial
stability?” (Feb. 2022)

to which banking
organizations can
engage with crypto-
related activities?®
(Feb. 2022)

NA

residents can

pay taxes using
cryptocurrency
holdings® (Feb. 2022)
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Other regulatory agencies supervising financial institutions

Regulators

Digital assets - Bill/Act/
Regulation/Guidance issued

FinCEN & FDIC

NA

IRS & US Treasury

+ US Congressman Josh Gotthiemer released
a discussion draft of the Stablecoin
Innovation and Protection Act of 2022
focusing on qualified stablecoins, consumers'
and investors' protection from volatile
cryptocurrencies, systemic risk, fraud, and illicit
financing® (Feb. 2022)

+ Senator Pat Toomey released a discussion
draft for the Stablecoin Transparency of
Reserves and Uniform Safe Transactions
Act of 2022, related to the regulatory
framework for payment stablecoin issuers to
issue payment stablecoins®' (April 2022)

+ President Biden signed an executive
order (EO) on “Ensuring Responsible
Development of Digital Assets” aiming to
develop a coordinated federal approach to
manage the opportunities and risks associated
with digital assets® (March 2022)

Digital assets - Report
publication and proposal

The FDIC and FINCEN announce a Tech
Sprint to develop solutions for financial
institutions and regulators to help measure

the effectiveness of digital identity proofing3?
(Jan. 2022)

+ IRS Commissioner Charles Rettig introduced
TaxBit Network to file for crypto tax®
(Feb. 2022)

+ A proposal has been submitted with Congress
for developing a global automatic exchange
of information framework informing, the
taxpayers engaged in crypto transaction
outside US34 (Feb. 2022)

* Treasury Department released a green book
for fiscal year 2023 that proposes:
- Expansion of US financial institutions
reporting obligations to non-US account
holders for robust tax information exchange

between US and jurisdiction under FATCA

- Expansion of securities loans' non-recognition
of gain/loss rule to digital asset loans
Dealers and traders in digital assets to apply
mark-to-market treatment3¢ (March 2022)

+ OECD published a public consultation
document, “Crypto-Asset Reporting Framework
(CARF)," which proposes rules for reporting
to “crypto-asset service providers”?’
(March 2022)
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Other regulatory agencies supervising financial institutions (contd.)

Regulators

Announcements and remarks

from key regulatory personnel NA

FinCEN & FDIC

IRS & US Treasury

+ Secretary of the Treasury Janet Yellen gave her
first speech on the digital assets executive
order where she laid out the five lessons to
guide policymakers’ approach to
regulation3é(April 2022)

Secretary Yellen—in her recent remarks on
digital assets policy, innovation, and regulation
—mentioned that federal financial
regulators have existing authorities to
regulate some of the risks presented by
technological innovation (including crypto
and digital assets)*® (April 2022)

Deloitte’s takeaways on key regulatory
developments

Key policy efforts with implications for US markets

Stablecoin Transparency of Reserves and Uniform Safe Transactions Act
of 2022 (April 2022)

On April 6, 2022, Senator Pat Toomey released a discussion draft
of the Stablecoin Transparency of Reserves and Uniform Safe
Transactions Act of 2022 (Stablecoin TRUST Act of 2022).4°The

Act seeks to establish a new regulatory framework for payment
stablecoin issuers*' to issue payment stablecoins.*? The draft
legislation follows Senator Toomey's previously released principles
for stablecoin legislation.

Key takeaways from the bill:

+ The Act provides three licensing options to stablecoin issuers:
(T)money transmitting business, (2) national limited payment
stablecoin issuer, and (3) insured depository institution (IDI). This
would clarify that insured depository institutions are permitted to
issue stablecoins.

All payment stablecoin issuers would be required to publicly
disclose the assets backing the stablecoin, redemption policies,
quarterly audited results, and attestation that the actual assets
don't materially diverge from those disclosed in a filing with

the Secretary of the Treasury. This would enable consumers to
conduct their due diligence before selecting a specific stablecoin.

The Act would empower the Secretary of the Treasury to
promulgate regulations to develop a template for the disclosures
that are clear, complete, and understandable.

All three types of licensed payment stablecoin issuers would be
subject to quarterly attestations and audit results by a registered
public accounting firm as part of disclosure requirements.

+ The Act also outlines specific requirements depending on the

licensing option of stablecoin issuers:

- National limited payment stablecoin issuer

- The OCC will have the authority to license, supervise, examine,
and regulate national limited payment stablecoin issuers.

The license would authorize the issuer to issue and redeem
payment stablecoins and engage in activities incidental
thereto.

- The OCC s required to act within 90 days from the receipt of
application; it would be deemed approved if the OCC exceeds
this time period.

- The OCC may only deny an application with a written reply if it
determines the activities of the applicant would be unsafe or
unsound.

- Issuers will be subjected to OCC rulemaking authority that
covers: (1) capital requirements; (2) liquidity requirements; and
(3) governance and risk-management requirements tailored to
the business model and risk profile of the issuers.

- The issuer would be entitled to a master account, services, and
deposit accounts at one of the federal reserve banks.

- The issuer would maintain reserve assets: (1) with a market
value equal to not less than 100% of the par value of the
payment stablecoins outstanding; and (2) that are cash and
cash equivalents (including money market mutual funds) or
high-quality liquid assets denominated in USD.

- Insured depository institution (IDI)

—An IDI would be provided an option to segregate its payment

stablecoin issuance and reserve asset management activities
from its other activities; such IDI would be subject to the same
tailored regulatory standards as a national limited payment
stablecoin issuer.



https://stablecoins.42/
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Additionally, payment stablecoins would be exempted from the
definition of “security” for purposes of the Securities Act of 1933,
Securities Exchange Act of 1934, Investment Company Act of 1940,
and Investment Advisers Act of 1940. Additionally, a payment
stablecoinissuer would be exempted from the definition of
“investment company” under the Investment Company Act of
1940 and “investment adviser” under the Investment Advisers

Act of 1940.

Executive Order on Ensuring Responsible Development of

Digital Assets (March 2022)

President Biden, outlining the first “whole-of-government” approach

to regulate the digital assets industry, signed an EO on “Ensuring

Responsible Development of Digital Assets” on March 9, 2022. Itis

aimed at developing a coordinated federal approach to seize the

opportunities and manage the risks associated with digital assets.”

The EO focuses on six key priorities:

1. Consumer and investor protection

2. Financial stability and systematic risk mitigation

3. llicit finance mitigation and national security risks

4. US leadership in the global financial system and economic
competitiveness

5. Financial inclusion

6. Responsible innovation

In addition, it calls for more research on a digital currency issued by
the US central bank (CBDC).

Timeline of actions of mandated in the executive order

Key takeaways from the EO:

+ The six objectives outlined in the EO set in motion a series of
activities at the federal level that will have both near- and long-
term implications for the industry. They represent the groundwork
for a presidential push for digital assets legislation.

The EO directs the federal agencies to take steps toward building a
unified government strategy to set the national policy for
digital assets.

The EO makes a US CBDC a key tenet of President Biden's digital
assets policy framework. It articulates a number of benefits
associated with a potential CBDC but remains cautious following
the FRB's conclusion that it would only be introduced “if doing so is
deemed to be in the national interest.”

The EO directly and indirectly encourages the financial regulators
to do more within their existing mandates. The EO states that
digital asset issuers, exchanges, and trading platforms should

be subjected to regulatory and compliance standards, similar to
traditional financial institutes if they present increased financial
and systemic risk. It also encourages the key regulatory bodies
to “consider the extent to which investor and market protection
measures within their respective jurisdictions may be used to
address the risks of digital assets.”*

The order also lays out a road map for the subsequent 210 days
beginning March 9, 2022, as demonstrated in the graphic below
with some of the responsibilities lying with key government
personnel (i.e., Attorney General, Secretary of State, Treasury
Secretary, Secretary of Homeland Security).#

October 2022

July 2022

Executive Order >>>

90 days 120 days

March 9, 2022

+ Framework for interagency international
engagement and cooperation

+ Report on implications for financial stability
and regulatory gaps

+ Legislative proposal for US CBDC

+ Action plan on tackling illicit finance

180 days 210 days

June 2022

+ Report on strengthening international
law enforcement cooperation
for detecting, investigating, and
prosecuting criminal activity related
to digital assets.

+ Recommendation as to whether development of US CBDC requires
Congressional approval

+ Technical evaluation of the infrastructure, capacity, and expertise
necessary to facilitate and support the introduction of a CBDC US system

+ Report on implications of US CBDC
+ Report on impacts to climate and energy transitions

+ Framework for enhancing US economic competitiveness in, and leveraging
of, digital asset technologies

+ Report on the role of law enforcement agencies in detecting, investigating,
and prosecuting criminal activity related to digital assets.

+ Report on investor & market protection

September 2022
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Although the EO leverages the full breadth of the Executive Branch
and expands the scope of involvement beyond the financial
regulators, it is premature to guess what the administration’s final
policy recommendations will be.

Draft of the Stablecoin Innovation and Protection

Act of 2022 (Gotthiemer Bill, February 2022)

US Congressman Josh Gotthiemer released a discussion draft of the
Stablecoin Innovation and Protection Act of 2022,% on February 15,
2022, focused on defining qualified stablecoins, carving out qualified
stablecoins from more volatile cryptocurrencies, and putting
appropriate protections in place for consumers and investors. The
bill intends to support ongoing fintech innovation in the United
States, while protecting against systemic risk, fraud, and illicit
financing. The Act and the amendments made by this Act will take
effect one year from the its enactment date.

Key takeaways from the draft bill:

Definition of qualified stablecoins: The bill defines qualified
stablecoins as “cryptocurrency or other privately-issued digital
financial instrument” that is “redeemable on demand, on a one-
to-one basis for United States dollars” (i.e., it is not a security

or a derivative/commodity) and is issued by either an insured
depository institution or a nonbank qualified stablecoin issuer.

Understanding and criteria of non-bank qualified
stablecoin issuer: Institutions other than insured depository
institutions maintaining at least 100% reserve assets consisting
of US dollars, US government-issued securities such as US
Treasuries, and other assets as deemed appropriate by the OCC,
in a segregated FDIC insured account.

Primary oversight authority: The OCC will have the primary
supervisory and examination oversight authority over both

types of stablecoin issuers. The SEC and CFTC can also examine
nonqualified stablecoins and other cryptocurrencies as potentially
being securities and derivatives.

Standards and requirements for nonbank qualified
stablecoin issuers: The OCC, in coordination with any

other necessary agencies, is required to issue rulemakings
including leverage ratios, auditing requirements, anti-

money laundering (AML)/know-your-customer compliance,
redemption requirements, liability management standards, and
interoperability within one year of the Act's enactment.

Qualified Stablecoin Insurance Fund: The FDIC will be required
to develop a Quialified Stablecoin Insurance Fund to manage

the insurance of redemption payments of non-bank qualified
stablecoin issuers.

Key guidance for US banking institutions

Federal Deposit Insurance Corporation (FDIC) Financial
Institution  Letter (FIL) - Notification of Engaging in Crypto-
Related Activities and its comparison relative to Office of the

Comptroller of the Currency (OCC) Interpretive Letter #1179
With rapidly evolving crypto-assets and crypto-related activities,
the FDIC has recently issued a letter to address the engagement of
FDIC-supervised institutions in crypto-related activities. Earlier in
November 2021, OCC issued an Interpretive Letter 1179, clarifying
whether it is permissible for national banks and federal savings
associations (collectively referred to as “banks”) to engage in certain
cryptocurrency, distributed ledger, and stablecoin activities. As
regulators continue to make efforts to bring the crypto-asset
participants within the regulatory perimeter and increase scrutiny
of banks partnering with crypto-native firms, Deloitte conducted

a comparative analysis on the interpretations from both the

FDIC and OCC guidance to highlight the difference in supervisory
expectations.

Key takeaways from the OCC Interpretive Letter and FDIC FIL:

Theme FDIC

Publication date and type

April 7,2022 (Financial Institution Letter)

occ

November 18,2021 (Interpretive Letter)

Institution scope

Applies to FDIC-supervised institutions including
FDIC-insured institutions, state-chartered
commercial banks, savings institutions, state-
licensed insured branches of foreign banks that are
not members of the Federal Reserve System.

Applies to national banks and federal savings
associations (collectively referred to as "banks”).
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Theme FDIC 0ocCcC
The letter does not address the permissibility of
any specific crypto-related activity. However, for N Jities legall icsible bank
purposes of the FIL, crypto-related activities include The aCt',V,'t'eS €gally permissibie for d ban
existing o proposed crypto-related activities are clarified through prior Interpretative Letters
48 49 50 i
engaged in by FDIC-supervised institution such as 1170721172 and ”744 th'rough the period of
Permissibility crypto-asset custodians, maintaining stablecoin 2020 and early 2021, which includes cryptocurrency
reserves, issuing crypto, and other digital assets. custody services, holding dollar deposit reserves
The inclusion of an activity within this listing should btacbklmg stablicim’ distributed ledger, and
not be interpreted to mean that the activity is stablecoin activities.
permissible for FDIC-supervised institutions.
Requires FDIC-supervised institutions that are Requires banks to notify the supervisory office
currently engaged in or intend to engage in crypto- in writing, of their intention to engage inyc toi
related activities to notify the FDIC (and state related zitivities and demonstra?ei ro rZizte risk
Notification regulators)and provide requested information to PProp

assess the underlying risks related to safety and
soundness, consumer protection, and financial
stability implications of engaging in such activities.

management and measurement process as well
as that sufficient controls are in place to conduct
activity in a safe and sound manner.

Review areas

Safety and soundness®'

Financial stability

Consumer protection

Risk management systems and controls

Risk measurement systems

Other supervisory considerations

Risk considerations

Credit

Liquidity

Market

Pricing

Operational

Systemic

Consumer protection

Operational (including risk of hacking, fraud, theft,
third party, technology)

Liquidity

Strategic

Compliance (including Bank Secrecy Act/AML,
sanctions requirements, and consumer
protection laws)

Notification response

Supervisory feedback

Objection or non-objection

SEC SAB 121, Accounting for obligations to safeguard
crypto-assets an entity holds for platform users (April

2022)

Given the increase in the number of entities that provide platform
users with the ability to transact in crypto-assets,* the SEC
released an SAB, effective April 11,2022, expressing the views

of th e staff and interpretive guidance to consider when entities
have obligations to safeguard crypto-assets held for their platform

users. The SAB provides recognition, measurement, and disclosure
guidance to enhance the information received by investors and
other users of financial statements about unique crypto-asset risks
and uncertainties including technological, legal, and regulatory
risks; assisting investors in making investments; and other capital
allocation decisions. The SAB has significant implications for banks,
fintechs, and public entities that hold crypto assets.
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Key takeaways from the bulletin:

Applicability

Entities performing any of these activities will be subject to this accounting standard:

+ File reports pursuant to Sections 13(a) or 15(d) of the Securities Exchange Act of 1934;

+ Submitted or filed a registration statement under the Securities Act of 1933 or the Exchange Act;

+ Submitting or filing an offering statement or post-qualification amendment thereto under Regulation A;
+ Subject to the periodic and the current reporting requirements of Regulation A; and

* Private operating companies whose financial statements are included in filings with the SEC in connection with a shell company, including
a special purpose acquisition company.

Accounting obligations to safeguard crypto-assets held for platform users

+ Entities should include a liability on balance sheet to reflect obligation to safeguard the crypto-assets held for platform users.

+ For the crypto-assets held by the entity for its platform users, the safeguarding liability should be measured at initial recognition and each
reporting date at the fair value of the crypto-assets.

+ Entities should recognize an asset at the same time that they recognize the safeguarding liability.

Disclosure guidance

+ Entities should clearly disclose the nature and amount of each significant crypto-asset along with the associated vulnerabilities in the
notes to their financial statements. The notes should also include disclosures regarding fair value measurement.

« Entities should consider disclosure about who (e.g., the company, its agent, or another third party) holds the cryptographic key
information, maintains the internal recordkeeping of the assets, and is obligated to secure the assets and protect them from loss or theft.

» All the associated risks and uncertainties® regarding crypto-assets coupled with mitigation steps® should also be included outside
financial statements (e.g., in the business description, risk factors, management's discussion, and analysis of financial operations).

Application on entity’s financial statement

* An entity filing reports pursuant to Section 13(a) or Section 15(d) of the Exchange Act, or an entity required to file periodic and current
reports pursuant to Rule 257(b) of Regulation A, is expected to apply the guidance no later than its financial statements covering the first
interim or annual period ending after June 15, 2022, with retrospective application as of the beginning of the fiscal year.

« All other entities are expected to apply the guidance beginning with their next filing with the SEC, with retrospective application, at a
minimum, as of the beginning of the most recent annual period ending before June 15, 2022, provided the filing also include a subsequent
period reflecting the effect of this guidance.>

Key publications by international bodies

10SCO report on decentralized finance (March 2022) The report argues that DeFi presents comparable risks to investors,
IOSCO has reviewed the rapidly evolving DeFi market and identified market integrity, and financial stability as other financial products
key risks for investors and other DeFi participants. and services, given DeFi operates either outside the scope

The 10SCO report defines novel DeFi products and services. It of existing regulatory frameworks or, in some jurisdictions, in
acknowledges that most of the emerging services are similar to or noncompliance with applicable regulations. A summary of key risks
are overlapping with traditional financial services and activities but and considerations is outlined on next page.

are subject to weaker regulation, posing higher risks to investors.
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Accompanying risks impacting DeFi

Asymmetry and
fraud risks

Limited technical capability and knowledge of investor to understand blockchain data and smart
contract code, misinformation and inappropriate advertising in social media, failure to share material
disclosures, results in buying of unsuitable DeFi products by retail investors and creates an uneven
playing field for them vs. the sophisticated participants who may have access to hidden informational
or technological advantages.

Front running

Ability of miners to re-order or censor transactions that have been submitted to the blockchain to
maximize their own profits can result in users obtaining less favorable transaction terms due to re-
ordered transactions. An excess of front-running on blockchain can result in stale transactions, faulty
consensus, and an ultimate loss of confidence in the ability of the blockchain to process transactions
and achieve settlement finality.

Manipulative
conduct (specific to
flash loans)

Flash loans are used to execute a trading strategy around an arbitrage opportunity. If the strategy can
be executed instantaneously and yield sufficient profit to pay back the loan plus interest and any fees,
individuals can use the flash loan to gain access to large amounts of capital with no upfront collateral;
however, there is possibility of coding error in a smart contract; facilitation of manipulative conduct,
say by manipulating the automated market makers™” prices through the creation of an imbalance in
the liquidity pool, resulting in slippage and arbitrage opportunities.

Risks due to market
dependencies

Given the significant reliance of DeFi protocols on a few fiat-backed stablecoins as critical sources of
liquidity, any event that impacts the value of the stablecoin such as a regulatory action or issuer default
can cause DeFi protocols to be significantly impaired, potentially resulting in systemic failures.

Liquidity risks

DeFi products and systems extensively operate through use of leverage, where crypto-assets
borrowed from one lending protocol are used as collateral in another, resulting in the same underlying
assets to build an increasing number of positions. This can exacerbate liquidation risks if they were to
materialize.

AML/CFT risks

Given limited AML/countering the financing of terrorism (CFT) regulatory requirements and measures,
there is a significant risk for transacting in DeFi to engage with a sanctioned counterparty or with
crypto-assets sourced through illicit activity.

Operational and
technology-based
risks

DeFi's dependency on blockchains and smart contracts presents inherent technology-based risks.
Any disruption or manipulation of blockchain can cause interference in normal blockchain settlement
processes, impacting transaction settlement finality of a DeFi product or service. Over-reliance on
ethereum poses potential failure risks.

Cybersecurity risks

Limited cybersecurity regulatory requirements, risk management policies and procedures, smart
contract audit requirements, and the nascent and permissionless nature of DeFi exposes DeFi
products and services to cybersecurity attack, particularly hacking.

Governance risks

While DeFi applications purport to be decentralized, there continues to exist key players such as
select professional investors or venture capitalists, who have centralized power and retain ultimate
control, say, over a governance issue or through control of administrative keys. Though retention of
an administrative key by an entity or individual, permits the disabling or alteration of a smart contract
or protocol, holder of the administrative key also has unilateral control of users’ funds, resulting in risk
that the smart contract or protocol will be disabled or altered unexpectedly by the administrator.
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Risks and considerations outlined in the Assessment of risks to financial
stability from crypto-assets report (February 2022)

The Financial Stability Board (FSB) released a report®® on February
16, 2022, examining developments and associated vulnerabilities
relating to three segments of the crypto-asset markets: unbacked
crypto-assets (such as bitcoin); stablecoins; and DeFi and other

Key takeaways from the report:

platforms on which crypto-assets trade. The report concluded
that given the international and diverse nature of the crypto-asset
markets and financial stability risks that could rapidly escalate,
authorities across the globe should prioritize cross-border and
cross-sectoral cooperation, underscoring the need for timely and
preemptive evaluation of possible policy responses.

Key observations

Vulnerabilities concerning unbacked crypto-assets

While crypto-assets remain a small portion of overall global financial system assets with limited connection between the crypto-

assets and systemically important financial institutions, there is a threat to the resilience of broader financial markets and
infrastructures as crypto-assets continue to operate on platforms outside the regulatory perimeter with limited transparency on

the nature and extent of exposures.

heighten the risk of “spillovers” to core markets.

resultin sharp loss of confidence by investors.

Growing institutional investor involvement in crypto-asset derivatives is expected to increase access to crypto-assets exposure and

Given retail investors have limited knowledge of the market functioning, any abrupt decrease in the value of crypto-assets could

Persistent, high price volatility underlines the market risk associated with crypto-asset investments, with significant price movement

linked to announcements about the use of bitcoin by individual firms, regulatory actions, etc.

Given the significant ecological footprint and energy consumption associated with the proof-of-work consensus mechanism,

increasing financial exposures to crypto-assets contributes to increased transition risk for the financial system.

Vulnerabilities concerning stablecoins

markets in which the reserve is invested.

adequacy and composition of reserves backing stablecoin.

improper or ineffective governance, as well as settlement risk.

Large-scale redemptions or a run on a stablecoin’s reserve assets could lead to fire sales of the assets, creating disruptions in the

There are wider concerns about governance, risk management, and operational resilience in the stablecoin sector, including the

Stablecoins are susceptible to the same risks as current payment systems—including credit, liquidity, operational risk—arising from

Financial stability risks could arise when a global stablecoin is denominated in a currency other than that of the jurisdiction in

which it is operating, including stablecoins referencing a basket of multiple currencies, or stablecoins with a mismatch between the

currency of issuance and the currency of backing assets.

Vulnerabilities concerning DeFi

With DeFi using “smart contracts” to provide financial services, including lending, borrowing, trading, and custody of crypto-assets,

applicable legal jurisdictions are not clearly defined due to the global nature.

obligations due to the decentralized nature of DeFi platforms.

It is challenging for public authorities and regulators to identify an entity or individual accountable for meeting regulatory

Given that visibility and verification of counterparty identities is not mandatory on DeFi platforms, it is difficult to trace

transactions, increasing the risk of these platforms attracting illegal activities, money laundering, terrorist financing, or

circumventing sanctions restrictions.
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What to expect going forward

Near-term developments in the federal US regulatory framework
for digital assets will emerge from three distinct sources: (1)

policy recommendations resulting from the Executive Order; (2)
congressional legislative efforts; and (3) regulatory guidance and
enforcement. Against this complex backdrop for US digital assets
policy, we anticipate continued uncertainty for firms operating in
the industry. The establishment of jurisdictional boundaries and
formalization of regulators’ roles in governing digital assets will take
precedence vis-a-vis the Executive Order as the Biden administration
charts a more coordinated and collaborative regulatory approach.
Moreover, the legal classification of specific digital assets and

Appendix

Deloitte supporting white papers

services should help determine the extent of regulatory authority
in this area.

The potential for national legislation remains and while it could

take many forms, the banking regulators seek to bring stablecoin
issuers under their regulatory umbrella and the CFTC has asked for
authority to regulate crypto spot markets In the absence of new
federal law, policy will be driven by the processes mandated in the
executive order. State regulators are also expected to demonstrate a
multistate coordinated approach and make progress in supervisory
policies and licensing requirements.

Related Deloitte publications to be read in conjunction with this digest:

New layer to crypto policy emerges with digital assets executive order

Market integrity considerations for digital assets (December 2021)

Stablecoin regulatory update and enhanced framework (February 2022)

Digital Asset Banking and Capital Markets Regulatory Digest: A periodic mark-to-market on US regulatory developments (November 2021)

Digital Asset Banking and Capital Markets Regulatory Digest: A periodic mark-to-market on US regulatory developments (October 2021)

Market manipulation in digital assets (March 2021)

So, you want to be a stablecoin issuer?

Central Bank Digital Currencies (CBDC): Regulatory and policy considerations in the US

Boundaries and focus areas of different US regulatory bodies

Below we have mapped the roles and mandates of selected key regulatory bodies to illustrate our view of the current US regulatory perimeter.
However, as the landscape evolves (e.g., legislation or future rulemaking), some of these mandates and focus areas may change.


https://www2.deloitte.com/content/dam/Deloitte/us/Documents/risk/us-advisory-digital-asset-regulatory.pdf?nc=42
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/finance/us-crypto-regulatory-whitepaper.pdf
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/risk/us-stablecoin-feb-2022.pdf
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https://www2.deloitte.com/content/dam/Deloitte/us/Documents/risk/us-october-2021-digital-assets-regulatory-update-final-stories.pdf
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/risk/us-design-market-manipulation-in-digital-assets-whitepaper-v2-1.pdf
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https://www2.deloitte.com/content/dam/Deloitte/us/Documents/risk/us-deloitte-cbdc-policy-considerations.pdf
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A.1. Scope of US regulatory agencies and their primary regulated entities

State
Regulators

FinCEN &
OFAC

IRS/US
Treasury

Securities
and Exchange
Commission

Commodity Futures
Trading Commission

Financial Industry
Regulatory Authority

Federal Reserve
Board

Federal Deposit
Insurance
Corporation

Office of the
Comptroller of the
Currency

Various state
banking authorities

Consumer Financial
Protection Bureau

Financial Crimes
Enforcement
Network & Office
of Foreign Assets
Control

Internal Revenue
Service and US
Treasury

Regulator overview

Primary regulated entities

Protects investors, maintaining fair, orderly,
and efficient markets, and facilitating capital
formation.

Participants in securities market including:
+ Securities exchanges

+ Broker-dealers

Clearing and settlement agencies

Mutual funds

Hedge funds

Swap dealers

Investment firms

Promotes the integrity, resilience, and
vibrancy of the US derivatives markets
through sound regulation.

Futures exchanges

Futures commission merchants, commodity operators
Derivatives clearing organizations

Designated contract markets

Swap dealers and other major swap participants

Authorized by Congress to protect investors
by making sure the broker-dealer industry
operates fairly and honestly.

Registered broker-dealer firms and registered brokers
in the US

Fosters the stability, integrity, and
efficiency of the monetary, financial, and
payment systems so as to promote optimal
macroeconomic performance.

Bank holding companies

Financial holding companies

Securities holding companies

Savings and loan holding companies
State member banks

Foreign banking organizations in the US

An independent agency created by Congress
to maintain stability and public confidence in
the US financial system.

Federally insured depository institutions

State banks that are not members of the Federal
Reserve System

State-chartered thrift institutions

Works to ensure that national banks and
federal savings associations operate in

a safe and sound manner, provide fair
access to financial services, treat customers
fairly, and comply with applicable laws and
regulations.

National banks
US federal branches of foreign banks
Federally chartered thrift institutions
National trusts

At the state level, each state has one or
more agencies that are charged with
supervising and regulating state-chartered
banks and thrifts.

State-chartered banking entities (both member and
non-member banks) and trust companies
Money transmitters and other non-banks

Protects consumers from unfair, deceptive,
or abusive practices, and takes action
against firms that violate its requirements.

Consumer protection regulator focused on:
Rulemaking authority for consumer protection for
all banks

Consumer financial entities (including non-banks)

Safeguard the financial system from
illicit use, combat money laundering, and

promote national security. The OFAC NA
administers and enforces economic and

trade sanctions.

Work together to enforce taxpayers' tax
responsibilities and against the current NA

rules and regulations. They also provide
clarification of the rules.
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A.2. Identifying the regulatory agencies’ focus areas regarding digital assets

State
Regulators

FinCEN &
OFAC

IRS/US
Treasury

Securities
and Exchange
Commission

Commodity Futures
Trading Commission

Financial Industry

Regulatory Authority

Federal Reserve
Board

Federal Deposit
Insurance
Corporation

Office of the
Comptroller of the
Currency

Various state
banking authorities

Consumer Financial
Protection Bureau

Financial Crimes
Enforcement
Network & Office
of Foreign Assets
Control

Internal Revenue
Service and US
Treasury

Digital assets - Agencies focus area and mandates

Regulating digital assets that meet the definition of a security
Oversight of crypto exchanges

Listing standards for security exchanges

ETF registration

Market manipulation

Investor protection disclosure

Futures contracts and other digital asset derivatives (that are not securities)
Registration and licensing of Future Commission Merchants

Responsible innovation in derivatives market

Manipulation of commodity pricing

Market transparency

Analyzing potential risks and benefits of issuing a central bank digital currency (CBDC) in

the US

Ensuring safety and soundness for new product launches related to digital asset initiatives

Ongoing supervision of regulated banks, including application of third-party risk, new product approval,
and risk management framework

Protecting the Deposit Insurance Fund

Managing systemic risk and implementing bank-like regulatory framework for stablecoins

Overall assessment of the stability of the financial system due to underlying risks posed by the rise in
digital asset transactions

Definition of permissible digital asset services (e.g., custody) by banking entities

Chartering and licensing, including access to master payment accounts

Establishing a consistent framework for the supervision and regulation of digital assets

Evolving capital and liquidity frameworks to reflect digital asset risks

Analyzing potential risks and benefits of issuing a central bank digital currency (CBDC) in the US
Ensuring safety and soundness for new product launches related to digital asset initiatives

Ongoing supervision of regulated banks, including application of third-party risk, new product approval,
and risk management framework

Protecting the Deposit Insurance Fund

Managing systemic risk and implementing bank-like regulatory framework for stablecoins

Overall assessment of the stability of the financial system due to underlying risks posed by the rise in
digital asset transactions

Definition of permissible digital asset services (e.g., custody) by banking entities

Chartering and licensing, including access to master payment accounts

Establishing a consistent framework for the supervision and regulation of digital assets

Evolving capital and liquidity frameworks to reflect digital asset risks

Money transmitting banks and non-banks

Consumer protection

Enforcement of digital asset-related laws and licenses passed by state legislators
Multistate Money Services Business Licensing Agreement Program

State banks and trusts’ digital asset custody services

Consumer protection (heavy focus on consumer complaints), data privacy, fair lending, disclosures,
access to financial services

Enforcement actions against crypto and fintech companies for “unfair, deceptive, or abusive acts
or practices”

Enforcement of Banking Secrecy Act/AML compliance programs
OFAC travel rule

SAR and CTR reporting

MSB registration

Enforcement of the taxation of digital asset transactions
Clarification of the tax rules associated with digital asset transactions through Treasury Regulations and
other authoritative guidance

Note: The Financial Stability Oversight Council (FSOC), which was established with members from these federal and state regulatory agencies, could also play a significant
cross-functional role in bringing uniformity in digital asset regulatory guidance and oversight.
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