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Internal Audit Megatrends

Internal Audit’s role in enterprise Trust 5x5: Insights and actions

Starting the journey to assuring and
advising on Trust equity

In today’s dynamic and challenging business environment, Trust increasingly drives performance, workforce engagement, and customer loyalty; at the same time, Trust is becoming ever more complex to
understand and manage. Organizations are expected to build Trust across growing ecosystems of stakeholders, whose expectations continue to evolve. At a time where (mis)information is omnipresent,
individual perceptions reign supreme, and digital security and data privacy are constant challenges, Trust is not just an abstract concept to understand, it has become a tangible and strategic priority for an
organization. Simply put, we have entered a Trust Age—where a myriad of stakeholders holds organizations accountable for being trustworthy. It is time for Internal Audit (IA) to focus on Trust. This quick
summary offers business insights and actions you can take as you start the journey toward measuring and assessing enterprise Trust

5 insights you should know

Trust is built through actions that demonstrate a high degree of competence and the right intent. Trustworthy organizations consistently display strong capability (possessing
the means to meet expectations); reliability (dependably delivering upon promises made); transparency (openly sharing information, motives, and choices in plain language); and
humanity (genuinely caring for the experience and well-being of others).

Trust impacts a company’s market value. Companies affected by a Trust-related incident see a degradation in market cap ranging from 20% to 56%.’

Conversely, high Trust companies outperform low Trust companies by up to 4x amplification of market value.’

Trusted companies perform better and have stronger relationships with their stakeholders: 88% of customers who highly Trust a brand will buy again from that brand and 62%
buy exclusively from that brand.f

Furthermore, employees’ Trust in their leaders improves job performance, job satisfaction, and commitment to the organization and its mission.

Trust equity builds resilience: Building Trust equity — the amount of Trust an organization has accumulated with stakeholders — enables organizations to achieve resilience,
differentiation, and competitive advantage. For example, 95% of executives whose companies have high levels of consumer Trust believe their companies are more resilient.”

Operating domains across the enterprise impact Trust and stakeholder behaviors. Operating areas impacting Trust span internal and external activities, including delivering
products and services with quality, ensuring a strong cyber posture, driving superior customer services, driving digital engagement, and focusing on the right workforce experience,
among others. A company'’s ability to successfully execute in these areas impacts levels of Trust.
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Surveyed technology B2B purchasers are 24% more likely to highly Trust brands that they believe are taking effective steps in data privacy and protection while end users are 14%
more likely to highly Trust a brand that enhances the customer experience through digital operations."

Likewise, technology end users are 7% more likely to go out of their way to purchase from the brand that regularly deploys new innovations. While in stark contrast, they are 29%
less likely to do so if the brand is not regularly deploying new innovations."i



5 actions you can take

Make Trust measurement a strategic priority within your IA plan, supported by a structured framework to quantify and assess Trust across your A services: Assure,
Advise, Anticipate, and Accelerate. Start by exploring Trust levels in your organization. to develop an understanding of what trust expectations exist in the eyes of your
organization’s stakeholders, including employees, customers, investors, and suppliers. In addition, consider mapping your risk taxonomy and IA plan to the Trust
Domains., such that there is a clear link from our IA activities and reporting to Trust.

Consider executing Trust assessment(s) through standalone IA reviews at a point in time or through an integrated audit approach. The former approach can help
determine appropriate policy, control landscape, and responsibilities around Trust; the latter approach, where Trust components are embedded as a pulse check on the
business within any audit, can help assess whether Trust-impacting activities—such as hiring and rewarding employees, how you account and report, how you reach the
consumer, and how you sell product and collect receivables—are being appropriately conducted.

Leverage internal questionnaires and external sensing to enrich your understanding of Trust. Analysis of perspectives from different stakeholder groups, such as
employees, customers, suppliers/partners and/or investors, is essential to determine levels of Trust. Posing questions directly to these groups should be supplemented
by external sensing capabilities, which are becoming increasingly effective through advances in artificial intelligence and other technologies.

Develop a prioritized plan of action across relevant domains to take meaningful steps forward to earn and protect Trust. Understanding and diagnosing Trust is

essential, but it is only the first step in this journey. Creating a prioritized roadmap based on the findings can help the organization to maximize return on its investments

and take real, meaningful steps to earn Trust and address gaps. IA then has the opportunity to advise management and monitor achievement of the roadmap milestones .
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Commit to Trust being part of the process. Acting on Trust cannot simply be a response to crisis. Instead, it is essential for companies to build up a layer of resilience and
amass Trust equity. This does not happen overnight. It is a journey toward understanding stakeholder expectations, taking decisive action, providing greater
transparency, illustrating a steadfast commitment to the organizational purpose, and building Trust consistently over time. Therefore, exploring, diagnosing, prioritizing,
and acting on Trust should become part of the DNA of every organization embedded in how a company operates than a one-time exercise.
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While Trust is intuitively understood, it can also be measured to assess its trajectory and impact over time. Doing so requires a diagnosis of 17 domains and Trust-driving categories, which are comprised of Deloitte Transactions and
89 distinct drivers of Trust. Deloitte’s Trust assessment analyzes a million external data points as well as an internal diagnosis to create a comprehensive, detailed, quantitative, and objective view of Trust Business Analytics LLP
and efficacy of the organizational actions needed to earn Trust. This measurement enables an organization to correlate Trust from distinct stakeholders to financial performance, workforce engagement, mbondar@deloitte.com
customer loyalty, and brand perception.
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