
Unprecedented, incomparable, tectonic—the right vocabulary to describe how 
the last year challenged organizations is difficult to land on. The trials businesses 
experienced forced collaboration to be more elastic, rocketed a migration to 
cloud and digital, and increased dependencies on business partners—even as 
these necessities brought increased risk exposure. Yet in the midst of a range of 
issues from technology, social fracturing, and changes in infrastructure, resilient 
organizations revealed a path forward.

Change unintended consequences  
to intended outcomes

Empower a key executive to:

•	 Lead large-scale crisis planning 

•	 Identify severe, plausible events  

•	 Evaluate organization preparedness

•	 Delegate action, removes obstacles 

A resilient consumer-facing organization plans 
on disruption—and invests in it

An organization that:

•	 Adapts rapidly to changing markets

•	 Mitigates disruptive competition

•	 Rebounds toward a next normal

•	 Accounts for new threats of a stressed  
workforce and third-party risk

•	 Creates intentional risk-taking
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How can consumer-facing organizations  
build resilience into their culture? 

Educate and create  
awareness campaigns
•	 Make it engaging

•	 Educate on wellness 

•	 Advocate for people in 
challenging environments

Encourage business 
partners to participate
•	 Create appropriate 

delegation of action

•	 Equip business partners to 
take effective action quickly 

Build into the brand
•	 Use workspace downtime  

to address infrastructure 

•	 Adjust business applications  
to scale to both gradual 
and peak loads

Prepare now to move adaptively  
and dynamically when crisis arrives

Don’t relegate risk to a 
compliance-driven exercise  
Instead, scenario-plan with  
an engaged executive team 
and board.

Draw lessons immediately 
when things go wrong 
Conduct postmortem 
assessments not for  
finger pointing, but for  
future enhancements. 

Change your perception  
Rather than making risk a 
persistent barrier, turn it into 
an opportunity for growth.

Why is building resilience no longer optional? 
Consider these potential risks:

More risk exposure from 
distributed workforce  
and business partners
•	 The digital protections of  

a physical office are gone

Increase in malware  
and ransom attacks
•	 Absence of Zero Trust 

networking concepts  
creates vulnerability 

Greater client impact 
from digital interfaces
•	 Restructure communication 

methods to connect with 
consumer base 
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