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Scaling Generative AI (GenAI) applications in the enterprise, where 
GenAI governance and AI risk management are essential, demands 
a fundamentally new approach to human-computer interaction. 
Contemporary design philosophies such as invisible AI and natural UI 
prioritize seamless, unobtrusive experiences that make AI disappear 
into the background—most often at the expense of AI transparency 
and auditability.

Defensive UX takes the opposite approach. It consciously and 
deliberately makes users aware that responses are AI generated, 
prompting them to exercise appropriate caution before accepting 
outputs as ground truth.

This distinction is not academic. 

In enterprise setting—especially in regulated industries—the 
stakes are materially different from consumer applications. 
Business users complete critical transactions, regulatory filings 
and client deliverables where errors carry real financial, legal and 
reputational consequences. The defensive UX framework, with  
its emphasis on human accountability and prompt governance,  
is designed precisely for this reality.

The defensive UX framework is a key feature of 10X Analyst—an 
agentic AI platform built by Deloitte with Amazon Web Services (AWS) 
specifically for the Financial Services Industry. 

Why scaling enterprise 
GenAI requires 
transparency, controls 
and human accountability

https://www.deloitte.com/us/en/services/consulting/services/gen-ai-financial-services.html
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Defensive UX is particularly important for B2B and employee-facing applications where 
accountability cannot be delegated to technology. Enterprise users remain 
accountable for outcomes and must defend their decisions to regulators, senior leaders, 
auditors and clients. Just as a finance analyst cannot excuse flawed analysis by blaming  
a junior colleague, they similarly cannot deflect responsibility by claiming “the AI did it.”  
The buck stops with the human decision-maker, regardless of the tools employed.

Furthermore, organizations must demonstrate to regulators and compliance personnel 
that adequate measures exist within each application to ensure the employee running  
the GenAI process retains accountability for results. The defensive UX framework provides 
the structural foundation for building this case.

 

Defensive UX

GenAI applications introduce a more nuanced, bidirectional relationship between humans 
and computers. This interaction operates at a granular level where humans depend on  
AI to accelerate and enhance their work, while AI systems require human feedback, context 
and validation to improve accuracy and relevance.

This symbiotic relationship demands a user experience design that acknowledges AI’s 
capabilities and limitations while holding humans ultimately accountable for final results. 
Defensive UX provides the design language for this new paradigm.

 

Human-AI interaction 
design for GenAI:  
From invisible AI to 
auditable workflows

03



Defensive UX for Generative AI �

04

Based on our work with leading financial services and insurance organizations,  
Deloitte developed the defensive UX framework, a key feature of the 10X Analyst platform. 
The framework's comprehensive approach identifies six essential components for building 
responsible GenAI applications that balance innovation with risk management.

These principles are embedded in Deloitte’s agentic solution 10X Analyst, a reference 
implementation that brings the defensive UX framework to life through practical application 
design patterns and user interaction models. The examples throughout this article are drawn 
from this platform built for the Financial Services Industry.

The defensive UX 
framework: Six UX 
patterns for responsible 
enterprise GenAI

Figure 1. The six components of the defensive UX framework
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1. Context engineering 
Context is the foundation of accurate AI responses. This component focuses on 
empowering both users and systems to adjust LLM inputs so the model has the right 
context to create optimal outputs. Rather than treating any form of AI as a black box, 
context engineering provides interactive refinement tools that allow users to adjust 
parameters, add relevant background information, and specify output requirements 
before submitting the starting prompt.

Equally important is intelligent context assembly, where the system automatically 
incorporates relevant organizational data, user history and domain-specific knowledge. 
Preprocessing capabilities help users structure their queries effectively, reducing ambiguity 
and improving response quality.

By making context visible and adjustable, users gain greater control over AI outputs while 
developing a deeper understanding of how their inputs influence results. In the 10X Analyst 
implementation, users can add expert opinions and load domain-specific context before 
submitting queries and can define business rules that constrain how the AI interprets data.

Figure 2. Adding expert opinion to guide AI context  
in 10X Analyst

Figure 3. Database details with editable business rules  
that shape AI interpretation
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2. Citations with verifications
Trust requires transparency. This component ensures every AI-generated response  
can be traced back to its sources. Reliable citations link specific claims to original documents, 
datasets or knowledge bases. Clear reasoning chains explain how the AI arrived at its 
conclusions, making the logic transparent and auditable. Verification tools enable users  
to quickly validate sources and cross-reference information, while confidence indicators  
help assess the reliability of different information sources.

This approach transforms the AI from an oracle into a research assistant that shows its 
work, enabling users to make informed decisions about which outputs to trust. In practice,  
the system asks the LLM to explain its reasoning and provide references that substantiate 
each answer.

Figure 4. Source document references with factual accuracy assessment
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Figure 5. Step-by-step reasoning chain showing the AI’s logic

For data-driven use cases, the system can also expose the underlying SQL queries generated 
by the LLM. This allows the company's campaign analysts and data professionals to validate 
the logic of recommendations before taking them to the field.

Figure 6. SQL code generated by the LLM, enabling analysts to validate query logic
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3. Trusted prompts and guardrails
Not all prompts are created equal. This component establishes a tiered system that 
balances flexibility with control. Pretested prompt libraries cover approximately 80% of 
common use cases, providing consistent, high-quality outputs for routine tasks. Validated 
prompt templates have been rigorously tested and approved for specific business functions. 
Tiered access controls allow general users to access curated prompts while the company's 
power users can create custom queries, subject to validation.

Detailed guardrails detect and prevent out-of-policy discussions, potential regulatory 
violations, inappropriate use of sensitive data, and attempts to bypass security  
measures. The system provides visual cues to alert users when responses fall outside 
trusted boundaries.

Figure 7. Trusted prompt library with curated, 
pretested queries

This structured approach reduces errors while preserving the flexibility needed for 
innovation and edge cases. The visual differentiation between trusted and untrusted 
outputs helps ensure users apply the right level of scrutiny to each response.

Figure 8. Visual cue (red border) alerting users to responses 
flagged as potentially inaccurate or incomplete
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Figure 9. Model selection and additional context for 
response regeneration

4. Regeneration of responses
One size rarely fits all in complex business environments. This component 
acknowledges that AI responses often require iteration. Multiple response generations 
provide users with distinct options to choose from. Iterative refinement tools allow users 
to regenerate responses with additional context or modified parameters. Comparison 
interfaces highlight differences between response variations, and context preservation 
maintains conversation history while exploring alternatives.

A particularly powerful technique involves cross-model validation: If two separate LLMs 
from different vendors, trained on different datasets, produce the same answer to  
a question, users can have significantly higher confidence in that result. For example, when 
extracting filing dates from bond documents, agreement across models provides a strong 
signal of accuracy.

By treating AI outputs as starting points rather than final answers, this approach encourages 
critical evaluation and enables users to find the most appropriate solution for each of their 
specific needs.
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5. Confidence scores and  
LLM as judge
Not all AI outputs are equally reliable. This component provides sophisticated 
mechanisms for assessing response quality. Confidence metrics displayed alongside each 
response are derived from factors such as relevance to the original question, factual 
accuracy and completeness of the answer.

The LLM-as-judge functionality employs a secondary model (AWS judge model—an LLM 
that scores AI outputs) to evaluate the primary response for accuracy, completeness and 
potential issues. Calibration tracking monitors confidence score accuracy over time to 
improve reliability. These tools help users quickly identify which outputs require additional 
scrutiny versus those that can be trusted with higher confidence.

Figure 11. On-demand confidence analysis 
with factual accuracy and relevance scores

Figure 10. Evaluation metrics from the LLM-as-Judge model across  
nine quality dimensions
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6. Human in the loop
The ultimate safeguard is human judgment. This component ensures meaningful 
human oversight at critical junctures. Supervisors and subject matter experts can review 
AI-generated responses before they impact business decisions, track usage patterns, 
identify potential misuse, and analyze response quality trends across teams and use cases.

Feedback mechanisms capture user corrections and validations to build organization-
specific training datasets, improve model performance over time, and create institutional 
knowledge repositories. Escalation workflows automatically route uncertain or high-risk 
outputs to appropriate reviewers. Performance analytics help organizations understand 
where human intervention adds the most value.

This human-centered approach ensures that AI augments rather than replaces human 
expertise, maintaining accountability while leveraging the efficiency benefits of automation.

Figure 12. Audit dashboard tracking pending reviews, alerts, 
usage patterns and costs

Figure 13. User feedback mechanism  
for flagging and rating AI responses
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The defensive UX framework represents a deliberate counterpoint  
to the prevailing design philosophy that AI should be invisible.  
It reframes UX as a control layer for enterprise GenAI governance. 
In enterprise contexts, invisibility is a liability. Especially in regulated 
workflows, auditability is a requirement, not a “nice-to-have.” 
When the consequences of AI-generated outputs include 
regulatory penalties, reputational damage and flawed business 
decisions, organizations need users who are engaged, critical and 
accountable. Defensive UX operationalizes AI risk management  
at the point of use.

The six components of Defensive UX work in concert to create this 
environment: Context engineering gives users agency over inputs. 
Citations with verifications provides the evidentiary trail. Trusted 
prompts and guardrails establishes the boundaries. Regeneration 
of responses encourages exploration and cross-validation. 

Confidence scores and LLM as judge quantifies reliability. And 
human in the loop helps ensure that technology serves human 
judgment, not the reverse. Together, these patterns can create 
traceable, reviewable decision workflows.

Deloitte's 10X Analyst, an enterprise platform developed with  
AWS, can help clients build—and use—safe, production-ready 
GenAI applications. The six-component framework can be treated  
as a reference architecture to adapt to specific domain and  
control requirements. 

As organizations scale their GenAI initiatives, the question is not 
whether to adopt AI, but how to adopt it responsibly. Defensive 
UX provides an answer: It enables financial services enterprises  
to design experiences tailored to their requirements that can make 
humans smarter, more cautious and ultimately more accountable 
in their use of AI-generated insights.

Putting Defensive UX into 
practice: A responsible 
GenAI adoption blueprint 
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