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Reimagining the modern cyber organization 
DON’T JUST DEFEND WHEN THE RULES OF THE GAME ARE CHANGING 

JUNE 2025
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Evolving compliance and security risk 

Rapid technology change is

Creating the 
opportunity to 
reimagine how 
modern Cyber 
organizations 
function  

TRENDS 

IMPACTS

ARTIFICIAL
INTELLIGENCE

ADVANCED
AI THREATS

QUANTUMZERO TRUST
RE-DESIGN

BUSINESS
IMPACT

RELATED CYBER 
CHANGES 

• Re-architecture, 
re-platforming

• Technology 
refresh and up-
skilling

Significant 
redesign of 
technology and 
operations 

• Redefine controls 
and testing 

• Redesign of control  
assessments

Increasing 
process 
complexity and 
manual effort 

• System discovery 
and remediation 

• Tech-replacement 
and migrations

Security exposure 
and system 
integration risks 

• Faster detection 
and response 

• More advanced AI 
detection 
technology

Increasing 
security fatigue 
and cyber 
exposure 

• AI augmentation of 
human FTE

• Adoption/ redesign of 
operations to benefit 
from AI  

Revised tech 
architecture, 
workforce, and 
operating model 

TAKEAWAY: DON’T JUST DEFEND, ADAPT AND TRANFORM 

The Cyber organization of the future will be very different from today 

CISOs need to start early to harness the benefits and the opportunity  
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Combining commercial, customized, and home-grown AI solutions, the opportunity is significant 

Across cyber capabilities, the work can be refactored and reimagined 

IDENTITY AND 
ACCESS

APPLICATION 
SECURITY 

SECURITY
OPERATIONS

ENDPOINT
SECURITY

NETWORK
SECURITY

DATA
SECURITY

INFRA/CLOUD
SECURITY

Likely to adopt a 
strategic identity 
management, AI-
driven solution1

75+%

Developers using 
AI-enabled 
development tools3 

90+%

Surveyed CISOs using 
generative AI to 
improve cybersecurity 
operations 5 

41%

Using AI for anomaly 
detection to a large 
extent2

39%

Using AI to automate 
network security 
processes2

84%

Increased investments 
around data lifecycle 
management due to 
generative AI4

75%

Using AI to 
continuously monitor 
their digital 
infrastructure2

86%

+50% of the work 

delivered today can 

either be 

augmented by AI or 

redefined 

1 Insights into Identity Security: SailPoint and Deloitte Survey, January 2025
2 Deloitte’s Global Future of Cyber Survey, fourth edition, January 2025
3 Jessica Ji, Jenny Jun, Maggie Wu, and Rebecca Gelles, "Cybersecurity Risks of AI-Generated Code" 
(Center for Security and Emerging Technology, November 2024). https://doi.org/10.51593/2023CA010
4 Now decides next: Moving from potential to performance, August 2024
5 2024 Deloitte-NASCIO Cybersecurity Study, September 2024
6 State of Generative AI in the Enterprise, April 2024

By 2026, 75% of survey respondents expect to change their talent strategies in response to Generative AI. Organizations reporting 

“very high” Generative AI expertise expect to change their talent strategies even faster, with 32% already making changes.6

https://www.deloitte.com/content/dam/assets-zone3/us/en/docs/services/risk-advisory/2024/deloitte-sailpoint-survey-2025.pdf
https://www.deloitte.com/content/dam/assets-zone3/us/en/docs/campaigns/2025/us-state-of-gen-ai-2024-q4.pdf
https://www.deloitte.com/content/dam/assets-zone3/us/en/docs/campaigns/2025/us-state-of-gen-ai-2024-q3.pdf
https://www.deloitte.com/us/en/insights/industry/government-public-sector-services/2024-deloitte-nascio-cybersecurity-study.html
https://www.deloitte.com/content/dam/assets-zone3/us/en/docs/campaigns/2025/us-state-of-gen-ai-2024-q2.pdf
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Cyber leaders have a responsibility and opportunity to harness the momentum 

Its not just a cyber imperative, it’s a broader business imperative 

Chart Title

78%

Of executives 
are working to 
scale AI to 
create 
business 
value

Chart Title

68%

Of executives 
are working to 
harness 
enterprise data 
to enable AI 

• When business depends 
on the AI and IP at the 
core, protecting it is 
everything.

• Organizations should 
implement integrated 
governance models, 
guardrails and trust 
frameworks to enable AI, 
and cybersecurity teams 
will own these 
responsibilities 

“In the next five to ten years we will see how quickly we can adapt, and companies 
that fail to adapt, no matter how big, are going to disappear.”

Noriko Rzonca, Chief Digital Officer, Cosmo Energy Holdings

Source: The great acceleration: CIO perspectives on generative AI

MIT Technology Review Insights 2024

+90% of how cyber security is delivered 
will be different in the next 5-10 years 
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Securing the AI enabled systems 
and data that support the business 

Reimaging the cyber org built-on 
and run by AI 

CYBER FOR AI AI FOR CYBER Defining new security services to 
enable business leaders to 
securely deploy and adopt AI 
enabled services 

Assessing the risks and 
implementing controls to 
address compliance/security
requirements of adoption  

Establishing the governance 
framework and change 
management to build trust in AI 
adoption 

Reinventing how cybersecurity works in an AI-powered organization 

Acquiring the right talent and 
agentic capability to run the cyber 
organization and achieve the 
automation and outcome benefits 

Defining the new operating 
processes/roles and 
responsibilities which 
incorporate AI-enabled 
automation 

Executing on a technology 
roadmap that brings AI 
capabilities to refresh the 
platforms and systems 
underpinning cyber 

• AI threat countermeasures 

• Platform/technology refresh 

• Operating procedures 

• Agentic/human workforce model

• Change management 

• Fraud detection

• Cost optimization  

• Data security for AI tools 

• AI decision/model audits 

• Non-human agent access

• Rogue agent detection 

• Trustworthy frameworks 

• Fraud detection 

• Control frameworks

• Guardrails/ 
governance

• Operate 
model/machine 
learning (ML) ops 

• Talent model 

• Tech architecture 

• Audit/compliance 

Scaling AI requires lots of data, system integration, guardrails, and controls to enable outputs 
that are trustworthy leaders have a responsibility and opportunity to harness the momentum 

Security organizations have to both secure AI systems and reimagine how Cyber runs on AI



6Copyright © 2025 Deloitte Development LLC. All rights reserved.

The landscape of threats will evolve by learning from past attacks and using this input to drive future success 

AI-driven attacks will require new strategies and tactics leveraging AI countermeasures

AI Social Engineering 
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Deep Fake Impersonation

FraudGPT
Brute Force Attacks

Credential Harvesting 

Personalized Phishing

AI-enabled password cracking 

Intelligent Threat Monitoring 

AI Phishing Filters 

AI Attack Modeling/Simulation

Human AI Synergy

Continuous Identity Proofing 

Behavior Analytics 

On the new cyber frontier, AI will shape the delivery and increasing sophistication of attacks and the counter measures 

AI Automated Threat Management 

Disinformation Campaigns 

Moving target defense 
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SUSTAIN AND 
OPTIMIZE 

REIMAGINE
CYBER 

ENABLEMENT ENGAGEMENT 

ENABLEMENT 

VISIBILITY OUTCOMES

• Define the architecture across cyber services 

• Design the AI components/experience 

• Build the models (large language models or LLMs), interactions/ experiences 

• Integrate the data and systems to operationalize

• Curate the workforce of bots/agents and models 

• Maintain/support the software and systems 

• Monitor the workload and results 

• Operate/support the systems and processes 

REDUCE FATIGUE IMPROVE RESILIENCE INCREASE EFFICIENCY IMPROVE STABILITYBUSINESS IMPERATIVE

• AI Engineers

• AI Learning Specialists 

• AI Developers 

• AI Solutions Engineers 

• AI Policy Advisor 

• AI Auditor 

• AI Solution Analyst  

• AI Model Builders 

• AI Data QA 

• Selection 

• Organization 

• Preparation

• Manage performance

• Fine tuning 

• Enhancing 

• Quality/accuracy

• Availability

• Security/Integrity 

• Service level 
agreements (SLAs)

• Service management

• Operating procedures

The modern organization will need new skills/talent and operations teams to sustain and drive outcomes 

Organizations need a blueprint to combine agentic AI and Generative AI (GenAI) with 
physical full-time equivalents (FTEs) to create results 
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Components of the blueprint include a workforce structure, technology architecture, operating model, and governance

The blueprint is designed to accelerate the journey to reshaping the cyber organization 

The blueprint 

establishes a north-

star to help 

reimagine the cyber 

organization 

WORKFORCE 
DESIGN

TECHNOLOGY
ARCHITECTURE

OPERATING
MODEL 

GOVERNANCE
MODEL 

Agentic AI patterns 
and capabilities 
combined with 

human interaction 

Establishing the 
operating processes, 

practices and 
responsibilities, and

cost optimization

Aligning the 
capabilities needed 

to deliver on business 
outcomes  

Business case, roles, 
and responsibilities 

to drive the 
execution

• Skills and roles 

• AI inclusion 
approach 

• Change management 

• Training and enablement 

• Technology 
choices 

• Selection and 
comparison 

• Roadmap 

• Timeline and plan 

•Operational 
assessment 

• Technology 
enablement 

•Operating procedures  

•Organization structure 

•Governance 
structure 

• Business 
alignment 

• Agent operations

• Trustworthy AITM

framework 
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Reshaping the organization is a “ground up” understanding of core assumptions against business requirements across 
cyber and how the organization can get better results 

A few examples reshaping the cyber operating model and economic potential 

AI THREAT 
SIMULATION

AI AUTOMATED 
THREAT MANAGEMENT

SYNTHETIC DATA 
GENERATION

PRE-EMPTIVE/MOVING 
TARGET DEFENSEADOPT AI CYBER PRACTICES 

RISK/GOVERNANCE 

• Code vulnerability identification/remediation

• Automated vulnerability test/remediation 

• AI-reinforced app monitoring 

• Security architecture review 

• AI threat report analysis/summary

• Alert triage and anomaly detection 

• Zero-day threat detection 

• Lateral motion detection 

• Distinguish human vs AI activity 

• AI-enabled resource planning 

• AI third-party assessment 

• AI-enabled cyber risk assessment 

• Firewall rule review 

• Automated red/purple teaming

• Automate incident response 

• Threat hunting 

• Access certification 

• Test case generation 

• Application onboarding 

• Role/role-based access 
control (RBAC) design 
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Using operational discipline and incidents to establish a learning motion to drive greater maturity and resilience 

The blueprint supports the maturity model to help the cyber organization evolve

AUTONOMOUS

OPTIMIZED

INTEGRATED

DEFINED

REACTIVE

Create the maturity, 

manage the risk 

reduction, and 

achieve efficiency 

gains aligned with 

industry leading 

practices• Ad-hoc security of AI use cases

• Limited/no AI in cyber operations

• Basic policies for AI usage

• Piloting AI tools in security functions

• AI/cyber strategies are aligned with enterprise AI 

• AI embedded in security analytics and workflows

• Cross-functional AI risk governance

• AI-enabled adaptive defenses in place

• End-to-end AI integration in cyber and business

• Continuous learning and self-healing systems
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Govern Identify Protect

Detect

Respond

Recover

(Identify) Improvement

NIST INCIDENCE RESPONSE FRAMEWORK

INCIDENT RESPONSE AGENTIC AI MODEL 

ORCHESTRATION 
AGENT 

ASM 
AGENTS 

THREAT ID
AGENTS

RESEARCH
AGENTS 

TRIAGE 
AGENTS

• Identify Signals

• Determine Sources

• Identify Attack 
Vectors 

• Incident Prioritization

• Incident Notification

• Incident Analysis 

• Document Details 

Human and AI hybrid model

Faster detection and response

80%+ human executed 80%+ AI executed

By taking an agentic approach, fatigue can be reduced, quality improved, and better talent leverage can be created

Example: Reimagining the National Institute of Standards and Technology (NIST) incident 
response framework in an augmented agentic model
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By taking an AI-driven approach, the client wanted to drastically redesign the cyber function while improving services 

Case study: A large health insurance provider reimagining the cyber organization 

IDENTITY AND 
ACCESS

GOVERNANCE
COMPLIANCE 

SECURITY
OPERATIONS

THREAT AND 
VULNERABILITY

• Predicting roles 
and use AI for 
role mining

• Advanced 
authentication 
using AI (e.g., 
behavioral 
authentication)

• Predicting user 
access based on 
historical 
requests

• Intelligent access 
certification

• AI-enabled third-
party risk 
assessment 

• SLA violation 
prediction

• Rights, 
preference, and 
consent 
management

• Detecting 
network lateral 
movement using 
user behavior 
analysis 

• Zero day threat 
(ZDT) detection –
detecting never-
before-seen 
cyberthreats

• Improving 
anomaly 
detection 
through alert 
enrichment and 
contextualization

• Detecting 
phishing URLs

• Accelerating red 
team exercises 
to secure 
networks

• Accelerating 
vulnerability 
assessments 
with automated 
vulnerability 
mapping/attribu-
tion

• Improving 
vulnerability 
assessments for 
critical 
infrastructure

A CROSS PILLAR CYBER TRANSFORMATION/BLUEPRINT 

Reducing manual 
effort by 50% 

Improving quality and 
reducing errors by 30%*

• Security fatigue and staff turnover 

• Audit exposure and lack of visibility 
and reporting 

• Heavily manual security processes 
and low quality of results 

KEY CHALLENGES:

Focused effort on key pillars of 

cyber with the biggest cost and 

opportunity for AI-inclusion and 

benefits 

APPROACH:

Reducing cost by 
20-30%

* Actual savings may vary based on individual facts and circumstances
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Cyber will not be the only 
organization on the 
journey: 

Cyber teams 
will need to 
align with a 
broad set of 
organizational 
stakeholders 

• Cost efficiency

• Competitive 
advantage 

• Brand and 
reputation

• Privacy and 
customer security 

• Technology 
arbitrage and 
modernization 

• Business alignment 
and efficiency

• Privacy/security of 
AI data Models 

• Consent and 
preference 
management.

• Operating cost and 
efficiency  

• Technology cost and 
cost containment  

CEO CMO/CDO CIO CPO CFO

TAKEAWAY: DON’T JUST DEFEND, HARNESS THE ORGANZATIONAL MOMENTUM

Connect cyber to the broader organization transformation

Embed cyber in every area of the business 

KEY CONCERNS 

• Talent experience and 
productivity 

• AI enablement, upskilling 
and augmentation 

CHRO
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We can help define your AI-powered cyber roadmap, implement the capabilities needed, and manage/operate to maturity  

Take the “fast lane” to accelerate your cyber transformation journey 

DEFINE A STRATEGY AND ROADMAP 

TO THE CYBER ORG OF THE FUTURE 

IMPLEMENT/BUILD THE CAPABILITIES 

AND SOLUTIONS TO TRANSFORM

MANAGE/OPERATE THE PROGAM TO ACHIEVE 

LONG TERM MATURITY AND RESULTS  
1 2 3

• AI readiness assessment 

• AI cyber strategy 

• Technology roadmap/selection

• Modernization business case  

• Blueprints to reimagine cyber 

• Pre-built AI enabled use cases 

• Reference architecture

• AI methodology/accelerators 

• Operating models/procedures 

• Trustworthy AI frameworks

• Governance models 

• AI quality and automation tools

S
E

R
V

IC
E

S
 

A
C

C
E

L
E

R
A

T
O

R
S

• AI/ML development/ML Ops 

• System integration & data science

• AI tuning and prompt engineering 

• Technology implementation

• Support and SLAs 

• Level 3 engineering and development

• Solution management and governance

• Governance and change management 

• AI-enabled cyber risk 
assessment 

• Workforce analysis tools 

• Capability/maturity framework 

• Use case repositories 
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AI strategy

AI governance, 
risk, & controls

AI model 
development

Cyber AI

AI detection

AI architecture & 
Operations / 

MLOps

AI legal & ethics
AI assessment & 

assurance

AI ACCELERATORS AI THOUGHT LEADERSPECIALIZED AI/ML TALENT
Ecosystem

We have strategic relationships across technology 
vendors, start-ups, and academia to understand the 
most complex industry and domain issues. 

AI Platform

Kubernetes-based AI Platform that supports AI 
developments and Deep Learning at scale

Delivering innovative AI applications in predictive maintenance | healthcare & financial fraud | cyber detection | document intelligence and more 

B r e a d t h  o f  e x p e r i e n c e  a c r o s s  A I  s t r a t e g y ,  o p e r a t i o n s  a n d  r i s k  n e e d s

Amongst a global AI presence of 6000+ practitioners, 
our AI research hub, the AI Center of Excellence (AI 
CoE), consists of specialized AI talent with deep 
technical skills

100+
AI Specialists

15 
PhDs

58 
Masters

ML Engineers

Data Engineers

Platform Engineers

Prompt Engineers

AI Strategists

AI Trust & Ethics Specialists

Responsible & Ethical AI

Deloitte’s Trustworthy AI framework and 
methodologies enable risk-informed development 
and adoption of AI We help clients conceptualize, design, and 

operationalize AI-enabled insights and services 

Computer Vision

Image Processing

Natural Language Processing

Time Series Analysis

Publications & Eminence

Awards and Recognition

9 Peer Reviewed Scientific Journals

Industry Conference Presentations at RSA, NVIDIA 
GTC, Robust Intelligence, AI Summit  

Collaboration on AI Perspectives with Harvard 
Business Review and Wall Street Journal 

1st Place in 2 of 4 categories in Generative AI Text 
Detection during 2023 SEPLN Conference1

Check out Deloitte’s AI Institute for our thought leadership 

and publications

1 Harika Abburi, Michael Suesserman, Nirmala Pudota, Balaji Veeramani, Edward Bown, and Sanmitra Bhattacharya, “Generative AI Text Classification using Ensemble LLM Approaches" 
(IberLEF 2023, September 2024). https://ceur-ws.org/Vol-3496/autextification-paper14.pdf

We assist our clients on their AI adoption journeys and embed AI across our solutions to bring data-driven insights, 
efficiencies, and performance through cutting-edge research

Deloitte is well-positioned to help cyber organizations reimagine the future 

https://www2.deloitte.com/us/en/pages/deloitte-analytics/articles/advancing-human-ai-collaboration.html
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