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Reimagining modern third-party
risk management (TPRM)

Rapid tech evolution and new business
needs are driving a reimagination of the
TPRM function. In pursuit of efficiency gains,
organizations are prioritizing artificial
intelligence (Al) investments in components
of their TPRM programs.

The future of TPRM is being shaped by the
integration of advanced technologies,
particularly Al. Organizations are prioritizing Al-
enabled solutions in TPRM—such as smart
alerts for risk prioritization, dynamic risk
assessments, and predictive analytics
dashboards—with the intention of improving
compliance, risk management, loss avoidance,
and supply chain efficiency, including effective
integration with legacy systems.

These innovations can also introduce challenges
such as heightened data privacy concerns, new
cyber risks, and the potential for bias and
ethical issues. Addressing these challenges will
be critical as organizations aim to realize the
potential benefits of Al-enabled TPRM.
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Current map of the TPRM function and underlying life cycle, services, and processes

A blueprint for an Al-powered future: This model represents the TPRM function, along with the foundational services and processes that form
the baseline for reimagining and transitioning to an Al-driven approach. It illustrates how people, processes, and technology are integrated within
the TPRM function. The legend below identifies the new and evolved Al-enhanced services.
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Al for TPRM: Functional uplifts to achieve greater efficiency
Explore how harnessing Al and smarter solutions can reduce manual effort and accelerate results across key functions.
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Connect to accelerate

Uplift approach

Contact our leaders to dive deeper into the
blueprint and reimagine what's possible for
your organization.

Agent-assisted vendor inventories onboarding, services
categorization, risk assessment, using data to inform risk
scores and future contracts

Al-driven control assessments, evidence reviews, issue + Near elimination of questionnaire-led assessment

Pre-contract due diligence management and data correlation and improve accuracy via dynamic due diligence

Mark Nicholson
Principal Al-enabled contract generation based on inherent risk and

Cyber Al GTM Leader Contract and onboard control assessments, escalations based on deviations to
Deloitte & Touche LLP contract requirements
manicholson@deloitte.com

» Reduce manual mapping and data entry
from contracts

Al-guided continuous risk monitoring, performance management « Efficient and effective filtration through alerts

L LAl e L and response planning based on external and internal data » Relevantrisk / threat/ event (RTE) alerts

Naresh Persaud
Principal Renewal or termination
Al Transform Leader
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Al-guided renewal activities, coordination of termination and

. o + Proficient termination process
contingency plan activities

Al-enabled intelligent reporting, smart program helpdesk, + Improve consistency/efficiency in reporting

Program and teChnOIOgy RS data quality, role-based training » Near elimination of manual requests/follow up
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Managing Director
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TPRM for Al: Managing risk across the third-party life cycle

Various activities across the third-party life cycle can be enhanced to better identify, assess, and manage both known and hidden Al usage.
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security reviews, etc.

«  Screen potential third-party service *  Conduct enhanced due diligence

providers for Al usage disclosures
and prioritize relevant external risk
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