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Reimagining the Al-enabled
cyber defense organization

As attack surfaces expand and cyber threats
continue to increase, it is time to modernize the
approach to cyber defense.

Key trends shaping the future of cyber defense:

+ Artificial intelligence (Al) agents will be implemented
in 60% of all IT operations tools by 2028, which is an
increase from less than 5% in 20241.

This shift reflects a broader trend, with 58% of
organizations now leveraging Al for threat detection
and response?.

Al emboldens attackers to launch adversarial attacks,
manipulate models, and exploit other risks, such as
algorithmic bias and security vulnerabilities in Al
models.

In response, 60% of organizations report fewer
security incidents due to Al-driven tools2.

Through 2027, 40% of organizations will have adopted
formal exposure validation initiatives, most relying

on AEV technologies and managed service providers
for maturity and consistency?3.

These trends underscore Al's transformative impact
on innovation and operational efficiency, while
highlighting the need for broad safeguards and
adaptive risk management.
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The future of cyber defense: Embracing Al

A blueprint for an Al-powered cyber defense: This model deconstructs and compartmentalizes the processes that run the cyber defense function,
provides a foundation to map the current tech capability, and enables a mapping of Al to reimagine cyber defenses. By integrating technology, workforce,
operating models, and governance, it offers a practical framework to help organizations modernize their security posture, incorporate Al-powered services,
and strengthen defenses against emerging threats. The legend below identifies the new and evolved Al-enhanced services.
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napersaud@deloitte.com Defense for Al: Securing the adoption of Al in the modern enterprise

Al brings new challenges for cyber defenders to address.
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) Adversarial attacks: Attackers use Al to automate Rely on signature-based detection, manual review, . ’ .
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attacks, evade security, and create deepfakes for fraud and basic anomaly monitoring 3
deepfake detection tools
Kamalieet Singh Denial of service: Resource-heavy operations from Implement adaptive rate limiting, use Al to
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kamalsingh@deloitte.com Employ behavioral analytics, long-term pattern

analysis, and continuous monitoring for subtle
anomalies

Low-and-slow attacks: Al can orchestrate attacks that
occur gradually over time, staying below traditional
detection thresholds

Focus on high-volume alerts and periodic manual
review

Adopt Al-driven endpoint protection, behavioral-
based malware detection, and regular threat
intelligence updates

Polymorphic malware: Al enables malware to change
Senior Manager its code or behavior dynamically, defeating signature-
Cyber Al GTM based detection tools
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Deloitte & Touche LLP Automated credential stuffing: Al can rapidly test Block known bad IPs, use basic login attempt limits, Implement multifactor authentication, credential

sruzzini@deloitte.com stolen_credentl_als in ways that mimic legitimate user and static CAPTCHAS stuffln_g detection tools, and user behavior
behavior, evading detection analytics

Steve Ruzzini

Use traditional antivirus and static malware
signature

Use API abuse detection, watermark models,
encrypt model parameters, and monitor for
abnormal query patterns

Model theft and manipulation: Application
programming interface (API) exposure and reverse
engineering can enable sensitive data theft or misuse

Restrict APl access with keys and monitor
usage volume
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