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Adhere to Compliance and  
Regulatory Requirements

Public sector organizations are entrusted with safeguarding highly 
sensitive data, ranging from citizen records to national security 
information. Assured Workloads offers a secure and compliant 
cloud environment by integrating a set of controls aligned to 
various industry standards and frameworks including Federal Risk 
and Authorization Management Program (FedRAMP), Defense 
Federal Acquisition Regulation Supplement (DFARS), Criminal 
Justice Information Services (CJIS), and Department of Defense 
Impact Level 5 (DoD IL5) compliance programs, among others. 
Deloitte can help organizations understand which data protection 
regulations, privacy laws, and industry-specific mandates are 
applicable to their workloads to assess if they are compliant 
within the Assured Workloads environment.

Implement a Secure  
Cloud Architecture

Assured Workloads places emphasis on transparency and control, 
empowering public sector organizations to have a granular view 
and control over their cloud environment. 

To help comply with data residency requirements, Google Cloud 
provides an organization the ability to control the regions where 
data at rest is stored based on the compliance program for a 
particular workload. While Google Cloud applies encryption at  
rest and in transit by default, an organization can gain more 
control over how data is encrypted using the Cloud Key 
Management Service to generate, use, rotate, and destroy 
encryption keys according to the compliance program  
selected and individual policies. 

Deloitte can work closely with organizations to provide 
guidance on secure cloud architecture design, cloud security 
assessments, and the implementation of security controls to 
help them maintain confidentiality, integrity, and availability of 
data within the Assured Workloads environment. This includes 
recommendations on security settings, access controls, and 
appropriate encryption services tailored to an organization’s 
specific needs or attributes (e.g., physical location or citizenship).

In today’s digital age, United States government agencies are leveraging cloud computing to 
streamline operations, enhance citizen services, and improve data security. Due to security and 
compliance requirements regarding where government data is stored and how it is accessed, 
some cloud providers have developed specific government clouds that exist in isolated 
environments, including physically separate data centers. While these government clouds may 
satisfy security and compliance requirements, they offer different services and capabilities on 
commercial compared to public clouds. Google Cloud takes a unified infrastructure approach 
by offering one public cloud, tailored to meet government compliance requirements through 
the use of Assured Workloads, removing the need to maintain separate environments for 
government and commercial customers.

Deloitte’s cyber practice—with our extensive domain and industry experience and collaboration 
with Google Cloud—can utilize Assured Workloads to help organizations establish and maintain 
a secure and compliant environment on the public cloud.

Deloitte can work with an organization to leverage Assured Workloads to help them:

https://techcommunity.microsoft.com/t5/public-sector-blog/understanding-compliance-between-commercial-government-and-dod/ba-p/3258326
https://techcommunity.microsoft.com/t5/public-sector-blog/understanding-compliance-between-commercial-government-and-dod/ba-p/3258326
https://cloud.google.com/assured-workloads


Monitor and Mitigate  
Cyber Threats

Assured Workloads monitoring scans an organization’s 
environment in real time and provides alerts whenever 
organizational policy changes violate the defined compliance 
posture. The monitoring dashboard shows which policy is being 
violated and provides guidance on how to resolve the finding.
In addition to the monitoring capability, Deloitte can help 
organizations proactively identify and manage cyber threats 
within the Assured Workloads environment through threat 
hunting, vulnerability management, and the implementation of 
advanced security analytics capabilities so that organizations can 
proactively address vulnerabilities, promptly respond to incidents, 
and maintain a secure and compliant cloud environment. 

Assured Workloads provides public sector organizations with the 
infrastructure needed to support the security, compliance, and 
efficiency of their critical workloads on a public cloud. As a trusted 
professional services organization, Deloitte brings deep industry 
knowledge, technical experience, and a commitment to excellence 
in implementing and managing Assured Workloads for public 
sector clients. By working with Deloitte, organizations can unlock 
the potential of assured workloads and confidently navigate the 
ever-evolving cybersecurity landscape, enabling organizations 
to focus on their core mission of delivering public value while 
ensuring data integrity and privacy. 

For latest news and to learn more about 
the Deloitte and Google Cloud alliance 
in our Government and Public Services 
practice, please visit our website.
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