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How CFOs can turn cybersecurity
spend into measurable risk

reduction

A cybersecurity budget can grow every
year without producing a corresponding
reduction in risk. Each new tool or
capability may be individually justified, but
collectively they can create complexity that
slows decisions and weakens visibility.

This dynamic is playing out against

the backdrop of one of the largest
consolidation waves the cybersecurity
industry has seen. In 2025, there were 426
cybersecurity acquisitions announced,

a 5% increase over the prior year, and
disclosed deal value jumped to $92.5
billion." A handful of large transactions
drove much of that increase, increasing
the total disclosed deal value by
approximately 82% year-over-year." So far
in 2026, disclosed cybersecurity mergers
and acquisitions (M&A) deal value had
already crossed $65 billion by June."That
concentration may make the deal-value
spike an important market signal, rather
than indicating that every enterprise

should follow suit and consolidate its own
portfolio.

The growing prominence of cyber and
Al-related risk on finance leaders’ agendas
reinforces the case for stronger CFO
engagement in cybersecurity decisions.

In Deloitte’s Finance Trends 2027 report,
31% of finance leaders surveyed identified
cyber and Al-related risks as their top
external risk, up from 24% in the prior
year. For CFOs, the imperative is not simply
to contain cybersecurity spending or
pursue the newest integrated platform.
Itis to ensure that current and planned
investments are strengthening resilience
against the organization's most material
and evolving risks, with sufficient speed,
visibility, and investment discipline.

The hidden cost of a growing
security budget

Redundant tools, fragmented data, and
manual workarounds can quietly erode

a cybersecurity program'’s effectiveness
even as its line item grows. The average
enterprise now manages 83 separate
security tools sourced from about 29
vendors, according to a study from the IBM
Institute for Business Value conducted with
Palo Alto Networks."

This sprawl typically accumulates as
reasonable, one-off purchases driven by
emerging threats, acquisitions, compliance
requirements, vendor bundling, and
decentralized purchasing. Organizations
can easily end up with a separate tool

for every need over time—creating
overlapping capabilities and a portfolio of
underused licenses.

The quiet financial and operational costs of
that fragmentation can extend well beyond
visible licensing fees:

* Integration and implementation costs

* Employee training
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Three forces raising the stakes for CFOs
Several converging developments are now making tool sprawl a more important
financial and governance issue:

¢ Manual workarounds

* Duplicated administrative overhead can
accumulate quietly

* Lower analyst productivity Faster-moving threats.
Al models can now find and exploit software vulnerabilities in hours rather

than months." Al-enabled adversaries increased their operations by 89%
year over year,'"and enterprise response times haven't kept pace—widening
« Slower responses to cyberattacks the window of exposure. Response speed is an important measure of
whether cybersecurity investments are reducing risk.

Eroded quality and consistency of data
relied on by executives and the board

When it comes to cyberattacks, the average
cost of a data breach at a US company
reached $10.22 million in 2025, an all-time
high.¥ Organizations that have unified their
security tools onto integrated platforms
are able to detect incidents 72 days faster,
on average, and contain them 84 days
faster than organizations still managing
fragmented environments.”

More identities to protect.

As organizations connect more systems, Al agents, and applications, the
number of non-human identities (service accounts, APl tokens and the Al
agents themselves) is growing far faster than the number of human ones—at
aratio of 109 to 1 and climbing.* This proliferation of identities increases the
value of integrated visibility and control across a cyber portfolio.

CFOs and their finance teams can encounter

misleading signals when judging whether a

security investment is working. Total spend, @
year-over-year budget growth, and industry

benchmarks can suggest an organization is

keeping pace—without indicating whether

the underlying risk is going down. CFOs

should instead be evaluating security tool

investments for meaningful reduction of

material business risks.

Sharper regulatory scrutiny.

Fragmented systems can undermine an organization'’s ability to assess
financial materiality and meet disclosure obligations, making it harder to
answer a regulator's most basic question after a cyber incident: What did the
organization know—and when? Investing strategically in a cyber portfolio
that unifies data can make it easier to assess materiality and support
accurate disclosures after incidents.

What the wave of cybersecurity M&A is telling CFOs

The scale of recent cybersecurity M&A activity seems to suggest the market broadly expects organizations to move toward fewer vendors
(consolidation) and more connected tools (platformization). These trends may overlap, but vendor consolidation does not necessarily result in
deeper product integration or a true platform experience.

Platformization vs. vendor consolidation

Vendor Consolidation: Platformization: Key distinction:

Reducing third-party software Unifying integrated capabilities The goal of platformization is not
providers to minimize costs and and workflows in a single cyber merely to reduce vendors, but to

contract complexity. ecosystem. create demonstrably integrated
capabilities that enable faster,
clearer, and more accountable
risk decisions.
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Reducing the number of vendors,
integrating capabilities and workflows, and
improving security outcomes are three
different things—one doesn't automatically
produce the next. Ultimately, a successful
consolidation or platformization will shorten
the time it takes to make and execute a
security decision. It's important to consider
that for most large, complex enterprises,
going all-in on consolidation isn't likely to
produce the best outcomes.

Even organizations that aren't actively
shopping for new tools should keep in mind
that when a vendor is acquired, the product
roadmap, pricing, support model, and
integration priorities they budgeted around
can change.

Strategies to consider for CFOs
evaluating their cybersecurity
portfolios

In everyday practice, CFOs can set risk
appetite and investment priorities,
connecting cybersecurity spending to

the business scenarios that matter most.
They can weigh the economic, execution,
and concentration-risk trade-offs of any
option and help fund the capabilities the
business needs to adopt cloud, Al, and
other technologies safely. This means more
than functioning as a cost controller or
approval gate, but as a co-governor of the
organization'’s risk appetite alongside the
CISO, CIO or CTO, and business leaders.

Here are some actionable steps that CFOs
can consider to help drive measurable risk
reduction, resilience, and business value for
every dollar spent—and a clear way to track
whether that value is delivered.

1. Start with a focused portfolio review.

At regular intervals, map each tool to the
material risk scenario it is designed to
address, its functional overlap with the
rest of the portfolio, and the technical
and operational dependencies that
make some tools hard to retire once
redundant—the kind of license audit and
rationalization that CFOs are increasingly
pushing for.x The goal is to understand
what is being used, what is redundant,
what is missing, and what can realistically
be retired or consolidated. Few
organizations have a single owner with
full visibility into the security portfolio,
which is often the biggest obstacle.

2. Seek financial quantification of
cyber risk. Rather than relying solely on
qualitative risk ratings or heat
maps, work with the CISO and CIO
or CTO to build a concise set of
measurements across the portfolio.
Explore these topics:

Priority cyber scenarios and their plausible
financial impact, such as business
interruption, lost revenue, response costs,
regulatory exposure, reputational harm.

Coverage of the organization’s most critical
assets, data, identities, and
business services.

Detection, containment, and
recovery performance.

Three-to-five-year total cost of ownership.

Whether licensing and integration costs are
trending down.

Tool utilization, integration costs,
dual-running periods, and
decommissioning dates.

Critical vendor dependencies and
exit options.

Organizations should
consider purchasing a
small number of strategic
platforms for core
capabilities, paired with
best-of-breed tools for the
specific areas where their
risk profile or operating
environment requires more
specialized coverage.
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Whether the investment is helping the
business innovate—adopting cloud, Al, and
other technology more safely and efficiently.

3. Build CFO-CISO co-governance. As

cybersecurity becomes an increasingly
material business and financial risk,
organizations could bring finance

and security leadership into closer
partnership. In practice, the CISO owns
cyber strategy and control effectiveness
in this scenario, and the CIO or CTO owns
the broader technology architecture and
integration decisions, working alongside
the CISO. The CFO works alongside

those tech leaders while also working
with the business leaders whose risk the
spending is meant to reduce. The CFO's
role is to make sure the investment thesis
behind a major security decision holds
up, the risk trade-offs are understood,
and the expected value gets tracked
during implementation. CFOs can anchor
the conversation around four questions:

Are we covering the risks that matter most
to us?

Can we clearly show the board how this
spend connects to lower risk?

Who owns the outcome, and how will
we track whether the expected value is
delivered?

Will the operating model help the business
become more agile and secure over time?

For emerging risks such as frontier Al
models, the most significant investments
may involve infrastructure, remediation,
resilience, and operating-model changes
beyond the CISO's direct control. Effective
governance therefore depends on shared
accountability for outcomes, not simply on
reporting lines or budget ownership.

The CFO's role here can go beyond
pressure-testing the business case. A CFO
who asks for a scenario-based view of risk,
tied explicitly to dollars, can help translate
a technical program into financial terms
that the board can more easily act on.

4. Scrutinize the full economics of

consolidation—whether you build it
or inherit it. Consolidation is often sold
on savings, but the savings are rarely
automatic. Before endorsing a proposed
platform deal, CFOs should establish a
clear baseline of what the organization
spends today across the tools the
platform would replace—and which of
those tools are actually getting used. The
proposal should then be tested against
two key questions:

* Are the savings real? A lower headline

price means little if the old tools are
never retired. Savings typically materialize
when redundant licenses are cancelled,
contracts are exited, and the operational
overhead of running parallel systems

is removed. CFOs should consider
insisting on a three-to-five-year TCO
view that accounts for migration cost,
retraining, dual-running costs (paying for
the new platform and the legacy tools

at the same time), and the timeline for
decommissioning what the platform
replaces—not just the first-year

license comparison.

CFOs do not need to
become cybersecurity
architects. They can

apply the same financial
discipline, risk governance,
and outcome measurement
to security investments that
they apply elsewhere in the
business.
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* Are we creating concentration risk?
Consolidating onto a single vendor can
reduce complexity while simultaneously
increasing dependence—potentially
resulting in fewer alternatives and less
leverage, as well as weaker exit options if
that vendor suffers an outage, breach, or
pricing change. The same discipline applies
when a security stack arrives through
M&A. Acquirers inherit the target’s tools,
contracts, and technical debt. Rationalizing
tool overlap within Day 1 deal economics
can help ensure that uncalculated
retirement and dual-running costs don't
erode the consolidation thesis.”

5. Embed regulatory obligations as
portfolio guardrails. CFOs should draw
a clear line between security spending
calibrated to the organization’s own
risk appetite and compliance spending
required to meet legal obligations,
such as SEC disclosure rules, NIS2,

DORA, or GDPR. Requirements vary by
jurisdiction and industry. Meeting them is
necessary, but it isn't the same as having
acceptable cyber risk; a fully compliant
organization can still be badly exposed.
The cost of treating compliance spending
as optional could have financial and
regulatory consequences. Current SEC
rules allow for organizations to be fined
for misleading or inaccurate disclosures
related to cybersecurity, a reminder that
these obligations carry real financial
consequences for the organization.

From spend scrutiny to resilience and
business enablement

The scale of the current cybersecurity M&A
wave may signal that fragmented security
environments are becoming a potential
business weakness, but also a reminder
that cybersecurity governance could no
longer be optional for finance leaders—it's
foundational.

CFOs who bring discipline to how
cybersecurity capital is allocated can give
their organizations something more than

a bigger budget alone can: confidence that
each dollar is either reducing exposure

or building resilience. The CFOs who
recognize this may not only be able to help
protect the business but could also turn a
historically defensive function into a source
of measurable value.
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