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ABOUT EDUCAUSE

EDUCAUSE (www.educause.edu) is a higher education technology association and the largest
community of IT leaders and professionals committed to advancing higher education. Technol

ogy, IT roles and responsibilities, and higher education are dynamically changing. Formed in 1998,
EDUCAUSE supports those who lead, manage, and use information technology to anticipate and

adapt to these changes, advancing strategic IT decision-making at every level within higher edu -
FDWLRQ $ JOREDO QRQSUR4W RUJDQL]DWLRQ ('8&%86( PHPEH
HU HGXFDWLRQ LQVWLWXWLRQVY FRUSRUDWLRQV QRW IRU SU
a community of more than 85,000 individual participants located around the world, EDUCAUSE
encourages diversity in perspective, opinion, and representation. The EDUCAUSE cybersecurity
SURJUDP R*HUV D QXPEHU RI UHVRXUFHV WR KHOS FROOHJHV D
information security and privacy programs.

ABOUT DELOITTE'S CENTER FOR HIGHER EDUCATION EXCELLENCE

Higher education institutions confront a number of challenges, from dramatic shifts in sources

of funding resulting from broader structural changes in the economy to demands for greater
DFFRXQWDELOLW\ DW DOO OHYHOV WR WKH LPSHUDWLYH WR L
adoption of modern technology.

Deloitte’s Center for Higher Education Excellence produces groundbreaking research to help col
leges and universities navigate these challenges and reimagine how they can achieve excellence

in every aspect of the academy: teaching, learning, and research. Through forums and immersive
lab sessions, we engage the higher education community collaboratively on a transformative jour
ney, exploring critical topics, overcoming constraints, and expanding the limits of the art of the
possible.

CYBER RISK SERVICES

We help colleges and universities focus on what matters through engagements, driving
alignment to institutional business risk, and balancing the need for a “frictionless”
faculty and student experience. Our services work to help higher education clients:

» Guide academic and administrative leadership on risk and governance, to ensure resiliency and
compliance in an ever-changing and dynamic cyber threat landscape

Manage the explosion of digital identities and access to critical resources, both internal and
cloud-based

Secure the integrity of constituent and research data across the application ecosystem—from
desktop to data center, on premise and in the cloud, utilizing standards such as NIST800-171

8QLI\ FRPSOLDQFH DQG WHFKQRORJ\ ULVN H*RUWV WR DSSO\ J
implementation of data privacy controls

30DQ IRU UHVSRQG WR DQG UHFRYHU IURP F\EHU LQFLGHQWYV
disrupt operations and damage reputation
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Introduction

With election hacking and large-scale consumer data breaches frequently in
the national headlines, far less attention has been paid to an industry increas -
ingly under attack by hackers and cybercriminals: higher education.

romising the personal information of stu - LIHG GHSDUWPHQWDO RU XQLW OHYHO FRQ\
GHQWY IDFXOW\ DQG VWD - W Rfe@erated acCesR to \dadelarid. imidrniatién makes it
tacks that render learning-management and other D SDUWLFXODUO\ YXOQHUDEOH WDUJHW IR
VI\IVWHPV XQDYDLODEOH GXULQJ LPSHFWHWBQWQWDPHY, QM EHQHW XVDJH DQG PD
security threats pose an increasingly common busk more on this, see the sidebar, “What makes higher
QHVV ULVN WR FROOHIJIHV DQG XQLNGXNDWLR®Y D SULPH WDUJHW IRU F\EHUFULI
,QVWLWXWLRQV RI KLIJKHU HGXFDMWit ReQn'tzstaped thevatteBtisolt thél higher
WDUJHWYV IRU WZR UHDVRQV JLUWGXPDWHRKHDQMKFDWHRRUVHFKQRORJI\ ,7
JDQL]DWLRQV DQG ¢(QDQFLDO LQVWRWYWWHRWNKL FROBDBUHMODIGRZ LQIRUPDWLI
XQLYHUVLWLHY KRXVH D ZLGH YDWKHNWRS VN@XHWIGHQWQEHG E\ ,7 SURIHVVL
OXFUDWLYH GDWD LQFOXGLQJ VRFAOIBOE6VHFXUNLRS QXPEHUAXHYVY OLVW DQG LV
(.QDQFLDO LQIRUPDWLRQ PHGLFDGDMHNFROGW KHOONFIDGOIRFWRIQRW DEDWHG
SURSHUW\ DQG FXWWLQJ HGJH UHVHDUFK $QG VHFRQG

FOM ransomware attacks and breaches com higher education’s open-access culture, decentral
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The cyber disconnect
between IT professionals
and institutional leaders

T there remains a disconnect between IT and attention, cyber discussions, which are often
YS URIHVVLRQDOV DQG LQVWLW X \vaktRQriaczesSibteDaBdHtieLRhicak jfgon, often
many institutions across the country, execu- get sidelined by more familiar and seemingly
WLYH HQIJDJHPHQW DQG ERDUG OHYHPSRWW B QW LARBW KMHYUHVQ T W
yet caught up with the escalating cyber risks to » CIOs are often not members of the presi -
ZKLFK LQVWLWXWLRQV DUH H[SRVH Glent'& ¢hbluei:D \TReGe\s fldRlently & ktkactural
DUH WKUHHIROG disconnect between an institution’s highest-
» The traditional academic pathway to the UDQNLQJ ,7 R FLDO DQG VHQLRU OHDGHU
university leadership often precludes six percent of the higher education institutions
exposure to, and experience with, cyber - VXUYH\HG E\ ('8&%$86( KDYH Db FKLHI LQIRL
security issues:  The majority of college and WLRQ R FHU &,2 RU HTXLYDOHQW UROH V
XQLYHUVLW\ SUHVLGHQWY DQG FKRR MHK®O KUN VD G HH@WGE WG ds Ethe) H W
positions of institutional leadership through the KLIKHVW UDQNLQJ ,7 R FLDO- KDV WKH HDL
UDQNV R DFItéh thi Imans that many VKLS DW MXVW RYHU KDOI RI WKH LQVWLW

FROOHJH DQG XQLYHUVLW\ SUHVLGH QWKWH KDXYUHY FO\L P(L8BHB 6 (TV KLIJKHU HGXF
H[SRVXUH WR DQG AXHQF\ LQ F\EARWRWNMRHMNHDY® XG\ IRXQG WKDW &,2V ZK
WKHLU SRWHQWLDO EXVLQHVYV LPSREWVKE@ FQ EIQQNWNVWIMWLRRIQL,FDQWO\ PR
Boards of trustees, depending on their composk discuss the IT implications of institutional deci -

tion and how trustees are appointed, may or may VLRQV ZLWK FDPSXV H[HFXWLYHYV

QRW EULQJ UHOHYDQW H[SHULHQFH VDK@ WKHQ PHD@VYWKDW LPSRUWDQW FR
VXHV RI F\EHUVHFXULW\ WR -WK ldiout dybeigetify\ildnY khakeQt\beyand/ xn insti-

WLRQV 7RR RIWHQ LW WDNHYV DWRXDAWLRWD EW HD ¥V K RMRWHR WIKH WRS RI WKH KR X
ODWH F\EHUVHFXULW\ PDWWHUV6WBR WHKHBAHIMANWLWHI VD681V FKLHI LQQRY|

ERDUG OHYHO DJHQGD 3KLO 9HQWLPLJOLD H[SODLQV 3,1 \RX UHDO
e A president’s wide-ranging scope of re - cybersecurity and the importance of technology to

sponsibilities leaves little bandwidth: The the operation and future of the campus, then the

demands on a president’s time are many: fun- &,2 RU ZKDWHYHU UROH LV OHDGLQJ WHFKQ

draising, alumni, and donor relations, strategic LQVWLWXWLRQ VKRXOG EHtDWM WKH FDELQH)

SODQQLQJ JRDO VHWWLQJ DQGLPANURWQYLYH WHRWRWIOH &,2 UHSRUW WR WK

ment management, trustee relations, budgeting, KDYLQJ D VHDW DW WKH VHQLRU OHDGHUVKL

DFDGHPLF D DLUV FRPPXQLW\ UWAIKHWLRRXVVHRBE DLMNARXQG WKHVH ULVNV LV

and state relations, student life/engagement, LOQVWLWXWLRQV ZKHUH WKH &,2 UHSRUWYV W

DQG DWKOHWLFVY DPRQJ RW-KHUWLFHVEK BPARL@BDQW IRHU SURYRVW LWY{V LPSRL
sponsibilities competing for a president’s time PRVW VHQLRU R FHUV UHJXODUO\ EULQJ SUF
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gently argued, and succinctly written issues to the like in practice and explores considerations for

SUHVLGHQW DQG WUXVWHHYV building a more resilient institution that's capable
'UDZLQJ RQ FRQYHUVDWLRQV ZLWRIKERR@MTFHOH BEQBENXIQIRP F\EHU-HYHQWYV TXLI
YHUVLW\ SUHVLGHQWY DQG ,7 OH DrizidgthatZt’k Ro Kiy¥rth ra®et &F if Wiy @ill oc -
F\EHU LVVXHV WR WKH H[HFXWLY FXDJHXWMD ZRHKLY DUWLFOH
ORRNV DW ZKDW H HFWLYH H[HFXWLYH HQJDJHPHQW ORRNV
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WHAT MAKES HIGHER EDUCATION A PRIME TARGET FOR CYBERCRIMINALS?

» Wide variety of valuable data

- QVWLWXWLRQV RI KLIJKHU OHDUQLQJ KDYH VHQVLWLYH GDWD DERXW VWXGHQV
DQG VWDe 5HFRUGY DUH URXWLQHO\ UHWDLQHG GHFDGHV DIWHU VWXGHQWYV K|
LOVWLWXWLRQ )XUWKHUPRUH FROOHJHY DQG XQLYHUVLWLHYV SDUWLFXODUO\
YROXPHV RI UHVHDUFK RIWHQ KRXVH SURSULHWDU\ GDWD IURP D ZLGH UDQJH

JRYHUQPHQW HQWLWLHY ORUHRYHU LQVWLWXWLRQV ZLWK WLHV WR ORFDO DC
VWRUH FRQ4GHQWLDO PHGLFDO GDWD -Q VKRUW WKH VKHHU YROXPH RI SRWH
DW PRVW LQVWLWXWLRQV RI KLJKHU OHDUQLQJ WHQGY WR PDNH WKHP KLJKO\ I

Lack of centralized structure

- QVWLWXWLRQV WHQG WR KRXVH WKHLU VHQVLWLYH GDWD LQ PDQ\ GL*HUHQW

KXE 6WXGHQW GDWD PD\ EH NHSW VHSDUDWHO\ DW HDFK FROOHJH ZLWKLQ D X
LQ D VWDWHZLGH XQLYHUVLW\ VA\VWHP 7KH VDPH GDWD PD\ EH NHSW LQ D YDULI
DOXPQL R]JFHV FHQWUDO DGPLQLVWUDWLRQ RU HYHQ DW WKH GHSDUWPHQW O
6HQVLWLYH GDWD UHODWLQJ WR FRUSRUDWH RU JRYHUQPHQW JUDQWYV PD\ EH

WKDW UHFHLYH WKRVH JUDQWY RU HYHQ RQ WKH GHYLFHV RI LQGLYLGXDO SUR
ZKR SOD\ NH\ UHVHDUFK UROHV 7KLV GHFHQWUDOL]JHG VWUXFWXUH FDQ JLYH F
Rl SDWKV WR H[SORLW YXOQHUDELOLWLHY LQ WKH GLVSDUDWH VA\VWHPV WKDW

Organizational vulnerabilities

7KH GHFHQWUDOL]HG QDWXUH RI GDWD VWRUDJH LQ LQVWLWXWLRQV RI KLJKHU
E\ VLPLODU RUJDQL]DWLRQDO DQG VWUXFWXUDO LVVXHV 7KH UHVSRQVLELOLW
PHDVXUHVY DQG GHWHUPLQLQJ SURFHVVHV PD\ OLH ZLWK D QXPEHU RI GL-HUHQ'
D ZLGH UDQJH RI GHSDUWPHQWY -QVWLWXWLRQV JHQHUDOO\ ODFN D WRS GRZ
WKDW PDNHV QHZ VDIHJXDUGY HDV\ WR LPSOHPHQW VR GHSDUWPHQWYVY LQGLY
VWXGHQWYV PD\ EH VORZ WR HQJDJH LQ WKH SUDFWLFHV QHFHVVDU\ WR LPSURY

» Widespread use of personal devices

$GPLQLVWUDWRUV IDFXOW\ DQG VWDs DUH RIWHQ XQDZDUH RI WKH H[WHQW W
WKHLU LQVWLWXWLRQ WR F\EHU ULVNV ZKHQ WKH\ GRZQORDG VHQVLWLYH GDW
GHYLFHV $W ODVW FRXQW SHUFHQW RI IDFXOW\ UHSRUWHG RZQLQJ D VPDUYV
SHUFHQW UHFHLYHG PDQGDWRU\ LQIRW PDWH\RXD WH FXYUHQVL IWDUD LQV@L WXWLRQ K
UREXVW VHFXULW\ PHDVXUHV LQ SODFH DQ\ QXPEHU RI LQGLYLGXDOV DW WKH
FDUHOHVVQHVV RU XQLQWHQWLRQDOO\ WKURXJK ODFN RI DZDUHQHVV H[SRVH
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Routine exposure: Ensuring
structural alignment

OS who are cabinet members are generally VDPH ARIRIiS kind of routine exposure and ac-
in a better position to raise strategic IT issues, cess typically facilitates greater understanding of the
including cybersecurity risks to the institu - F\EHUVHFXULW\ LVVXHV IDFLQJ WKH LQVWLYV

WLRQ SUHVLGHQWY DQG ERDUGV RI)RWXSPHHHW¥DQ 8QLYHUVLW\ $8 WKH HC
%\ YLUWXH RI WKLV VWUXFWXURO VDIOH J& RHQRO HL @\ RWWWHN YLFH SUHVLGHQ\

WLRQDO OHDGHUV WHQG WR KDY Hpointiém WHhe ptéSiRniX Caingy RegarQ with

LVVXH VHW WKDW PD\ RWKHUZL:VH tBeHreEdRQligmdtha® the/ RIONKdh iMétiUfishal ac -

QRORJ\ VKRS 7KH GLUHFW UHSRU Wi @dd theref@arredqri@y koL Sidersand KiHthe

SUHVLGHQW RIWHQ VHUYHV DV *D ZIDMRUNHHBWRUHWVKRIOWRHVLQVWLWXWLRQ $

RI FRPPXQLFDWLRQ RSHQ VR W K Datheftis-Ngil Ketwild BYoHNtY, Witk a seat on the

DWLRQV OLNH D GLVWULEXWHG G HRDEL@ RW V WKL ¥ FRIWSWUDHAN. RWQW R1 LQIRUT

VRPHWKLQJ WKDWYTV KLJKO\ GLVUDXWdu¥ates colleaBuey i theBahidr maRagement

EXLOG WKH IRXQGDWLRQ ,W{V DOWHDRE\DIQE SODFEXFQ®HWEY WKHP 7KDW ZF

just a matter of zeroing in on a particular direction,” ultimately up to the board of trustees, which now
VD\V 5XWJHUV 8QLYHUVLW\TV VHQ KDW YoL EHHSUH MHGHWDW DR@ RI1 ,7 EHLQJ DQ C
&,2 OLFKHOH 1RULQ IRU HYHU\ ERDUG PHHWLQJ =~ 'DYH 6ZDUW]

$V *68 SUHVLGHQW ODUN %HFNH®UHMGH@QW DQEBH&,2 REVHUYHV 3$W PRVW
FKLHI LQIRUPDWLRQ R FHU RU HTXZKDW RQ2W W\W WV XW ROEHHZDWK LV KDYLQJ WKH I
D KLJK OHYHO LQ WKH RUJDQL]DWabR @ puMiK pacerie@dntvolEthiat Bri¥ beeded to
LHG DzD\ IURP WKH SUHVLGHQW S$WH*MRUBILW KeDWWD WHY NWKBUH PLWLIJDWHG ~ 7K
report directly to me and sit on my cabinet, as well change in organizational structure was “better align-
DV RQ WKH DGPLQLVWUDWLYH FRX@ilbétween KespdnsibilityGRiZauthenty@nd ac-
WR KDYH GLUHFW FRQYHUVDWLRQWRXQWREIHOLWUH RQ WKH
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Right framing: The lingua franca
for communicating cyber risk

TO RIWHQ RYHUO\ WHFKQLFEDO B (nipati drRapdratidns: F\RPAHHUFDXVH YLUWXDOO\ HY
S

peak obscures the bigger picture issues of HU\ IDFHW RI WKH PRGHUQ XQLYHUVLW\ (
FRQFHUQ IRU LQVWLWXWLR-QDO Géhie éxtehtdn prdpedyduncliowing @Béhnology,
tion with presidents and boards of trustees, the con- D VLIQL,FDQW GDWD EUHDFK FDQ EH FUL?
YHUVDWLRQ DURXQG F\EHUVHFXULWGYDKRX ®RG HUHD WHIRIWHRGE D XQLYHUVLW\ )RL
in terms of enterprise risk management, with the ODUJH VFDOH EUHDFK DW RQH PDMRU XGC
business impact to the institution clearly spelled FHQWO\ SUHYHQWHG VWXGHQWYV IURP EH

RXW $V *68 SUHVLGHQW ODUN % H F NalddssStRely \eatnig rhaiaDament system for
, ZDQW WR NQRZ LV ZKHUH RXU JUHDWHYWHW D'X KRKUWNVEGRUWQ BV, QBbOV ZHHN $V

are and what are we doing to minimize those in a dent emeritus Neil Kerwin points out, “The kind

FRVW H FLHQW PDQQHU ° Rl GDPDJH D EUHDFK FDQ FDXVH DW D XQ
*68 KDV JRQH VR IDU DV WR-SXW IQRWODRMH;, QHHAEWR DFFHVV WR LQIRUPDWL

security charter to communicate to the institution URZ VHQVH EXW OLWHUDOO\ D HFWV WKH

writ large that cybersecurity is not an IT domain but LQVWLWXWLRQ WR FRQGXFW LWV PLVVLRQ

UDWKHU DQ HQWHUSULVH ULVN 3,Q WRGDWKWHZBHOGD QKHURQ WHFKQRORJ\ D\

information storage and processes like monetary WLRQV RI KLJKHU OHDUQLQJ JURZV \HDU

transactions are increasingly carried out digitally, the magnitude of potential disruptions to daily

we all see instances in the news where unauthor EXVLQHVV RSHUDWLRQV ZLOO OLNHO\ R(

ized data access has put large numbers of people’s $V *687V ODUN %HFNHU REVHUYHV 37KH I>

SHUVRQDO LQIRUPDWLRQ DW ULVN KWMIKKHOCHGEXFRWLRQLLY KRZ WR OHYHUDJH

WLRQ ZH DUH VWHZDUGVY RI D YDULWWR\GRHOLN@UVULIW EHW W BWMHGXFDWLRQ DW D

VR VROLG LQIRUPDWLRQ VHFXULW\ $QUVHNUDNWL RQHRIYWKBOVWRKQRORJ\ LV JRL

SURWHFWLQJ RXU VWXGHQWY IDFXON XKDIYGIGWRWDR WKRDWHIO® D VHFXUH HQYLU|

as all those who conduct business and research in * Reputational damage with consumers,

SDUWQHUVKLS ZLWK WKH XQLYHUYV L @ipdrate[ parDers VardH Qoyetnmivit

*68MV FKLHI LQIRUPDWLRQ VHFXUL Wagerciesd \CopGyations b kess likely to be in-

WRU RI F\EHUVHFXULW\ VHUYLFHV WHUHVWHG LQ SDUWQHUVKLSYVY ZLWK XQLY
The business risks associated with a breach can research data has been breached or with institu

UDQJH IURP ¢ QDQFLDO DQG UHSXW DtwrisRhatBéeni tb Bék R \dtledh Birahg<résilience

DELOLW\ RI DQ LQVWLWXWLRQ WR F DpldiuandraétVef hrocassesLiaf \deaknQ with cyber

» Financial impact: 7KH VKHHU (QDQFLDWKERWOWWY ,Q DGGLWLRQ WR WKH FRQFHU
RI D EUHDFK FDQ EH VLIJQL;FDQWZ 5WNKHPRFERDOWWLRIDY XQLYHUVLWLHV RI
Ponemon Institute suggests that when factoring comply with strict regulatory considerations
LQ DOO WKH GL HUHQW FRVWYV LQFOXBHI@PWNFXVWRPRHYU DRRWMHUQPHQW JUDQWYV
WKH WLPH WR GHWHFW D EUHDFKD@WE&H FRWWNFR/IV,[LQJ
LGHQWL{;HG YXOQHUDELOLWLHV WKG@DERVWM RPSHRPBBIQW VWXGHQW SDUHC
VDWLQJ YLFWLPV SXEOLF UHODWDRDWR@VLWQ@ELVJRGRQQ WKHIHDFK WKH XQLYH
DYHUDJH GDWD EUHDFK FRVW LQ\NLWQOWAHAWIKRQRVWHQWIRBUHQUROOHHY PD\ V>
OHDUQLQJ DERXW SHU UHFRW & robtst fiddpdnde@lay With d_sfrong public rela-
FLGHQWYV WKH\ DQDO\]JHG RYHU WWH QD VO HRXQYWHDWWRW LQ SODFH
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Resilience mind-set: It's no
longer a matter of if, but when

YSTERDAY’SUHODWLYHO\ LVRODWHG :RDOHFURXVODLHQFH UHTXLUHV LQYHVWPH
w

LYLW\ KDV JLYHQ ZD\ WR- ZH @odal Re¢lirdlQoly-pidsed Fadtirtlency and disaster

crime enterprises and networks of politically UHFRYHU\ FDSDELOLWLHY WKH ELJJHU SLF\

PRWLYDWHG DQG VRPHWLPHV-VWDFWPMSWOIROH RVHMG RDWWDHN PDQDJHPHQW FD
HUV 9HRDIRd@®\breach investigations re- LQYROYHV ,7 DV ZHOO DV OHDGHUV DFUR\
SRUW IRXQG WKDW VWDWH D O L D WibhGamiF@tRiahvmak&<GfrdrnUdgal Qrisk -FhG@man
criminal groups were behind an increasing num- UHODWLRQV DQG FRPPXQLFDWLRQV IXQFW
EHU RI EUHDFKHV WDUJHWLQJ W Kdly rHquxes & \payRd@k sckbESNAR these entities,
$IJDLQVW WKLV EDFNGURS LW VHHBWVYRHYHG/DROMHGWEBQ WHVRWPHRQVLGHULQJ KR
F\EHU LQFLGHQWY PD\ RFFXU narios impacting critical assets and processes could
While an institution’s technical team handles SOD\ RXW
PDQ\ GD\ WR GD\ URXWLQH VHFXULWAHNRGGQGWSODAERRNMW) GHYHORSLQJ D URE
cidents may become more serious business crises ience capability can be supported through cyber
WKDW FDQ D HFW DQ LQVWLWXWLR@W ERIRDIGBQ @ IWMWLDRIDWQRRQV
PRUH VHULRXV HYHQWY LW LV LPcai tréaW Lbétier \WreDivationak Mwareheds and
ness closely collaborates with IT to maintain ef- XQGHUVWDQGLQJ RI WKUHDWY LPSURYH F\E

IHFWLYH UHVLOLHQF\ $V *68TV 9BQWLIPIFI®IDN BH#FWHWKXHVGHYHORSPHQW RI
“We're in a day and age that if a network goes down

IRU DQ KRXU

6WDJLQJ V

3P )
WKDW KHOSV WHDPV UHVSRQG AH[LEO\ DQG
\RXUFDQYW WHDFK ~ to both the simulation scenarios, as well as situa

%HLQJ UHVLOLHQW PHDQV KDYLQNLWRN WKDWFFWQWRWES IRUHVHHQ
LGO\ FRQWDLQ WKH GDPDJH DQG PR MalhjdgheMedudateh Mstitut\dms apply a dif -
sources needed to reduce impact—including direct IHUHQW SKLORVRSK\ WR ZDUJDPLQJ DQG VI
costs and operational disruption, as well as damage Virginia Tech’s information technology security of -
WR UHSXWDWLRQ ¢FHU 5DQG\ ODUFKDQ\ H[SODLQV 37KLV LV \
( HFWLYHO\ GHYHORSLQJ WKLV HADFBHEERWXHHEGQHURBBS WKHP RXWYT YHUVX
UHTXLUHVY H[HFXWLYH DQG ERDUGWXHMHOHHRQ P IHPHORDFK 7KLV YLHZSRLQW I
(YHU\ LOQOVWLWXWLRQ VKRXOG UHQ®QWLWXFMDLORGVDYNWHYRQIGWWR D ZDUJDPH VF
FKDQJLQJ ULVN SUR¢OH DQG GHW Hhssenmheq khak &tadker® atey &iréedy InQi@ system,
WA\SHV RI F\EHU ULVN WKH\ FRQVItG H thateF 6f Fh6W\Vdo E BuHt theX \d¥wn’ as op-
three-quarters of higher education institutions sur - SRVHG WR pKRZ GR , NHHS WKHP RXW [~
YH\HG E\ ('8&%86( KDYH FRQGXFWHG BQNWWRUWDWNRIMHYLWDEO\ JRLQJ WR PDNH
FXULW\ ULV N DM d&hBittss\dhallenge, The question is how to reduce the damage once a
QRW MXVW D WHFKQLFDO RQH 3WPHVMEIHNHVIVW PG HVYRVYWMHYV SDUW  *68 LV X\
need enough understanding of the threat landscape FRPSDQLHV WR PRQLWRU WKH WUD F LQWR L
WR SURYLGH F\EHU ULVN JXLGDQFXQLWHVVWWNQ WKHKNRERYHUVLW\ LV DOVR
WKH WHFKQLFDO WHDP WR WUDQV Bhid natkdrky whiQhwRl dhabld- WWth Sae aRys
HUDWLRQDO FDSDELOLWLHYV URJXH DFWLYLW\ LQ WKH QHWZRUN DQG LVR
DQG TXLFNO\ UHGXFH WKH ULVN
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Looking ahead

MRU F\EHU LQFLGHQW WR HOHKFIEWH EMVBEVHXHMWHEXUSIDMIIWRQG SDUFHO RI UHV

WKH H[HFXWLYH DJHQGD % XWHHWX WK URFBHRYQJ DQ LQVWLWXWLRQ
ing digitization of the academic enterprise, growing W\ RI WRGD\YV JURZLQJ F\EHU WKUHDWYV 'HY
UHJXODWRU\ SUHVVXUH WR LP-SURAYHQB\ LRI WW QWXMWIDRLQPNV LIHWWLQJ WKH VW
IRUPDWLRQ VHFXULW\ SRVWXUH [POHRW LQVIOBFROWRWRKH H[WHQW LWITV QR\
EHU WKUHDW ODQGVFDSH WKH VWreEfidHing e idsue lad e lbf \ehikeEp @seH igkHntan
for institutions that don'’t treat cybersecurity mat - DIJHPHQW DQG GHYHORSLQJ LQVWLWXWLRQI
ters as serious enterprise risks with the attendant WKDW FROOHJHV DQG XQLYHUVLWLHY DUH |
HI[HFXWLYH DQG ERDUG OHYHO DWBRK@Q@WHRED AN HXEZBDNODRWDQ LQFLGHQW RFF)

l lNTILrecentIy, it has frequently taken a ma- ,QFUHDVLQJ H[HFXWLYH DQG ERDUG OHYH
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EDUCAUSE D Digital capabilities in higher education 2016, information security report ,
1RYHPEHU

EDUCAUSE |nformation Security Program Assessment Tool ODVW XSGDWHG 6HSWHPE

Emily Mossburg, John Gelinne, and Hector Calzada,
“Beneath the surface of a cyberattack: A deeper look at business impacts 'HORLW W H
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ENDNOTES

10.

11.

$FFRUGLQJ WR 9 Hdata]lRe@chvinvestigations report, 455 cybersecurity incidents occurred in the educa -
WLRQ VHFWRU LQ Rl ZKLFK UHVXOWHG LQ GDWD GLVFORVXUH

('8&%86( 7RS -7 LVVXHV WHFKQRORJLHV DQG WUHQGVY DFFHVVHG )HEUXDU\

-HeUH\ 6HOLQJR 6RQQ\ &KKH QRathiagsGo th& thider&it® présidency: The future of higher educa
tion leadership, a report by Deloitte’s Center for Higher Education Excellence in conjunction with Georgia Tech’s
&HQWHU IRU VW &HQWXU\ 8QLYHUVLWLHYV '"HORLWWH 8QLYHUVLW\ 3UHVV $SULO

('8&$86( ('8&$86( FRUH GDWD VHUYLFH DFFHVVHG )HEUXDU\

-H*UH\ 3BRPHUDQW] DQG ' &K Uh&/higlireBeitrtatiovn D Rdrkfokee landscape, 2016 EDUCAUSE Cen
WHU IRU $QDO\VLVY DQG 5HVHDUFK $SULO

ODUN %HFNHU DQG 3KLO 9HQWLPLJOLD MRLQW LQWHUYLHZ
('8&%86( 7KH ('8&%$86( DOPDQDF IRU IDFXOW\ DQG WHFKQRORJ\ VXUYH\ DFFHVVH

('8&%$86( $QQXDO &RQIHUHQFH 7KH LPSRUWDQFH RI F\AEHUVHFXULW\ JRYHUQDQF|
GHQWYV WUXVWHHV DQG -7 OHDGHUV 1RYHPEHU

-%0 6HFXULW\ DQG 3R Q20PRqst-of@ata\btedtX $itlly: United States - X Q H
Verizon, 2017 data breach investigations report: 10th editon DFFHVVHG -DQXDU\
('8&%$86( $QQXDO &RQIHUHQFH 7KH LPSRUWDQFH RI F\EHUVHFXULW\ JRYHUQDQFH

EDUCAUSE, “The EDUCAUSE core data service almanac.”
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