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 CYBER RISK SERVICES 

We help colleges and universities focus on what matters through engagements, driving 
alignment to institutional business risk, and balancing the need for a “frictionless” 
faculty and student experience. Our services work to help higher education clients:

•	 Guide academic and administrative leadership on risk and governance, to ensure resiliency and 
compliance in an ever-changing and dynamic cyber threat landscape 

•	 Manage the explosion of digital identities and access to critical resources, both internal and 
cloud-based

•	 Secure the integrity of constituent and research data across the application ecosystem—from 
desktop to data center, on premise and in the cloud, utilizing standards such as NIST800-171

•	 �8�Q�L�I�\���F�R�P�S�O�L�D�Q�F�H���D�Q�G���W�H�F�K�Q�R�O�R�J�\���U�L�V�N���H�•�R�U�W�V�����W�R���D�S�S�O�\���J�X�L�G�D�Q�F�H���D�Q�G���O�H�D�G�L�Q�J���S�U�D�F�W�L�F�H��
implementation of data privacy controls

•	 �3�O�D�Q���I�R�U�����U�H�V�S�R�Q�G���W�R�����D�Q�G���U�H�F�R�Y�H�U���I�U�R�P���F�\�E�H�U���L�Q�F�L�G�H�Q�W�V�����Z�K�L�F�K���K�D�Y�H���W�K�H���S�R�W�H�Q�W�L�D�O���W�R���V�L�J�Q�L�4�F�D�Q�W�O�\��
disrupt operations and damage reputation

ABOUT EDUCAUSE 

EDUCAUSE (www.educause.edu) is a higher education technology association and the largest 
community of IT leaders and professionals committed to advancing higher education. Technol -
ogy, IT roles and responsibilities, and higher education are dynamically changing. Formed in 1998, 
EDUCAUSE supports those who lead, manage, and use information technology to anticipate and 
adapt to these changes, advancing strategic IT decision-making at every level within higher edu -
�F�D�W�L�R�Q���� �$�� �J�O�R�E�D�O���Q�R�Q�S�U�R�4�W���R�U�J�D�Q�L�]�D�W�L�R�Q���� �(�'�8�&�$�8�6�(�� �P�H�P�E�H�U�V���L�Q�F�O�X�G�H���8�6�� �D�Q�G���L�Q�W�H�U�Q�D�W�L�R�Q�D�O���K�L�J�K-
�H�U�� �H�G�X�F�D�W�L�R�Q�� �L�Q�V�W�L�W�X�W�L�R�Q�V���� �F�R�U�S�R�U�D�W�L�R�Q�V���� �Q�R�W���I�R�U���S�U�R�4�W�� �R�U�J�D�Q�L�]�D�W�L�R�Q�V���� �D�Q�G�� �.�������� �L�Q�V�W�L�W�X�W�L�R�Q�V���� �:�L�W�K��
a community of more than 85,000 individual participants located around the world, EDUCAUSE 
encourages diversity in perspective, opinion, and representation. The EDUCAUSE cybersecurity 
�S�U�R�J�U�D�P���R�•�H�U�V���D���Q�X�P�E�H�U���R�I���U�H�V�R�X�U�F�H�V���W�R���K�H�O�S���F�R�O�O�H�J�H�V���D�Q�G���X�Q�L�Y�H�U�V�L�W�L�H�V���G�H�Y�H�O�R�S���D�Q�G���P�D�W�X�U�H���W�K�H�L�U��
information security and privacy programs. 

ABOUT DELOITTE’S CENTER FOR HIGHER EDUCATION EXCELLENCE 

Higher education institutions confront a number of challenges, from dramatic shifts in sources 
of funding resulting from broader structural changes in the economy to demands for greater 
�D�F�F�R�X�Q�W�D�E�L�O�L�W�\���D�W���D�O�O���O�H�Y�H�O�V���W�R���W�K�H���L�P�S�H�U�D�W�L�Y�H���W�R���L�Q�F�U�H�D�V�H���H�•�H�F�W�L�Y�H�Q�H�V�V���D�Q�G���H�]�F�L�H�Q�F�\���W�K�U�R�X�J�K���W�K�H��
adoption of modern technology. 

Deloitte’s Center for Higher Education Excellence produces groundbreaking research to help col -
leges and universities navigate these challenges and reimagine how they can achieve excellence 
in every aspect of the academy: teaching, learning, and research. Through forums and immersive 
lab sessions, we engage the higher education community collaboratively on a transformative jour -
ney, exploring critical topics, overcoming constraints, and expanding the limits of the art of the 
possible.
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FROM ransomware attacks and breaches com-
promising the personal information of stu -
�G�H�Q�W�V�����I�D�F�X�O�W�\�����D�Q�G���V�W�D�����W�R���G�H�Q�L�D�O���R�I���V�H�U�Y�L�F�H���D�W-

tacks that render learning-management and other 
�V�\�V�W�H�P�V���X�Q�D�Y�D�L�O�D�E�O�H���G�X�U�L�Q�J���L�P�S�R�U�W�D�Q�W���W�L�P�H�V�����F�\�E�H�U-
security threats pose an increasingly common busi-
�Q�H�V�V���U�L�V�N���W�R���F�R�O�O�H�J�H�V���D�Q�G���X�Q�L�Y�H�U�V�L�W�L�H�V��1  

�,�Q�V�W�L�W�X�W�L�R�Q�V�� �R�I�� �K�L�J�K�H�U�� �H�G�X�F�D�W�L�R�Q�� �D�U�H�� �D�W�W�U�D�F�W�L�Y�H��
�W�D�U�J�H�W�V�� �I�R�U�� �W�Z�R�� �U�H�D�V�R�Q�V���� �)�L�U�V�W���� �O�L�N�H�� �K�H�D�O�W�K�� �F�D�U�H�� �R�U-
�J�D�Q�L�]�D�W�L�R�Q�V�� �D�Q�G�� �¿�Q�D�Q�F�L�D�O�� �L�Q�V�W�L�W�X�W�L�R�Q�V���� �F�R�O�O�H�J�H�V�� �D�Q�G��
�X�Q�L�Y�H�U�V�L�W�L�H�V�� �K�R�X�V�H�� �D�� �Z�L�G�H�� �Y�D�U�L�H�W�\�� �R�I�� �V�H�Q�V�L�W�L�Y�H�� �D�Q�G��
�O�X�F�U�D�W�L�Y�H�� �G�D�W�D���� �L�Q�F�O�X�G�L�Q�J�� �V�R�F�L�D�O�� �V�H�F�X�U�L�W�\�� �Q�X�P�E�H�U�V����
�¿�Q�D�Q�F�L�D�O�� �L�Q�I�R�U�P�D�W�L�R�Q���� �P�H�G�L�F�D�O�� �U�H�F�R�U�G�V���� �L�Q�W�H�O�O�H�F�W�X�D�O��
�S�U�R�S�H�U�W�\���� �D�Q�G�� �F�X�W�W�L�Q�J���H�G�J�H�� �U�H�V�H�D�U�F�K���� �$�Q�G�� �V�H�F�R�Q�G����

higher education’s open-access culture, decentral-
�L�]�H�G�� �G�H�S�D�U�W�P�H�Q�W�D�O�� �R�U�� �X�Q�L�W���O�H�Y�H�O�� �F�R�Q�W�U�R�O���� �D�V�� �Z�H�O�O�� �D�V��
federated access to data and information makes it 
�D�� �S�D�U�W�L�F�X�O�D�U�O�\�� �Y�X�O�Q�H�U�D�E�O�H�� �W�D�U�J�H�W�� �I�R�U�� �X�Q�D�X�W�K�R�U�L�]�H�G��
�D�F�F�H�V�V���� �X�Q�V�D�I�H�� �,�Q�W�H�U�Q�H�W�� �X�V�D�J�H���� �D�Q�G�� �P�D�O�Z�D�U�H���� ���)�R�U��
more on this, see the sidebar, “What makes higher 
�H�G�X�F�D�W�L�R�Q���D���S�U�L�P�H���W�D�U�J�H�W���I�R�U���F�\�E�H�U�F�U�L�P�L�Q�D�O�V�"�´������

This hasn’t escaped the attention of the higher 
�H�G�X�F�D�W�L�R�Q���L�Q�I�R�U�P�D�W�L�R�Q���W�H�F�K�Q�R�O�R�J�\�� ���,�7���� �F�R�P�P�X�Q�L�W�\����
�)�R�U���W�K�H���W�K�L�U�G���\�H�D�U���L�Q���D���U�R�Z�����L�Q�I�R�U�P�D�W�L�R�Q���V�H�F�X�U�L�W�\���L�V��
�W�K�H�� �W�R�S�� �L�V�V�X�H�� �L�G�H�Q�W�L�¿�H�G�� �E�\�� �,�7�� �S�U�R�I�H�V�V�L�R�Q�D�O�V�� �R�Q�� �W�K�H��
�(�'�8�&�$�8�6�(�� ���������� �W�R�S�� ������ �,�7�� �L�V�V�X�H�V�� �O�L�V�W���� �D�Q�G�� �L�W�V�� �L�P-
�S�D�F�W���R�Q���W�K�H���D�F�D�G�H�P�\���K�D�V���Q�R�W���D�E�D�W�H�G����    

Introduction

With election hacking and large-scale consumer data breaches frequently in 

the national headlines, far less attention has been paid to an industry increas -

ingly under attack by hackers and cybercriminals: higher education. 
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YET there remains a disconnect between IT 
�S�U�R�I�H�V�V�L�R�Q�D�O�V�� �D�Q�G�� �L�Q�V�W�L�W�X�W�L�R�Q�D�O�� �O�H�D�G�H�U�V���� �$�W��
many institutions across the country, execu-

�W�L�Y�H�� �H�Q�J�D�J�H�P�H�Q�W�� �D�Q�G�� �E�R�D�U�G���O�H�Y�H�O�� �D�W�W�H�Q�W�L�R�Q�� �K�D�Y�H�Q�¶�W��
yet caught up with the escalating cyber risks to 
�Z�K�L�F�K���L�Q�V�W�L�W�X�W�L�R�Q�V���D�U�H���H�[�S�R�V�H�G�����7�K�H���U�H�D�V�R�Q�V���I�R�U���W�K�L�V��
�D�U�H���W�K�U�H�H�I�R�O�G��
•	 The traditional academic pathway to the 

university leadership often precludes 
exposure to, and experience with, cyber -
security issues:  The majority of college and 
�X�Q�L�Y�H�U�V�L�W�\���S�U�H�V�L�G�H�Q�W�V���D�Q�G���F�K�D�Q�F�H�O�O�R�U�V���D�V�F�H�Q�G���W�R��
positions of institutional leadership through the 
�U�D�Q�N�V���R�I���D�F�D�G�H�P�L�D��3 Often this means that many 
�F�R�O�O�H�J�H�� �D�Q�G�� �X�Q�L�Y�H�U�V�L�W�\�� �S�U�H�V�L�G�H�Q�W�V�� �K�D�Y�H�� �O�L�P�L�W�H�G��
�H�[�S�R�V�X�U�H�� �W�R�� �D�Q�G�� �À�X�H�Q�F�\�� �L�Q�� �F�\�E�H�U�� �L�V�V�X�H�V�� �D�Q�G��
�W�K�H�L�U���S�R�W�H�Q�W�L�D�O���E�X�V�L�Q�H�V�V���L�P�S�D�F�W���R�Q���D�Q���L�Q�V�W�L�W�X�W�L�R�Q����
Boards of trustees, depending on their composi-
tion and how trustees are appointed, may or may 
�Q�R�W���E�U�L�Q�J���U�H�O�H�Y�D�Q�W���H�[�S�H�U�L�H�Q�F�H���D�Q�G���À�X�H�Q�F�\���R�Q���L�V-
�V�X�H�V�� �R�I�� �F�\�E�H�U�V�H�F�X�U�L�W�\�� �W�R�� �W�K�H�L�U�� �U�H�V�S�H�F�W�L�Y�H�� �L�Q�V�W�L�W�X-
�W�L�R�Q�V�����7�R�R���R�I�W�H�Q�����L�W���W�D�N�H�V���D���P�D�M�R�U���E�U�H�D�F�K���W�R���H�V�F�D-
�O�D�W�H���F�\�E�H�U�V�H�F�X�U�L�W�\���P�D�W�W�H�U�V���W�R���W�K�H���H�[�H�F�X�W�L�Y�H�����D�Q�G��
�E�R�D�U�G���O�H�Y�H�O���D�J�H�Q�G�D������������

•	 A president’s wide-ranging scope of re -
sponsibilities leaves little bandwidth:  The 
demands on a president’s time are many: fun-
draising, alumni, and donor relations, strategic 
�S�O�D�Q�Q�L�Q�J�� ���J�R�D�O���V�H�W�W�L�Q�J�� �D�Q�G�� �Y�L�V�L�R�Q�L�Q�J������ �H�Q�U�R�O�O-
ment management, trustee relations, budgeting, 
�D�F�D�G�H�P�L�F�� �D���D�L�U�V���� �F�R�P�P�X�Q�L�W�\�� �U�H�O�D�W�L�R�Q�V���� �I�H�G�H�U�D�O��
and state relations, student life/engagement, 
�D�Q�G�� �D�W�K�O�H�W�L�F�V���� �D�P�R�Q�J�� �R�W�K�H�U�V���� �:�L�W�K�� �V�R�� �P�D�Q�\�� �U�H-
sponsibilities competing for a president’s time 

and attention, cyber discussions, which are often 
cast in inaccessible and technical jargon, often 
get sidelined by more familiar and seemingly 
�L�P�S�R�U�W�D�Q�W���P�D�W�W�H�U�V����

•	 CIOs are often not members of the presi -
dent’s cabinet: There’s frequently a structural 
disconnect between an institution’s highest-
�U�D�Q�N�L�Q�J�� �,�7�� �R���F�L�D�O�� �D�Q�G�� �V�H�Q�L�R�U�� �O�H�D�G�H�U�V�K�L�S���� �)�L�I�W�\��
six percent of the higher education institutions 
�V�X�U�Y�H�\�H�G�� �E�\�� �(�'�8�&�$�8�6�(�� �K�D�Y�H�� �D�� �F�K�L�H�I�� �L�Q�I�R�U�P�D-
�W�L�R�Q���R���F�H�U�����&�,�2�����R�U���H�T�X�L�Y�D�O�H�Q�W���U�R�O�H���W�K�D�W���L�V���S�D�U�W��
�R�I�� �W�K�H�� �S�U�H�V�L�G�H�Q�W�¶�V�� �F�D�E�L�Q�H�W��4 In other words, the 
�K�L�J�K�H�V�W���U�D�Q�N�L�Q�J���,�7���R���F�L�D�O���K�D�V���W�K�H���H�D�U���R�I���O�H�D�G�H�U-
�V�K�L�S���D�W���M�X�V�W���R�Y�H�U���K�D�O�I���R�I���W�K�H���L�Q�V�W�L�W�X�W�L�R�Q�V���L�Q�F�O�X�G�H�G��
�L�Q�� �W�K�H�� �V�X�U�Y�H�\���� �(�'�8�&�$�8�6�(�¶�V�� �K�L�J�K�H�U�� �H�G�X�F�D�W�L�R�Q��
�,�7�� �Z�R�U�N�I�R�U�F�H�� �V�W�X�G�\�� �I�R�X�Q�G�� �W�K�D�W�� �&�,�2�V�� �Z�K�R�� �V�H�U�Y�H��
�R�Q�� �W�K�H�� �F�D�E�L�Q�H�W�� �D�U�H�� �V�L�J�Q�L�¿�F�D�Q�W�O�\�� �P�R�U�H�� �O�L�N�H�O�\�� �W�R��
discuss the IT implications of institutional deci -
�V�L�R�Q�V���Z�L�W�K���F�D�P�S�X�V���H�[�H�F�X�W�L�Y�H�V��5 
�2�I�W�H�Q�� �W�K�L�V�� �P�H�D�Q�V�� �W�K�D�W�� �L�P�S�R�U�W�D�Q�W�� �F�R�Q�Y�H�U�V�D�W�L�R�Q�V��

about cybersecurity don’t make it beyond an insti-
�W�X�W�L�R�Q�¶�V���,�7���V�K�R�S���W�R���W�K�H���W�R�S���R�I���W�K�H���K�R�X�V�H�����$�V���*�H�R�U�J�L�D��
�6�W�D�W�H�� �8�Q�L�Y�H�U�V�L�W�\�¶�V�� ���*�6�8�¶�V���� �F�K�L�H�I�� �L�Q�Q�R�Y�D�W�L�R�Q�� �R���F�H�U��
�3�K�L�O�� �9�H�Q�W�L�P�L�J�O�L�D�� �H�[�S�O�D�L�Q�V���� �³�,�I�� �\�R�X�� �U�H�D�O�O�\�� �E�H�O�L�H�Y�H�� �L�Q��
cybersecurity and the importance of technology to 
the operation and future of the campus, then the 
�&�,�2�� �R�U�� �Z�K�D�W�H�Y�H�U�� �U�R�O�H�� �L�V�� �O�H�D�G�L�Q�J�� �W�H�F�K�Q�R�O�R�J�\�� �I�R�U�� �W�K�H��
�L�Q�V�W�L�W�X�W�L�R�Q���V�K�R�X�O�G���E�H���D�W���W�K�H���F�D�E�L�Q�H�W���O�H�Y�H�O���´6 It’s not 
�L�P�S�H�U�D�W�L�Y�H���W�K�D�W���W�K�H���&�,�2���U�H�S�R�U�W���W�R���W�K�H���S�U�H�V�L�G�H�Q�W�����E�X�W��
�K�D�Y�L�Q�J���D���V�H�D�W���D�W���W�K�H���V�H�Q�L�R�U���O�H�D�G�H�U�V�K�L�S���W�D�E�O�H���W�R���H�O�H�Y�D�W�H��
�W�K�H���G�L�V�F�X�V�V�L�R�Q���D�U�R�X�Q�G���W�K�H�V�H���U�L�V�N�V���L�V���L�P�S�R�U�W�D�Q�W�����)�R�U��
�L�Q�V�W�L�W�X�W�L�R�Q�V�� �Z�K�H�U�H�� �W�K�H�� �&�,�2�� �U�H�S�R�U�W�V�� �W�R�� �D�Q�� �H�[�H�F�X�W�L�Y�H��
�Y�L�F�H�� �S�U�H�V�L�G�H�Q�W���R�U�� �S�U�R�Y�R�V�W���� �L�W�¶�V�� �L�P�S�R�U�W�D�Q�W���W�K�D�W���W�K�H�V�H��
�P�R�V�W���V�H�Q�L�R�U���R���F�H�U�V���U�H�J�X�O�D�U�O�\���E�U�L�Q�J���S�U�H�G�L�J�H�V�W�H�G�����F�R-
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gently argued, and succinctly written issues to the 
�S�U�H�V�L�G�H�Q�W���D�Q�G���W�U�X�V�W�H�H�V��

�'�U�D�Z�L�Q�J���R�Q���F�R�Q�Y�H�U�V�D�W�L�R�Q�V���Z�L�W�K���F�R�O�O�H�J�H���D�Q�G���X�Q�L-
�Y�H�U�V�L�W�\���S�U�H�V�L�G�H�Q�W�V���D�Q�G���,�7���O�H�D�G�H�U�V���Z�K�R���K�D�Y�H���H�O�H�Y�D�W�H�G��
�F�\�E�H�U�� �L�V�V�X�H�V�� �W�R�� �W�K�H�� �H�[�H�F�X�W�L�Y�H�� �D�J�H�Q�G�D���� �W�K�L�V�� �D�U�W�L�F�O�H��
�O�R�R�N�V���D�W���Z�K�D�W���H���H�F�W�L�Y�H���H�[�H�F�X�W�L�Y�H���H�Q�J�D�J�H�P�H�Q�W���O�R�R�N�V��

like in practice and explores considerations for 
building a more resilient institution that’s capable 
�R�I�� �E�R�X�Q�F�L�Q�J�� �E�D�F�N�� �I�U�R�P�� �F�\�E�H�U�� �H�Y�H�Q�W�V�� �T�X�L�F�N�O�\���� �U�H�F�R�J-
nizing that it’s no longer a matter of if they will oc -
�F�X�U�����E�X�W���Z�K�H�Q����
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WHAT MAKES HIGHER EDUCATION A PRIME TARGET FOR CYBERCRIMINALS?

•	 Wide variety of valuable data

�–�Q�V�W�L�W�X�W�L�R�Q�V���R�I���K�L�J�K�H�U���O�H�D�U�Q�L�Q�J���K�D�Y�H���V�H�Q�V�L�W�L�Y�H���G�D�W�D���D�E�R�X�W���V�W�X�G�H�Q�W�V�����S�D�U�H�Q�W�V�����D�O�X�P�Q�L�����I�D�F�X�O�W�\����
�D�Q�G���V�W�D�•�����5�H�F�R�U�G�V���D�U�H���U�R�X�W�L�Q�H�O�\���U�H�W�D�L�Q�H�G���G�H�F�D�G�H�V���D�I�W�H�U���V�W�X�G�H�Q�W�V���K�D�Y�H���J�U�D�G�X�D�W�H�G���I�U�R�P���D�Q��
�L�Q�V�W�L�W�X�W�L�R�Q�����)�X�U�W�K�H�U�P�R�U�H�����F�R�O�O�H�J�H�V���D�Q�G���X�Q�L�Y�H�U�V�L�W�L�H�V�����S�D�U�W�L�F�X�O�D�U�O�\���W�K�R�V�H���W�K�D�W���H�Q�J�D�J�H���L�Q���K�L�J�K��
�Y�R�O�X�P�H�V���R�I���U�H�V�H�D�U�F�K�����R�I�W�H�Q���K�R�X�V�H���S�U�R�S�U�L�H�W�D�U�\���G�D�W�D���I�U�R�P���D���Z�L�G�H���U�D�Q�J�H���R�I���F�R�U�S�R�U�D�W�L�R�Q�V���D�Q�G��
�J�R�Y�H�U�Q�P�H�Q�W���H�Q�W�L�W�L�H�V�����0�R�U�H�R�Y�H�U�����L�Q�V�W�L�W�X�W�L�R�Q�V���Z�L�W�K���W�L�H�V���W�R���O�R�F�D�O���D�Q�G���U�H�J�L�R�Q�D�O���K�R�V�S�L�W�D�O�V���J�H�Q�H�U�D�O�O�\��
�V�W�R�U�H���F�R�Q�4�G�H�Q�W�L�D�O���P�H�G�L�F�D�O���G�D�W�D�����–�Q���V�K�R�U�W�����W�K�H���V�K�H�H�U���Y�R�O�X�P�H���R�I���S�R�W�H�Q�W�L�D�O�O�\���Y�D�O�X�D�E�O�H���G�D�W�D���K�R�X�V�H�G��
�D�W���P�R�V�W���L�Q�V�W�L�W�X�W�L�R�Q�V���R�I���K�L�J�K�H�U���O�H�D�U�Q�L�Q�J���W�H�Q�G�V���W�R���P�D�N�H���W�K�H�P���K�L�J�K�O�\���D�W�W�U�D�F�W�L�Y�H���W�D�U�J�H�W�V��

•	 Lack of centralized structure

�–�Q�V�W�L�W�X�W�L�R�Q�V���W�H�Q�G���W�R���K�R�X�V�H���W�K�H�L�U���V�H�Q�V�L�W�L�Y�H���G�D�W�D���L�Q���P�D�Q�\���G�L�•�H�U�H�Q�W���O�R�F�D�W�L�R�Q�V���U�D�W�K�H�U���W�K�D�Q���R�Q�H���F�H�Q�W�U�D�O�L�]�H�G��
�K�X�E�����6�W�X�G�H�Q�W���G�D�W�D���P�D�\���E�H���N�H�S�W���V�H�S�D�U�D�W�H�O�\���D�W���H�D�F�K���F�R�O�O�H�J�H���Z�L�W�K�L�Q���D���X�Q�L�Y�H�U�V�L�W�\���R�U���D�W���G�L�•�H�U�H�Q�W���E�U�D�Q�F�K�H�V��
�L�Q���D���V�W�D�W�H�Z�L�G�H���X�Q�L�Y�H�U�V�L�W�\���V�\�V�W�H�P�����7�K�H���V�D�P�H���G�D�W�D���P�D�\���E�H���N�H�S�W���L�Q���D���Y�D�U�L�H�W�\���R�I���R�W�K�H�U���O�R�F�D�W�L�R�Q�V�����D�V���Z�H�O�O����
�D�O�X�P�Q�L���R�]�F�H�V�����F�H�Q�W�U�D�O���D�G�P�L�Q�L�V�W�U�D�W�L�R�Q�����R�U���H�Y�H�Q���D�W���W�K�H���G�H�S�D�U�W�P�H�Q�W���O�H�Y�H�O���I�R�U���J�U�D�G�X�D�W�H���S�U�R�J�U�D�P�V����
�6�H�Q�V�L�W�L�Y�H���G�D�W�D���U�H�O�D�W�L�Q�J���W�R���F�R�U�S�R�U�D�W�H���R�U���J�R�Y�H�U�Q�P�H�Q�W���J�U�D�Q�W�V���P�D�\���E�H���K�R�X�V�H�G���L�Q���W�K�H���G�H�S�D�U�W�P�H�Q�W�V��
�W�K�D�W���U�H�F�H�L�Y�H���W�K�R�V�H���J�U�D�Q�W�V���R�U���H�Y�H�Q���R�Q���W�K�H���G�H�Y�L�F�H�V���R�I���L�Q�G�L�Y�L�G�X�D�O���S�U�R�I�H�V�V�R�U�V���D�Q�G���J�U�D�G�X�D�W�H���V�W�X�G�H�Q�W�V��
�Z�K�R���S�O�D�\���N�H�\���U�H�V�H�D�U�F�K���U�R�O�H�V�����7�K�L�V���G�H�F�H�Q�W�U�D�O�L�]�H�G���V�W�U�X�F�W�X�U�H���F�D�Q���J�L�Y�H���F�\�E�H�U�F�U�L�P�L�Q�D�O�V���D���Z�L�G�H���U�D�Q�J�H��
�R�I���S�D�W�K�V���W�R���H�[�S�O�R�L�W���Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V���L�Q���W�K�H���G�L�V�S�D�U�D�W�H���V�\�V�W�H�P�V���W�K�D�W���K�R�X�V�H���V�H�Q�V�L�W�L�Y�H���G�D�W�D����

•	 Organizational vulnerabilities

�7�K�H���G�H�F�H�Q�W�U�D�O�L�]�H�G���Q�D�W�X�U�H���R�I���G�D�W�D���V�W�R�U�D�J�H���L�Q���L�Q�V�W�L�W�X�W�L�R�Q�V���R�I���K�L�J�K�H�U���H�G�X�F�D�W�L�R�Q���L�V���R�I�W�H�Q���S�D�U�D�O�O�H�O�H�G��
�E�\���V�L�P�L�O�D�U���R�U�J�D�Q�L�]�D�W�L�R�Q�D�O���D�Q�G���V�W�U�X�F�W�X�U�D�O���L�V�V�X�H�V�����7�K�H���U�H�V�S�R�Q�V�L�E�L�O�L�W�\���I�R�U���L�P�S�O�H�P�H�Q�W�L�Q�J���V�H�F�X�U�L�W�\��
�P�H�D�V�X�U�H�V���D�Q�G���G�H�W�H�U�P�L�Q�L�Q�J���S�U�R�F�H�V�V�H�V���P�D�\���O�L�H���Z�L�W�K���D���Q�X�P�E�H�U���R�I���G�L�•�H�U�H�Q�W���V�W�D�N�H�K�R�O�G�H�U�V���L�Q��
�D���Z�L�G�H���U�D�Q�J�H���R�I���G�H�S�D�U�W�P�H�Q�W�V�����–�Q�V�W�L�W�X�W�L�R�Q�V���J�H�Q�H�U�D�O�O�\���O�D�F�N���D���W�R�S���G�R�Z�Q���F�R�P�P�D�Q�G���V�W�U�X�F�W�X�U�H��
�W�K�D�W���P�D�N�H�V���Q�H�Z���V�D�I�H�J�X�D�U�G�V���H�D�V�\���W�R���L�P�S�O�H�P�H�Q�W�����V�R���G�H�S�D�U�W�P�H�Q�W�V�����L�Q�G�L�Y�L�G�X�D�O���S�U�R�I�H�V�V�R�U�V�����R�U��
�V�W�X�G�H�Q�W�V���P�D�\���E�H���V�O�R�Z���W�R���H�Q�J�D�J�H���L�Q���W�K�H���S�U�D�F�W�L�F�H�V���Q�H�F�H�V�V�D�U�\���W�R���L�P�S�U�R�Y�H���V�H�F�X�U�L�W�\����

•	 Widespread use of personal devices

�$�G�P�L�Q�L�V�W�U�D�W�R�U�V�����I�D�F�X�O�W�\�����D�Q�G���V�W�D�•���D�U�H���R�I�W�H�Q���X�Q�D�Z�D�U�H���R�I���W�K�H���H�[�W�H�Q�W���W�R���Z�K�L�F�K���W�K�H�\���P�D�\���E�H���H�[�S�R�V�L�Q�J��
�W�K�H�L�U���L�Q�V�W�L�W�X�W�L�R�Q���W�R���F�\�E�H�U���U�L�V�N�V���Z�K�H�Q���W�K�H�\���G�R�Z�Q�O�R�D�G���V�H�Q�V�L�W�L�Y�H���G�D�W�D���W�R���O�H�V�V���Z�H�O�O���S�U�R�W�H�F�W�H�G���S�H�U�V�R�Q�D�O��
�G�H�Y�L�F�H�V�����$�W���O�D�V�W���F�R�X�Q�W�����������S�H�U�F�H�Q�W���R�I���I�D�F�X�O�W�\���U�H�S�R�U�W�H�G���R�Z�Q�L�Q�J���D���V�P�D�U�W�S�K�R�Q�H�����Z�K�L�O�H���M�X�V�W��������
�S�H�U�F�H�Q�W���U�H�F�H�L�Y�H�G���P�D�Q�G�D�W�R�U�\���L�Q�I�R�U�P�D�W�L�R�Q���V�H�F�X�U�L�W�\���W�U�D�L�Q�L�Q�J�������$�V���D���U�H�V�X�O�W�����H�Y�H�Q���L�I���D�Q���L�Q�V�W�L�W�X�W�L�R�Q���K�D�V��
�U�R�E�X�V�W���V�H�F�X�U�L�W�\���P�H�D�V�X�U�H�V���L�Q���S�O�D�F�H�����D�Q�\���Q�X�P�E�H�U���R�I���L�Q�G�L�Y�L�G�X�D�O�V���D�W���W�K�H���L�Q�V�W�L�W�X�W�L�R�Q���P�D�\�����W�K�U�R�X�J�K��
�F�D�U�H�O�H�V�V�Q�H�V�V���R�U���X�Q�L�Q�W�H�Q�W�L�R�Q�D�O�O�\�����W�K�U�R�X�J�K���O�D�F�N���R�I���D�Z�D�U�H�Q�H�V�V�����H�[�S�R�V�H���V�H�Q�V�L�W�L�Y�H���G�D�W�D����

�–�Q�F�U�H�D�V�L�Q�J���H�[�H�F�X�W�L�Y�H���5�X�H�Q�F�\���D�Q�G���H�Q�J�D�J�H�P�H�Q�W���L�Q���F�\�E�H�U���U�L�V�N
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CIOS who are cabinet members are generally 
in a better position to raise strategic IT issues, 
including cybersecurity risks to the institu -

�W�L�R�Q�����S�U�H�V�L�G�H�Q�W�V�����D�Q�G���E�R�D�U�G�V���R�I���W�U�X�V�W�H�H�V����
�%�\�� �Y�L�U�W�X�H�� �R�I�� �W�K�L�V�� �V�W�U�X�F�W�X�U�D�O�� �D�O�L�J�Q�P�H�Q�W���� �L�Q�V�W�L�W�X-

�W�L�R�Q�D�O�� �O�H�D�G�H�U�V�� �W�H�Q�G�� �W�R�� �K�D�Y�H�� �J�U�H�D�W�H�U�� �H�[�S�R�V�X�U�H�� �W�R�� �D�Q��
�L�V�V�X�H���V�H�W���W�K�D�W���P�D�\���R�W�K�H�U�Z�L�V�H���E�H���F�R�Q�¿�Q�H�G���W�R���W�K�H���W�H�F�K-
�Q�R�O�R�J�\���V�K�R�S�����7�K�H���G�L�U�H�F�W���U�H�S�R�U�W�L�Q�J���U�H�O�D�W�L�R�Q�V�K�L�S���W�R���W�K�H��
�S�U�H�V�L�G�H�Q�W���R�I�W�H�Q���V�H�U�Y�H�V���D�V���³�D���Z�D�\���R�I���N�H�H�S�L�Q�J���W�K�H���O�L�Q�H�V��
�R�I���F�R�P�P�X�Q�L�F�D�W�L�R�Q���R�S�H�Q�����V�R���W�K�D�W���Z�K�H�Q���Z�H���K�D�Y�H���V�L�W�X-
�D�W�L�R�Q�V�� �O�L�N�H�� �D�� �G�L�V�W�U�L�E�X�W�H�G�� �G�H�Q�L�D�O�� �R�I�� �V�H�U�Y�L�F�H�� �D�W�W�D�F�N�� �R�U��
�V�R�P�H�W�K�L�Q�J�� �W�K�D�W�¶�V�� �K�L�J�K�O�\�� �G�L�V�U�X�S�W�L�Y�H���� �,�� �G�R�Q�¶�W�� �K�D�Y�H�� �W�R��
�E�X�L�O�G�� �W�K�H�� �I�R�X�Q�G�D�W�L�R�Q���� �,�W�¶�V�� �D�O�U�H�D�G�\�� �L�Q�� �S�O�D�F�H�� �D�Q�G�� �L�W�¶�V��
just a matter of zeroing in on a particular direction,” 
�V�D�\�V�� �5�X�W�J�H�U�V�� �8�Q�L�Y�H�U�V�L�W�\�¶�V�� �V�H�Q�L�R�U�� �Y�L�F�H�� �S�U�H�V�L�G�H�Q�W���D�Q�G��
�&�,�2���0�L�F�K�H�O�H���1�R�U�L�Q����

�$�V�� �*�6�8�� �S�U�H�V�L�G�H�Q�W�� �0�D�U�N�� �%�H�F�N�H�U�� �H�[�S�O�D�L�Q�V���� �³�7�K�H��
�F�K�L�H�I���L�Q�I�R�U�P�D�W�L�R�Q���R���F�H�U�����R�U���H�T�X�L�Y�D�O�H�Q�W�����K�D�V���W�R���E�H���D�W��
�D�� �K�L�J�K�� �O�H�Y�H�O�� �L�Q�� �W�K�H�� �R�U�J�D�Q�L�]�D�W�L�R�Q���� �W�K�H�\�� �F�D�Q�¶�W�� �E�H�� �E�X�U-
�L�H�G���D�Z�D�\���I�U�R�P���W�K�H���S�U�H�V�L�G�H�Q�W�����$�W���*�H�R�U�J�L�D���6�W�D�W�H�����W�K�H�\��
report directly to me and sit on my cabinet, as well 
�D�V�� �R�Q�� �W�K�H�� �D�G�P�L�Q�L�V�W�U�D�W�L�Y�H�� �F�R�X�Q�F�L�O�� �>�Z�K�L�F�K�� �D�O�O�R�Z�V�� �X�V�@��
�W�R���K�D�Y�H���G�L�U�H�F�W���F�R�Q�Y�H�U�V�D�W�L�R�Q�V�����2�X�U���R���F�H�V���D�U�H���R�Q���W�K�H��

�V�D�P�H�� �À�R�R�U���´�� This kind of routine exposure and ac-
cess typically facilitates greater understanding of the 
�F�\�E�H�U�V�H�F�X�U�L�W�\���L�V�V�X�H�V���I�D�F�L�Q�J���W�K�H���L�Q�V�W�L�W�X�W�L�R�Q��

�)�R�U�� �$�P�H�U�L�F�D�Q�� �8�Q�L�Y�H�U�V�L�W�\�� ���$�8������ �W�K�H�� �H�O�H�Y�D�W�L�R�Q��
�R�I�� �W�K�H�� �&�,�2�� �U�R�O�H�� �W�R�� �W�K�H�� �Y�L�F�H�� �S�U�H�V�L�G�H�Q�W�� �O�H�Y�H�O�� �D�Q�G�� �D�S-
pointment to the president’s cabinet began with 
the recognition that the CIO is an institutional ac -
tor and therefore required to understand all the 
�P�D�M�R�U�� �I�H�D�W�X�U�H�V�� �R�I�� �W�K�H�� �L�Q�V�W�L�W�X�W�L�R�Q���� �$�V�� �$�8�� �S�U�H�V�L�G�H�Q�W��
emeritus Neil Kerwin recounts, “With a seat on the 
�F�D�E�L�Q�H�W���� �W�K�H�� �Y�L�F�H�� �S�U�H�V�L�G�H�Q�W�� �R�I�� �L�Q�I�R�U�P�D�W�L�R�Q�� �W�H�F�K�Q�R�O-
ogy educates colleagues on the senior management 
�W�H�D�P�� �D�Q�G�� �L�V�� �H�G�X�F�D�W�H�G�� �E�\�� �W�K�H�P���� �7�K�D�W�� �Z�R�U�N�V�� �L�W�V�� �Z�D�\��
ultimately up to the board of trustees, which now 
�K�D�V�� �D�� �¿�[�H�G�� �H�[�S�H�F�W�D�W�L�R�Q�� �R�I�� �,�7�� �E�H�L�Q�J�� �D�Q�� �D�J�H�Q�G�D�� �L�W�H�P��
�I�R�U�� �H�Y�H�U�\�� �E�R�D�U�G�� �P�H�H�W�L�Q�J���´�� �'�D�Y�H�� �6�Z�D�U�W�]���� �$�8�¶�V�� �Y�L�F�H��
�S�U�H�V�L�G�H�Q�W�� �D�Q�G�� �&�,�2�� �R�E�V�H�U�Y�H�V���� �³�$�W�� �P�R�V�W�� �X�Q�L�Y�H�U�V�L�W�L�H�V����
�Z�K�D�W���&�,�2�V���V�W�U�X�J�J�O�H���Z�L�W�K���L�V���K�D�Y�L�Q�J���W�K�H���D�X�W�K�R�U�L�W�\���W�R���E�H��
able to put in place the controls that are needed to 
�E�H���V�X�U�H���W�K�D�W���U�L�V�N�V���D�U�H���P�L�W�L�J�D�W�H�G���´���7�K�H���U�H�V�X�O�W���R�I���$�8�¶�V��
change in organizational structure was “better align-
ment between responsibility and authority and ac -
�F�R�X�Q�W�D�E�L�O�L�W�\���´

Routine exposure: Ensuring 
structural alignment 

Elevating cybersecurity on the higher education leadership agenda
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TOO �R�I�W�H�Q�����R�Y�H�U�O�\���W�H�F�K�Q�L�F�D�O���D�Q�G���H�V�R�W�H�U�L�F���F�\�E�H�U-
speak obscures the bigger picture issues of 
�F�R�Q�F�H�U�Q���I�R�U���L�Q�V�W�L�W�X�W�L�R�Q�D�O���O�H�D�G�H�U�V�����7�R���J�D�L�Q���W�U�D�F-

tion with presidents and boards of trustees, the con-
�Y�H�U�V�D�W�L�R�Q���D�U�R�X�Q�G���F�\�E�H�U�V�H�F�X�U�L�W�\���V�K�R�X�O�G���E�H���U�H�I�U�D�P�H�G��
in terms of enterprise risk management, with the 
business impact to the institution clearly spelled 
�R�X�W���� �$�V���*�6�8�� �S�U�H�V�L�G�H�Q�W���0�D�U�N���%�H�F�N�H�U���S�X�W�V���L�W���� �³�:�K�D�W��
�,���Z�D�Q�W���W�R���N�Q�R�Z���L�V���Z�K�H�U�H���R�X�U���J�U�H�D�W�H�V�W���Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V��
are and what are we doing to minimize those in a 
�F�R�V�W���H���F�L�H�Q�W���P�D�Q�Q�H�U���´��

�*�6�8�� �K�D�V�� �J�R�Q�H�� �V�R�� �I�D�U�� �D�V�� �W�R�� �S�X�W�� �L�Q�� �S�O�D�F�H�� �D�� �F�\�E�H�U-
security charter to communicate to the institution 
writ large that cybersecurity is not an IT domain but 
�U�D�W�K�H�U�� �D�Q�� �H�Q�W�H�U�S�U�L�V�H�� �U�L�V�N���� �³�,�Q�� �W�R�G�D�\�¶�V�� �Z�R�U�O�G���� �Z�K�H�U�H��
information storage and processes like monetary 
transactions are increasingly carried out digitally, 
we all see instances in the news where unauthor-
ized data access has put large numbers of people’s 
�S�H�U�V�R�Q�D�O�� �L�Q�I�R�U�P�D�W�L�R�Q�� �D�W�� �U�L�V�N���� �$�V�� �D�� �O�D�U�J�H�� �R�U�J�D�Q�L�]�D-
�W�L�R�Q���� �Z�H�� �D�U�H�� �V�W�H�Z�D�U�G�V�� �R�I�� �D�� �Y�D�U�L�H�W�\�� �R�I�� �V�H�Q�V�L�W�L�Y�H�� �G�D�W�D����
�V�R�� �V�R�O�L�G�� �L�Q�I�R�U�P�D�W�L�R�Q�� �V�H�F�X�U�L�W�\�� �S�U�D�F�W�L�F�H�V�� �D�U�H�� �Y�L�W�D�O�� �W�R��
�S�U�R�W�H�F�W�L�Q�J�� �R�X�U�� �V�W�X�G�H�Q�W�V���� �I�D�F�X�O�W�\���� �D�Q�G�� �V�W�D������ �D�V�� �Z�H�O�O��
as all those who conduct business and research in 
�S�D�U�W�Q�H�U�V�K�L�S���Z�L�W�K���W�K�H���X�Q�L�Y�H�U�V�L�W�\���´���H�[�S�O�D�L�Q�V���5�H�Q���)�O�R�W����
�*�6�8�¶�V�� �F�K�L�H�I�� �L�Q�I�R�U�P�D�W�L�R�Q�� �V�H�F�X�U�L�W�\�� �R���F�H�U�� �D�Q�G�� �G�L�U�H�F-
�W�R�U���R�I���F�\�E�H�U�V�H�F�X�U�L�W�\���V�H�U�Y�L�F�H�V��

The business risks associated with a breach can 
�U�D�Q�J�H���I�U�R�P���¿�Q�D�Q�F�L�D�O���D�Q�G���U�H�S�X�W�D�W�L�R�Q�D�O���L�P�S�D�F�W���W�R���W�K�H��
�D�E�L�O�L�W�\���R�I���D�Q���L�Q�V�W�L�W�X�W�L�R�Q���W�R���F�D�U�U�\���R�X�W���L�W�V���P�L�V�V�L�R�Q����
•	 Financial impact: �7�K�H�� �V�K�H�H�U�� �¿�Q�D�Q�F�L�D�O�� �F�R�V�W��

�R�I�� �D�� �E�U�H�D�F�K�� �F�D�Q�� �E�H�� �V�L�J�Q�L�¿�F�D�Q�W���� �5�H�V�H�D�U�F�K�� �D�W�� �W�K�H��
Ponemon Institute suggests that when factoring 
�L�Q���D�O�O���W�K�H���G�L���H�U�H�Q�W���F�R�V�W�V�����L�Q�F�O�X�G�L�Q�J���F�X�V�W�R�P�H�U���O�R�V�V����
�W�K�H�� �W�L�P�H�� �W�R�� �G�H�W�H�F�W�� �D�� �E�U�H�D�F�K���� �W�K�H�� �F�R�V�W�V�� �R�I�� �¿�[�L�Q�J��
�L�G�H�Q�W�L�¿�H�G�� �Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V���� �W�K�H�� �F�R�V�W�V�� �R�I�� �F�R�P�S�H�Q-
�V�D�W�L�Q�J�� �Y�L�F�W�L�P�V���� �S�X�E�O�L�F�� �U�H�O�D�W�L�R�Q�V���� �D�Q�G���V�R���R�Q������ �W�K�H��
�D�Y�H�U�D�J�H�� �G�D�W�D�� �E�U�H�D�F�K�� �F�R�V�W�� �L�Q�V�W�L�W�X�W�L�R�Q�V�� �R�I�� �K�L�J�K�H�U��
�O�H�D�U�Q�L�Q�J���D�E�R�X�W�������������S�H�U���U�H�F�R�U�G���V�H�L�]�H�G���L�Q���W�K�H���L�Q-
�F�L�G�H�Q�W�V���W�K�H�\���D�Q�D�O�\�]�H�G���R�Y�H�U���W�K�H���S�D�V�W���I�R�X�U���\�H�D�U�V��9 

•	 Impact on operations: �%�H�F�D�X�V�H�� �Y�L�U�W�X�D�O�O�\�� �H�Y-
�H�U�\�� �I�D�F�H�W�� �R�I�� �W�K�H�� �P�R�G�H�U�Q�� �X�Q�L�Y�H�U�V�L�W�\�� �G�H�S�H�Q�G�V�� �W�R��
some extent on properly functioning technology, 
�D���V�L�J�Q�L�¿�F�D�Q�W���G�D�W�D���E�U�H�D�F�K���F�D�Q���E�H���F�U�L�S�S�O�L�Q�J���W�R���W�K�H��
�G�D�L�O�\���R�S�H�U�D�W�L�R�Q�V���R�I���D���X�Q�L�Y�H�U�V�L�W�\���� �)�R�U���H�[�D�P�S�O�H�����D��
�O�D�U�J�H���V�F�D�O�H�� �E�U�H�D�F�K�� �D�W�� �R�Q�H�� �P�D�M�R�U�� �X�Q�L�Y�H�U�V�L�W�\�� �U�H-
�F�H�Q�W�O�\�� �S�U�H�Y�H�Q�W�H�G�� �V�W�X�G�H�Q�W�V�� �I�U�R�P�� �E�H�L�Q�J�� �D�E�O�H�� �W�R��
access their learning management system for 
�V�H�Y�H�U�D�O�� �K�R�X�U�V�� �G�X�U�L�Q�J�� �¿�Q�D�O�V�� �Z�H�H�N���� �$�V�� �$�8�� �S�U�H�V�L-
dent emeritus Neil Kerwin points out, “The kind 
�R�I���G�D�P�D�J�H���D���E�U�H�D�F�K���F�D�Q���F�D�X�V�H���D�W���D���X�Q�L�Y�H�U�V�L�W�\���L�V��
�Q�R�W�� �F�R�Q�¿�Q�H�G�� �W�R�� �D�F�F�H�V�V�� �W�R�� �L�Q�I�R�U�P�D�W�L�R�Q�� �L�Q�� �D�� �Q�D�U-
�U�R�Z�� �V�H�Q�V�H�� �E�X�W�� �O�L�W�H�U�D�O�O�\�� �D���H�F�W�V�� �W�K�H�� �D�E�L�O�L�W�\�� �R�I�� �W�K�H��
�L�Q�V�W�L�W�X�W�L�R�Q���W�R���F�R�Q�G�X�F�W���L�W�V���P�L�V�V�L�R�Q���´��

�$�V�� �W�K�H�� �U�H�O�L�D�Q�F�H�� �R�Q�� �W�H�F�K�Q�R�O�R�J�\�� �D�W�� �L�Q�V�W�L�W�X-
�W�L�R�Q�V�� �R�I�� �K�L�J�K�H�U�� �O�H�D�U�Q�L�Q�J�� �J�U�R�Z�V�� �\�H�D�U�� �R�Y�H�U�� �\�H�D�U����
the magnitude of potential disruptions to daily 
�E�X�V�L�Q�H�V�V�� �R�S�H�U�D�W�L�R�Q�V�� �Z�L�O�O�� �O�L�N�H�O�\�� �R�Q�O�\�� �L�Q�F�U�H�D�V�H����
�$�V���*�6�8�¶�V���0�D�U�N���%�H�F�N�H�U���R�E�V�H�U�Y�H�V���� �³�7�K�H���I�X�W�X�U�H���L�Q��
�K�L�J�K�H�U�� �H�G�X�F�D�W�L�R�Q�� �L�V�� �K�R�Z�� �W�R�� �O�H�Y�H�U�D�J�H�� �W�H�F�K�Q�R�O�R�J�\��
�W�R���G�H�O�L�Y�H�U���D���E�H�W�W�H�U���H�G�X�F�D�W�L�R�Q���D�W���D���O�R�Z�H�U���F�R�V�W�����7�K�H��
�L�Q�W�H�J�U�D�W�L�R�Q���R�I���W�K�H���W�H�F�K�Q�R�O�R�J�\���L�V���J�R�L�Q�J���W�R���K�D�S�S�H�Q����
�:�H���K�D�Y�H���W�R���G�R���W�K�D�W���L�Q���D���V�H�F�X�U�H���H�Q�Y�L�U�R�Q�P�H�Q�W���´��

•	 Reputational damage with consumers, 
corporate partners, and government 
agencies: Corporations are less likely to be in-
�W�H�U�H�V�W�H�G���L�Q���S�D�U�W�Q�H�U�V�K�L�S�V���Z�L�W�K���X�Q�L�Y�H�U�V�L�W�L�H�V���Z�K�R�V�H��
research data has been breached or with institu-
tions that seem to lack a clear, strong resilience 
plan and set of processes for dealing with cyber 
�W�K�U�H�D�W�V���� �,�Q�� �D�G�G�L�W�L�R�Q�� �W�R�� �W�K�H�� �F�R�Q�F�H�U�Q�V�� �W�K�H�\�� �V�K�D�U�H��
�Z�L�W�K�� �F�R�U�S�R�U�D�W�L�R�Q�V���� �X�Q�L�Y�H�U�V�L�W�L�H�V�� �R�I�W�H�Q�� �Q�H�H�G�� �W�R��
comply with strict regulatory considerations 
���V�X�F�K�� �D�V���1�,�6�7�� ������������������ �I�R�U�� �J�R�Y�H�U�Q�P�H�Q�W�� �J�U�D�Q�W�V��
�D�Q�G���F�R�Q�W�U�D�F�W�V����
�)�L�Q�D�O�O�\���� �L�I�� �L�P�S�R�U�W�D�Q�W���V�W�X�G�H�Q�W�����S�D�U�H�Q�W�����R�U���D�O�X�P�Q�L��

�G�D�W�D�� �L�V�� �V�H�L�]�H�G�� �L�Q�� �D�� �E�U�H�D�F�K���� �W�K�H�� �X�Q�L�Y�H�U�V�L�W�\�¶�V�� �U�H�S�X�W�D-
�W�L�R�Q�� �Z�L�W�K�� �S�R�W�H�Q�W�L�D�O�� �H�Q�U�R�O�O�H�H�V�� �P�D�\�� �V�X���H�U���� �H�V�S�H�F�L�D�O�O�\��
if a robust response plan with a strong public rela-
�W�L�R�Q�V���H�O�H�P�H�Q�W���L�V���Q�R�W���L�Q���S�O�D�F�H����

Right framing: The lingua franca 
for communicating cyber risk 

�–�Q�F�U�H�D�V�L�Q�J���H�[�H�F�X�W�L�Y�H���5�X�H�Q�F�\���D�Q�G���H�Q�J�D�J�H�P�H�Q�W���L�Q���F�\�E�H�U���U�L�V�N
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YESTERDAY’S �U�H�O�D�W�L�Y�H�O�\�� �L�V�R�O�D�W�H�G�� �P�D�O�L�F�L�R�X�V�� �D�F-
�W�L�Y�L�W�\�� �K�D�V�� �J�L�Y�H�Q�� �Z�D�\�� �W�R�� �Z�H�O�O���R�U�J�D�Q�L�]�H�G�� �F�\�E�H�U-
crime enterprises and networks of politically 

�P�R�W�L�Y�D�W�H�G���� �D�Q�G�� �V�R�P�H�W�L�P�H�V�� �V�W�D�W�H���V�S�R�Q�V�R�U�H�G���� �D�W�W�D�F�N-
�H�U�V���� �9�H�U�L�]�R�Q�¶�V��2017 data breach investigations  re-
�S�R�U�W���I�R�X�Q�G���W�K�D�W���V�W�D�W�H���D���O�L�D�W�H�G���D�F�W�R�U�V���D�Q�G���R�U�J�D�Q�L�]�H�G��
criminal groups were behind an increasing num -
�E�H�U�� �R�I�� �E�U�H�D�F�K�H�V�� �W�D�U�J�H�W�L�Q�J�� �W�K�H�� �H�G�X�F�D�W�L�R�Q�� �V�H�F�W�R�U������  
�$�J�D�L�Q�V�W���W�K�L�V���E�D�F�N�G�U�R�S�����L�W���V�H�H�P�V���L�Q�H�Y�L�W�D�E�O�H���W�K�D�W���V�R�P�H��
�F�\�E�H�U���L�Q�F�L�G�H�Q�W�V���P�D�\���R�F�F�X�U����

While an institution’s technical team handles 
�P�D�Q�\�� �G�D�\���W�R���G�D�\���� �U�R�X�W�L�Q�H�� �V�H�F�X�U�L�W�\�� �H�Y�H�Q�W�V���� �V�R�P�H�� �L�Q-
cidents may become more serious business crises 
�W�K�D�W���F�D�Q�� �D���H�F�W�� �D�Q�� �L�Q�V�W�L�W�X�W�L�R�Q�¶�V�� �E�U�R�D�G�H�U�� �P�L�V�V�L�R�Q���� �,�Q��
�P�R�U�H�� �V�H�U�L�R�X�V�� �H�Y�H�Q�W�V���� �L�W�� �L�V�� �L�P�S�H�U�D�W�L�Y�H�� �W�K�D�W�� �W�K�H�� �E�X�V�L-
ness closely collaborates with IT to maintain ef-
�I�H�F�W�L�Y�H�� �U�H�V�L�O�L�H�Q�F�\���� �$�V�� �*�6�8�¶�V�� �9�H�Q�W�L�P�L�J�O�L�D�� �R�E�V�H�U�Y�H�V����

“We’re in a day and age that if a network goes down 
�I�R�U���D�Q���K�R�X�U�����\�R�X���F�D�Q�¶�W���W�H�D�F�K���´11  

�%�H�L�Q�J���U�H�V�L�O�L�H�Q�W���P�H�D�Q�V���K�D�Y�L�Q�J���W�K�H���F�D�S�D�F�L�W�\���W�R���U�D�S-
�L�G�O�\���F�R�Q�W�D�L�Q���W�K�H���G�D�P�D�J�H���D�Q�G���P�R�E�L�O�L�]�H���W�K�H���G�L�Y�H�U�V�H���U�H-
sources needed to reduce impact—including direct 
costs and operational disruption, as well as damage 
�W�R���U�H�S�X�W�D�W�L�R�Q����

�(���H�F�W�L�Y�H�O�\�� �G�H�Y�H�O�R�S�L�Q�J�� �W�K�L�V�� �F�D�S�D�E�L�O�L�W�\�� �J�H�Q�H�U�D�O�O�\��
�U�H�T�X�L�U�H�V���H�[�H�F�X�W�L�Y�H�����D�Q�G���E�R�D�U�G���O�H�Y�H�O���H�Q�J�D�J�H�P�H�Q�W����

�(�Y�H�U�\�� �L�Q�V�W�L�W�X�W�L�R�Q�� �V�K�R�X�O�G�� �U�H�D�O�L�V�W�L�F�D�O�O�\�� �D�V�V�H�V�V�� �L�W�V��
�F�K�D�Q�J�L�Q�J���U�L�V�N���S�U�R�¿�O�H���D�Q�G���G�H�W�H�U�P�L�Q�H���Z�K�D�W���O�H�Y�H�O�V���D�Q�G��
�W�\�S�H�V�� �R�I�� �F�\�E�H�U�� �U�L�V�N�� �W�K�H�\�� �F�R�Q�V�L�G�H�U�� �D�F�F�H�S�W�D�E�O�H���� �-�X�V�W��
three-quarters of higher education institutions sur -
�Y�H�\�H�G���E�\���(�'�8�&�$�8�6�(���K�D�Y�H���F�R�Q�G�X�F�W�H�G���D�Q�\���V�R�U�W���R�I���V�H-
�F�X�U�L�W�\���U�L�V�N���D�V�V�H�V�V�P�H�Q�W������ This is a business challenge, 
�Q�R�W�� �M�X�V�W�� �D�� �W�H�F�K�Q�L�F�D�O�� �R�Q�H���� �3�U�H�V�L�G�H�Q�W�V�� �D�Q�G�� �W�U�X�V�W�H�H�V��
need enough understanding of the threat landscape 
�W�R�� �S�U�R�Y�L�G�H�� �F�\�E�H�U�� �U�L�V�N�� �J�X�L�G�D�Q�F�H���� �,�W�¶�V�� �W�K�H�Q�� �W�K�H�� �M�R�E�� �R�I��
�W�K�H���W�H�F�K�Q�L�F�D�O���W�H�D�P���W�R���W�U�D�Q�V�O�D�W�H���W�K�L�V���L�Q�W�R���H���H�F�W�L�Y�H���R�S-
�H�U�D�W�L�R�Q�D�O���F�D�S�D�E�L�O�L�W�L�H�V����

�:�K�L�O�H�� �U�H�V�L�O�L�H�Q�F�H�� �U�H�T�X�L�U�H�V�� �L�Q�Y�H�V�W�P�H�Q�W�� �L�Q�� �W�U�D�G�L-
tional technology-based redundancy and disaster 
�U�H�F�R�Y�H�U�\�� �F�D�S�D�E�L�O�L�W�L�H�V���� �W�K�H�� �E�L�J�J�H�U�� �S�L�F�W�X�U�H�� �L�Q�F�O�X�G�H�V�� �D��
�F�R�P�S�O�H�W�H�� �V�H�W�� �R�I�� �F�U�L�V�L�V�� �P�D�Q�D�J�H�P�H�Q�W�� �F�D�S�D�E�L�O�L�W�L�H�V���� �,�W��
�L�Q�Y�R�O�Y�H�V�� �,�7���� �D�V�� �Z�H�O�O�� �D�V�� �O�H�D�G�H�U�V�� �D�F�U�R�V�V�� �W�K�H�� �L�Q�V�W�L�W�X-
tion, and decision-makers from legal, risk, human 
�U�H�O�D�W�L�R�Q�V���� �D�Q�G�� �F�R�P�P�X�Q�L�F�D�W�L�R�Q�V�� �I�X�Q�F�W�L�R�Q�V���� �,�W�� �W�\�S�L-
cally requires a playbook across all these entities, 
�G�H�V�L�J�Q�H�G���L�Q���D�G�Y�D�Q�F�H���E�\���F�R�Q�V�L�G�H�U�L�Q�J���K�R�Z���W�K�U�H�D�W���V�F�H-
narios impacting critical assets and processes could 
�S�O�D�\���R�X�W����

�%�H�\�R�Q�G�� �S�O�D�\�E�R�R�N�V���� �G�H�Y�H�O�R�S�L�Q�J�� �D�� �U�R�E�X�V�W�� �U�H�V�L�O-
ience capability can be supported through cyber 
�Z�D�U�J�D�P�L�Q�J�� �D�Q�G�� �V�L�P�X�O�D�W�L�R�Q�V���� �6�W�D�J�L�Q�J�� �V�L�P�X�O�D�W�L�R�Q�V��
can create better organizational awareness and 
�X�Q�G�H�U�V�W�D�Q�G�L�Q�J���R�I���W�K�U�H�D�W�V�����L�P�S�U�R�Y�H���F�\�E�H�U���M�X�G�J�P�H�Q�W����
�D�Q�G���I�D�F�L�O�L�W�D�W�H���W�K�H���G�H�Y�H�O�R�S�P�H�Q�W���R�I���³�P�X�V�F�O�H���P�H�P�R�U�\�´��
�W�K�D�W�� �K�H�O�S�V�� �W�H�D�P�V�� �U�H�V�S�R�Q�G�� �À�H�[�L�E�O�\�� �D�Q�G�� �L�Q�V�W�L�Q�F�W�L�Y�H�O�\��
to both the simulation scenarios, as well as situa-
�W�L�R�Q�V���W�K�D�W���F�D�Q�Q�R�W���E�H���I�R�U�H�V�H�H�Q����

Many higher education institutions apply a dif -
�I�H�U�H�Q�W�� �S�K�L�O�R�V�R�S�K�\�� �W�R�� �Z�D�U�J�D�P�L�Q�J�� �D�Q�G�� �V�H�F�X�U�L�W�\���� �$�V��
Virginia Tech’s information technology security of -
�¿�F�H�U�� �5�D�Q�G�\�� �0�D�U�F�K�D�Q�\�� �H�[�S�O�D�L�Q�V���� �³�7�K�L�V�� �L�V�� �W�K�H�� �G�L���H�U-
�H�Q�F�H���E�H�W�Z�H�H�Q���D���µ�N�H�H�S���W�K�H�P���R�X�W�¶���Y�H�U�V�X�V���µ�Z�H���D�V�V�X�P�H��
�W�K�H�\�¶�U�H�� �L�Q�¶�� �D�S�S�U�R�D�F�K���� �7�K�L�V�� �Y�L�H�Z�S�R�L�Q�W�� �F�K�D�Q�J�H�V�� �K�R�Z��
�L�Q�V�W�L�W�X�W�L�R�Q�V���U�H�V�S�R�Q�G���W�R���D���Z�D�U�J�D�P�H���V�F�H�Q�D�U�L�R�����,�I���L�W���L�V��
assumed that attackers are already in the system, 
it’s a matter of ‘how do I hunt them down’ as op-
�S�R�V�H�G���W�R���µ�K�R�Z���G�R���,���N�H�H�S���W�K�H�P���R�X�W���¶�´����

�8�V�H�U�V�� �D�U�H�� �L�Q�H�Y�L�W�D�E�O�\�� �J�R�L�Q�J�� �W�R�� �P�D�N�H�� �P�L�V�W�D�N�H�V����
The question is how to reduce the damage once a 
�P�L�V�W�D�N�H���L�V���P�D�G�H�����)�R�U���L�W�V���S�D�U�W�����*�6�8���L�V���X�V�L�Q�J���R�X�W�V�L�G�H��
�F�R�P�S�D�Q�L�H�V���W�R���P�R�Q�L�W�R�U���W�K�H���W�U�D���F���L�Q�W�R���D�Q�G���R�X�W���R�I���W�K�H��
�X�Q�L�Y�H�U�V�L�W�\�� ������������ �7�K�H�� �X�Q�L�Y�H�U�V�L�W�\�� �L�V�� �D�O�V�R�� �Y�L�U�W�X�D�O�L�]�L�Q�J��
its entire network, which will enable it to see any 
�U�R�J�X�H���D�F�W�L�Y�L�W�\���L�Q���W�K�H���Q�H�W�Z�R�U�N���D�Q�G���L�V�R�O�D�W�H���W�K�H���V�R�X�U�F�H��
�D�Q�G���T�X�L�F�N�O�\���U�H�G�X�F�H���W�K�H���U�L�V�N����

Resilience mind-set: It’s no 
longer a matter of if, but when
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UNTIL recently, it has frequently taken a ma-
�M�R�U���F�\�E�H�U���L�Q�F�L�G�H�Q�W���W�R���H�O�H�Y�D�W�H���F�\�E�H�U�V�H�F�X�U�L�W�\���W�R��
�W�K�H�� �H�[�H�F�X�W�L�Y�H�� �D�J�H�Q�G�D���� �%�X�W�� �Z�L�W�K�� �W�K�H�� �L�Q�F�U�H�D�V-

ing digitization of the academic enterprise, growing 
�U�H�J�X�O�D�W�R�U�\�� �S�U�H�V�V�X�U�H�� �W�R�� �L�P�S�U�R�Y�H�� �D�Q�� �L�Q�V�W�L�W�X�W�L�R�Q�¶�V�� �L�Q-
�I�R�U�P�D�W�L�R�Q�� �V�H�F�X�U�L�W�\�� �S�R�V�W�X�U�H���� �D�Q�G�� �D�� �I�D�V�W���H�Y�R�O�Y�L�Q�J�� �F�\-
�E�H�U���W�K�U�H�D�W���O�D�Q�G�V�F�D�S�H�����W�K�H���V�W�D�N�H�V���D�U�H���K�L�J�K�H�U���W�K�D�Q���H�Y�H�U��
for institutions that don’t treat cybersecurity mat -
ters as serious enterprise risks with the attendant 
�H�[�H�F�X�W�L�Y�H�����D�Q�G���E�R�D�U�G���O�H�Y�H�O���D�W�W�H�Q�W�L�R�Q���W�K�H�\���Z�D�U�U�D�Q�W����

�,�Q�F�U�H�D�V�L�Q�J���H�[�H�F�X�W�L�Y�H�����D�Q�G���E�R�D�U�G���O�H�Y�H�O���À�X�H�Q�F�\���L�Q��
�F�\�E�H�U�� �L�V�V�X�H�V�� �L�V�� �S�D�U�W�� �D�Q�G�� �S�D�U�F�H�O�� �R�I�� �U�H�V�S�R�Q�V�L�E�O�\�� �R�Y�H�U-
�V�H�H�L�Q�J���D�Q�G���J�R�Y�H�U�Q�L�Q�J���D�Q���L�Q�V�W�L�W�X�W�L�R�Q�����J�L�Y�H�Q���W�K�H���U�H�D�O�L-
�W�\���R�I���W�R�G�D�\�¶�V���J�U�R�Z�L�Q�J���F�\�E�H�U���W�K�U�H�D�W�V�����'�H�Y�H�O�R�S�L�Q�J���V�X�F�K��
�À�X�H�Q�F�\�� �R�I�W�H�Q�� �U�H�T�X�L�U�H�V�� �J�H�W�W�L�Q�J�� �W�K�H�� �V�W�U�X�F�W�X�U�D�O�� �D�O�L�J�Q-
�P�H�Q�W�� �L�Q�� �S�O�D�F�H�� ���W�R�� �W�K�H�� �H�[�W�H�Q�W�� �L�W�¶�V�� �Q�R�W�� �D�O�U�H�D�G�\�� �W�K�H�U�H������
reframing the issue as one of enterprise risk man-
�D�J�H�P�H�Q�W�����D�Q�G���G�H�Y�H�O�R�S�L�Q�J���L�Q�V�W�L�W�X�W�L�R�Q�D�O���U�H�V�L�O�L�H�Q�F�\���V�R��
�W�K�D�W�� �F�R�O�O�H�J�H�V�� �D�Q�G�� �X�Q�L�Y�H�U�V�L�W�L�H�V�� �D�U�H�� �L�Q�� �D�� �S�R�V�L�W�L�R�Q�� �W�R��
�E�R�X�Q�F�H���E�D�F�N���T�X�L�F�N�O�\���L�I���D�Q���L�Q�F�L�G�H�Q�W���R�F�F�X�U�V����

Looking ahead

RECOMMENDED READING

EDUCAUSE is a higher education technology association and the largest community of IT leaders 
and professionals committed to advancing higher education. The EDUCAUSE Cybersecurity 
�3�U�R�J�U�D�P���R�•�H�U�V���D���Q�X�P�E�H�U���R�I���U�H�V�R�X�U�F�H�V���W�R���K�H�O�S���F�R�O�O�H�J�H�V���D�Q�G���X�Q�L�Y�H�U�V�L�W�L�H�V���G�H�Y�H�O�R�S���D�Q�G���P�D�W�X�U�H��
their information security and privacy programs. Recommended readings pertaining to the topic 
of this report include:

•	 EDUCAUSE featured topic guide, Developing a risk-based security strategy in higher education, 
�-�D�Q�X�D�U�\���������������3�O�D�Q���I�R�U�����U�H�V�S�R�Q�G���W�R�����D�Q�G���U�H�F�R�Y�H�U���I�U�R�P���F�\�E�H�U���L�Q�F�L�G�H�Q�W�V�����Z�K�L�F�K���K�D�Y�H���W�K�H���S�R�W�H�Q�W�L�D�O���W�R��
�V�L�J�Q�L�4�F�D�Q�W�O�\���G�L�V�U�X�S�W���R�S�H�U�D�W�L�R�Q�V���D�Q�G���G�D�P�D�J�H���U�H�S�X�W�D�W�L�R�Q

•	 EDUCAUSE, Digital capabilities in higher education 2016, information security report , 
�1�R�Y�H�P�E�H�U��������������

•	 EDUCAUSE, Information Security Program Assessment Tool�����O�D�V�W���X�S�G�D�W�H�G���6�H�S�W�H�P�E�H�U������������

•	 Emily Mossburg, John Gelinne, and Hector Calzada, 
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