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USING AGENTIC Al RESPONSIBLY WITH AWS
FOR THE STATE, LOCAL & HIGHER EDUCATION SECTOR

THE CHALLENGE

Across the State, Local & Higher
Education (SLHE) landscape, agencies
and institutions are under growing
pressure to provide timely, equitable,
and personalized public services
while maintaining strict standards
for security, transparency, and fiscal
accountability. From health and
human services programs to higher
education institutions and municipal
service agencies, many organizations
are exploring how agentic artificial
intelligence (Al) can help meet those
expectations.

Agentic Al—autonomous or semi-
autonomous systems capable of
reasoning, learning, and acting on behalf
of humans—offers transformative
potential. It can answer constituent
questions at any hour, support social
service caseworkers in triaging complex

caseloads, or guiding students through
the maze of academic and financial
decisions that shape their futures.
However, these capabilities also
introduce new categories of risk.
Agents that perceive, decide, and act
autonomously can execute decisions
and transactions at machine speed.
Without clear policy boundaries, they
may act in unintended ways before
the impact is even detected—making
proactive guardrails essential.

FALSE ASSUMPTIONS

Many organizations approach
technology experimentally, deploying
pilots that live outside established
Information Technology (IT) or data
governance frameworks. Others
assume that moving to a compliant
cloud platform such as Amazon Web
Services (AWS) automatically satisfies

ethical and regulatory obligations. Both
perspectives underestimate the shift
required to safely integrate agentic Al
into public-sector missions.
Responsibility for agent behavior is not
transferred to the cloud provider—it
rests with the agency or institution that
designs, trains, and operates these
systems.

A responsible adoption strategy,
therefore, requires more than
technical configuration. It demands a
broad framework—one that connects
governance, risk, and compliance
with the architectural principles and
operational discipline that make the
AWS Cloud secure by design.



OPPORTUNITIES AND RISKS OF AGENTICAI'IN THE SLHE

Agentic Al represents a powerful shift for public agencies and educational institutions—one that goes beyond incremental
automation. It introduces systems that can independently plan, decide and act on behalf of humans across diverse operational
domains. When designed responsibly, these capabilities can significantly improve service delivery, insight generation, and citizen
engagement. Yet, the same autonomy that creates opportunity also creates exposure: the potential for unintended actions,
privacy breaches or ethical misalignment increases as agents gain more independence.

The SLHE environment amplifies both sides of this equation. Agencies manage deeply personal data, operate within strict
budget and compliance constraints, and serve populations with diverse needs and sensitivities. As a result, the benefits of
agentic Al need to be balanced with vigilant governance, rigorous transparency and well-defined policy boundaries.

Key Risks: OPPORTUNITIES DRIVING ADOPTION

Scalable service delivery: Agentic systems can expand service
reach across education, workforce and public assistance
programs without proportional increases in staff or
infrastructure.

UNINTENDED ACTIONS

PRIVACY EXPOSURE 24x7 responsiveness: Autonomous agents can provide
around-the-clock support—answering inquiries, completing
transactions and escalating exceptions—to reduce backlogs
and response times.

TRUST EROSION
Decision support and insight: Through reasoning and
pattern recognition, agents can help caseworkers, analysts,
and administrators detect trends, identify risks and make

faster, evidence-based decisions.

MISINFORMATION SPREAD
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Cross-program coordination: Agentic frameworks can link
previously siloed systems to provide a unified, constituent-
centric experience.

Operational efficiency and cost control: Continuous
enhancement of repetitive processes, such as document
routing or eligibility checks, reduces manual workload and
error rates while improving auditability.



OPPORTUNITIES AND RISKS OF AGENTICAI'IN THE SLHE
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Description

Agents may exceed in-
tended policy scope or act
faster than human review
cycles can detect

Handling of Personal iden-
tifiable information (PII),
Protected Health Informa-
tion (PHI) or confidential
records across automated
workflows

Models trained on incom-
plete or unbalanced data
produce incorrect out-
comes

Limited transparency or ex-
plainability in autonomous
reasoning

Malicious or careless
prompts invoking unsafe
tools or external applica-
tion programming inter-
faces (APIs)

Limited staff understand-
ing of agentic Al gover-
nance and monitoring

Potential impact

Unintended or unauthor-
ized decisions
Operational disruption
Reputational damage

Privacy breaches
Non-compliance with Fam-
ily Educational Rights and
Privacy Act (FERPA), Health
Insurance Portability and
Accountability Act (HIPAA)
and state laws

Disparate treatment
Reduced trust

Potential civil rights expo-
sure

Inability to justify outcomes
Weak accountability
Audit challenges

Misinformation, data exfil-
tration or misuse of system
functions

Oversight gaps
Inconsistent policy enforce-
ment

AWS mitigation / capability

Amazon Bedrock Guardrails
define behavioral limits

AWS Organizations & Service
Control Policies (SCPs) restrict
service access

AWS AgentCore policies

AWS Key Management Service
(KMS) encrypts data in motion
and at rest

AWS Identity and Access Manage-
ment (IAM) enforces least-privi-
lege access

Amazon Macie + Comprehend de-
tect and redact sensitive data

Bedrock Guardrails apply content
filters and topic restrictions
Services such as AWS SageMaker
provides bias detection during
model evaluation

AWS CloudTrail + Config + Cloud-
Watch maintains traceability of
model use and configuration

Bedrock Guardrails block unsafe
prompts/responses

AWS Lambda + Step Functions +
EventBridge automate contain-
ment

AWS Training and Partner-Led
Enablement build operational
literacy

CloudWatch dashboards +
Security Hub surface insights for
review



DEFINING RESPONSIBLE AGENTIC Al IN THE SLHE SECTOR

Responsible agentic Al is the
deployment and lifecycle management
of autonomous systems that act within
clearly-defined human and policy
boundaries, using transparent, ethical
and auditable processes. For SLHE
organizations, responsibility takes on
added weight. Agencies safeguard highly
personal information—student records,
child welfare data, workforce histories,
social service interactions—that must
remain confidential and purpose-limited.
They also operate under mandates for
fairness, accessibility and inclusion.

THE STAKES ARE HIGHER

In education, agentic Al might advise a
student on course selection or financial
aid eligibility. In child welfare, it could
assist caseworkers in prioritizing
interventions. In each instance, an
error or bias is not merely a technical
failure but a potential breach of trust
with citizens. Responsible use means
embedding safeguards at every layer:
the data that informs decisions, the
models that reason over it and the
controls that govern each agent's
actions.

THE AWS FOUNDATION

AWS provides the technical foundation
for secure, policy-driven agentic Al
operations. In addition to its general
security posture, services such as
Amazon Bedrock Guardrails, Amazon
IAM, Amazon KMS, and Amazon
CloudTrail specifically support agentic Al
governance. This enables organizations
to define behavioral limits, control data
visibility and maintain full traceability.
Combined with Deloitte’s governance
frameworks, these capabilities create

a disciplined environment in which
autonomy and compliance coexist.

GOVERNANCE AND ACCOUNTABILITY

Establishing accountability is the

first and most critical step. A broad
governance model should articulate
how agentic Al aligns with mission
objectives and who bears responsibility
for oversight.

Figure 1: Governance and accountability - three lines of defense
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Within SLHE, this often means
convening a cross-functional committee
that includes:

* IT leadership

+ Data governance teams

+ Legal and compliance officers
+ Ethics advisors

* Program leadership

Once built, this governance committee
is responsible for defining:

* Permissible use cases

+ Acceptable levels of autonomy

+ Policies for data sourcing, consent and
retention

+ Review processes for model updates
and agent behavior

From policy to enforcement

Governance should extend beyond
documentation to operational
enforcement. Policy decisions must be
expressed as executable controls—for
example, using AWS Organizations
SCPs or Amazon Bedrock guardrail
and Amazon AgentCore Polices
configurations—to confirm the written
policy is enforced in practice.

Foundation
Agent design, data handling,
model validation, incident
reporting

o

Oversight
Al ethics board, policy
enforcement, compliance

O

Assurance
Internal audit, external
reviews, certification, public
transparency
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DATA GOVERNANCE AND RESPONSIBLE STEWARDSHIP

Responsible Al initiatives in the SLHE
sector begins with disciplined data
governance. The success of any agentic
Al system depends on the sophistication
of its models and the trustworthiness,
protection and lawful use of its
underlying data.

SLHE organizations steward some

of the most sensitive information in
government and education—student
records, social service case files,
workforce participation data and citizen
interactions. Each dataset is subject to a
constellation of regulations and ethical
expectations that demand proactive
management.

SHARED RESPONSIBILITY MODEL

Within the AWS ecosystem, security and
compliance are shared responsibilities:
AWS provides secure infrastructure and
native protection services.
Organizations maintain accountability
for data classification, lawful processing
and retention.

ESTABLISHING THE FRAMEWORK

A data governance framework shoul
d begin with:

Inventory and categorization: Identify
where sensitive information resides,
determine its permissible use and
apply consistent access policies across
environments.

Access control: Personally identifiable
information (PIl) and protected
attributes require vigilance. Before
agents can access data, they must:

+ Authenticate through centrally
managed roles

+ Be granted only the minimum scope
necessary for their function

Encryption standards: Data should be
encrypted both in motion and at rest,
with encryption keys managed through
institutional key management policies
using AWS KMS.

Data minimization and purpose
limitation: Agents retrieve only what is
essential to fulfill a request. Outputs are
scrubbed of residual identifiers before
being logged or displayed.

AMAZON BEDROCK GUARDRAILS FOR
PRIVACY

When deploying agents on Amazon
Bedrock, organizations can use
integrated content filters and Bedrock
Guardrails to mitigate privacy and safety
risks.

Guardrails enable teams to:

+ Block requests or responses that
include sensitive personal data

* Filter hateful or discriminatory
language

*+ Prevent prompts attempting to elicit
confidential information

+ Enforce tone and topic relevance

These controls confirm that an agent
operating in a child welfare context or

a university advising function remains
aligned with organizational policy.
Coupled with strong data governance
policies and periodic audits, these
mechanisms provide a closed loop

of protection: sensitive data stays
contained, offensive or biased outputs
are suppressed and interactions remain
consistent with the ethical standards of
public service. This disciplined approach
enables SLHE organizations to comply
with frameworks such as FERPA, HIPAA,
and emerging state-level privacy acts
while preserving public confidence in
their Al-enabled services.

\ Establish a unified
data-governance
framework

Implement

foundational

protection controls
Integrate Amazon
Bedrock Guardrails

Institutionalize

@ oversight and
- auditing



Figure 2: An Architectural reference - Layered approach
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BUILDING OPERATIONAL RESILIENCE

Because SLHE services often operate
continuously—supporting 24x7
student inquiries or emergency welfare
responses—agentic Al platforms must
be resilient by design. Multi-Availability
Zone deployment is the default
approach on AWS, providing high
availability even if a local data center
experiences disruption. For critical
workloads, cross-region replication
supports continuity across geographic
boundaries.

Policies and guardrails should be
version controlled, with the ability to

roll back to a known safe state if an
update produces unexpected behavior.
Infrastructure-as-Code tools such as
AWS CloudFormation or Terraform allow
agencies to rebuild entire environments
quickly and consistently following a
security incident or audit finding.

Traditional security operations

centers monitor infrastructure and

in the agentic era, they also monitor
behavior. Metrics such as unexpected
tool invocations, bias indicator shifts

or spikes in sensitive data references
become leading indicators of risk.
Automating alerts through services such
as Amazon EventBridge or Lambda
functions can reduce detection and
response times, maintaining public
confidence even when anomalies occur.

INTEGRATING RESPONSIBLE Al INTO
SLHE OPERATIONS

Adoption should proceed in deliberate
phases, building capability and
confidence incrementally.

Phase 1: Low risk pilots

Initial pilots can focus on low risk, high-
value scenarios such as:

* Internal knowledge assistants for
faculty

+ Eligibility screening support tools that
never make binding decisions

These pilots validate both the
technical foundation and surrounding
governance processes.

Phase 2: Constituent-facing services

As maturity increases, agencies can
scale to constituent-facing services,
always maintaining a human-in-the loop
for sensitive or irreversible actions.

Post-deployment evaluation helps
teams understand the social and
operational impact of each agent,
allowing adjustments before full
production rollout.

Phase 3: Enterprise scale

With proven governance and
demonstrated value, expand to
additional use cases while maintaining:

+ Consistent policy enforcement
+ Ongoing monitoring and evaluation
* Regular governance reviews

CHANGE MANAGEMENT ESSENTIALS
Staff Training

Teams must be trained not only to
use agentic Al responsibly but also to
interpret its output critically.

Leadership communication

Leadership should communicate the
institution's ethical stance on autonomy,
clarifying that Al augments rather than
replaces professional judgment.

Transparent communication

Clear communication with students,
citizens and employees about how and
why Al is used strengthens legitimacy
and acceptance.

MEASURING TRUST AND
PERFORMANCE

Responsible adoption is measurable.
Agencies should define key performance
indicators that blend operational
efficiency with ethical assurance. Typical
metrics include service responsiveness,
cost savings and user satisfaction, but
equally important are bias detection
rates, privacy incident counts and
accessibility compliance scores.

AWS observability tools can provide
near real-time telemetry, while
Deloitte’s evaluation frameworks
translate technical signals into policy
insights. Periodic third-party audits and
stakeholder feedback loops reinforce
accountability.
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THE PATH FORWARD

Agentic Al represents the next evolution in public sector digital transformation. For the SLHE community, it enables agencies
to extend limited human capacity, deliver consistent and equitable services and reimagine citizen and student engagement.
Yet its promise depends on trust. Trust arises not from technology alone but from the alignment of governance, ethics and
architecture.

By building on the secure and transparent foundations of the AWS Cloud and applying Deloitte’s responsible Al methodologies,
agencies can move confidently from experimentation to enterprise scale. The goal is not to constrain innovation but to channel
it safely, enabling systems that act with autonomy while remaining firmly under human and institutional oversight.

Responsible agentic Al is both a technological and cultural commitment. It requires collaboration across policy, engineering and
program domains, and a willingness to embed accountability into every API call and every line of code. For SLHE organizations,

that commitment will determine the difference between isolated pilot projects and sustainable, trusted transformation.

HOW CAN DELOITTE HELP?

Deloitte brings its vast experience in implementing AWS Config to help
organizations streamline their system configuration management and
monitoring. By harnessing the power of AWS Config, Deloitte aids clients
in continuously tracking and evaluating their AWS resource configurations,
ensuring compliance with internal and external policies.

As an AWS Partner Network (APN) Premier Consulting Partner, Deloitte is
proficient in integrating AWS Config within the broader AWS ecosystem,
optimizing configuration tracking and notifications, and enhancing
visibility across the infrastructure. Deloitte offers customized support for
organizations at any stage of AWS Config implementation. By leveraging
leading practices, Deloitte assists in deploying AWS Config rules, setting
triggers, and analyzing data for effective configuration management. This
approach can help ensure system integrity, security, and compliance while
maximizing the benefits of AWS environments for operational excellence.

WHY DELOITTE?

Guided by Deloitte’s deep industry experience and knowledge, we have
the team to help you define a clear, efficient, and cost-effective technology
strategy that provides your organization with stable, scalable platforms
designed to support continued growth. Let our experienced team of
professionals guide you into the cloud today and show you how the right
strategies, technology, and resources can lift your business to new heights



AUTHORS

Ajith

Jayasankar
<~ Joseph

Chakravarthy

Specialist Master, Government Technology Fellow,

Public Sector (GPS) Al & Government Public Sector
Engineering (GPS) Al & Engineering

AWS Alliance Ambassador Cloud Leader & Champion
Deloitte Consulting LLP Deloitte Consulting LLP
ajijoseph@deloitte.com jchakravarthy@deloitte.com

This publication contains general information only and Deloitte is not, by means of this publication, rendering accounting, business, financial, investment, legal, tax, or other professional advice or
services. This publication is not a substitute for such professional advice or services, nor should it be used as a basis for any decision or action that may affect your business. Before making any

Jecision or taking any action that may affect your business, you should consult a qualified professional advisor. Deloitte shall not be responsible for any loss sustained by any person who relies on
this publication

As used in this publication, “Deloitte” means Deloitte Consulting LLP, a subsidiary of Deloitte LLP. Please see www.deloitte.com/us/about for a detailed description of our legal structure. Certain
services may not be available to attest clients under the rules and regulations of public accounting.

Copyright © 2026 Deloitte Development LLC. All rights reserved.



