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SECURE YOUR CLOUD ADOPTION
WITH SECURITY COMMAND
CENTER ENTERPRISE (SCCE)

Enable and operationalize Google Cloud's native

CNAPP? across your multi-cloud environment

Deloitte helps enable multi-cloud enterprises to rapidly adopt and
operationalize SCCE with on-going managed services. Leverage
Deloitte Cyber experience to jumpstart SCCE's CNAPP technologies,
integrate with Mandiant Attack Surface Management (ASM), and
operationalize the Google SecOps suite.

1 Cloud Native Application Protection Platform

Reality of the cyber world today

Cyber attacks are increasing in sophistication
and persistence, targeting organizations
across various industries

Multi-cloud environments are at risk of
misconfigurations that permit misuse

Cloud misconfigurations put sensitive data

and enterprise systems at risk of exposure

@ Cyber professionals are scarce and in
high demand

We deliver outcomes
that help your business
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Cost-effective enablement and operationalization
of CNAPP across a multi-cloud environment

Assessment of cloud environments by Deloitte
Cyber Security Professionals

Alignment of SCCE detection and prevention policies to
an organization’s security and compliance requirements

Integration with existing enterprise ITSM> solutions
and security operations playbooks

24x7x365 monitor of multi-cloud environments
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Google’s approach
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Cloud security
Proactively manage cloud
exposures, posture, data,
and identity

Security operations
Identify ownership and
streamline responses to
high-risk cloud events
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Deloitte’s capabilities

Attack Surface and
Management (ASM)

Bolster private cloud security, providing
near real-time visibility into vulnerabilities,
asset tracking, and rogue system detection.

Security Health Analytics (SHA)
Automated security checks that identify
misconfigurations and compliance violations
across multi-cloud resources.

Integrated Security Operations
Development and configuration of Google
SecOps playbook to enable automated SOC
responses for SCCE findings.

Cyber Threat Intelligence

Leverage predictive cyber threat intelligence
informed by adversary tactics, techniques
and procedures, as well as tailored analysis
and malware analysis.

Deloitte’s offerings
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Jumpstart in less than a month
Configure and enable SCCE foundational
capabilities, including ASM and SHA. Prioritized
remediation and action of SCCE findings,

threats, and vulnerabilities from Deloitte cloud
security analysts.

Implementation in less than three
months®

Fully adopt and implement SCCE for your
enterprise. Leverage Deloitte’s cloud security
experience and solutions to help address
security and compliance requirements.
Respond to and remediate threats using
custom detection rules and a tailored Google
SecOps playbook.
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Managed Service on a recurring basis
Provide ongoing management and
operationalization of SCCE for your
enterprise, offering 24/7/365 threat and
vulnerability monitoring, coupled with
Deloitte’s advisory support, governance, and
guidance for vulnerability management.

FLEXIBLE DELIVERY APPROACHES FOR WHEN YOU NEED HELP WITH
STRATEGY, EXECUTION, OR OPERATION
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Google Cloud SCCE DELIVERS a

MODERN CNAPP @ & prrtiTTE

DELIVERS resilient security outcomes

START THE CONVERSATION
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This publication contains general information only and Deloitte is not, by means of this publication, rendering accounting, business, financial, investment, legal, tax, or other professional advice or services. This publication is not a substitute for such professional advice or
services, nor should it be used as a basis for any decision or action that may affect your business. Before making any decision or taking any action that may affect your business, you should consult a qualified professional advisor. Deloitte shall not be responsible for any
loss sustained by any personwho relies on this publication.

All product names mentionedin this document are the trademarks or registered trademarks of their respective owners and are mentioned for identification purposes only. Deloitte is not responsible for the functionality or technology related to the vendor or other
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