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FLIPPING THE SCRIPT

(based on a true story)

IN THISE GRAPHIC ACAPTATION, WE BRING TO LIFE A REAL CASE STUPY ABOUT
A COMFPANY THAT ENGASEF PELOITTE TO HELF THEM CREATE AN INCIFENT
RESFONSE FLAN IN THE EVENT OF A CYBERSECURITY ISSUE. THOUGH WHAT
HAFPENS HERE IS A PRAMATIZATION, THE STORY IT'S BASEF ON IS TRUE;
THE THREATS OUT THERE ARE ENTIRELY REAL; ANE ANY BUSINESS, IN ANY
INFUSTRY COULE FINE THEMSELVES IN A SIMILAR SITUATION. REAF ONM...
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WILL IT BE A PISGRUNTLEF INSIFERT A RANSOMWARE AT TACK
AFFECTING OFERATIONS T A CATA BREACH FROM ONE OF ITE
MANY PROFPUCTIONS FILMING ACROSS THE GLOBEF NO ONE CAN
FREFICT HOW THE INCIFPENT WILL HAFPEN, OR WHEN ...

BUT EVERYONE MUST BE FREFAREE
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1) CHIEF INFORMATION SECURITY OFFICER (CISO):
+ RESPONSIBLE FOR CYBERSECURITY STRATESY
ANEF IMPLEMENTATION,
+ ENSURES PREFAREFNESS FOR POTENTIAL CYBER THREATS.

Z) INCIFPENT RESPONSE TEAM:
« TASKER WITH RESFONFING TO CYBERSECURITY INCIFENTS,
+ INCLUFES ROLES LIKE INCIFENT MANASER, IT SPECIALISTS,
ANF CORFORATE OFFICERS (LESAL, HR, PLUBLIC RELATIONS).

3) BOARE OF PIRECTORS:
« RESPONSIBLE FOR ELEVATING CYBERSECURITY
ISSUES ACROSS THE ORGANIZATION,
« ALLOCATES RESOURCES ANF SUFPORTS THE
CYBERSECURITY STRATESY.
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4) EMPLOYEES:
« NEEF TQ UNFERSTANE THEY ALL PLAY A ROLE
IN CYBERSECURITY ANF PARTICIPATE IN TRAINING
ANE SIMULATIONS.
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5) PCELOITTE PRACTITIONERS:

* CYBERSECURITY PROFESSIOMALS PFROVIFING ARVISORY
SERVICES T2 THE ORESANIZATION ANF HELFING BUILE THEIR
CYBERSECLURITY INSIFENT RESFONSE PLAN (CSIRPY.

* ASSIST IN PEVELOPING AN IMPLEMENTING CYBERSELURITY

STRATEGIES, CONPULTING RISK ASSESSMENTS, ANE
LEAFING INCIFENT RESPONSE EFFORTS.
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6) EXTERNAL PARTIES:

+ INPUSTRY PEERS, GOVERNMENT AGEMCIES, AN OTHER
CREANIZATIONS THAT COLLABORATE ANE SHARE INFORMATION
ON CYBERSECLURITY THREATS ANP LEAPING PRACTICES.
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LAFIES AND GENTLEMEN, CYBERSECURITY '

INCIFENTS ARE IMEVITABLE, OUR PREFPAREFPMNESS
WILL FPETERMINE HOW WE RESPONE AN RECOVER,
WE NEEF TO FELINEATE A PLAM,

YOUVE ALREARY BULT SCOLIF CYBERSECURITY
CAFPABILITIES. THAT'S ESSENTIAL, ANE WITH THE
RIGHT STRATESIES ANPF SUPPORT, AN INCIPENT'S
IMPALT CAN BE MORE EFFECTIVELY MITIGATER

FIRST, WE'LL CONPUET A RISk ASSESSMENT.
(HIE WILL IFENTIFY CRITICAL ASSETS ANP VULNERABILITIES

ANP PRICRITIZE EFFORTS ANF ALLOCATE RESOURCES,
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NEXT, WE'LL FEFLLY AFVANCELF THREAT

FPETECTION ANF RESFONSE CAPABILITIES,

INELUFING LEAPING SECURITY TECHNOLOGIES
ANF THREAT INTELLIGENCE.

THEM WE'LL CREATE AN INCIFENT
RESFONSE PLAN QUTLINING CLEAR
ROLES ANF RESFONSIBILITIES, S0
EVERYONE KNOWS WHAT TO FO IN THE

EVENT OF A CYBERSECLRITY EVENT.
PREPAREF FOR A RANGE OF

SCENARIOS.. THIS WILL INELUPE
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FIMALLY, FOSTER A SULTLURE OF CYBERSECLURITY
AWARENESS THROUGHOUT THE SOMPANY, MAKING CYBERSECURITY
A PART OF YOUR PAILY OPERATIONS, ANF MAKING SURE THAT EVERYONE

UNFERSTANFS THEIR ROLE IN PROTECTING COMPANY ASSETS,

WITH THESE TOOLS, WE'LL CONPUCT
REGULAR TRAINING ANEF
SIMULATIONS TO KEEF SKILLS
SHARF, ANF TO BE SURE THAT YOU'RE

EXCELLENT. I S4Y WE MOVE FORWARE WITH
THIS PETAILED APPROACH, ALL IN FAVORT
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THEN ONE PAY, SLRE ENOLGH, IN THE IT DEPARTMENT...

IT LOOKS LIKE IT COULE BE FAR-REACHING. LET'S
EXECUTE THE RESPONSE FLAM WE PRACTICER

WE HAVE TO SOMMUNICATE WITH OUR STAKEHOLPERS, ey
EXTERNALLY ANF INTERNALLY, SO THEY CAN FO THEIR Iviiy]
PART TO HELP US CONTAIN THE THREAT. AT AT T AT AT

HE SYSTEMS ARE BACK
OMLINE, HERE SOMES FINAMEE
... WE'RE ALMOST THERE.

WEVE ISOLATER THE THREAT,
CONTAINMENT IS IN PROSRESS.
SYSTEMS ARE STABILIZING.

SheY ; N GREAT JOB, EVERYONE.
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THANKS TO OUR PREPAREPNESS, WE \l

{ CONTAINER THE THREAT WITH MINIMAL

AT IMPACT. HERE ARE THE LESSONS e [
——
LEARNED ANP OUR UPPATEPR MEASURES.

THESE UPPATES CAN FURTHER
STRENGTHEN OUR PEFENSES ANF
IMPROVE OUR RESFONSE TIMES.
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OUR RESILIENCE |15 A TESTAMENT TO OUR
PREPAREPNESS. LET'S CONTINUE TO
FRIORITIZE CYBERSELCURITY ANF WORK
TOGETHER TO PROTEST OUR ORGANIZATION.
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HAPPILY EVER AFTERT NOT &0 FAST!
MORE INCIPENTS WILL COME; BUT NOW, OLIR
CLIENT HAS AN ACTIONABLE PLAN WITH
PEMONSTRATED EFFECTIVENESS ANF A TEAM
FREFARERF TO IMFLEMENT IT..TOGETHER.

Let’'s connect.

Do these challenges
sound familiar?

Glenn Aga
Managing Director
Deloitte & Touche LLP
glennaga@deloitte.com
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