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SAFECGUMARDING DATA.

PREVENTING FRAUD.
S00STING TRUST.

THE SITUATION

To deliver exceptional experiences in the digital era, financial institutions must continuously
raise the bar on trust, security, and convenience. That's exactly what TD Bank (TD) set out
to do—transforming its digital identity landscape to better serve customers across all
touchpoints, while reinforcing its position as a global leader in secure, customer-centric
banking.

As part of its ongoing innovation journey, TD identified five strategic priorities for customer
identity and access management (CIAM):

Safeguard customer data
Secure high-risk transactions
Enhance experiences across all channels (web, mobile, interactive voice response [IVR]
and contact centers)
Strengthen identity assurance through CIAM modernization
+ Align with evolving regulatory and risk expectations

Achieving these goals required not just incremental improvement, but a foundational shift—
delivering a unified, scalable CIAM platform that could support the Bank's continued growth,
elevate the customer experience, and reinforce TD's reputation as a secure and digitally advanced
institution.

One of the complexities TD faced was a historically decentralized CIAM structure across regions—
each tailored to specific business needs. While this localized approach supported agility, it also
Created opportunities to further unify, simplify, and standardize. TD saw this not as a limitation, but
as a launching pad to build a best-in-class CIAM capability that aligns globally, scales securely, and
supports seamless integration across channels.
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With Deloitte as a strategic and delivery partner, TD
embarked on a long-term CIAM modernization initiative,
focusing initially on its US operations.

The journey began with a current-state assessment to identify
opportunities and define a strategic roadmap. From there, TD
designed a unified CIAM architecture that would:

+ Elevate identity-proofing capabilities earlier in the
customer journey;,

+ Enable consistent, continuous authentication for high-risk
transactions; and

+ Simplify and streamline digital identity experiences across
the enterprise.

A new CIAM governance, risk, and controls (GRC) framework
was also introduced, reinforcing TD's focus on proactive risk
management and regulatory alignment. The team introduced
enhanced metrics, including key risk indicators and key
performance indicators, to continuously monitor and improve
performance.

As part of the delivery, Deloitte is helping TD build and
implement advanced identity-proofing features, including:

- Modern document verification services (DVS);

+ Unified identity proofing (UIDP); and

+ Real-time checks: identity fraud alerts, out-of-wallet
questions, one-time passwords; name, address, and phone
number matching; email verification.

These enhancements are strengthening TD's customer due
diligence and know-your-customer (KYC) capabilities, critical
to safeguarding customer trust and preventing fraud—
particularly in the face of growing risks such as synthetic
identities and deepfakes.

Parallel to this, TD is reimagining customer authentication
journeys with orchestration-based capabilities. By unifying
experiences for new and existing customers, integrating
with fraud tools, and enabling faster resolution through
contact center modernization, TD is creating a streamlined,
frictionless path for secure customer access—backed by the
strength of a scalable platform.
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THE IMPACT

TD's next-generation CIAM platform is a core enabler of the bank’s digital future. It helps empower customers with secure, smooth access
across all channels, while enabling internal teams to operate with greater agility, confidence, and visibility. The investment is reducing legacy

complexity, minimizing technology debt, and positioning TD for long-term scalability—supporting faster delivery of secure, personalized digital
experiences.

Key customer-facing outcomes include:

+Intuitive, consistent digital experiences across web, mobile, branch, and assisted channels;
+ Simplified self-service tools to update personal and security information;

Frictionless onboarding and new-to-bank registration;

Faster issue resolution and support through enhanced corporate social responsibility tools; and
+ Enhanced trust and fraud protection with modern authentication.

Key enterprise outcomes include:

+ Centralized management of security policies and identity orchestration;
+ Consolidated identity systems for greater efficiency and resilience;
+Aligned architecture with regulatory and compliance requirements; and
+ Stronger identity foundations to support future innovation.

MORE THAN A PLATFORM UPGRADE: A FUTURE-READY

FOUNDATION THAT WELCOMES CUSTOMERS
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