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Building the data enabled function of the future | Foreword

We are pleased to welcome you to our latest
digital and analytics internal audit survey.

The wider topic of data analytics,
and the principle of applying
data interrogation or statistical
analysis techniques to increase
the level of assurance Internal
Audit provide is, of course, not
new. However, in recent years,

it has gained growing attention
by Board Audit Committees and
Chief Audit Executives (CAEs) and
has been broadened as a topic to
align to the wider data and digital
transformation of the Internal
Audit function.

A transformation that seeks to enhance the level of
impact and influence of internal audit by providing
assurance more efficiently, advising management more
insightfully, and anticipating risks more proactively.

Functions are realising that to be able to mirror (if

not surpass) the digital maturity of their businesses,
leverage technology-enabled techniques, and continue
adding value, they need to evolve and innovate as
rapidly as the threats they face. This requires a desire
to reduce inefficiencies, embrace digital innovation,
leverage the power of data and adopt a focus

on to the future.

We surveyed over 50 organisations that operate in
the UK, across various industry sectors, size, audit
maturity, seeking to get a better understanding of the
maturity of capability, the vision and approaches to
building (or acquiring) such capability and some of the
key lessons they have learned along the way.

Many of these organisations are going through digital
transformation, including in their Internal Audit
function. They candidly shared views on the current
state of their “maturity”, the significant challenges they
are facing with the pace of change, cultural adoption,
the scarcity of skilled resources and openly shared
their aspirations.

We considered the output of this survey in the
context of previous Deloitte analytics or internal audit
surveys, and drew findings, many of which reinforced
earlier messages while others offered interesting new
viewpoints.

Prominent among these are the findings that functions
with strong impact and influence are embracing digital
innovation and new approaches to running Internal
Audit and that most functions are seeking to improve
their data analytics capabilities and have plans in place
to do so. We thought it would be intriguing to validate
these hypotheses.

At this point we would also like to thank our clients who
took part in this survey, either via virtual interviews, or
by utilising our online survey tool. Their openness and
candour, particularly when highlighting weaknesses,
barriers or their ambitions to transform their
functions, was greatly appreciated.

We hope you find the content stimulating and helpful
in your own journey and we look forward to hearing
your views on the key points underlined by the survey.
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Building the data enabled function of the future | Report structure

Current use of analytics

Exploring themes such as what is
the current state of play, and how
the use of digital and analytics
compares across sectors and size
of organisations?

What is the more typical use of
tools and techniques, across
which lifecycle stages, and how
pervasive are advanced and
cognitive automation technologies
in Internal Audit?

How do “smaller functions” embed/
apply analytics effectively to drive
optimum value?

The operating model, talent and
resourcing

Key questions that will be explored
in this section relate to talent,
reporting lines and organisational
structure for digital and analytics
teams.

What skillsets are organisations
looking for in order to respond

to the challenges? Which types

of operating models do we find
evolving?

How do functions incentivise the
adoption of analytics and digital?

I\

Challenges and barriers

This section explores the key
challenges or barriers that may
prevent organisations from using
analytics further.

It also provides perspectives and
comparatives from organisations
across sectors and sizes, while
also discussing insights across the
industry.

How do you “embed” analytics
effectively, and how important is a
data and analytics culture.

Future direction and strategy

This chapter explores the answers
to the “why now?” questions.

It focuses on strategic direction,
key priorities for Internal Audit
functions over the next 3-5 years.

It discusses the investment for
future maturity enhancement
and development, and how we
see this translating into digital
transformation initiatives and
technology enablement projects.

“We provide our perspectives on the effective use of digital assets, analytics and solutions as
part of the organisations’ journey to build the next generation of Internal Audit as a function

well attuned to the challenges of emerging risks, technologies and ‘disruption’.

1

=

The Internal Audit function of
the future

We provide our perspectives on
the effective use of digital assets,
analytics and solutions as part of
the organisations’ journey to build
the next generation of Internal
Audit as a function well attuned to
the challenges of emerging risks,
technologies and ‘'disruption’.

We debate what effective digital
and analytics means, what drives
value, and how this value can be
measured.

We have aligned our point of view
to the Deloitte Internal Audit 3.0
blueprint which is designed to
provide a structure to organisations’
transformation pathways, seeking
to bring a culture of innovation,
helping functions keep pace with
technological change, and enhance
their impact and influence across
the organisation.
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Building the data enabled function of the future | Executive Summary

With COVID-19 impacting every
aspect of the work environment,
many functions are considering
deploying digital technologies

to become more resilient, cost-
effective and smarter about
providing services that make an
impact. We thought it is a great
time to explore the above across
the industry and provide some
refreshed perspectives and
insights.

We ran a well received survey across Internal

Audit Data Analytics functions in 2015, focusing on
the relative maturity of the functions. We asked
questions such as how to embed analytics effectively
inan Internal Audit function, what is the most
appropriate operating model and what is the
strategy for the future.

Through our work with Internal Audit functions across
a number of sectors we have recently seen a notable
growth in the use of tech-enabled and analytics
practices, particularly - but not exclusively - for

larger and more digitally mature functions. As one
would expect, there are still a number of areas that
organisations struggle with, particularly in terms of
setting a clear vision or embedding such practices
effectively in a way that truly unlocks value.

For clarity, when we talk about “digital” or
“digitisation” in the context of our report, we refer
to the integration and embedding of digital assets
or enablers to transform and automate existing
operational processes, and increase the value
offered to stakeholders.

“Through our work with Internal
Audit functions across a number
of sectors we have recently seen
a notable growth in the use
of tech-enabled and analytics
practices”

“Data analytics” could form a part of such broader
digitisation agendas but relate to the analysis and
interrogation of data sets to identify anomalies,
trends or potential issues for further investigation.
The objective is to enhance the level of assurance
provided by Internal Audit, through higher quality
of evidence, increased depth of testing and

better indicators for controls issues -

current and predicted.
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Building the data enabled function of the future | Executive Summary

A summary of our findings and key insights
from the survey is presented below.

Current state
* In terms of analytics use across audit lifecycle
stages, fieldwork continues to be the most common;
however, an area that has seen an uptake compared
to previous surveys is continuous risk assessment
with 30% of respondents leveraging data analytics to
better anticipate risk.
* With respect to the types of tools and digital
technologies applied, all respondents are performing
descriptive analytics (describing what occurred)
closely followed by diagnostic analytics (describing
why something occurred). Cognitive analytics
(predicting what will occur) with the use of advanced
analytics technologies, including Artificial Intelligence
(Al), appears to be the least used type among
respondents at 17%.
Visualisation tools are some of the most popular in
Audit functions, with 87% of respondents reporting
the use of tools such as Power Bl and Tableau, due
to the high impact visualisation adds to reporting as
well as the relative ease of use and accessibility of
visualisation tools.

Barriers and future direction

* |tisinteresting to find that all of the Internal Audit
functions with no analytics capability or teams, have
said they are planning to establish such capability
in the next 3-5 years. The key barriers to overcome
include lack of access to data, and inadequate skills
and knowledge within the function.

* The vast majority of respondents stated that they
have a clear vision for the future and a strategy for the
further development of the capabilities in line with the
overall Audit function’s strategy and priorities.

Some of the key strategic outcomes that functions

are seeking to achieve in this area are to enhance the
effectiveness of the function by providing a higher
level of assurance, as well as to improve auditee
engagement through richer insights and greater use
of visualisation.

Larger functions and analytics teams place their
future strategic development focus on the audit areas
around risk assessment, planning, audit committee
reporting, while for the majority of small or medium
sized functions the focus is on fieldwork.

People and talent

* Internal Audit is a people-based service function, and
its ability to get the best out of its human capital will
always be a key driver in determining its success. The
trend we are seeing is business auditors being trained
on basic analytics to develop further the “purple”
person, combining sophisticated data analysis with
communication skills, business acumen, and political
sense. There is also a trend towards decentralised

or hybrid models, driven by what is referred to the
“democratisation” of analytics and technology.

The investment in upskilling and training of auditors is
relatively low cost, offering the opportunity for people
to develop, helping them with career progression, but
also allowing them to experiment and innovate within
the remit of their audit work, which is proven to lead to
increased satisfaction and retention of talent.

Internal audit function of the future

» Compared to 5 years ago, we noticed that analytics
leads are reporting increasingly more to the CAE or
Head of Internal Audit, or even to the Chief Operating
Officer roles, which indicates that this capability has
been elevated in the internal audit agendas as a topic
of strategic importance for functions.

Innovation is key to an effective, evolving and resilient
Internal Audit function. Digital innovation should be
encouraged across all lifecycle stages or operational
processes of the function, and not just as part

of fieldwork.

While many of our lessons and suggestions from this
survey would not apply similarly to all functions, we
believe that the key principles and success criteria for
an effective digital and analytics function include the
adoption of a coherent transformation strategy and
prioritising innovation and a data mindset.

The real power in Internal Audit digital and analytics
involves a change in mindset; a mindset that is value-
driven, forward-looking, more focused on delivering
business insights to stakeholders than the traditional
compliance-driven Internal Audit mindset of “what we
have done before”.

“The key barriers to overcome
include lack of access to data,
and inadequate skills and
knowledge within the function.

1
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© Foreword There are two perspectives covered Figure 1. Dnvmgfat;tors for the use of digital and ahalytlcs o , B ,
ORr ) ) ) ] i What are the key driving factors / outcomes that the function has been aiming to achieve through the use of digital and analytics to date?
eport in this section, the first being the use
structure Improve the Improve the Improve the
effectiveness effectiveness effectiveness

of digital technologies and analytics
across the internal audit lifecyle, and
the second the type of technologies,
practices or sophistication of
analysis adopted.
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It is worth underlining that, while 18% of our participants Improve speed i

reported that they were not using analytics at all, they
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We asked our survey participants what the key driving
factors were behind the use of analytics and digital and
what they hoped to achieve, “Improving the effectiveness
of the function through greater assurance coverage” was
top of the list with “identifying outliers and unusual items
for focus” a close second. “Improving auditee engagement
through richer insights and greater visualisations” was
also high on the list (Figure 1).

Reduce costs
Provide insights
and hypothesis

Automate back
office process

Focus on
business outcome

Make analysis capabilities/
offerings transparent

Improve internal process and
audit management information

Number of Internal Audit FTEs

B small (<=20)

Reduce costs
Provide insights
and hypothesis

Automate back
office process

Focus on
business outcome

Make analysis capabilities/
offerings transparent

Improve internal process and
audit management information

0%

0%

0%

0%

B Medium (>20 & <=100)

Reduce costs
Provide insights
and hypothesis

Automate back
office process

Focus on
business outcome

Make analysis capabilities/
offerings transparent

Improve internal process and
audit management information

B arge(>100)
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Building the data enabled function of the future | Current use of analytics

Internal audit lifecycle

In terms of analytics use across audit lifecycle
stages, fieldwork continues to be the most common,
with 96% of respondents with analytics capability
using analytics to deliver fieldwork activities, such

as validating or applying tests across populations
rather than sample testing; this too is an increase
from previous survey results of 69% (Figure 2).

The responses related to the use of analytics to
provide assurance over the operational effectiveness
of internal controls was 72%. An area that has seen a
small uptake is continuous risk assessment. In 2018,
less than one in ten were using data as part of their
risk assessment activities. Fast forward to 2021 and
30% of respondents are leveraging data analytics to
better anticipate risk.

Itis revealing to see that 22% of functions are

using analytics as part of their continuous auditing
activities. Continuous auditing or continuous controls
monitoring is widely recognised as a mechanism

to achieve more efficient and cost-effective audits.
However, should these processes be owned and
operated by Internal Audit? During our interviews,
we heard how departments are acting as an advisor
to the rest of the business, developing capability that
around continuous testing that is then transitioned
into the First or Second Line of Defence with Internal
Audit functions, tapping into the output as part of
their broader monitoring activities.

Figure 2. Audit lifecycle
Activities which functions use analytics to support

During audit fieldwork

To provide assurance over operational 72%
effectiveness of internal controls

As part of individual audit planning 61%

To develop audit reporting ~ 54%

To develop audit
committee reporting

46%

41% As part of the annual
planning process

30% Eor continuous
risk assessment

22% For_cpntmuous
auditing

During quality
assurance process

15%
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Applications and tools

With respect to the types of tools and digital
technologies applied, all respondents are performing
descriptive analytics (describing what occurred)
closely followed by diagnostic analytics (describing
why something occurred) at 67%. Cognitive analytics

© Foreword This supports our point of view that organisations still
have plenty of unexplored opportunities to innovate
via the use of smart tooling and digitise their functions.
By keeping an eye out for the “art of the possible”,

they should consider bringing more automation and

digitally enabled practices into everything they do.

Figure 3. Digital tools and technologies

What type of digital and analytics tools are used within the function?
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(predicting what will occur) appears to be the least
used application with only 17% of functions exploring
the use of more advanced techniques.

Our 2015 survey showed that only a third of respondents
were using visualisation tools; we were now interested to
see a significant change with visualisation tools at the top
of the list with 87% of respondents reporting the use of
tools such as Power Bl and Tableau. This is likely due to
the high impact visualisation adds to reporting as well as
the relative ease of use and accessibility of visualisation
tools and is consistent with some of the key drivers for
using analytics and digital noted, specifically improving
auditee engagement through richer insights and

greater visualisation.

Unsurprisingly, the use of “simple” analytics,

mostly through the use of tools such as Microsoft's
Excel spreadsheet tool is still prevalent (76% of
respondents). Other notable references of common
tools included SQL, Python, Tableau and R. Robotics
Process Automation (RPA) and process mining tools
showed lower levels of adoption and use with only 18%
and 16% of respondents respectively applying tools
and techniques in these areas. See also Figure 3.

“Our 2015 survey showed

that only a third of
respondents were using
visualisation tools; we
were now interested to
see a significant change
with visualisation tools
at the top of the list with
87% of respondents
reporting the use of tools
such as Power Bl and
Tableau.”

Simple
analytics

Intermediate
analytics

Machine
learning

Advanced

analytics

RPA 20%

Process 22%
mining
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Building the data enabled function of the future | Current use of analytics

In terms of analytics applications across audit or risk
areas, the top three areas are financial risk (with 85%
of participants stating they had used analytics to
support the assessment of financial risks), operational
(80%), information/data and technology risk (63%).
This is somewhat expected as these are data rich,
high yield areas and common focus areas for Internal
Audit. We observed lower levels of use in areas such as
regulatory and compliance (41%), cyber security (35%),
where arguably these can be seen as second line
responsibilities but given the expectations on Internal
Audit to play more of an advisory role and for better
integration across the first and second lines, there are
opportunities to broaden risk coverage (Figure 4).

Functions we spoke to did not see budget as a barrier
to innovate through digital and analytics. Open source
technologies, software already used in the rest of the
business and even Microsoft Excel can be leveraged
in order to test hypotheses without having to spend
allocated budget on something that may not return

a favourable result. Especially in cases where there is
a dedicated team aligned to analytics, any downtime
between audits is spent prototyping and exploring
new areas of analysis limiting the cost to the function.

We were also interested to hear about instances where
Internal Audit was leading the digital innovation within
the business. New technologies implemented in the
function (such as Process Mining, continuous auditing or
visualisation) are adopted by the first and second lines
of defence. Internal Audit functions are demonstrating
to their organisations that a lot can be achieved using
simple, easily accessible inexpensive tools.

“By keeping an eye out for
the ‘art of the possible’, they
should consider bringing more
automation and digitally enabled
practices into everything they do.”
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Building the data enabled function of the future | Current use of analytics

Figure 4. Analytics for key risks
What types of risks does the function use analytics techniques to assess?

15%

Programme

26%

Investigations
35%

Financial

30%

Operational

13%

Strategic

15%
Governance 33%

Conduct

54%

Fraud risk

48%

Financial crime

28%

Data privacy
& GDPR

ST

Culture

13%

Emerging
technologies

35%

Cyber security

20%

Follow up

41%

Regulatory
& compliance
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Building the data enabled function of the future | The operating model, talent and resourcing
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Building the data enabled function of the future | The operating model, talent and resourcing

We believe that the reporting lines to CAE or
Innovation roles reflect a significant trend that aligns
to the broader messages from our recent Chief Audit
Executive survey. Firstly, the increased number of
organisations with Analytics teams directly under the
ClA indicates how this capability has been elevated

in the internal audit agendas as a topic of strategic
importance for functions.

Secondly, the results showed a shift towards innovation,
operations and transformation capabilities. This is
interesting and mirrors the structure of organisations
more broadly which has been evolving to introduce
senior roles around data, innovation or digital
transformation, or elevate existing ones in more
prominent and senior levels across the organisation.

It is no surprise that we are seeing a similar trend
across Internal Audit functions, particularly for
larger functions that are driven by an innovation
mandate at CEO level. We see digital innovation or
strategic transformation roles encompassing data
analytics, data auditing, as well as broader innovation
and transformational objectives, including in the
technology and digital enablement space.

Larger functions are establishing “research and
development” capability, channelling investment
towards automation and new tech-enabled
solutions for the function.

Figure 6. Innovation / transformation roles and size of function
Where does the head of audit analytics (or equivalent) report to?

Large (>100)

Medium
(>20 & <=100)

Number of Internal Audit FTEs

Small (<=20)

B Head of IT Audit (or equiv.) [ |

Chief of Risk and Governance

Of course, not every Internal Audit group can, or
should be, at the leading edge of innovation, or even
at the leading edge in every area. We did note a trend,
however, towards thinking creatively, investing in
continuous improvement, and considering analytics
and data as part of holistic approach in applying
technology and smart solutions in every aspect of
the function, including ways of working, collaboration
and communication between team members.

55% 18%

63%

Head of Innovation / Transformation B Chief Operating Officer

Chief Internal Auditor (or equiv.)

“Of course, not every Internal
Audit group can, or should be,

at the leading edge of innovation,
or even at the leading edge in
every area.”
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Building the data enabled function of the future | The operating model, talent and resourcing

Operating model

A centralised approach remains the most popular
operating model across Internal Audit functions, with
over half of respondents organising themselves with
a central specialist analytics team that perform the
majority, if not all, of analytics activities (Figure 7). This
model is followed, in popularity, by a hybrid model
(43%) whereby business auditors run most of analytics
(largely basic tasks) with support from centralised
Centre of Excellence teams, as required, and primarily
on advanced and more technical areas.

Talent

The majority of the survey respondents (55%) have

a dedicated analytics team within the Internal Audit
function with specialised skills. This increases to 69%
across Financial Services (FS) organisations. Those
that do not have dedicated team members generally
use resources from within the broader Internal Audit
team or external resources. All Internal Audit functions
that have no analytics capability, have said they are
planning to establish such capability in the next

3-5 years. More than half of these, also consider

using external service providers or providing analytics
training to current team members to strengthen

their analytics capabllities.

Most of our survey respondents do not use resources
or skills outside their Internal Audit team (54%).
However, from the organisations that do supplement
their capability with external resources or skills, 62%
(or 33% of total respondents) procure co-source
internal audit services, while 21% (11% of total) are
supported by professionals from other lines of
defence in their organisation (Figure 8).

Figure 7. Operating model
What is the current operating model for
digital and analytics?

7%

Decentralised

43% 50%

Hybrid Fully centralised

Figure 8. Functions that supplement their digital
and analytics capabilities with external support

33% External /

0
>4% None Co-source Support

o 4 W

7% Second Line

9% Other of Defence

4% First Line
of Defence
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Building the data enabled function of the future | The operating model, talent and resourcing

In terms of skills, the percentage of auditors with basic
analytics skills is relatively low with three quarters

of organisations reporting this figure as below 40%.
However, in functions that operate a hybrid or
decentralised model this figure rises to 80%.

We believe this is explained primarily
through three key reasons:

one, the increased exposure to analytics

work through their day to day audit work

two, the more frequent and structured training that
such functions provide to their business auditors
(refer to Figure 9)

the third reason is increased use of analytics self-
serve techniques and tools used by functions with
hybrid models, including pre-configured testing
scripts, templates, libraries of tests and scoping
approaches per risk domain, as well as more
mature knowledge management practices.

Training and skills development

With respect to training and development, specifically
for data analytics, 30% of the respondents confirm that
they have provided training for the majority of auditors
in their function. In fact, 23% of FS respondents

have trained over 80% of the function.

As highlighted above, in hybrid or decentralised teams,
the majority of business auditors have basic analytics
skills and indeed have been trained accordingly.

Over half of the decentralised or hybrid functions have
trained more than 40% of their business auditors,
while only 20% of the centralised have reached that
level. See also Figure 9.

What has also been particularly intriguing, especially
if we compare the results to our 2015 survey, is the
increased use of incentives encouraging the uptake of
analytics. Indeed, 58% of respondents have embedded
targets within the performance objectives or the
evaluation approach for their audit leads or Heads of
Audit - 37% of which are formally established. For 7%
of organisations, there are plans to implement such
measures in the near future. It needs to be highlighted
that this also applies to many smaller Internal Audit
functions (<10 FTE) and is not always the privilege of
the larger ones.

We see the use of such incentives driving the use of
tools and the volume analytics and, not surprisingly,
being a distinctive characteristic for the vast majority
of functions that demonstrate markers of maturity
regardless of their size (advanced analytics, innovation
and future focus, skills, audit plan coverage etc).

While assuming direct causality between the use of
targets and maturity can be misleading - maturity is
influenced by a number of other factors - the data
demonstrates a strong correlation and relationship
between the two.

Figure 9. Training and operating model for analytics
Percentage of the Internal Audit function that has received training, and the
analytics operating model of the respondent organisations.

No training A

1-20% 13% 3%

20-60%

>60%

B Decentralised

Bl Hybrid M Frully centralised
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. . . . What are the key reasons / barriers currently preventing the function using digital and analytics?
© Report and application of analytics is

structure

© Executive

Access to Access to A t
notable in our survey, there appropriate data

summary are still a number of areas that ontes (outetge 71% (ontecge

© Current use OrgaﬂisatiOﬂS Stl’ugg|e V\/|th as Capacity Capacity 65% Capacity

of analytics . . .
part of the journey in developing Access Access Access
© The operating thelr dl Ital and aﬂa| thS strate to tools - to tools to tools
model, talerft g y gy Not knowing . 150 Not knowing 0% Not knowing 0%
and resourcing or de||Ver|ng on the|r prlorltles in where to start where to start where to start
H Insufficient Insufficient Insufficient
© gﬁg[l':;;::d a way that truly unlocks value. e Wl budget budget
Role & lﬂ% Role & Role &
© Future direction The top three barriers described as preventing remit remit remit
and strategy the use of analytics and digital across all respondents Lack of [ 49 Lack of Lack of (g
© The Internal are (Figure 10): support support support
Audit function Access to |4% Access to I6% Access to I 9%
of the future 01. Access to appropriate data outside skills outside skills outside skills
) 02. Skills and knowledge within the function NOFta |4% Noﬁta I6% NOt,ta 0%
© Appendix A - 03. Capacity within the function priorty priofty priorty
About the survey Data gy Data I6% Data gy,
OA dix B loss risk loss risk loss risk
endix b -
D?Fi'tal and Reputational I 20 Reputational 0% Reputational 0%
g Ivti turit risk 0 risk = risk ©
analytics maturity
Data Data Data
© Appendix C - culture 0% culture 0% culture I 9%
Definitions and
glossary Number of Internal Audit FTEs I Small(<=20) B Medium (>20 & <=100) B large(>100)

© Appendix D -
External sources /
references

© Contacts




@ ® ©

© Foreword

© Report
structure

© Executive
summary

© Current use
of analytics

© The operating
model, talent
and resourcing

© Barriers and
challenges

© Future direction
and strategy

© The Internal
Audit function
of the future

© Appendix A -
About the survey

© Appendix B -
Digital and

analytics maturity

© Appendix C -
Definitions and
glossary

© Appendix D -
External sources /
references

© Contacts

Building the data enabled function of the future | Barriers and challenges

To add more perspective, smaller functions or the
ones that have not started integrating analytics into
their audits, cite capacity and lack of resource/skills as
their key barrier. The larger or more mature functions
list access to appropriate data as their biggest barrier.

The challenges around the skills, capacity and
resourcing have been discussed also in the previous
chapter alongside with some perspectives on the
future direction, as well as key actions on skills
development, training and recruitment.

Interestingly, only one function reported "data
culture” or the lack thereof, as a barrier. This is yet
another revealing result as it could point to a shiftin
mindset within functions to confidently apply the use
of data and analytics. The key obstacles seem to be
operational in nature, and therefore possibly easier to
overcome. We didn't notice any significant volume of
responses or notable references to culture, leadership
and top-down approach that may inhibit further
development of analytics capabilities.

Figure 11. Data Sources and Data Access Model
What sort of data sources do functions perform analytics over?

Structured Unstructured
100%
39%
Social media Other data sources
9% 9%

Third party data

17%
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Building the data enabled function of the future | Barriers and challenges

Figure 12.
What is the data access model in use?

Data extracts
from business

%

Feeds from
systems

Direct access
to systems

N\ "\ N\

Dedicated IA
data warehouse

Team size
Small (<=20)

Team size
Small (<=20)

Team size
Small (<=20)

Team size
Small (<=20)

55%

7N\

45%

35%

C
C
O

Medium
(>20 & <=100)

Medium
(> 20 & <=100)

Medium
(> 20 & <=100)

Medium
(> 20 & <=100)

80%

73%

r

%

\

Large (> 100) 829%
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Building the data enabled function of the future | Barriers and challenges

Access to data is the most prevalent barrier with
many respondents appearing to be heavily reliant on
business or IT to provide the data they need. Indeed,
70% of respondents list this as their main source of
data. Direct access and feeds from business systems
were still prevalent, with 52% and 61% respectively,
but very few functions reported having their own
dedicated data servers or data warehouse for internal
audit (17%). Having a dedicated data warehouse may
not be necessary for most functions but access to
the right data and within the right timeframe is
paramount to the effective and sustainable
embedding of analytics. We did also note that
identifying the right data owners, especially in

larger organisations, was a key challenge.

"61% acknowledge the
need to evaluate the
quality of data before
use which compares to
50% noted in 2015."

61% acknowledge the need to evaluate the quality

of data before use, which compares to 50% noted

in 2015. Given the importance in data quality,

this is something that most functions still need to
assess before the audit, and depending on the

need for cleansing this is still reported as a challenge
for functions.

We would encourage functions to explore more
opportunities to use data external to the organisation,
for example, scraping data from news sites, social
media that can be used to identify emerging
reputational risks.

There are numerous use cases that support the
innovative use of non-traditional data sources to
provide insight and perspective that would not have
been achieved in the past. We have seen some
analytics teams making effective use of such external
data, seeking to utilise all available data sets - third
party sold or publicly available - to evaluate the
external or market environment, make predictions or
assess inherent risk without restricting themselves
simply to the use of organisation-derived data.

Figure 13.
Do you independently evaluate the quality of the data before
running analytics?

39%
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Building the data enabled function of the future | Future direction and strategy

It was encouraging to see that,
from the surveyed organisations
with dedicated teams, the vast
majority have a clear vision for
the future (79%) and a strategy
for the further development of
the capabilities which was in line
with the overall Audit function'’s
strategy and priorities (74%).
See also Figures 14 and 15.

Figure 14. Vision and Strategy for the future and size of the Internal Audit function
Do you have a clear vision for the future use of digital and analytics within the function?

Vision for the future - Number internal audit of FTEs

15% No

Small (<= 20)

28% Yes

4% No

Medium
(> 20 & <=100)

28% Yes

Large (> 100)

23% Yes

Strategy for the future - Number internal audit of FTEs

Small (<= 20) 19% No

23% Yes

2% No

Medium
(>20 & <=100)

30% Yes

2% No

Large (> 100)

21% Yes
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Building the data enabled function of the future | Future direction and strategy

In terms of outcomes that the functions are aiming to
achieve through delivering on their strategic priorities

in this area and the future drive on digital and
analytics, these were (Figure 16):

01. Firstly, (Figure 16) the overall effectiveness
of the function through enhanced level of
assurance and better identification of true
issues and outliers (84% of FS organisations
quoted this objective, and 89% overall)

02. The second factor was to improve the speed
of the function (67% quoted this objective)

03. Third, the need to increase automate core
processes (65%)

04. Upskill the function (59%)

Improve access to data as well as to improve
auditee engagement through richer insights
and greater use of visualisation were additional
focus areas. FS organisations quoted in particular the
need to “future proof” the function (48%). In fact,
Internal Audit functions that had invested in analytics
prior to the recent crisis seem to have been able to
better withstand the effects of the pandemic and
continued to provide assurance services effectively.

Interestingly, reduction in costs did not feature
significantly in the responses, with functions
appreciating that some investment would be
necessary and that the key objective is enhancing
impact and influence and not necessarily squeezing
costs - at least in the short term.

Figure 16. Outcomes that the function is aiming to achieve through
future use of digital and analytics (next 3-5 years)

Improve the effectiveness of the function
through greater assurance coverage

Improve the speed of the function

To automate, for example, core process enable the function
to spend more time on greater value adding activities

Upskill the function

Improve auditee engagement through richer
insights and greater use visualisations

Identify outliers and unusual items
to focus on highest risk areas

To reduce costs within the function

Gain access to better data from the
business to inform planning process

Future proof the function

Drive collaboration with
first and second line
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© Foreword On the question around the activities and focus areas Figure 17. Focus areas in the next 3-5 years (analytics techniques)
for the next 3-5 years, the majority of respondents
© Report highlighted “descriptive” (e.g. reporting/standard Descriptive Descriptive 65% Descriptive 45%
structure ‘ ) , ‘
queries) and “diagnostic” data analytics (e.g. data
© Executive discovery, drill down, root cause analysis etc.), Prescriptive Prescriptive 59% Prescriptive 64%
summary indicating that for many organisations the focus is

© Current use still on getting the basics right and developing core Diagnostic Diagnostic 82% Diagnostic 73%
of analytics capability (Figure 17).

. Predictive . 14% Predictive 76% Predictive 100%
© The operating

model, talent
and resourcing

Conversely, for the larger functions, the future
focus is on predictive data analytics (e.g. advanced
data correlation, causation, statistical analysis) and

© Barriers and cognitive analytics (e.g. Al). This resonates with the
challenges maturity curve analysis, where we see predictive Number of Internal Audit FTEs B small(<=20) B VMedium (>20 & <=100) B Large (>100)

Cognitive 0% Cognitive 82% Cognitive 82%
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Building the data enabled function of the future | Future direction and strategy

The areas of focus against audit
lifecycle stages again show a
divergence across functions,

with larger functions and analytics
teams, placing their strategic
development focus on the stages
of Risk Assessment, Quality
Assurance and Audit Committee
reporting. The majority of small

or medium sized functions focus
on expanding the use of analytics
as part of fieldwork, aiming to
enhance level of assurance they
provide through full population
testing. Automation of quality
assurance processes was the least
popular response across the full
respondent population, which
indicates that it is not a priority yet,
with the exception of some larger
and more mature FS Internal
Audit functions (Figure 18).

Figure 18. Focus areas and activities in the next 3-5 years (audit process area)

As part of individual
audit planning

As part of the annual
planning process

During audit
fieldwork

During quality
assurance process

For continuous
auditing

Number of Internal Audit FTEs

B small(<=20)

For continuous
risk assessment

To develop Audit
Committee reporting

To develop
audit reporting

To provide assurance over
operational effectiveness
of internal controls

B Medium (> 20 & <=100)

Large (> 100)
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Building the data enabled function of the future | Future direction and strategy

Figure 19. Current usage vs areas to increase over the next 3-5 years

During audit
fieldwork

To provide assurance over
operational effectiveness
of internal controls

As part of individual
audit planning

To develop
audit reporting

As part of the annual
planning process

To develop Audit
Committee reporting

For continuous
risk assessment

For continuous
auditing

During quality
assurance process

B Current analytics areas

20%

Future analytics areas

46%

59%
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INnNovation and
Internal Audit

As organisations seek new
ways of strengthening their
impact and influence, they
embrace innovation and
immerse themselves in new
ways of working and new
approaches to deliver such
value. They actively leverage
digital, disruptive technologies
and operating models.

Similarly, we are seeing the more mature Internal
Audit functions in the industry adopting a spirit

of innovation and starting to develop new tools

and innovative capabilities (in many cases through
dedicated Innovation or Research and Development
teams as we've seen previously in our paper) in order
to effectively respond or align themselves to such
organisational developments and challenges.

Considering the recent period of disruption, which
significantly impacted how functions operate and team
members collaborate, it is no surprise that our survey
shows a strategic drive to accelerate digital and analytics
transformation; functions engage in digital innovation
with the added objective of becoming more resilient,
cost-conscious, and smarter about providing services
that make an impact. Some of the reasons for this

also include*:

* The increase of remote working arrangements
themselves have highlighted the need for data-based
auditing, particularly where web-based conversations
are not as easy or productive as

sitting next to the auditee. Deployment of analytics

is a key assurance mechanism when direct face to face
auditing proves challenging and Internal Audit needs
to shift to low-to-no contact auditing.

Increased digitisation of business processes across
the business, as we have covered previously in

this survey, is also driving analytics adoption

and enablement during audit delivery.

* Similarly, the evolving technology environment, with
increased cloud adoption and digitalisation, means
that accessing enterprise data warehouses and other
key data sources is easier than ever and the quality of
data itself has generally improved.

The frequent changes to the external environment,
associated threats and, in consequence, the risk
profile in the current environment, increase the

need for Internal Audit functions to have data

driven metrics at their fingertips and to run
continuous assessment.

Our Internal Audit 3.0° framework presents an approach
and framework for the next generation of Internal Audit,
as a function well attuned to the challenges of emerging
risks, technologies and disruption. There is a need for a
dedicated Digital or Analytics team to actively contribute
to setting and delivering their own vision, aligned to the
strategy and direction of the Internal Audit function
overall. It should seek to keep pace with technological
change, create value and enhance the impact and
influence of the function. What this vision means will
differ from organisation to organisation, the same way
that the function’s objectives, or maturity “target state”
would differ, but would be governed by the broader
organisational direction and desire for business change.


https://www2.deloitte.com/cy/en/pages/audit/articles/internal-audit-3-0.html

© Foreword

© Report
structure

© Executive
summary

© Current use
of analytics

© The operating
model, talent
and resourcing

© Barriers and
challenges

© Future direction
and strategy

© The Internal
Audit function
of the future

© Appendix A -
About the survey

© Appendix B -
Digital and
analytics maturity

© Appendix C -
Definitions and
glossary

© Appendix D -
External sources /
references

© Contacts

Building the data enabled function of the future | The Internal Audit function of the future

Digital transformation and digital assets

The core dimensions of value that stakeholders
would want and need from Internal Audit can be
classified using the dimensions of: Assure, Advise,
Anticipate. This is in line with our Internal Audit 3.0
framework in Figure 20.

The delivery of these components is facilitated
through an optimal mix of skills and capabilities
(People), digital assets (Technology) and enablers
(Processes or key activities).

We mentioned some of the Technology tools and
solutions in use by functions (delivered either by

IT Internal Audit or Innovation teams), making the audit
delivery more impactful, or enhancing the operational
efficiency and effectiveness of the function itself.
Although such tools are developed by technical data
scientists, once they are deployed, they usually require
minimal specialist skills and can be used by all auditors,
for example, as a means of identifying anomalous
behaviour in data across business functions which
generate a data footprint.

Figure 20. Deloitte Internal Audit 3.0 Blueprint
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Building the data enabled function of the future | The Internal Audit function of the future

® Assure

* The provision of timely, core assurance is a
fundamental aspect of the internal audit mission
statement. An effective, equipped for the future
audit function needs to be able to balance an audit
plan that delivers assurance over core processes
and controls, while ensuring appropriate
coverage over high profile or emerging risks.

Whilst not new, many functions have already
implemented a number of tools and approaches to
enable continuous auditing; use of technologies
such as machine learning, robotics and advanced
analytics can, on the one hand, facilitate ongoing,
fully-automated controls monitoring and exception
reporting in real-time, while on the other hand
enable automated reporting.

Technologies such as Robotics Process

Automation, visualisation, as well as real-time
reporting mechanisms such as dashboards, can
enable a function to provide continuous assurance
over core processes, ideally coupled with
automated root-cause analysis.

Once such automated core assurance capabilities
are enabled, the function is benefited by allocating
skilled resources to less routine, or ‘commoditised’
areas or topics of higher risk, freeing assurance
time for increased coverage, root-cause analysis,
or advisory-type interactions with management.

Advise

* Internal audit has a key role to play in advising first
and second lines on their assurance capabilities
and help with automated mechanisms, digital
and data analytics assets that can facilitate this.

Whilst continuous auditing or control
monitoring approaches are often designed and
developed by the third line, these often fit better
within the remit of first or second lines of defence;
we regularly see Internal Audit functions sharing
knowledge and analytical tools they have developed.

Of course, this should be done within their sphere
of independence and objectivity, i.e. cautious not to
design controls or take management decisions.

Anticipate

* The truly innovative, and future-looking Internal
Audit functions focus on generating and offering
management preventative insights on emerging
risks or issues/events before they materialise.

This, in a way, is the reverse of the traditional
‘backward-looking" audit approach of focusing on
what went wrong or where controls did not operate.
The focus is on the future, by applying advanced
analytics, Al and machine learning powered
algorithms to bring out often unknown risks or things
management may not have even hypothesised over.

Examples in industry, include analysis of datasets
such as customer complaints, risk event registers,
regulatory issues, that can help generate causal
relationships, get to the root cause or produce
predictive insights that drive preventative action.

Although still the minority, as our survey uncovered,
we increasingly see functions thinking in this
direction and investing in developing advanced
analytics solutions that can offer predictive analytics
capabilities and use cases that can demonstrate
such value.
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Appendix A — About this survey

This survey aims to capture
the current state of the digital
and analytics capability of
Internal Audit functions across
organisations in the UK and
gauge their sentiment around
the future direction of travel
and maturity ambition.

We surveyed professionals from 56 organisations, in
sectors including financial services, consumer products
and retail, telecommunications, technology, health and
life sciences, oil and gas and public sector. Figure A
illustrate the range of sectors participated in our survey.

The roles of the professionals that we interviewed
ranged from Heads of Audit Analytics (or equivalent)
to Heads of Audit Innovation, Chief Operating Officers
for Audit and in some cases, Chief Audit Executives.

This survey was commissioned by Deloitte LLP and
data was collated between January and March 2021.
It was conducted by our senior practitioners either
via direct interviews or through our online survey
tool. Aside from the quantitative data, we have also
leveraged a wealth of qualitative or other information
shared or discussed over the past year with Internal
Audit functions. Our research team then analysed the
data to identify common themes, correlation across
demographics, key lessons learned.

The output includes a range of facts and figures,

but also our perspectives on the state of the industry,
what good looks like, key takeaways and insights for
functions - regardless of size or maturity - to consider,
as well as our take on the digital and data-driven
internal audit of the future.

‘Our research team then analysed
the data to identify common
themes, correlation across
demographics, key lessons
learned.”
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Appendix B - Digital and analytics maturity

The paper includes references to the “maturity” of
the functions with regard to digital and analytics, and
while the way maturity is defined and measured can
be subjective and may differ based on the availability
of datapoints and assessment approach followed,
we used a proprietary methodology to ensure
consistency and allow us to benchmark against our
previous survey.

As part of our analysis of the survey responses, we
were able to classify the maturity of the Internal Audit
functions based on four key factors:

01. People and skills

02. Process

03. Applications of analytics
04. Technology

A six-point scale was used to measure the maturity;
from ‘None' - data analytics is not being utilised - all
the way up to ‘Innovating’ - using leading practices
across all elements of data analytics.

The results are presented in Figure B below.

The following points are worth being highlighted:

* When comparing against the results of both the 2018
Global Chief Audit Executive survey?, and the 2015
Survey of Internal Audit Analytics Maturity' we can see
a strong improvement in the UK market. Internal Audit
departments that have advanced across the maturity
scale the most, have promoted a strong data culture
within the team, have focused on delivering “value”
and insights for the function, and have worked closely
with the rest of the business, acting as an advisor.
This is helped break down key barriers that prevent
the usage of data analytics, such as capability within
the team and access to data.

As our paper argues, over the next three to five years
we expect to see a maturity drive, driven in part by
the true “democratisation” of data and analytics within
Internal Audit. From planning and risk assessing to
testing and reporting, all parts of the audit lifecycle
can be enhanced using analytics and intelligent
automation. The barrier to entry is lower than ever
before. Whether it is building dashboards with Key
Risk Indicators (KRIs) using a visualisation tool (such

as Tableau) or creating predictive models, recent
advancements made to tools and analytical software
packages have put strong technical capabilities at
everyone's fingertips.

* The graph clearly shows what we have pointed

out separately in the paper, that is, innovation and
maturity is not solely the privilege of the larger
functions; we have encountered some great examples
of true value-driven auditing, strong

data culture and digital innovation in functions across
a wide range of sizes or budgets.

"As our paper argues, over the

next three to five years we expect
to see a maturity drive, driven in
part by the true “democratisation”
of data and analytics within
Internal Audit.”
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Appendix C — Definitions and glossary

Digital: The integration and embedment of digital
assets or enablers (disruptive technologies, channels)
to transform and automate existing operational
processes, and increase the value offered to
stakeholders.

Data analytics: Analysis and interrogation of data
sets to identify anomalies, trends or potential issues
for further investigation. The objective is to enhance
the level of assurance provided by Audit, through
higher quality of evidence, increased depth of testing
and better indicators for controls issues - current and
predicted.

Data science: An umbrella term for a group of
technigues and methods, including machine learning,
forecasting, text analysis, predictive analytics, network
and cluster analysis and multivariate statistics.

Data visualisation: The representation of data in
a graphical format, usually in the form of a chart or
diagram.

Process mining: The analysis of a process in a visual
manner, based on an event log, in order to derive
insights and recommendations.

Robotic process automation: “RPA” or “Robotics” are
the terms used to describe human interactions which
have been automated to complete a task based on a
defined set of instructions.

Simple analytics: Ad-hoc and non-repeatable
analysis, predominately using spreadsheet applications
such as Microsoft® Excel®.

Intermediate analytics: Analysis performed

using software packages designed for Internal Audit
Analytics. These tools usually have a graphical interface
similar to a spreadsheet and can perform complicated
analysis via user-friendly dialogs. Basic automation

can be achieved in order to perform analysis on a
repeatable basis.

Advanced analytics: The use of database
environments and/or data science packages allowing
for more complex and in-depth analysis. These tools
enable users to run analysis on a server, removing the
need to store data locally. Analysis can be performed
on a continuous basis and in some cases real time.
Descriptive analytics: Summarising historic data to
better understand what has happened.

Diagnostic analytics: Analysis of past results to
understand not only what happened but also the
reasons behind the results.

Predictive analytics: The use of statistical models
based on historic data to predict possible outcomes of
a scenario.

Prescriptive analytics: A combination of
diagnostic and predictive analytics which create
recommendations of future activities based on
predicted outcomes.

Cognitive analytics: The blend of artificial intelligence
and traditional data analytics to mimic human
interactions with specific tasks. These techniques learn
from past inputs to become more efficient.

Structured data: Data stored in a standard and
expectable format, such as rows and columns.
Unstructured data: The exact opposite of structured
data, a collection of data which does not follow a
predictable pattern. This could be an email, an audio
file or a business document.
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Appendix D — External sources/references

Deloitte | 2018 Global Chief Audit Executive
research survey, Deloitte, 2018

. ASurvey of Internal Audit Analytics Maturity

in Financial Services; Deloitte LLP; 2015

. Optimising internal audit: Developing topflight

teams; Deloitte LLP; 2021

. As we have presented in: Confronting

Uncertainty - 2021 Hot Topics for IT Internal
Audit in Financial Services; Deloitte LLP; 2020

Internal Audit 3.0; The future of Internal

Audit is now; Deloitte LLP; 2018


https://www2.deloitte.com/bg/en/pages/audit/articles/global-chief-audit-executive-research-survey.html
https://www2.deloitte.com/bg/en/pages/audit/articles/global-chief-audit-executive-research-survey.html
https://www2.deloitte.com/content/dam/Deloitte/cz/Documents/deloitte-analytics/deloitte-uk-fs-ia-analytics.pdf
https://www2.deloitte.com/content/dam/Deloitte/cz/Documents/deloitte-analytics/deloitte-uk-fs-ia-analytics.pdf
https://www2.deloitte.com/content/dam/Deloitte/br/Documents/risk/deloitte-optimizing-internal-audit.pdf
https://www2.deloitte.com/content/dam/Deloitte/br/Documents/risk/deloitte-optimizing-internal-audit.pdf
https://www2.deloitte.com/uk/en/pages/financial-services/articles/hot-topics-it-internal-audit.html
https://www2.deloitte.com/uk/en/pages/financial-services/articles/hot-topics-it-internal-audit.html
https://www2.deloitte.com/uk/en/pages/financial-services/articles/hot-topics-it-internal-audit.html
https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Audit/gx-internal-audit-3.0-the-future-of-internal-audit-is-now.pdf
https://www2.deloitte.com/content/dam/Deloitte/global/Documents/Audit/gx-internal-audit-3.0-the-future-of-internal-audit-is-now.pdf
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