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INntroduction

Deloitte has long understood the importance of using
data to enable fast, confident decision-making, and
enable pioneering actions. Our teams work closely
alongside diverse industries, geographies, organisation
types and sizes to imagine, deliver, and run the future.
In 2017, recognising that data and analytics were

as important to an organisation’s bottom line and
business operations as more traditional functions, we
launched our first annual Insight Driven Organisation
(IDO) Survey in the United Kingdom. The aim of this was
to quantifiably understand what business challenges
organisations were facing, and how they were — or were
not — using data to shape their future.

Meanwhile, alongside the organisations we work with, we continued to learn and evolve.
Artificial Intelligence (Al) began to change the way we work, communicate, make decisions,
and interpret things, with the world now firmly in the age of machine intelligence. This
power of automation and artificial intelligence is the power to re-imagine how everything is
done.

This year, we are pleased to present the results of our third IDO Survey. It represents two
major shifts: our results being global, with responses across geographies spanning Asia,
the Middle East, Europe, and North America, and a focus on not just data and analytics,
but also Al capabilities. Combined with a year that has changed the world faster and in
different ways than ever before, we wanted to understand how our respondents had

felt the shift in their data, analytics, and Al capabilities. Did their analytical projects and
budgets reduce in priority? How are they able to use analysis and data-driven insights to
respond to the challenges of the pandemic? What are their biggest barriers?

While foundational data and analytical capabilities are important, these are no longer
sufficient on their own - innovation today is fast and sophisticated. Adaptability and the
ability to scale analysis are no longer competitive advantages - they are necessities. This is
well-reflected in our survey respondents sharing with us that despite a turbulent past year,
analytical budgets and priorities have not seen significant change. Rather, data, analytics
and Al are seen as leading capabilities to help organisations recover from the global
pandemic and its effects.

We thank our respondents for their willingness to share their journeys with us. As ever,

we hope that the results of this survey will help you ask the right questions, assess your
current analytical and Al capabilities, and make the competitive advantage yours.
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Andy Gauld
IDO Global Proposition Leader

This past year we have seen huge disruption

in the ways in which people and businesses
interact, the types of services being delivered,
and the channels through which these services
are secured. There has been a seismic shiftin
expectations as customers, as employees and
as citizens, as their understanding and maturity
increase. External factors as well as changing
business models and services pose significant
threats to organisations - but none so risky as
‘do nothing’.

Building on from our previous Surveys, this
report offers food for thought and highlights
the positives, the concerns organisations are
facing as they continue on their journey in
expanding data, analytics and Al capabilities.
Most know where they want their analytics and
Al organisations to be, and the insights in this
report will offer new perspectives, help define
what additional capabilities and methodologies
are required to achieve this, and help structure
the way forward in an uncertain world.

Methodology

This is the third IDO Survey released by
Deloitte, conducted online in the second
half of 2020. Over 300 respondents
participated globally, from across a range
of industries, organisation sizes, and
countries.

Our respondents are senior leaders with
decision-making responsibility for their
data, analytics and Al organisations, based
across Canada, China, Denmark, Finland,
Germany, the Middle East, Singapore,
Switzerland, and the United Kingdom.

To join our panel of respondents for
next year or for more information on the
Survey, please contact Andy Gauld at
agauld@deloitte.co.uk.
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e Respondents

Respondents

Who took the Global Insight Driven Organisation Survey?

The Global Insight Driven Organisation Survey FY2020/21 was run in the second half of
2020, with respondents based across Canada, China, Denmark, Finland, Germany,

the Middle East, Singapore, Switzerland, and the United Kingdom.

Figure 1. Geographic Coverage

The majority of the Survey respondents’ organisations operate in Europe, one in
five having operations in the Middle East and Asia, and over one in ten having global
operations. The figure below shows the geographic range of the regions in which
respondents’ organisations conduct business.
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Responses to the Survey came in from a diverse range of organisations in terms of financial
revenue and turnover: smaller organisations with annual revenues of 50 million USD or
below represented 26 per cent of all respondents, mid-sized organisations with annual
revenue between 50-500 million USD represented 29 per cent of responses, and large
organisations with an annual revenue of 500 million USD and above comprised the final

45 per cent.

Figure 2. Organisation Size
The Survey largely had responses from medium-to-large sized organisations, with two-
thirds of all respondents reporting annual revenues of 100 million USD or above.
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The largest proportion of our respondents were from Government and Public Service
organisations (40 per cent), followed by Financial Services and Insurance (22 per cent).
Private Sector responses were split across Power, Utilities, and Renewables (6 per cent),
Technology (5 per cent), Retail, Wholesale, and Distribution (4 per cent), Consumer
Products (4 per cent), and Real Estate (3 per cent), representing a total of 22 per cent

of all respondents.

Figure 3. Organisation Industry

The largest proportion of survey responses were from Government and Public Services
organisations, with Financial Services and Insurance and the Private Sector representing

just under a quarter each of the total respondents.
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Other

40 per cent of all respondents report that the Finance, Accounting, and Tax domains are
amongst their most analytically mature business functions, closely followed by Operations
(34 per cent). More interestingly, a third of all respondents reported that their business
strategy and development function is one of the most mature users of data and analysis,
to develop and drive the strategic vision and outcomes for the entire organisation.

Figure 4. Most analytically mature business functions

While traditionally data-focused business functions such as Finance, Accounting, Tax,
Operations, Sales, Marketing and Advertising, and IT are likely to be more analytically
mature, it is heartening to see that functions like business strategy and development,

and new product development and R&D, are also increasingly data-driven.
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20%

Supply chain /
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Other
15%
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15%

Regulatory
compliance
1%

Source: Deloitte, Global Insight Driven Organisation Survey, 2020/21
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@ Strategy

Stratergy

Establishing the right analytics and Al strategy and
ownership

Understanding the Value of Analytics and Al in Decision-Making

Previous Insight Driven Organisation Survey Reports (published 2018, 2019) found data
and analytics capabilities had become increasing crucial to organisations: in the 2018/19
Survey, less than 9 per cent of our respondents reported their organisation’s senior
leadership disagreeing with the crucial role of analytics to their organisation’s success.
This year, we wanted to understand whether the same importance is accorded to Al

as well: 32 per cent of all respondents recognise that analytics and Al are critical to the
success of their business, and believe that this understanding is widely shared across
their organisation. A further 65 per cent of organisations have a formal strategy for these
within some business units or some stakeholders that recognise the strategic importance,
though there may be limited wider support. Only 3 per cent of organisations believe that
analytics and Al are of no strategic importance to them, or do not know the strategic
importance. A further one in every four of our Survey respondents would prioritise
improving data, analytics and Al capabilities ahead of all other competing priorities.

Figure 5. Return on Investment (Rol) from Analytics and Al

Only half of our respondents felt confident that new analytics and Al initiatives were
providing high or exceptionally high return, with 7 per cent expressing concern that
their analytics and Al initiatives were leading to poor returns.
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Source: Deloitte, Global Insight Driven Organisation Survey, 2020/21
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Figure 6. Measuring the Value of Analytics and Al

45 per cent of respondent’s organisations primarily think about analytical projects as
part of wider solutions and functions, and measure the success of analytics and Al only
as part of these wider solutions and functions. Less then 10 per cent of respondent
organisations have a consistent and systematic mechanism with clearly defined metrics
to measure analytical Rol.

1. We do not know how to measure the value of our analysis 19%

2. We know how to measure the value of analytics and Al, but do not regularlydoso  12%

15%

3. We primarily think about analytics and Al as part of wider solutions / functions
and measure their value as part of these wider solutions / functions

4. We sometimes think about analytics and Al as distinct functions and measure
their value

5. We have a consistent, systematic mechanism and performance metrics to

0
measure this ROI 8%

Source: Deloitte, Global Insight Driven Organisation Survey, 2020/21

Despite all of our survey respondents have ownership of their analytical functions and
being involved in executive decision-making around analytics, only half of them felt
confident that their new data and analytics initiatives provided high or exceptionally high
return. A third were ‘neutral’ about the Rol provided by analytical initiatives, and 7per
cent expressed concern that their analytics and Al projects were actually leading to poor
returns.

Part of the challenge expressed above around difficulties with tracking and measuring
the output of analytics may be caused by the fact that the vast majority of organisations
tend to think about, and measure, analytical outputs exclusively as part of the wider
solutions and functions that they contribute to, rather than having specific metrics and
measurement methodologies in place to measure analytical Return on Investment. There
is a greater tendency for organisations to lack maturity in this area and struggle with
defining how to measure analytical outputs, as well as with regularly and consistently
enacting these measurements.

What does success look
like?

Organisations often find it difficult

to measure and demonstrate the
value of analytical projects back to
the business. We have found that this
inability to demonstrate ROl usually
stems from one of 3 root causes:

* The project is not aligned to
business needs or designed to
answer a specific business question

* Despite a well-executed project,
the business has not adopted the
insights or the solution in BAU

* Unrealistic expectations were set in
terms of results, timelines, outputs
or user-experience

These do not necessarily mean

that the analytics or Al itself were
unsuccessfully executed. Rather,

it is key to define upfront which

value drivers an analytical projectis
working towards, such as generating
new revenue, reducing cost,
regulatory compliance, capability
building, efficiency improvement, risk
reduction, or others. Each initiative
should be aligned to one or multiple
value driver(s), and leverage the most
appropriate analytical or Al solution
to meet the business and value
objective.

Value creation from Al inevitably
involves trying and testing new
ideas. It is important to share both
successes and failures, in both cases
understanding what worked and
what didn't, and using this insight

to evolve your proposition and
operations.
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Analytical Function Ownership

In previous Surveys, we have observed wide variations in analytical function ownership
models. Only 15 per cent of our 2017/18 respondents had a Chief Data Officer or a Chief
Analytics Officer, with the most common analytical champions being individual business
unit heads, at 40 per cent. We felt that this lack of clearly defined, communicated and
empowered owner for analytics, crucial to its success, was a fundamental missing building
block. By 2018/19, almost 70 per cent of our respondents have reported having a clear,
senior executive formally leading the analytical agenda, with a similar percentage in this
year's Survey. We believe that this is further enabled by many boardroom leaders and
senior executives being analytically aware, and driving analytical insight and an analytical
mindset across their organisational culture- over 60 per cent of our respondents this year
indicated that data is a crucial part of decision making culture at their organisation.

Figure 7. Analytical function ownership over the years

While multiple ‘leaders’ of the analytical function remain the single most common
response in this year's Survey (approximately one in every four respondents), Gsuite
ownership has increased. Business unit heads, CIOs, CEOs, CDOs, or other Clevel
leaders are the most likely to lead their organisation’s analytical function.
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Source: Deloitte Insight Driven Organisation Survey, 2018/19
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No single leader - different

26%
people lead different aspects °

Business unit heads

Other C-Level
ClO (Chief Information Officer)
CEO (Chief Executive Officer)
Other

CDO (Chief Data Officer)

No visible and active
analytics leadership

COO (Chief Operating Officer)

CTO (Chief Technology Officer)

CAOQ (Chief Analytics Officer)
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2020/21 responses to the question, ‘Which best describes who
champions analytics at your organisation?’

Source: Deloitte, Global Insight Driven Organisation Survey, 2020/21

COVID and the Analytics and Al budget

Despite a strained year and significant periods of uncertainty for the vast majority of
organisations across the world, most of our Global IDO Survey respondents did not see
their organisation’s investment in analytics decrease. Rather, investment in analytics
remained the same as pre-pandemic levels (49 per cent of respondents) or increased over
the last year as compared to pre-pandemic budgets (46 per cent).

Figure 8. Impact of COVID-19 on Analytical Budgets

Interestingly, COVID-19 has overwhelmingly not had a negative impact on analytical
budgets, with half of respondents reporting no change and most of the other half
indicating that their budgets have increased due to the global pandemic. Thisis a
strong reflection of the wider understanding of the importance of analytics, across
organisations and executive teams.

% of respondents

Decreased
5%

Increased
46%

Source: Deloitte, Global Insight Driven Organisation Survey, 2020/21
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000

AR

People

People

Attracting, growing and retaining analytical talent
and knowledge

Team Sizes and the Skills Gap

Sourcing data, analytics and Al skillsets in a competitive market is one of the key
challenges for analytical function owners - especially when a large range of different
skills is required. For small to medium-sized organisations (revenue under 500 million
USD), analytics teams can be as big as up to 15 per cent of the overall organisation size.
With larger organisations (those with annual revenues of 500 million USD or more), the
proportionate size of the analytics team tends to shrink down, to an average of between
1-3 per cent of the total organisation size. In this year's Survey, we asked our respondents
which skills are in shortest supply at their organisation. Most respondents are looking to
increase their team'’s technical abilities in skills and technologies such as Al, data science,
data engineering and analysis skills, but there is also significant interest in growing
communication, business analysis, and business partnering capabilities.

Figure 9. Most Common Skills Required

While Al, data science, and data management, engineering, and analysis remain
the most sought-after skills, close to a third of responses also sought to increase
their team’s communication and story-telling skills, enhance visualisation and user
experience knowledge, and improve their team’s business domain and business
partnering.
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Sourcing Talent .
Survey respondents report a wide variety of challenges in obtaining the appropriate Leveragmg Talent
analytical talent to ‘close the gap’, and deliver data-backed insights useful to their business. Ecosystems

As seen above, the skills gap is multi-disciplinary, across technical, analytical, business
domain knowledge, storytelling, and visualisation skills. By far, the most preferred method
to address this is to upskill current employees, with a third of respondents sharing this

as a typical approach to improving analytical capability. In-house recruitment is also
common, along with partnerships and third-party suppliers for specific, defined projects
and short-term capability uplift.

The amount and diversity in
capabilities required to keep up

with both internal and customer
expectations, and a dynamic and
rapidly changing environment, can be
overwhelming. Developing a network
of partners from a cross section of

Figure 10. Typical Sources of Talent industry, government, research and

Upskilling employees is the most preferred method to grow an organisation’s analytical technology faculties can take some

and Al talent, preferred by 61 per cent of responses. Partnerships and short-term of the pressure off constructing all

third party suppliers closely follow this, at 43 per cent and 41 per cent of responses these capabilities internally. An IDO

respectively. Specialised analytical recruiting teams are uncommon, and 6 per cent of ecosystem enables for innovations

responses indicating an inability to source the appropriate talent required. to be driven in technology, products
and services and within talent and

100 the organisational structure. Some
examples include:
30 * Adata eco-system includes

both the data suppliers and
data brokers, and also the data
distribution networks.

61%

* An analytics eco-system includes
both the technology, but also the
people and related organisations
performing similar analysis.

% of respondents

* A business eco-system is based on
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Source: Deloitte, Global Insight Driven Organisation Survey, 2020/21

A talent eco-system is made up
of relationships with universities,
business schools, professional
associations and innovation hubs.
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Supporting the Wider Organisation and Teams in an Unprecedented Year
Unexpectedly, given the lack of impact to analytical budgets over the last year, over a third

of our respondents are not actively using analytics and Al to help their organisation respond
to challenges posed by the COVID-19 pandemic and its effects, with only 1 in every 10
respondents using analytics and Al to help inform their recovery and response strategies.
However, a fifth of our respondents have had to prioritise only those analytical projects with
the greatest value, and an additional 7 per cent have already begun rebuilding their analytical
models to adapt to the ‘'new normal.

There is a clear geographic distinction in these answers, with Middle East and Asia
respondents most likely to have had to prioritise critical projects, North American
respondents most likely to use Al and analytics to enhance internal remote working or to

have prioritised critical projects, and European respondents most likely to not be making as
much use of analytical and Al capabilities (over half of European respondents report not using
analytics and Al to respond to challenges posed by the global situation as a result of COVID-19,
and only 19 per cent deploying their analytics and Al capabilities more widely as a result).

Figure 11. Use of Analytics and Al to Respond to COVID-19, and Changes to
Workforce

Globally, the average organisation is not yet using analytics and Al to respond to COVID-19
and concomitant challenges. However, one in every four organisations has had to prioritise
their analytical initiatives, focusing only on those expected to produce the highest value.

A large proportion of respondents are also looking to automation to support their
workforce,capability, or beginning to retrain their workforce.
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Process

Process

Overcoming challenges to build sustainable and
repeatable insight delivery

Barriers to becoming insight-driven

Every year, we ask our respondents what their biggest barriers are across the end-to-end
analytical process. While respondents do percieve a range of steps across the analytical
process as barriers, there are clear common hotpots - in previous Surveys, the three
biggest challenges were around managing data, implementing analytics, and embedding
analytical results into business processes,. This year, the most common barriers have
shifted from the focus on ‘doing good analysis' to early-stage scoping and prioritising
projects, and ongoing and late-stage tracking and measuring the output of analytical
endeavours.

As in previous years, an industry alignment remains when it comes to analytical challenges,
with our Government and Public Sector clients likely to experience the same difficulties
as their cross-industry counterparts, but a higher proportion than average expressing
difficulties with building analytics (especially efficient and effective delivery of information
and analytics implementations). There is likely something to learn in this space from their
Financial Services and Insurance counterparts, who are largely content with their ability to
design, build and scale analytics but expressed particular challenges with communicating
the value of analytics. Our Private Sector respondents expressed similar concerns
around tracking and measuring analytical outputs, and were also more likely to express
concern with the upfront definition of analytical programmes, especially with scoping and
prioritising works.

Part of the challenge expressed above around difficulties with tracking and measuring
the output of analytics aligns to the earlier insight shared in the Strategy section of this
report, which showed that organisations tend to think about, and measure, analytics and
analytical outputs as part of the wider solutions and functions that they contribute to,
rather than having specific metrics and measurement methodologies in place to measure
analytics Return on Investment (Rol).
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Figure 12. Biggest Analytical Challenges

Almost half of all responses indicated challenges with tracking and measuring the
output of analytical projects. Overall, communication and tracking was felt to be the
most challenging area, followed by defining and scoping analytical work, and then
scaling.

Defining and Scoping ' o .
Analysis Scoping and prioritising projects

Shaping strategy 26%
Understanding analytics -
Converting pilots to projects 26%
Designing and Prototyping : ) : 5
Analytics Converting pilots to projects 21%
Initiating successful projets 14%
Developing pilots 28%
Building Analytics Managing your data 30%
Delivering information e.g. data
warehousing A
Implementing analytics 31%
Amplifying intelligence through 2320
cognetive technology
Automating manual processes -
Communicating Analytics Tracking and measuring the 26%
and Tracking output of analytics
Communicating value
Optimising insights
None of the Above None of the Above 4%

Source: Deloitte, Global Insight Driven Organisation Survey, 2020/21

Delivery Methodologies

At the same time, as organisations begin to work towards bringing together analytical
teams from across the business under clearly defined analytics leadership, we wanted to
understand what the analytics delivery process looks like for most businesses. Currently,
22 per cent of respondents adopt agile processes and procedures for delivery of analytics
and Al solutions (especially likely to be those organisations that work within Financial
Services and Insurance, or those within the Technology, Media and Telecommunications
industries), and 62 per cent adopt a hybrid agile or waterfall methodology. Only 16 per cent
of respondent organisations use purely waterfall delivery processes, with Healthcare and
Government and Public Sector clients most likely to contribute to this group. This is not
surprising for organisations who have safety-related requirements, relatively more strict
governance procedures or are likely to have legacy processes in place: but we expect this
to change, especially in a post-pandemic world where change is more rapidly required than
it has been in the past.
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Communicating and Changing the Mindset

Given the complexity, specialist nature and novelty of Al as a discipline, becoming an IDO requires multiple layers of
collaboration, communication, education and change management to support it. Technology has moved away from big,
monolithic technology systems that we're used to, to tiny, highly agile, very sophisticated, very clever changes. That means that
we are moving from a world of sort of managed monolithic change into a world of massively distributed change. It happens in
very small, very fast, very sophisticated increments.

The business practices of corporate planning, organisational structure, job design, goal setting, and management were largely
developed in the (first) industrial age, and companies need to revise these to keep up. Some tips for organisations looking to
evolve a culture of embedded analysis and Al:

Immerse - Showcase the capabilities of Al technologies that Collaborate - Break down operational silos as you
are being proposed within the business. This will help drive look to leverage your investment and Al technologies.
adoption by giving employees an understanding of what's Data must be promoted as a shared asset across the
going on in the background. What are the features and organisation yet never at the expense of creating a
variables that the model is using? How can the technology 'single version of the truth’.
help enhance their day-to-day role?

Educate - Education begins with open
conversations, which aim to eliminate
misconceptions. Build a compelling picture of the
future, with a clear benefits case, that will steer
people in the right direction, align them behind a
common goal and motivate them into action.

Advocate - Get the right team from across the
business together to deliver the solution, and
plan the activity and support needed to make the
change land well. As circumstances change, be
open to monitor and shift direction if required.

Mobilise and Monitor - Develop a cohort of leaders
across the business who are advocates for the
programme and who clearly, consistently and powerfully
articulate the need for change. Identify key figures
across the business to create a ‘pull’ and develop real
business ownership of the change ahead.

Strategise - The location of your Al function within the
organisation is paramount to breaking down walls. Strong
executive sponsorship will determine your ability to deliver
tangible cultural and organisation change.
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@ Data

Data

Well-governed and well-architected data to enable
trusted decision making

Managing and trusting data

In the 2017/18 IDO Survey, an astonishing 92.5 per cent of respondents indicated a lack of
root cause analysis, trusted insight, and overall data governance capabilities within their
organisations. We observed similar themes the following year, but at a lower scale, where
41 per cent of our respondents reported a lack of defined ownership and stewardship
roles throughout their organisation, or data quality issues being addressed reactively.

This year, we are pleased to see that there has been a clear shift: over one in five
respondents believe that their data quality and completeness is now high or very high,
and one in three respondents believes that this is at a medium level. Those who scored
their data quality as lower were most likely to be part of comparatively larger-sized
organisations, which goes some way in explaining challenges with consistently achieving a
high level of data quality, accuracy, and trust across the board.

Though the number of respondents with significant data quality challenges remains

large, it is a significant improvement over previous years as organisations begin to realise
how crucial good data governance and good data quality can be to increase efficiency,
transparency, accuracy, governance and trust to support better decision making. The next
challenge we expect for organisations will be understanding what datasets are required for
future Al projects, and the quality of these. For example, some solutions depend on access
to significant amounts of unstructured data that may have been retained for record-
keeping but was never intended for analysis. Accessible, reliable data will remain at the
heart of any analytical solution.

Figure 13. Data quality and completion levels

The average organisation has moved up the maturity curve when considering how
consistenly their organisation maintains the quality and completeness of its data.
Telecommunications, Media, and Technology organisations are most likely to rank their
capability highly in this area.
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Source: Deloitte, Global Insight Driven Organisation Survey, 2020/21
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Data Modelling

Part of this move towards better quality data and trusted insight might be as a result of
increasingly standardised, enterprise data models, essential in bridging gaps and reducing
‘blind spots’ such as excel spreadsheets and ungoverned analytical applications. 46 per
cent of our respondents report having no up-to-date data model or one that is still under
development, which likely means that data and information are not always available when
needed for insight and decision making. A quarter of respondents report that some users
or business units have a centralised managed repository for generating insights. The
remaining third of respondents report having a centralised, enterprise-wide data model
used by their organisation to access, add, modify, or delete structured and unstructured
datasets, with some additionally reporting having a steering committee to monitor and
update this model as required.

Looking to transform to an IDO requires understanding the intent of each application

and actively managing the organisation’s portfolio of products and services. Measuring
technology leaders on the ‘so what' elements of their team’s products and services help to
shift focus from a stack-centric view to a capability-centric view.

Cyber Security

The repercussions of a cyber attack can be devastating to an organisation’s reputation
and bottom line, and for leaders responsible for data-driven insights, cyber risk must be
top of the agenda. Demonstrating system security, regulatory compliance and good data
governance is now expected by customers, partners and shareholders alike.

The majority of our Survey respondents have implemented cyber security policies and
protocols, with over half of our respondents reporting that these are regularly tested
and monitored, and proactively updated where required, or all products and services are
securely built by design. Very few organisations report having inconsistent policies and
protocols (6 per cent of all respondents), and these are most likely to be represented by
respondents from Asia. Danish respondents, on the other hand, were most likely to have
leading cyber security policies in place.

Figure 14. Protection from Cyber Threats

Cyber security is clearly an important capability for our respondents globally, and
this is an area of high maturity for most respondents. Almost a quarter of all global
respondents build cyber security into their products and services by design.
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Source: Deloitte, Global Insight Driven Organisation Survey, 2020/21

Secure data and
platforms

Security issues have a potentially
significant impact on business

and can result not just in financial
losses but damage to reputation

and operational downtime. Risks
relating to data security should be
quantified and remedial actions
taken across the enterprise, including
considerations such as malicious
code, unauthorised access, improper
usage, loss or theft of equipment
and attrition. Risk assessments can
also act as an audit point for existing
controls, processes and behaviours.

Malicious Models

Machine-learning models may have
difficulty detecting adversarial
input—that is, data constructed
specifically to deceive the model. The
process of training machine-learning
models can itself be manipulated
with adversarial data. By
intentionally feeding incorrect data
into a self-learning facial recognition
algorithm, for instance, attackers can
impersonate victims via biometric
authentication systems.

In some cases, machine-learning
technology may expose a company
to the risk of intellectual property
theft. By automatically generating
large numbers of interactions with a
machine-learning-based system and
analysing the patterns of responses
it generates, hackers could reverse-
engineer the model or the training
data itself. Given the increasing
prominence of Al-based image
recognition, this is another area likely
to be a cyber-risk battleground in the
future.
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‘ Technology

Technology

Partnerships to support analytical innovation
and insight delivery

Vendor Landscape

Our respondents work with a diverse vendor landscape, as shown in Figure 15 below. Our
North American respondents are most likely to work with the Microsoft stack as well as
larger-sized vendors, while our Middle East and Asia respondents are more likely to work
with a varied range of small, medium, and large analytics vendors and technologies. Each
of our European respondents had a similarly wide range of vendor relationships, with the
Microsoft stack again proving the most common.

However, the vast majority of vendors that organisations are currently working with tend

to be data, analytics, and in some instances, automation and technology platforms: there
were very limited examples of true Al platforms and vendor partnerships. This reflects the
overall maturity of the market in terms of Al adoption and tooling platforms to support this.

Figure 15. Technology Providers

The Microsoft Stack was one of the most popular amongst our Survey respondents,

with 50 per cent of all responses indicating use of Microsoft PowerBl and 45 per cent
indicating use of Microsoft Azure. Tableau is the third most common toolset used, as
indicated by