What are the most important changes/additions?

NIS

NIS2
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Enforcement

Limited enforcement

No fines defined in the
directive

Fines of up to 10 million
euro or 2% of total
worldwide annual turnover
(for essential entities)

Management can be held
liable for infringements

Proactive and reactive
supervisionfinspections

The first EU-wide legislation

o with room for
interpretation...

..leading to a wide
divergence in its
implementation by
Member States

Less room for interpretation
and increased
harmenisation

Baseline for cybersecurity
risk-management measures
and reporting obligations

Focus on e.g. incident
handling, supply-chain
security, business continuity
management

Cooperation

Cooperation group

CSIRTs network
(Computer security incident
response teams)

EU-CyCLOMNe (European
cyber crisis liaison
organisation network)

Coordinated vulnerability
disclosure to ENISA database

Peer-review of Member
State cyber policies

Single points of contact

Scope

Operators of essential
services

Digital service providers
Member States responsible

for determining which
entities to include in scope

Essential entities
Important entities

Uniform criterion to
determine entities in scope

Entities with more than 50
employees or an annual
turnover over 10 million
euro (with exceptions)



