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Abstract 

The emergence of 5G networks is likely to fuel the growth 
in several industries, supporting a broad set of use cases 
and ultimately sparking a new era of enhanced digitalization 
that can transform both economies and societies. This social 
and economic importance turns security into a paramount 
component that should be regarded from the beginning 
of the 5G Transformation in order to mitigate eventual 
vulnerabilities and risks in networks that are expected to 
connect trillions of devices. 

This white paper identifies key security challenges that 
should be tackled by Telcos during the 5G Transformation 
while exploring the security related opportunities that are 
enabled. It also provides a high level perspective on Deloitte’s 
methodology to support Telcos successfully navigating 
through this journey in a ‘secure-by-design’ manner, thus 
tackling security weaknesses from Day 1 and enabling a 
secure 5G paradigm.
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Telco’s security paradigm on the 
5G landscape
What is the impact and what is happening to security during 5G adoption?

The emergence of 5G networks is expected to fuel 
the future growth in several industries and to 
transform both economies & societies, supporting 
a broad set of use cases and ultimately sparking a 
new era of enhanced digitization. This importance 
of 5G networks turns security into a paramount 
component that should be regarded from the beginning 
of the 5G adoption. To illustrate this relevance, current 
forecasts show that, by 2025, 29% of the mobile 
connections in Europe are to be made through 5G. These 
include connections of mission critical infrastructure, 
such as power grids remotely operated, which have 
demanding security requirements.
On top of having to handle billions of connected devices, 
5G creates additional security challenges that will have 
a significant impact on Telco's security strategy and on 
the requirements they need to address. The main 5G 
adoption impacts on Telcos’ security strategy can be 
summarized in 4 critical domains, represented in Figure 1.

5G adoption is a non-avoidable reality. Telcos need to be aware of both the security 
challenges they will face as well as the opportunities ahead in order to start defining now 
their future 5G security strategy.

Figure 1 – Main domains of 5G security transformation
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Graphic 1 - Forecast evolution of 5G growth on connections, population
and adoption 
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5G security impacts: Network 
Architecture
What are the 4G and 5G security synergies and adoption phases?

4G features

Phases Overview Security Capabilities(1)Network Architecture Evolution

5G enhancements

5G adoption requires new fundamental security mechanisms for Telco’s environment, which can 
lead to a higher network resilience and overall service security. The evolution from a legacy 
network to a 5G network will be a phased one, with each phase requiring additional security 
capabilities to be part of the architecture design strategy.

Typically, the first phase of the evolution is 5G Non-Standalone (NSA), in which most of the security 
mechanisms applied are similar to the ones in 4G but with enhancements. This is a transitional 
phase, adopted by Telcos that look for a gradual network transformation. For those who 
seek a more disruptive evolution, it is possible to evolve both the radio and core networks at once, 
enabling a direct upgrade from 4G to a fully 5G network, also known as 5G Standalone (SA).

Sources: NIST

Sources: 3GPP

(1) Cumulative – each phase keeps the capabilities required in previous phases

Figure 3 – Main differences and challenges between 5G NSA and SA

Figure 2 – Evolution of different network security features that will be enhanced with 5G
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5G security impacts: Network 
Architecture
How will 5G Standalone architecture impact security capabilities?

Following the principle of Secure by Design, 5G architecture strategy requires that risks for each 
network component are identified and addressed from the beginning. While 5G NSA is a progressive 
evolution based on 4G architecture, 5G SA will enable new network technologies and 
innovative designing approaches. However, it will also demand new security capabilities 
and solutions to address the threats that a service based architecture on the core network brings 
to a 5G SA environment, as presented in Figure 4.

5G evolution will impact the network from the core to the user equipment. Each 
domain can be responsible for different security threats, meaning that security is potentially 

impacted everywhere and should be considered a key design component from the start.

Telcos should adopt a “Secure by Design” approach when planning their 5G 
network architecture transformation in order to maximize network security from Day 
1 and prepare for the higher impacts of the 5G SA phase.

Sources: ETSI

Figure 4 – 5G Standalone integration between domains and main security threats

UENetwork domains
5G SA

Network Slicing

Slice 1: V2X

Slice 2: Enterprise

Slice 3: Industrial IoT

Slice 4: Augmented Reality

Slice 5: Gaming

E2E logical link
over 5G network

Security threats
per domain 
(Non-Exhaustive)

User Equipment Radio Access Network
5G RAN 5G

Core
Edge

computing

The number of 
devices are rapidly 
increasing. 
types of mobile 
equipment can be 
connected to 5G 
network such as 
sensors, IoT 
components, 
connect autonomous 
systems or eHealth 
devices.

Approach that 
brings computing 
power as close as 
possible to the 
data sources.
More locations 
and distributed 
computing power 
will increase 
security need at 
the edge of the 
network.

5G RAN introduced the 
baseband split into a 
Central Unit (CU) and a 
Distributed Unit (DU). The 
recent trend for HW/SW 
decoupling will transform 
RAN in a virtualized 
ecosystem and Open RAN 
enable multiple vendor 
equipment. The virtualization 
of RAN functions is changing 
the security concerns.

transformation, introducing CP/UP 
Separation (CUPS) that will provide a 

5G is a service based 
architecture for the core, which presents 
the interaction among the network 
functions. With the service based 

will not be able to apply and integrate 
cybersecurity mechanisms that were 
typical only present on the IT landscape.

- UE compromised
- Signalling storms
- Malicious SW
- Bot hijacking
- IMSI catching

- DoS attack on 
signalling plane
- Signalling storms
- Saturation attacks
- User identity theft
- Active/passive 
eavesdropping

- Capability exposure API 
attack
- Service based 
architecture & slice 
resource sharing 
increases security 
complexity

- Hijacking attacks
- TCP level attacks

- Distributed 
architecture raises 
number of entry points

- Saturation attacks
- Scanning attacks
- Man-in-the-middle attack

UDR UDM

ARPF

SEAF
N4

N3
N1N2

N1, N2, N3, N4, N6: 5G core interfacesRU: Radio Unit | UPF: User Plane Function

N6

SCMF

AF

Inter
PLMNs

UDSF CHF PCF SCP BSF SEPP

AUSF
RU/CU/DU

RU or CU/DU

Fronthaul

Fronthaul Midhaul Ba
ck
ha
ul

Backhaul

Backhaul

RU DU CU

CU/DU or CU
UPF

AMF NEF NSSF NRF N3IWF SMF

UPF

Data
Network

SMSF

Cloud

SDN/NFV

Distribution
of NFs/Apps

Centralization
of NFs

5G security is expected to also
result in increased complexity in the O&M



7

Securing Telcos' 5G adoption journey

5G security impacts: Operations 
& Services
Which shift will 5G adoption bring to security operational teams and services?

Besides the technical challenges already discussed, 5G also brings concerns and 
opportunities related to network operations & Telco’s processes. These concerns will 
require an organizational shift towards automated security processes, security-centric software 
development methodologies and flexible security services offerings.

5G will create multiple market opportunities to optimise network security operations 
& services. Telcos should anticipate them or may fail to capture 5G full value and be 
surpassed by their competitors.

Telcos' organizations will need to leverage the IT concept of DevOps with an increased focus on security, 
assisting organizations to grow with secure software development and operational capabilities (DevSecOps 
methodology). 
DevSecOps methodology will enable Telcos to:

The ‘Itzation’ of network operational teams with a higher security focus, will enable Telcos new and 
secure ways of managing the software centric network infrastructure landscape, with increased levels 
of flexibility and automation

•	 Introduce IT concepts on network security operations
•	 Have a secure software development approach

DevSecOps will be the standard

The set of 5G use cases can be so extensive that Telcos will struggle to secure them with a “one size fits all” 
approach. Instead, flexibility is required in order to enable different levels of security according to the clients 
and services needs. 
Cloud flexibility will enable Telcos to:

By offering flexible security levels, that can be easily tailored to the needs of each service and customer, 
Telcos can support new use cases and seize the opportunity for the capitalization of 5G

•	 Follow an ‘elastic’ security approach
•	 Provide tailored security levels to clients’ needs

Cloud networking will allow flexible security levels

5G will increase network complexity leading to a critical need to improve time-consuming and prone-to-
errors security processes. To cope with this, network automation & orchestration capabilities will need to be 
introduced along 5G adoption. 
Network automation will enable Telcos to:

To take full advantage of 5G, Telcos need to increase their automation mechanisms in order to enable 
a closed loop zero touch operational approach supported by threat intelligence analytics and auto 
remediation capabilities

•	 Reduce operational costs of network security
•	 Decrease response-time to threats and attacks

Security operations based on automated processes
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5G security impacts: Regulations 
& Standards

Telcos will need to be in close contact and pro-actively support policy makers and 
standards organizations in order to be better prepared to tackle the potential new 
5G adoption security requirements.

How will 5G regulations & standards impact Telcos’ security strategy definition?

Policy makers and standards organizations are expected to address society concerns 
related to 5G adoption, such as privacy and data protection. Effort for the compliance with new 
regulations and standards is expected to increase considerably with 5G introduction. The 
diversity of entities involved can make it difficult for organizations to be always on track of the latest 
updates.

Consumers require that 
their communications are 

secured and that data 
remains private

International and local 
organizations specify 
regulations that should 
be addressed by the 5G 

ecosystem

Industry groups 
collaboratively draft 

principles and practices to 
address the regulations

Regulations 

Compared to 4G, an increased attention on regulations defining how 5G networks 
should operate is expected. A key reason for this is that 5G use cases are more oriented to 
Enterprises and Government verticals. This leads to a higher focus of policy makers, that together 
with standards organizations, are expected to address society concerns related to 5G secure 
adoption.

Regulations for privacy and data protection can be achieved in 3 phases:

Definition of standards and technical specifications is an interactive process:

Standards 

5G service providers should work closely with standards organizations to develop a 
consistent E2E security framework that should be followed by all in order to maximize 
security across the industry.

3GPP

for complete end-to-end systems

Standards Orgs
Telecom standards that should be
adopted by the 5G stakeholdersGeneral policy and strategy

Telecom Standards
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5G security impacts:  
5G Ecosystem

Telcos should be pro-active on engaging and orchestrating the 5G ecosystem in 
order to drive alignment towards a holistic and homogeneous approach that increases 
security levels of all involved parties.

Who will be involved in the 5G transformation and what challenges are expected?

The diversity of 5G ecosystem has the potential to boost innovation and will require a cooperation 
mentality between different stakeholders. This heterogeneity can positively impact network security 
innovation but it may also increase security risks due to different security requirements, 
features and solutions from all involved parties.

Therefore, there is a need to define and develop a common framework, applicable to the 
entire ecosystem, that addresses and supports the orchestration of common security challenges.

Multi-technologies, multi-solutions 
and multi-domains that will lead 
to a heterogeneous interface 

landscape

Increased entry points on the 
network and solutions from several 

HW/SW vendors

Existence of several policy makers and 
standards organizations increases 
the challenge to guarantee the 

alignment of the entire ecosystem

Main stakeholders in the 5G landscape

Main Security Challenges
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Figure 5 – 5G Ecosystem Stakeholders
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Tomorrow

Planning & Design

strategy, roadmap and 
envisioned use cases

5G Non-Standalone
Deploy 5G NSA infrastruc-

security policies are in 
place

5G Standalone
Implement the right skills, 
tools and operational 
processes to enable 5G SA 
security

Telco’s typical readiness level
regarding 5G cyber security

Some Telcos might opt to jump
directly to the SA stage

Turning 5G security strategy into 
business reality
How 5G adoption will impact Telco’s network security transformation?

The 5G adoption represents a fundamental change in the Telco’s environment, thus 
requiring a structured approach to tackle the security challenges along the way. It is critical to: (i) 
start defining the 5G cyber security strategy since day 1, (ii) have a complete visibility of the new 
5G security features as Telcos progress in this transformation, (iii) understand the infrastructures 
impacted and (iv) define the adequate network security tools development roadmap.

Telcos will be facing a multitude of security challenges in their journey to 5G SA, being 
crucial for them to define a structured approach that considers all key domains of 
the transformation in order to tackle such challenges.

Typical 5G Secure Adoption Key Phases

Figure 6 – Representation of the phases for 5G Secure Adoption 
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Turning 5G security strategy into 
business reality
How can we support Telcos strategizing this transformation?

It is crucial to constantly understand what is the position of the Telco in its 5G adoption 
journey, how to keep the core domains progressing in parallel under a single vision and how to 
maintain the pace and the strategic direction.

Deloitte has defined an agile approach that is the basis of an assessment that can identify 
Telco’s readiness towards a fully secure 5G network. Based on the outcomes of the 
assessment and on Telco’s strategy for 5G, Deloitte is able to identify a set of recommendations 
to improve the current 5G Cyber Security strategy.

To have a clear view on Telcos cyber security needs, Deloitte’s framework includes support 
for assessments based on industry reference practices, standards and guidelines like EU 
Toolbox, ISO 27001, ISO 27005 or NIST Cybersecurity Practice Guide.

Our framework will support the assessment of the 5G security in all its domains 
enabling an exhaustive identification of the steps needed to drive a secure 5G 
adoption.

Cyber
security

Where are we?
Understand what is the current position of the 
Telco in the 5G adoption journey and if it is 
aligned with the cyber security strategy vision

How to keep the core domains together?
Guarantee that all core domains of the security 
transformation are moving in parallel and according 
to a single vision

How to keep motion?

transformation moving at the right pace and to the 
right direction

Assess

Recommend

Netw
ork

Arc
hite

ctu
re 5G

Ecosystem

Operations

& Services Regulatio
ns

& St
andard

s

Deloitte’s
Cyber

Strategy
Framework

EU Toolbox of risk mitigating measures for Cybersecurity, ENISA and 3GPP standards

ISO 27001: information security management controls

ISO 27005: risk assessment management standard 
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How can Deloitte help clients 
safely navigate 5G?
Deloitte combines the strengths of all practices including thought leadership, talent, resources, 
and global reach. This allows the firm to provide clients with unique insights, leading edge 
ideas/methods, actionable analysis, recommendations, and extensive hands-on implementation 
experience – all firmly grounded in deep industry knowledge and focused on business impact.
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Deloitte is unique in its service offerings 
in the Network Engineering and 
Cybersecurity domains, associating 
high technical expertise with business 
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tools & accelerators in the 5G area 
that can help our clients reach their 
goals faster than the competition
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