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Executive overview | Cyber threat trends 2023
The following report highlights overarching cyber trends and emerging issues from January 1, 2023, to December 31, 2023.

Most impactful threat actor Most trending threat actor H|gh||ghts

* Ransomware affected 66 percent of organizations in 2023.[112] Law enforcement

LockBit Volt Typhoon agencies globally continue to apply pressure on ransomware groups and Deloitte CT!
observed a decrease in the number of ransoms being paid. [7]

Category e—e Cybercriminal Category e—e Nation-state affiliated * |dentity-based initial access techniques are prevalent. Abuse of valid credentials in 2023
| | accounts for 44.7 percent of all data breaches, up from 41.6 percent in 2022. [15]

Motive e—e Financial gain Motive e—e Corporate and political gain Protecting valid credentials is paramount for security; this technique facilitates multiple
| | steps in the intrusion chain.

Likelihood e—e Probable Likelihood e—e Probable  Threat actors continue to mix new and old techniques. Deloitte teams identified malware
| | spreading through infected USB drives, and threat actors using old source code to create

Impact o—e High Impact e—e Moderate new variants of Mirai and Bashlite to target comparatively new Internet of Things (I0T)

infrastructure. [1]
Volt Typhoon lifted the defense evasion bar with their

living-off-the-land (LOTL) techniques. They perform
stealthy cyber espionage campaigns across multiple
industries. [107] .

LockBit is agile, evading law enforcement and targeting
all industries globally. LockBit operates a very successful
Ransomware-as-a-service (RaaS) model. [3]

Assessment

Despite a decline in ransomware payments being
made globally, Deloitte CTl assesses with high
confidence that ransomware will remain a
formidable threat in 2024. As ransomware tactics
become increasingly complex and negotiations

Ransomware Dynamic Link Library (DLL) abuse more aggressive, we expect to see more groups
employing the double and triple extortion tactics
Tactlc e—e TA0040 Tactlc e—e TA0002, TAOOO4, TAOOO5 in a bid to pressure payment.
i I * Deloitte CTl assess with high confidence that
Likelihood e—e Likely Likelihood e—e Likely sophisticated threat actors will continue to use
| | zero-day vulnerabilities to target multiple
Impact e—e Severe Impact e—e Moderate organizations. Software companies that dominate

the market are particularly attractive, as threat

Ransom demand reached up to $80 million in
2023, but in an encouraging trend, some
businesses - in collaboration with law enforcement
- are no longer paying the ransom. [2]
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Operations noted Dynamic Link Library (DLL) abuse
through infected Universal Serial Bus (USB) drives,
highlighting the persisting trend of threat actors re-using
old methods and infrastructure. [1]

actors can leverage a single vulnerability affecting
multiple organizations, fuelling concerns around
the risks of supply chain compromise.



Cross-industry threat vectors | Trends

During 2023, Deloitte CTI observed several overarching, cross-industry threat vectors, not specific to threat actor type. This slide illustrates the global impact of
ransomware, data breaches, globally trending malware trends, and our observations from underground forums and marketplaces.

Ransomware

Details
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Impact

—e High

Likelihood e—e Probable

Ransomware operators continue to use double-
extortion tactics across all industries globally, with the
US emerging as the most targeted country in 2023.
ALPHV, ClOp, LockBit, and Play ransomware were the
most prevalentin 2023.

Ransomware cost more than $400 million in the first
six months of the year, [113] but Deloitte CTI
observed an encouraging decline in ransomware
payments globally, particularly in the health care and
financial services sectors. Sophisticated ransomware
operators are increasingly using zero-day exploits as
their initial access vector, with 36 percent of victims
ransomed in this way. [3] Valid credential
compromise was the second most common entry
point for ransomware attacks.

ALPHV's BlackCat ransomware was targeted by the
Federal Bureau of Investigation (FBI) and suffered a
five-day disruption, which allowed for 500 decryption
keys to be retrieved and shared with the affected
entities. [3-5]
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Major data breaches %}Q Malware trends

Impact e—e Moderate

Likelihood e—e Roughly even chance

Details

+ In 2023, over 8.2 billion records were breached
across all industries, with an average cost of $4.45
million for 2023. [8] The most prevalent initial attack
vectors were phishing and stolen, valid credentials.

» Data and Personally Identifiable Information (Pll) is
most valuable to cybercriminals who profit by selling
it, and nation-state threat actors who perform data
collection and various espionage activities in support
of their respective national security agendas. For
example, personal information is also used in
sophisticated social engineering campaigns for high-
value executives, or for extortion of security-cleared
personnel. Instances of class action against providers
who fail to keep customers’ data safe were on the
rise in 2023. [6-8]

Impact

e—e Significant

Likelihood e—e Likely

Details

+  Stealth malware is becoming more prevalent. One
example is Snake Malware, discovered in 2023 but in
operation worldwide for over 20 years. Snake is
associated with the Turla Advanced Persistent Threat
(APT) group. [13] Dynamic malware capabilities,
where malware behavior changes with each attack,
renders traditional Indicator of Compromise (loC)
based detection methods less effective.

e Other notable malware trends in 2023 include
InfoStealers used for credential theft from web
browsers, cryptocurrency wallets, gaming accounts
and Virtual Private Network (VPN) and File Transfer
Protocol (FTP) services. Additionally, Deloitte CTI
observed the prevalence of IoT malware,
predominantly in the manufacturing sector globally.
[9-13] This topic is detailed in the Threat Vector
Highlight section of this report.

Underground trends

e—e Moderate

Impact

Likelihood e—e Roughly even chance

Details

» The key 2023 trends observed by Deloitte CTlin
underground forums included the distribution of
databases, both for free and for sale, and many
offerings of InfoStealers, Remote Access Trojans
(RATSs), and drainer malware. Largely used by
financially motivated threat actors, ‘Crypto drainers’
use sophisticated phishing websites to trick users
into connecting their cryptocurrency wallets with the
attackers' infrastructure. [109]

+ Access-as-a-Service (AaaS) offerings through Initial
Access Brokers (IABs) have been seen in all sectors.
Fraud-as-a-Service (FaaS) is also on offer for most
sectors.

» Inthe context of the Middle East conflict, Deloitte CTI
also observed threat actors advertising databases
and accesses primarily targeting government and
corporate networks. [1]



Trending threat vectors | Security operations observations

The following threat vectors encompass a range of technical, environmental, and human-centric approaches that threat actors leverage
to conduct malicious cyber activities. These insights were gathered with input from Deloitte's Security Operations Center (SOC) teams.

Zero-day

exploits

Impact

e—e Severe

Likelihood e—e Roughly even chance

Details

* In 2023, Deloitte CTl has noted a trend where threat
actors are focusing on, and becoming proficient at,
exploiting zero-day vulnerabilities in internet-facing
edge devices such as firewalls and Virtual Private
Network (VPN). Threat actors leverage the fact that
security teams often have less monitoring in edge
devices. This strategy, consistently used by espionage
and ransomware actors, serves to facilitate their
operations and maintain undetected access for
longer.

» Notably, zero-day exploitation in managed file
transfer (MFT) services was prevalentin 2023, mostly
impacting US-based organizations. Deloitte CTl has
observed certain nation state threat actors are more
proficient at exploiting zero-days than others. This
may be due to the overlapping nature of state-
sponsored cyber operations and legislation for
reporting discovered zero-days to a central
government authority. [22-23]

Dynamic Link Library
abuse

e—e Severe

Impact

Likelihood e—e Roughly even chance

Details

+  Deloitte SOC observations for 2023 uncovered
trends with threat actors abusing rundll32 and DLL
file abuse tactics. These techniques are used to
achieve payload execution, privilege escalation, and
defense evasion. Notably, the SOC team has regularly
encountered USB DLL infections throughout 2023
delivering the Gamarue malware/botnet family.
Gamarue has been spreading ransomware, trojans,
and worms since 20711, as threat actors continue to
re-use old infrastructure. Despite Gamarue being
historically known to spread through phishing emails,
drive-by-downloads, and malicious ads, SOC has
primarily seen it delivered via infected removable
storage devices. Considered obsolete, and often
overlooked as low-priority, USB infections continue to
be an effective threat vector as seen with the likes of
Gamarue and Raspberry Robin in recent years. [1]
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Targeting of cloud

services

Impact —e Severe

Likelihood e—e Very likely

Details

In 2023, the most targeted cloud environments were
Software-as-a-Service (SaaS) at 39 percent, and
cloud-based storage services at 36 percent. [24]
These attacks often lead to data breaches, impacting
39 percent of businesses that experienced cloud-
based targeting. [24] Deloitte CTI observed threat
actors increasing their use of valid accounts, used to
gain initial access in 43 percent of cloud intrusions.
[24] Threat vectors specific to cloud include
unmanaged attack surfaces, human error, and
misconfigurations. The interdependent and multi-
layered structure of cloud-based software systems
presents a unigue challenge in safeguarding software
supply chains within cloud infrastructure. This
widened attack surface is accompanied by
ungoverned access of non-human credentials
(Application Programming Interface (API) keys, tokens,
service accounts) to core business environments.
[25].

Business Email
Compromise

=

Impact —e Severe

Likelihood e—e Likely

Details

Business Email Compromise (BEC) was trending in
2023 with the FBI Internet Crime Complaint Centre
(IC3) identifying $51 billion in losses from 2013 to
2022. [26] BEC attacks surpassed malware delivery in
the first six months of 2023, increasing by 55 percent
in contrast to the final six months of 2022.
Additionally, Vendor Email Compromise (VEC)
increased by 137 percentin the financial services
industry. [26] Threat actors exploit vendor email
accounts and mailbox content to craft more effective
lures and impersonations of third-parties in the
supply chain. Considering VEC attacks are often sent
through legitimate (albeit compromised) email
accounts, they are nearly impossible for employees
and spam filters to detect. VEC is particularly effective
because attackers mimic legitimate vendor
communications or hijack existing business
conversations to encourage recipients to send
fraudulent payments or update banking account
information. [26-27]



Initial access techniques | Trends

Deloitte CTI observed that the most leveraged initial access techniques in 2023 were phishing, abuse of valid accounts and external remote
services, and exploitation of public facing applications. These techniques were the most impactful across all industry sectors and verticals.

O

Phishing

Technique e—e T1566

Impact —e Severe
l

Likelihood e—e Almost certain
Details

+  Phishing remains the top initial access vector, with
more than two in five of incidents involving phishing
as the pathway to compromise. Despite being one of
the oldest social engineering techniques, phishing
persists due to its proven effectiveness.

Generative Artificial Intelligence (GenAl) is now aiding
cybercriminals to optimize their campaigns. GenAl
has been widely adopted by threat actors who have
harnessed this technology to generate or fine-tune
credible phishing campaigns. These campaigns now
feature improved spelling and grammar, along with
the integration of data regarding the target company,
its leadership, and publicly available information. [14]
This topic is detailed in the Threat Vector Highlight
section.

r L

Valid
accounts

Technique e—e T1078
|

Impact —e Severe
|

Likelihood e—e Likely
Details

+ The second most prevalentinitial access vector is
through valid accounts with stolen credentials.
Cybercriminals continue to focus on identity-based
initial access tactics with the abuse of valid
credentials accounting for 44.7 percent of all data
breaches, up from 41.6 percentin 2022. [15] During
2023 there was also a 147 percent increase in access
broker advertisements on the dark web with security
researchers estimating there is already over 15 billion
leaked login credentials circulating online. [15] Linked
to valid accounts is the notable trend of
Kerberoasting, up 583 percentin 2023, indicating a
nearly six-fold year-on-year spike. [15] [16]

6 | Copyright © 2024 Deloitte Development LLC. All rights reserved.

AN
External J&L

remote services S P
———————— N

Technique e—e T1133
|

Impact e—e Significant
l

Likelihood e—e Roughly even chance
Details

* Remote access services are versatile and cost
effective. By controlling devices remotely from across
the globe, security teams save on response Costs,
travel times, and can receive remote support from
third parties and contractors. These reasons are
equally as attractive to threat actors with remote
access services broadening the attack surface for
organizations. This technique is often accompanied
by access to valid accounts and is utilized for initial
access and lateral movement. It requires a more
active approach compared to easily automated
phishing. Sophisticated threat actors such as LockBit
use this technique as it leaves less evidence of an
intrusion as opposed to automated attacks. This
technique is also prevalent in supply chain
compromises. [17-18]

Exploit public facing
applications

Technique e—e T1190

Impact —e Severe
|

Likellhood e—e Roughly even chance
Details

+ Threat actors (e.g., Volt Typhoon, BlackTech, etc.)
continue to exploit websites, web servers, structured
query language (SQL) services or any other internet
facing application. These systems are often targeted
due to their availability and accessibility from
anywhere in the world. Deloitte’s incident response
teams have found that most vulnerabilities are due to
misconfigured or default settings in these
applications, and less so inherent in design flaws,
bugs or glitches. This access vector is also susceptible
to unpatched vulnerabilities, with Common
Vulnerabilities and Exposures (CVEs) from 2021 in
exchange servers and VPN services still being
exploited in 2023.



Threat vector highlight | Use of Al

Influence Operations (10)

Al-image deception and deepfakes

+ Al-generated images are more visually striking and effective compared to previous campaigns. Al is designed to create
compelling and provocative images and improve them over time. [114]. There are two perspectives to this:
» Al-enabled |0 leveraging social media, and
+ Al-enabled 0 incorporated in cyberattacks.

» Use case 1: State-sponsored threat actors use Al-generated images to spread propaganda on social media.

« Usecase 2: Threat actors use live deepfake video to pose as an executive and trick a finance employee into sending millions
to a malicious account.

+ Use case 3: Compelling Al-generated images increase employee engagement in phishing campaigns.

Social engineering
Phishing
+ Altools offer threat actors sophisticated capabilities, including generating scam emails. [115]

+ Alimproves phishing campaigns with more correct grammar, punctuation, and talking points in whaling and BEC campaigns.
« Use case: Threat actor uses Al to generate an email that uses language to impersonate an executive in fraud scam.

Vlshlng Voice Cloning-as-a-Service (VCaaS)
Threat actors can use Al-based voice cloning tools in vishing for financial fraud and unauthorized access to systems protected
with biometric authentication. [116]

» Threat actors used voice cloning in several schemes, including impersonating a victim's family, impersonating an executive
authorizing a financial transaction, or tricking biometric authentication to access a protected system.

» Threat actors can use paid VCaaS tools to conduct vishing operations.

+ Use case: Athreat actor uses a VCaas tool to clone the voice of an executive or person with authority to approve a financial
transaction.

Underground services/ collaboration

Al-as-a-Service

« Deloitte CTI continues to observe threat actors collaborating on underground forums on ways to use Al in scams.
« Malicious Al tools are identifying vulnerabilities for potential exploitation.

+ Underground handles have announced personalized Al chatbots designed to create malicious programs.

Generative Al
threat trends
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Threat vector highlight | 1oT malware trends

Threat of loT malware in 2023

Deloitte CTI has identified a significant surge in malware targeting 10T in 2023, peaking in mid-October.
Over the year, 82 percent of IoT malware observed by Deloitte collection belonged to the Mirai and Gafgyt
(Bashlite variant) malware botnets (see Figure 1). Independent reporting states that routers were the most
targeted (a total of 66 percent), followed by cameras and firewalls (at 7.7 and 5.1 percent respectively).
These statistics reveal an overall 400 percent year-on-year (January- June 2023) increase in loT malware
attacks across various industries with the manufacturing industry being the most targeted sector globally.
[11129]

Cybercriminals are predominantly targeting legacy vulnerabilities, for example improper input validation or
Operating System (OS) command injection, with 34 of the 39 most popular loT exploits aimed at
vulnerabilities that have existed for over three years. Proliferation of loT malware is expected to continue
into 2024 as the adoption of interconnected devices grows. Coupled with the proliferation of 5G, the loT
attack surface will continue to garner attention for cybercriminals as an entry point into corporate
networks. [28]

[ J
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Top five loT malware observed in 2023
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Mirai Botnet Highlight

The Mirai botnet is infamous amongst 10T malware families. Identified in 2016, it has made a comeback in
2023, with multiple variants used in various attacks:

« NoaBot variant used in crypto mining since the start of 2023 [32]

+ Medusa malware-as-a-service (MaaS) variant with a ransomware module in February [34]

* 1Z1H9 variant targeting Linux routers in September [33]

The Mirai botnet continues to live on through its public source code, with cyber criminals creating mutated
variants. With the current number of connected IoT devices already surpassing 16.7 billion and an
anticipated surge to 29 billion by 2027, the threat posed by IoT malware looms large for any organisation
as we navigate Industry 4.0. [30] From late September to October, Deloitte CTl observed a surge in the
Mirai botnet attacks (see Figure 2). Spiking in September, Deloitte CTI monitored the appearance of three
rapidly spreading botnet variants originating from the Mirai variant dubbed by researchers as - HailBot,
KiraiBot, and CatDDoS. Further strengthening the surge of attacks, the InfectedSlurs botnet campaign
began exploiting two zero-day vulnerabilities in network video recorders around the same time. [29-31]



Threat actors |Overview
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“lies”; "Enony”;

/
e
- + Nation-state sponsored APT groups pose the most significant long-term cybersecurity threat,
| ' Motivation e—e Political, Espionage, Financial as their presence on a compromised system may go unnoticed for months or years. This can
! | undermine the credibility of an entire sector or industry.
’ o ) o ) + In 2023, the line between politically and financially motivated threat actors’ interests blurred.
—— Likelihood Likely, Significant long-term impact There is a trend of nation-state sponsored threat actors collaborating with cybercriminals in
’ . oo a multi-pronged approach to achieve their desired outcomes. For example, as the definition
Nation-state linked Top Actors BlackTech, Volt Typhoon, Maui ransomware, of critical infrastructure expands to include financial services, the motivation of nation-state
Lazarus Group sponsored threat actors and cybercriminals will become fuzzier. [47][62-66] [79] [107]
Cybercriminal activity can produce an immediate impact, affecting production services and
Motivation Financial reputation. RaaS and the prevalence of a few highly active and disruptive ransomware
families persisted in 2023. In line with Raa$, Initial Access Brokers (IABs) services have also
experienced significant demand.
Likelihood Likely, Significant immediate impact Cybercriminal communications using chat applications over dark web forums also persisted.
This pivoting is possibly due to sustained law enforcement action against dark web forums
Cybercriminals Top Actors LockBit, ALPHV/Blackcat, Play Ransomware, and marketplaces
Akira Ransomware Finally, multi-purpose malware, including loT malware proliferated by cybercriminals remains
prevalent worldwide. [67-68]
Politically motivated hacktivists once again demonstrated their ability to mobilize, this time in
Motivation Political the context of the Middle East conflict. This threat manifests in the form of website
defacement and distributed denial-of-service (DDoS) attacks of their targets’ web portals, with
- ) the occasional leak of stolen information. The scale of civilians involving themselves in military
Likelihood Roughly even chance, Moderate impact conflict through cyber means resulted in the International Committee of the Red Cross (ICRC)
issuing its first ever ethical guidelines for “civilian hackers.”
Top Actors SiegedSec, Five Families (Blackforums, Other hacktivist groups such as SiegedSec and Five Families are showing a trend similar to
GhostSec, SiegedSec, Stormous, and ThreatSec) RaaS providers by forming more organized alliances to enhance reach and capability. [69-70]
Throughout 2023, Deloitte CTI observed threat actors actively recruiting insiders on dark web
Motivation Financial, Revenge, Fear (blackmailed) forums.
Global economic pressures provide motivation for affected individuals to engage in malicious
ikelihood Malicious: Roughly even chance, Severe impact activity for financial gain, and threat actors leverage economic uncertainty in their insider
L — Likelihoo Unintentional: Likely, Significant impact recruitment efforts.
RARRRND | Threat actors also sought to recruit insiders from within government organizations, financial
Top Actors “bronzegods”; “I_Deleter”; “neboltay”; “jolbit08"; institutions, mobile carriers (to facilitate subscriber identity module (SIM)-swapping), and

other major companies worldwide, for intelligence collection and espionage purposes. [71]



Malware | Trending and emerging in 2023
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This image highlights the most active and
impactful malware families over the last
year in both frequency and spread of
campaign, as well as newly emerging, as
applicable to this report. Deloitte CTI
analysts conducted a probability-based
risk assessment to provide contextual
risk quantification for the threat actors
that meet these criteria. The team used
specific, scenario-based questionnaires
to assess the threat for each actor. The
value for each scenario was customized
based on its criticality.

“Emerging” means the malware has
begun activity in the past 12 months. “Re-
emerging” means that the malware have
been inactive for more than six months
prior to the reporting period and has
recently become active again.
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This image highlights the most trending
and impactful threat actors over the last
year in both frequency and spread of
campaign, as well as newly emerging.
Deloitte CTI analysts conducted a
probability-based risk assessment to
provide contextual risk quantification for
the threat actors that meet these criteria.
The team used specific, scenario-based
guestionnaires to assess the threat for
each actor. The value for each scenario
was customized based on its criticality.

“Emerging” means the threat actor has
begun activity is the past 12 months. “Re-
emerging” means that the threat actors
have been inactive for more than six
months prior to the reporting period and
have recently become active again.



Threat actor profiles | Trending and emerging
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Akira Ransomware

Category e—e Cybercriminal

Motive e Financial gain

Likelihood e—e Probable

m Risk Score
W Threat Score

Impact — High

Akira is a ransomware threat actor group that was first observed late March 2023. Akira operate as a
Raa$S scheme for personal gain and use double extortion.

Targeted sectors include transportation businesses of small to medium size where ransoms
demanded range between $200,000 to $4 million.

Akira predominantly uses compromised credentials, possibly obtained from their affiliates or from
phishing or spear-phishing campaigns. Akira also exploits poorly configured Remote Desktop Protocol
(RDP) connections to gain access to accounts, including those with Multi-Factor Authentication (MFA)
enabled. To establish persistence, they install remote management software.

In the first half of 2023, Akira targeted 60 organizations worldwide and listed victims and their stolen
data on their Tor site. More recently, in August, Akira added a US/Canadian transportation services
company which offers switching and terminal services to its data leak site. Over 85GB worth of
sensitive information was exfiltrated. [72-75]
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Category e—e Cybercriminal

Motive e Financial gain

Likelihood e—e Nearly certain

M Risk Score
W Threat Score

Impact —o Severe

\

ALPHV is a cybercriminal threat actor first observed in 2021. The group operates under a RaaS model
and are financially motivated. They engage in big game hunting (BGH) operations across multiple
countries.

Targeted sectors include financial services, logistics, commercial, construction, energy, manufacturing,
pharmaceutical, retail and technology.

ALPHV uses its rust-based namesake ransomware (BlackCat) to conduct operations across various OSs
and cloud environments. In February 2023, they released and promoted the BlackCat Ransomware 2.0
Sphynx update, designed to provide better d evasion and additional tooling.

The group is proficient in lateral movement and are thorough in operational security (OPSEC) by
deleting shadow copies with VSSadmin and emptying recycle bin. To exfiltrate information, ALPHV use
MEGAsync, Exmatter and Rclone which mimic processes and are disguised by their names.

In December 2023, the FBI seized the group’s servers and obtained their private decryption keys,
assisting over 400 victims to recover their stolen files. As of January 2024, Deloitte CTI observed ALPHV
reclaimed their site and remain active. Then in February 2024, ALPHV claimed it was shut down by law
enforcement, but this under dispute and the status of the group is uncertain. [60-61] [76-78]



Threat actor profiles | Trending and emerging
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Anonymous Sudan

Category Cybercriminal

I e
B o

M Risk Score
W Threat Score

Motive Political gain and nationalism

Likelihood e—e Probable

Impact Severe

Anonymous Sudan, first observed in January 2023, claims to be a Sudanese hacktivist group motivated
by religious and political beliefs. Despite the group'’s claims, security researchers believe Anonymous
Sudan is a pro-Russian hacktivist group, with the majority of their attacks focusing on Australia, Europe,
Israel, and the US. In contrast to the religious persona behind the attacks, security researchers have
observed Anonymous Sudan teaming up with Russian threat actors Killnet and REvil to carry out
attacks alluding to the possibility of Anonymous Sudan being a masked subsidiary of Killnet, driven by
pro-Russian beliefs. [110-111]

Anonymous Sudan performs Hypertext Transfer Protocol (HTTP) flood DDoS attacks, designed to
overwhelm a targeted server with requests, taking target infrastructure offline. The group uses paid
infrastructure rather than leveraging botnets to carry out these attacks. By leveraging a cluster of
rented servers, the output produces more traffic than personal devices. This highlights the group’s
wealth of financial resources, leading security experts to believe the group are not the grassroots
hacktivists they claim to be.

Anonymous Sudan has also been known to make threats via public announcements and propaganda,
though attacks have not been carried out as expected in all claimed cases. The group likely uses this
method to gain attention for their ideological motives and to sow uncertainty amongst potential
targets. [11[110-111]
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BlackTech

Nation-state

Category e—e
Motive e Financial gain
Likelihood e—e Probable
I Risk Score
Impact ——e Moderate B Threat Score

\

BlackTech is a suspected Asian nation-state linked cyber espionage group that has been operating
since at least 2010, conducting campaigns against targets in East Asia, particularly Taiwan, and
occasionally, Japan and Hong Kong, as well as some targets in the US.

The group has shown a particular interest in targeting finance, media, construction, technology,
electronics, telecommunications, and health care industries within the private sector, and targeting
organizations working with the US and Japanese militaries for the purpose of cyber espionage and to
gain sensitive information.

Across its campaigns, the group has used a mix of both custom and legitimate tools and LOTL
techniques, including disabling logging on routers to assist in concealing their operations. Some of the
group’s custom malware used in exploiting routers include SpiderPig, BendyBear, Bifrose, FrontShell
and FlagPro.

In September 2023, the group was observed modifying router firmware to conceal its activity of
targeting companies based in the US and Japan. BlackTech actors typically exploit trusted network
relationships between an established victim and other entities to explain their access in target
networks. After gaining initial access into a target network, the group escalate privileges in network
edge devices and modify the firmware to hide their activity and maintain persistence in the network.
[79-81]
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ClOp Ransomware

Cybercriminal

Category e—e
Motive e Financial gain
Likelihood e—e Probable
H Risk Score
Impact ——o High B Threat Score

The ClOp ransomware group has been active since at least February 2019 and is suspected to be
operated by the financially motivated, TA505 and FIN11 threat actors. The group operates under the
RaaS model and recruit affiliates.

ClOp mainly targets the industrial, financial and technology sectors.

ClOp's victims are mainly located in the US, although it has also been known to target other countries
including Australia, Brazil, Canada, Hong Kong, New Zealand, and the United Kingdom.

Since 2020, ClOp functions under a double extortion scheme which can be upgraded to a quadruple
extortion scheme. The group manages its own data leak site, which can be accessed via Tor and
typically issue high ransom demands that can escalate up to tens of millions of dollars.

In late January, ClOp exploited a zero-day RCE vulnerability (CVE-2023-0669) in the MFT service. A
working exploit was released on February 6, leading to a 91 percent increase in ransomware attacks by
May, mostly affecting the US.

In May, ClOp exploited a zero-day SQL injection vulnerability (CVE-2023-34362) in the MFT service. This
impacted over 2000 organizations and approximately 60 million individuals’ data, predominantly in
North America (approximately 88 percent) and Europe. [39-41] [48-50]
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Five Families

Cybercriminal

Category e—e
Motive e Financial gain _ 45
20
Likelihood e—e Probable -
I Risk Score
Impact —o High M Threat Score
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Five Families is a threat actor alliance founded in August 2023 by the standalone hacktivist groups
Blackforums, GhostSec, SiegedSec, Stormous, and ThreatSec. They target both public and private-
sector organizations globally.

Some of the members, such as GhostSec, adopted a vigilante stance with regards to the on-going
Middle East conflict. [84]

The threat actor alliance frequently launch ransomware attacks and extort the victims for their data.
They have openly acknowledged involvement in a cyber attack against a global computer hardware
accessories manufacturer headquartered in Asia.

In August 2023, they launched a cyber attack on a South American automation company, claiming to
access 230GB of data from the company’s cloud systems. This data allegedly contained customer data,
financial information, internal documents and company software. In December, Five Families as a
collective released a data leak from an Asian clothing store that involved over one million records with
internal system logs and personal employee documentation.

The Five Families collective is a prime example of the increasing trend in threat actor collaboration, in
favor of enhanced capabilities and knowledge sharing, resulting in more impactful attacks. [82-85] [87]
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Lazarus Group

Category e—e Nation-state
Motive e Political gain and nationalism
Likelihood e—e Nearly certain
H Risk Score
Impact —e Severe B Threat Score

Lazarus Group is a suspected East Asian nation-state threat actor, first observed in 2009. They are
primarily tasked with obtaining strategic information that facilitates espionage activity. The group works
closely with other threat actors such as Bluenoroff and Andariel; likely subgroups of Lazarus.

Targeted sectors include banking institutions, cryptocurrency exchanges and other financial services,
and casinos.

The group uses multiple operations to achieve their aim, including distributing fake job offers via email
in phishing schemes. They have also impersonated legitimate job recruiters through setting up
illegitimate accounts.

Lazarus Group have used custom malware to target various operating systems and typically feature
persistence mechanisms and apply anti-detection techniques.

Lazarus Group has stolen an addition $100 million this year in cryptocurrency. In December, they
released new RAT malware by utilizing a Log4j bug that is over two years old.

The group continues to exploit CVE-2021-4428, through the deployment of NineRAT and DLRAT in
December 2023, along with a malware downloader named BottomLoader [88-90]
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LockBit

Category e—e Cybercriminal
Motive e Financial gain
kel - L
Likelihood e—e Nearly certain
I Risk Score
Impact —o High M Threat Score

LockBit is a ransomware threat group first observed in 2019 that is suspected to have originated from
Eastern Europe. The group operates in a RaaS model, under which they recruit affiliates in return for a
fraction of the ransom obtained from each attack. US and global law enforcement agencies took over
LockBit's website, servers, and disrupted its operations in February 2024 but LockBit's leaders rebuilt
its infrastructure and resumed ransomware operations days later.

The group targets a variety of industry sectors including financial services, communications,
commercial and retail globally. Notably, LockBit variants made up nearly 28 percent of all known
ransomware attacks from July 2022 to June 2023.

LockBit tactic highlights: T1486 - Data Encrypted for Impact, and T1005 - Data from Local System.
These tactics require high technical ability to search local system sources to find files of interest and
sensitive data prior to exfiltration, as well as LockBit's skill to encrypt data on target systems -
interrupting availability to that system and network resources. It is also worth noting that these tactics
are more likely to be seen in ransomware attacks. [91-94]
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Category e—e Cybercriminal
Motive e Financial gain
Likelihood e—e Probable
H Risk Score
Impact o—e Moderate B Threat Score

Play Ransomware is a suspected Eastern European cybercriminal actor group, first observed in 2022.
They are financially motivated and have launched attacks against public-facing RDP servers and exploit
vulnerabilities in Secure Sockets Layer (SSL) VPNs.

Targeted sectors include energy, government, insurance, manufacturing, media, retail and technology.
Play's encryption methods are similar to other Eastern European ransomware groups such as Hive and
Nokoyama.

In January 2023, Play used compromised accounts to remotely authenticate into a British-based
security software and hardware company and began reconnaissance activities. They retrieved two .ZIP
files and binaries. After 14 days, they tampered with the system’s Group Policy Object (GPO) settings
which resulted in leveraging the cmd.exe to launch Play ransomware across infected devices.

Between August and November, a range of counties were compromised with consistent tactics used to
attack organizations, infecting systems with malicious files in the ‘Music’ directory. This involved over
300 victims' information put on a data leak site. [95-98]
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SiegedSec
Category e—e Hacktivist
Motive — Vandalism _ 64
15
Likelihood e—e Probable -
m Risk Score
Impact —e Severe B Threat Score

SiegedSec is a hacktivist group that has been active since 2022. The group mainly targets government
entities and disrupts critical infrastructure organizations, including healthcare and commercial
organizations.

SiegedSec is suspected to collaborate with another threat actor, GhostSec, specifically in operations
targeting Colombia, Israel and the US.

The threat actor’s attacks include defacement and website compromise, leaking sensitive information
and gaining unauthorized access to databases and emails. These attacks often include crude language
and graphics using SQL injection and Cross-Site Scripting (XSS).

In early 2023 they compromised an Australian software company and released personal information
relating to over 10,000 employees.

In May 2023, the hacktivist group claimed responsibility for a series of attacks against government
entities in South America. In June, SeigedSec announced that it had compromised a South American
country's Ombudsman office, and exfiltrated approximately 6GB worth of internal documents, emails
and information from the agency’s case investigation search engine. In December, they also allegedly
stole from unnamed US government entities which resulted in compromised information belonging to
US citizens including full names, phone numbers, email addresses, and home addresses. [99-105]
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Category e—e Nation-state
Motive e Espionage
Likelihood e—e Probable
' I Risk Score
Impact ——e High m Threat Score

Turla is an APT group suspected to be related to the Federal Security Service of the Russian Federation
(FSB) and has been active since as early as 2005. [106] Their suspected motive is intelligence gathering,
based on their chosen targets, the use of at least one zero-day exploit, a large network of compromised
websites, and the advanced nature of the malware used.

The group utilizes sophisticated malware to target government-related entities in many countries
systematically. Along with this, the group uses highly-targeted spear-phishing and watering-hole attack
campaigns to target its victims. The group as also been noted for its zero-day exploits and signing its
malware with stolen certificates.

Once the group gains a foothold into a victim’'s environment, the focus is shifted to long-term persistent
monitoring tools which exfiltrate data and can also provide powerful spying capabilities. The group’s
primary targets include government institutions, embassies, education and research facilities.

On May 9, 2023, the US Department of Justice announced the disruption of the global peer-to-peer (P2P)
network of devices infected with the Snake malware, attributed to the group. The operation, successfully
neutralized the malware using a tool developed by the FBI, which established communication sessions
with Snake samples and issued commands to disable them without affecting the compromised systems.
Authorities communicated that the Russian government used Snake for twenty years to conduct cyber
espionage on North Atlantic Treaty Organization (NATO) members and journalists, leaking confidential
documents through a global network of infected devices. [1][45-46][106]
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Category e—e Nation-state
Motive e Corporate and political gain
Likelihood e—e Probable
I Risk Score
Impact e— Moderate B Threat Score

J

Volt Typhoon is a suspected East Asian nation-state threat actor first observed in mid-2021. The group
perform cyber espionage campaigns mainly targeting Guam Island and the US.

Targeted sectors include communications, construction, government, education, maritime,
manufacturing, utilities, technology and transportation.

Volt Typhoon demonstrated stealthy capabilities, heavily utilizing LOTL techniques and hands-on-
keyboard activity. Some of the observed techniques include routing malicious traffic through
compromised office network equipment and deploying modified variants of open-source tools to
establish Command and Control (C2) communication. The group’s attacks involve credential theft to
maintain persistence and the network discovery in critical infrastructure organizations.

In May 2023, the group ran a campaign aimed at disrupting critical communications between the US
and Asia. To gain initial access the group leveraged privileges from extracted credentials to an Active
Directory (AD) account used by the device and then attempted to authenticate to other devices on the
network with these credentials. [107-108]
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