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Responsible Enterprise Decisions with
Knowledge-enriched Generative Al

Why is it essential for enterprise-level generative Al
to incorporate knowledge graphs?
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Executive Summary

By harnessing the combined power of knowledge graphs and
generative Al, enterprises can unlock significant potential for
knowledge-driven decision-making, innovation, and operational
efficiency. Knowledge graphs, with their structured representation of
a domain, enhance the performance of generative Al by providing
context, validating outputs, and reducing biases, thereby ensuring
alignment with strategic business objectives. Conversely, generative
Al enriches knowledge graphs by filling knowledge gaps and
predicting future states, thereby increasing the utility, accuracy, and
relevance of these graphs. The synergy between knowledge graphs
and generative Al serves as a game-changer for businesses, driving
transformative impacts across various organizational functions.
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“| paint objects as | think them,
not as | see them...”

Pablo Picasso
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What is Generative Al?

Generative Al is a type of Artificial Intelligence
that creates original content across various
modalities (such as text, images, audio, code,
voice, video) that would have previously taken
human skill and expertise to create.

Generative Al provides businesses with
significant opportunities to enhance their
products and services, automate repetitive
tasks, and create new and innovative customer
experiences. By enabling the agile creation of
realistic simulations and scenarios, generative Al
aids in strategic decision-making and risk
management, making it a transformative tool in
the modern enterprise landscape. Across
industries, we have identified several impactful
use cases of Generative Al.

A Selection of High-Impact Use Cases of Generative Al

Generative Al, while most commonly associated Deloitte.
with text generation, has made significant
strides in various other modalities. In the realm
of images, they have been employed to produce
images with varying degrees of realism,
variability, and creativity, some of which are
indistinguishable from real photographs (e.g.
reconstructing an accident scene to assess
insurance claims and liability).

The
Generative

In the audio domain, they can produce music, voiceovers, and audio (e.g., for call centers and
troubleshooting technicians) in natural, conversational, and even colloquial styles with the
capacity to rapidly shift among languages, tone, and degrees of complexity. In the video domain,
they can take user prompts and output videos, with scenes, people, and objects that are entirely
fictitious and created by the model (e.g. marketing videos to showcase a new product).
Additionally, in 3D modeling, they can extrapolate and generate data representing intricate
designs (e.g. creating virtual renderings in an omniverse environment). In code generation, they
can produce computer code in a variety of programming languages with the capacity to
autonomously summarize, document, and annotate the code for human developers (e.g. for
autonomously maintaining code across different platforms).


https://www2.deloitte.com/content/dam/Deloitte/us/Documents/consulting/us-ai-institute-gen-ai-use-cases.pdf
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/consulting/us-ai-institute-gen-ai-use-cases.pdf
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@ The Consumer

Marketing content assistant (Content Generation)
Planning for promotions (Reimagined Trade Promotions)
Product design assistant (Rapid Prototyping)

« Strike an Al pose (Artificial Model Agency)

+ Data access for all (Data-Empowered Business Users)

« Seeing is believing (Virtual Try-On)

Code assist for developers (Augmented Developer)
Customer support on demand (Customer Assistant)

A virtual shopping assistant (Product Recommendations)
« Next-level market intelligence (Market Research)

Below, we spotlight 60 standout applications of Generative Al, categorized across six key industries:

The Energy, Resources &
Industrials

+ Keeping the equipment healthy

(Asset Maintenance Planning)

+ Expediting experiments and design (Materials Design)
« Understanding the ore (Minerals Processing Optimization)

Optimize the design (Site Design Generation)

+ Ahelping hand in the field

(Virtual Field Assistant for Engineers)
Enhancing employee safety (Personalized OHS Training)

+ Peering below the surface

(Hydrocarbon Reservoir Exploration)
A smart eye in the sky
(Smart Summaries for Drone Surveying)

+ Resilient logistics and planning

(Supply Chain Optimization)

« Enabling a better grid

(Grid and Energy Efficiency Optimization)

The Financial Services

Transformation with speed and confidence

(Code Assistant for Digital Transformation)

« Business intelligence at your fingertips

(Enterprise-wide data search and access)

Fixing the missing data issue (Synthetic Data Generation)
« Getting to know your customer

(Research-Based Report Generation)

Enhanced Al support for customers (Financial Guardian)
+ Customized marketing for the individual
(Hyper-personalized Sales and Marketing Assistant)

Ensuring the integrity of claims (Automated Claims Reporting)
« Avirtual bank experience (VR-Enabled Retail Banking Centers)

The next era of market analysis
(Predictive Trading Algorithms)
« Mitigating risk as it arises (Real-Time Risk Management)

The Life Sciences &
Health Care

A co-writer for appeals (Denial Appeal Letters)
Faster admin for payers, providers, and patients
(Accelerated Prior Authorization)

Simplifying claims submission (Medical Coding)
Personalized service for patients (Claims Assistant)

« A physician’s message manager

(Provider In-Basket Management)
Unlocking the cures (New Drug Discovery/Generation)

« Democratizing model creation

(Knowledge Domain Model Development)
Optimizing lab procedures (Experimental Design)

» Revealing the rules

(Automated Regulatory Compliance)
Toward a superior supply chain
(Demand Forecasting & Price Optimization)

The Technology, Media &
Telecommunications

. Conversational chat for customer service

(Virtual Voice Customer Assistants)
Generative Al for gamers (Game Content Development)

« Annotation with automation

(Code Summarization and Documentation)

Content creation with Al

(Generative Al-Enabled Creative Tools)

« Translate specs for sales

(Technical Sales Knowledge Management)

+ Marketing content multiplier (On-Brand Publishing)
« Language translation at scale (Content Localization)
Technician support on the go (Telco Network Maintenance)
« Enhancing chip innovation

(Semiconductor Chip Design & Manufacturing)
Tech specs on demand (Field Sales Assistant)

The Government &
Public Services

Open-source assistant (OSINT Reporting)
Virtual public servant (Citizen Engagement)
Insights for all (Knowledge Management)
Simulating urban planning scenarios

(Urban Planning/Future of Cities)

Education 2.0 (Hyper-Personalized Education)
Digitizing policymaking (Policy Creation Assistant)
Drafting contracts and SoWs (Procurement)
Onboarding caseworkers

(Case Management/human services)
Multilingual citizen services (Service delivery)
Summarizing legislative documents
(Legislative Administration)
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How does Generative Al work?

Many of today's prominent Generative Al models
operate using three basic stages: masking, training and
prediction. Imagine you have a puzzle with a picture of
a sentence. Some pieces of this puzzle, which
represent words, are missing. Generative Al training by
masking sentences is like teaching a machine to
predict and place the right puzzle pieces (words) in the
correct spots, based on the surrounding pieces it can
see. So, in simple steps:

1. Masking: We hide some words in a sentence
(like removing puzzle pieces).

2. Training: The Al tries to guess the missing words
based on the context of the surrounding words.

— r -~
3. Prediction: Once trained, when given a new masked “
sentence, the Al can predict the missing words.

Technical Risks of Current Generative Al Models

After understanding how generative Al works, it is important to note its potential risks, stemming
from the probabilistic nature of these models.

The challenge of accurately tracing Generative Al poses inherent risks
and verifying the origin, creation related to freshness and up-to-
process, and history of the generated date data and responses. These
content or output produced by these risks stem from the dependency
Al systems. Generative Al models are of Al models on the training data
often viewed as black boxes due to they were initially exposed to,
their complexity and intricate internal making them susceptible to
workings. This lack of transparency becoming outdated or inaccurate
and predictability makes it difficult to over time. As the world rapidly
anticipate how the model will evolves, generative Al may
respond to specific inputs, leading to struggle to keep pace with the
concerns about potential biases, latest information and trends,
inconsistencies, or inaccuracies in resulting in content that is stale,
generated content. misleading, or inapplicable to the

current context.

Hallucination Lack of Provenance and Lack of Context
Predictability

Lack of Timeliness

A concerning phenomenon where
the Al system generates false or
misleading information that is not
based on the input data or reality.
It can manifest in various forms,

One significant risk of generative Al
is that it can produce unreliable
results due to the lack of a semantic
context. While these models can
generate content based on patterns

including the generation of learned from vast datasets, they
plausible but fabricated content. might not always grasp the deeper,
Hallucinations can pose significant nuanced contexts that humans
risks, especially in critical inherently understand. This
applications like medical limitation can lead to outputs that,
diagnosis, finance, or autonomous while syntactically correct, may be
vehicles, where accurate and semantically inappropriate or

reliable information is paramount. out of place.
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Furthermore, when it comes to Large Language Models (LLMS), the “Language dependency” also
becomes a technical risk for text-based Generative Al. This relates to challenges in performance across
multiple languages. These Al models often excel in generating coherent and accurate content in
languages similar to those present in their training data. However, their performance diminishes
significantly when faced with languages that differ substantially in syntax, grammar, or vocabulary from
the training set. This limitation can lead to inaccurate translations, incoherent responses, or complete
failure to understand and generate content in the non-native language.

Regulatory Risks of Current Generative Al Models

As generative Al gains traction across various
industries, especially within regulated dsﬂus‘“'"““' o il Fram,
sectors, top-level executives are finding
themselves confronted with the challenges
and potential regulatory risks associated
with responsible implementation and Sy
integration of this novel technology in their SXPisIn g o
organizations. To aid in this process,

Deloitte's Trustworthy Al Framework offers a

comprehensive roadmap on ensuring ethical
and responsible usage of Al technologies,

Responsible /
including generative Al in organizations. Accountable

In terms of regulatory compliance, the Al Act Safe / Secure
issued by the European Union has charted an

innovative course by incorporating a risk-based
strategy. This allows it to outline distinct yet critical
provisions for the operation of generative Al
systems which harmonize aptly with the
dimensions encapsulated within Deloitte's
Trustworthy Al framework.

Article 13
Transparency and provision of information to users

“High-risk Al systems shall be designed and developed in such a way
to ensure that their operation is sufficiently transparent to enable
users to interpret the system’s output and use it appropriately.”


https://www2.deloitte.com/us/en/pages/deloitte-analytics/solutions/ethics-of-ai-framework.html
https://digital-strategy.ec.europa.eu/en/policies/european-approach-artificial-intelligence
https://artificialintelligenceact.com/title-iii/chapter-2/article-13/
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Harnessing Knowledge Graphs to Mitigate the Risks of Generative Al

What is a Knowledge Graph? J——

Node (Entity)\"‘“-, ‘

‘,ﬂ"ﬁEdge (Relationship)

A Knowledge Graph (KG) is a means to connect

and represent knowledge in a domain of

interest using a graph structure. It is typically

built on top of existing data sources of an
organization to link data together at web-scale,
combining both structured and/or unstructured
information. As opposed to the more commonly |
used relational data models, a graph model is l‘
built as a collection of concepts or entities and

the relationships between them.

Knowledge graphs form the foundation of
modern data analytics by connecting complex
data and metadata in a meaningful way. —

Highly Knowledge Graphs allow optimization on storing and processing a
Connected highly connected data

Knowledge Graphs allow harmonization and integration of
data from diverse data sources

Knowledge Graphs provide a flexible and agile model to
accommodate history and evolution of data

Knowledge Graphs support semantics and meaning of data to

Contextual be embedded within the data itself

Knowledge Graphs provide an intuitive visualization that allows us

Visual to extract insights from data

Data lineage, root-cause analysis, 360 view of data, compliance & data quality analysis, tracking
changes overtime, impact analysis, data cleansing & migration, recommendation (link prediction),
metadata management, semantics analysis & reasoning, entity resolution, semantic search and
query answering are few use cases of knowledge graphs within companies.

Logical Inference and Reasoning

Knowledge graphs enable drawing new conclusions and discovering implicit knowledge based on
the explicit facts and relationships encoded within the graph. This is typically achieved by
designing a so called Ontology which establishes a shared vocabulary and a set of rules that
dictate how data can be interrelated within the knowledge graph.

This capability for inference and reasoning makes knowledge graphs especially powerful tools for
tasks such as building recommendation systems and complex data analysis, where understanding
context and relationships is crucial.


https://www2.deloitte.com/content/dam/Deloitte/nl/Documents/risk/deloitte-nl-risk-knowledge-graphs-financial-services.pdf
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How do Knowledge Graphs Help to Mitigate the Risks of Generative Al?

Knowledge graphs can enhance the reliability, validity, and transparency of generative Al in a business
context, helping to mitigate many of its technical and regulatory risks to maximize its benefits.

Data Validation

Contextual Understanding

T Controlled/Guided Generation

O

Bias Mitigation
O

Ao o
/N )
/ |8

\ craere 1)

Risks™* of
Generative Al

Hallucination

Lack of Provenance
and Predictability

Lack of Context

Language
Dependency

U/ \h Transparency and Explainability
Ny :

Language Independent (Symbolic)

Controlled/Guided Generation. Data Validation. Knowledge graphs can
Knowledge graphs can guide the generative serve as a reference point to validate the
process by providing a source of reliable and output of generative Al models. If the
structured information. This can help control generated content contradicts the

the output of the generative Al, reducing the information in the knowledge graph, it can
risk of generating misleading or harmful be flagged for review, ensuring business
content that could damage the business's decisions are based on accurate and
reputation or customer relationships. consistent information.

Transparency and Explainability. Knowledge graphs can make the workings of generative Al
models more transparent and explainable by tracking the origin, lineage, and transformation of
data within their structured framework. Each entity, relationship, and piece of information is
tagged with metadata that captures its source, history, and any alterations made over time.
This traceability allows generative Al to verify the authenticity, reliability, and context of the
data, ensuring transparency and trustworthiness in the information represented within the
graph. This can be crucial for businesses in regulated industries or those that need to justify
their decisions to stakeholders.

Contextual Understanding. Bias Mitigation. Knowledge graphs can help
Knowledge graphs provide a structured and identify and mitigate biases in the training
meaningful representation of a knowledge data for generative Al models. By

domain, enabling generative Al models to representing knowledge in a structured way,
better understand the context. This can it is easier to spot patterns that may indicate
reduce the risk of hallucination by enforcing bias, helping businesses to avoid unfair

only a deterministic and relevant set of practices and maintain their reputation. To
outputs, hence, improving customer achieve this, the provisioned knowledge
satisfaction and engagement. requires to be unbiased too.

Language Independent. Knowledge graphs, through their logic and symbolic representation of
knowledge, transcend linguistic barriers. Rather than relying on specific languages or
terminologies (as done by LLMs), they capture and represent knowledge based on universally
understood symbols, relationships, and structures. This inherent design abstracts the essence
of knowledge from any particular language, making it universally interpretable and ensuring
that the core insights and relationships are accessible, regardless of linguistic context.

* For the ‘lack of timeliness’, when a new fact emerges, instead of retraining the entire model, the knowledge graph can be updated
with this fresh information. This isn't exclusive to graphs and can be also addressed by technologies such as vector databases.
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An Example Scenario: A Technical Assistant Chatbot

Scenario: Alice, an employee at a large corporation is facing intermittent internet connectivity
issues on her work laptop.

© O O

\OMOIR OREGIR O,

Hi, my internet keeps disconnecting. Any known issues?

Hello! I'm aware of a few devices experiencing connectivity
problems today. Let me quickly check if there's a common issue
related to your device model.

Chatbot consults the knowledge graph which links device
models, reported issues, network hardware, and recent updates
or changes in the IT environment.

| see that there was a recent firmware update to the routers used in the
office, and devices with your laptop model seem to be particularly
affected. Our team is already working on a fix. Meanwhile, you can try
connecting to the "Guest" network as a temporary solution.

Okay, I'll try that. By the way, do you know if the conference room
devices are affected too? We have a meeting in Room T-23 today.

Chatbot taps into the knowledge graph to cross-reference the
conference room's hardware with known issues.

Room T-23 uses a different network setup, and there haven't
been any reported issues there today. Your meeting should
proceed without any network problems.

Great! Thanks for the help.

You're welcome! If you have any other questions or face further
issues, feel free to reach out. Have a productive day!

© ©

Alice Chatbot Knowledge Graph
(Based on LLMs)
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Empowering Organizations with Knowledge-enriched Generative Al

Generative Al enriched with knowledge graphs can be positioned in various functions within an
organization, providing a powerful tool for data-driven decision making, innovation, and efficiency.

Human Resources (HR): In an organization's HR department, the integration of knowledge graphs and
generative Al offers a transformative approach. Knowledge graphs provide a structured and interconnected
view of employee data, roles, skills, and organizational needs. When paired with generative Al, this setup can
streamline recruitment, personalize employee development, optimize compensation packages, and enhance
talent mapping. Moreover, it aids in ensuring diversity and predicting HR trends.

Legal: knowledge-enhanced generative Al systems, equipped with vast amounts of legal knowledge,
can assist in drafting contracts, analyzing case law, predicting litigation outcomes, and automating
routine legal tasks in a more reliable and transparent way. Without a knowledge graph's guidance, the
generative Al might suffer from "hallucination", either generating false cases or misconstruing the true

nature of the case (see this example of misusing LLMs for legal research).

IT Department: When it comes to technical support, Knowledge-enriched generative Al
can be used to provide (semi-) automated helpdesks to assist employees with common
technical issues, providing more comprehensive, context-aware support by leveraging
interconnected data, enhancing the user experience and reducing resolution times.

Chief Data Office

Marketing & Sales Supply Chain &

Business L -
Analytics Finance o
Human 6 @
Development Customer

Resources



https://www.bbc.com/news/world-us-canada-65735769
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Supply Chain/Logistics: When leveraging generative Al combined with knowledge graphs, the interconnectedness and
context of the entire supply chain are illuminated, facilitating more accurate demand forecasting, optimized inventory and
route planning, and enhanced risk management. This also supports improved supplier relationships, informed procurement
decisions, and comprehensive product lifecycle management. The synergy between generative Al's predictive capabilities and
knowledge graphs' structured representation ensures the supply chain operates more efficiently, sustainably, and in
compliance with relevant regulations, all while enhancing customer communication and service.

Customer Service: In customer service, generative Al can leverage knowledge graphs to generate accurate and
relevant responses to customer inquiries by understanding the broader context of a customer in connection to

products, services, issues, and customer behaviors, hence improving customer satisfaction and efficiency.

Product Development: In product development, generative Al can use knowledge graphs to
supercharge product development by offering predictive insights rooted in rich contextual
understanding. Knowledge graphs consolidate diverse data sources, ensuring a holistic view of market
trends, customer feedback, and historical data, while generative Al leverages this integrated knowledge
to simulate scenarios, optimize strategies, and forecast outcomes.

Finance: With the enriched context provided by knowledge graphs, generative
Al models can produce better financial forecasts by understanding nuanced
dependencies between financial entities. They can also rapidly analyze vast
financial data, identifying patterns and anomalies that humans might
overlook. This leads to more accurate forecasting, risk reporting, and tailored

actionable intelligence, optimizing the finance department's operations.
Additionally, for regulatory reporting and risk modeling, knowledge-enhanced
generative Al, incorporates both semantic and vertical lineage of data to fix the
missing links and provide a consistent end-to-end data flow.

Marketing & Sales Supply Chain &

. Logistics
Finance @ gz

Product

Development Customer
é Service
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Navigating Innovation & Knowledge Management Leveraging Knowledge-enriched Generative Al

In the dynamic landscape of organizational strategy, striking a balanced approach between exploiting
existing knowledge and exploring new opportunities becomes paramount. The below matrix
delineates various strategic postures based on the use, or non-use, of knowledge graphs (KGs) and
generative Al (genAl) to navigate this balance. Traditional strategies, often void of technological
leverage, might impede innovation and adaptive capacities. Employing KGs alone can ensure that
existing knowledge is methodically exploited, fortifying data-driven decisions, albeit potentially stifling
innovative leaps. Conversely, utilizing genAl singularly might spur innovative ideation but can drift into
unstructured and potentially misaligned explorations. An integrated application of both KGs and genAl
into knowledge-enriched Al strives to synthesize the structured exploitation of existing knowledge with
the inventive exploration of new terrains, potentially unlocking new horizons while securing
foundational knowledge. For practitioners, tactically blending the structured rigidity of KGs with the
explorative fluidity of genAl could pave the way towards a robust strategic stance, capable of both
safeguarding existing domain knowledge and pioneering into new strategic frontiers. This integrative
approach, while seemingly optimal, demands thorough technological integration and proficient
strategic alighment to truly harness the synergistic potentials of KGs and genAl in managing the
exploration-exploitation tension effectively.

Unstructured Exploration Integrated Exploitation & Exploration
Advantages
« Facilitates idea generation ) o )
. Enhances adaptability to new contexts « Synergizes structured exploitation (via KG)
. Enables diverse explorative avenues and innovative exploration (via GenAl)
Using | Can boost user engagement « Potentially unygls novel insights
and opportunities
GenAl - .
Risks « Effective synergy requires thorough
« Might result in unstructured, scattered ideation technological integration and
« Outputs may lack verified accuracy proficient strategic alignment
« Potential strategic misalignment
« Possible resource misallocation with
uncertain returns
Traditional Strategies Structured Exploitation
Advantages
+ Established, perhaps manual methods . Enhanced data structuring and management
Not + Limited innovative capacity . Informed, data-driven decision-making
Using | - Potential manual knowledge « Preserved organizational knowledge
GenAl management challenges « Internally consistent decisions
« May struggle to adapt to
innovative environments Risks
« Limited innovation scope
+ Possible over-reliance on existing knowledge
+ Potential flexibility issues
« Risk of data obsolescence due to over-reliance
Not Using Using

KGs KGs



Like roots to a tree,
knowledge graphs anchor generative Al
to depths of understanding...
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A Comprehensive Approach to Construct Knowledge-enriched Generative Al

Implementing a knowledge-enriched generative Al in an enterprise involves several key steps:

2)
> g D>

Data Collection and
Preparation
Collect and prepare the

J

Integrate the
Knowledge Graph
Integrate the

data. This involves knowledge graph
gathering existing data, into either the
creating new data, or generative Al's
cleaning and training process or as
formatting the data to an interface for

make it suitable for
training. This can also
include data curation
for removal of bias and
specific attributes like
gender and ethnicity as
well as removal of
company sensitive
data, as needed.

retrieval augmented
generation. This
could involve using
the knowledge graph
as a source of
additional context for
the Al or using it to
validate and refine
the Al's outputs.

The specific steps can vary depending on the specific use case, the type of generative Al being used,
and the structure and content of the knowledge graph. It is also important to consider factors such as
data privacy and security, Al ethics, and regulatory compliance throughout the implementation process.

How can Knowledge Graphs Benefit from Generative Al?

Constructing a knowledge graph from the ground up is a time-intensive and effortful task. However, in
an enterprise setting, generative Al can play a crucial role in streamlining and accelerating the
development of these knowledge graphs.

When it comes to Populating a Knowledge Graph, generative Al can be used to extract instances of
entities and relationships from text, given an ontology or schema for the graph.

With regards to Data Enrichment for Graph Completion, generative Al can be used to fill gapsin a
knowledge graph by generating new nodes and relationships based on the existing structure and
content of the graph. This can help to enrich the knowledge graph and make it more comprehensive. In
practice, this task could involve vetting of the added content, to ensure its accuracy.

For Predictive Analysis, generative Al can be used to predict future states of the knowledge graph
based on historical data. This can be particularly useful for strategic planning and decision-making in a
business context.
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How to Realize Knowledge-enriched LLMs: Architectural Designs

In the following section, we introduce a variety of architectural designs that merge knowledge graphs
with LLMs. While these serve as a source of inspiration, tailoring them to your organization's unique

needs and specifications is essential.

Question

User

LLM

A generic LLM

Prompt engineering
with relevant Graph
query samples

Question Question + Context*

User Smart search

(LLM generated graph query)

Relevant results
as context

Graph query

Knowledge
Graph

Generate answer

Generate answer

LLM Knowledge-enriched Answer

* If context is empty, the LLM falls back to its internal memory

Option 1: A Knowledge Graph extending a generic LLM

Option 1 is based on Retrieval-Augmented Generation (RAG) to combine the strengths of both
knowledge graph-based retrieval and generation-based methods in LLM. Instead of solely generating
responses from scratch, RAG first retrieves relevant information from the graph and then uses this
retrieved information as a context to guide the generation of detailed and accurate responses.

To convert user's natural language queries into graph queries, prompt engineering must be conducted

using a set of representative sample queries.

16

By merging the precision of knowledge graphs with the fluency of generative models, RAG offers a more
informed and contextually-aware output, also resolving the lack of timeliness of LLM.

While this method eliminates the need for fine-tuning the LLM, the enriched outputs are limited to the
specific domain addressed by the knowledge graph.
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Question Generate answer
User LLM Knowledge-enriched Answer
Supervised
fine-tuning
Verbalizing Chunking
Knowledge Graph Domain-specific
documents

Extract Knowledge based
on a conceptual model

Option 2: A fine-tuned LLM based on a Knowledge Graph

Option 2 is based on Supervised Fine-tuning of LLM with additional structured knowledge fed from a
knowledge graph. This requires verbalizing the knowledge graph which means converting the structured
information within the graph into some natural language descriptions or narratives, digestible by LLM.

For example, the following graph with four entities and four relationships can be verbalized into:

The
Netherlands .
e e,o/'ta/cl,ty “Bank X, which operates in the Netherlands,
i provides mortgage to Company Y.
Bank Amsterdam Company Y is located in Amsterdam,
X e TOVides et the capital city of the Netherlands."
ortgage to \0 )
Company
Y

This approach allows to encompass a wider range of topics, however, it comes with the costly fine-tuning
of LLM when information is updated.
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Prompt engineering
with relevant Graph
query samples

Question Question + Context* Generate answer
User
A Smart search** LLM Knowledge-enriched Answer
o?e
> NA
Q N
(5\0 @" X
<t
QX
QJ@ (90
& ®
Vector
Knowledge Graph Vector database
Reasoning
<0 * If context is empty, the LLM falls back to its internal memory
1’ ** If no results are retained in the KG, the vector database will be utilized
o-H '
Ontology

Option 3: A Knowledge Graph enhanced with an ontology and/or Vector Database

Option 3 is an extended version of Option 1 where an additional vector database is added to cover
for more topics that can not get directly retrieved from the knowledge graph by running graph queries.
While the knowledge graph explicitly depicts relationships and semantic context between entities, the
added vector database provides faster similarity search capabilities, allowing for more nuanced
comparisons between data points and providing more implicit and relevant results.

Another point of extension here is the capability of semantic reasoning to amplify the depth and
contextual accuracy of the generated outputs. This requires designing an ontology that represents
knowledge in a specific domain, outlining entities, their properties, and the relationships between them
which allows the drawing of meaningful conclusions beyond explicit data in the knowledge graph.

This approach provides enhanced coverage, deeper semantic reasoning, and access to continually
updated comprehensive knowledge, all while eliminating the need for LLM fine-tuning. However, it
introduces the challenges of maintaining and synchronizing an additional database as data evolve.
Additionally, there are considerations of added processing time, the initial development and upkeep of
the ontology, and the associated expenses of implementing a reasoning engine.
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As we navigate the dynamic field of artificial intelligence, the integration of knowledge graphs with
generative Al stands out as a transformative approach to enable trustworthy and responsible enterprise
decisions. Knowledge graphs are characterized by their structured representation of knowledge, where
entities (often denoting concepts or objects) and the relationships between them are explicitly defined.
They provide a reliable and actionable map of knowledge to not only capture explicit facts but also
enable semantic understanding, allowing for the deduction of implicit knowledge.

On the other hand, generative Al is characterized by its ability to produce new content, be it text,
images, music, or other forms of data, that mirrors or emulates the patterns seen in its training data.
Merging these two powerful realms into a knowledge-enriched Al ecosystem facilitates the production
of outputs that are not only precise but imbued with contextual richness.

Knowledge graphs can consistently and accurately influence and guide the behavior of generative Al
models such as LLMs, without the need for dedicated training. As LLMs continue to evolve daily,
knowledge graphs offer a means to ensure consistent quality across top-tier models. Consequently,
investing in the development of high-quality enterprise knowledge graphs is beneficial, irrespective of
the particular LLM in use.

This Whitepaper is just the start of our journey into knowledge-enriched Al. While we have touched
upon its importance and have come up with some ideas for its realization, there is much more to unfold
in this domain in the upcoming years.

As technology advances, the blend of Al with deep knowledge will offer more innovations and
breakthroughs. We are at the beginning of an exciting journey, and there is a lot to look forward to...
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