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For organisations the latest technological developments have drastically accelerated 
the ability to drive autonomy and integration across organisational systems and 
processes. This represents both unprecedented opportunities, including new business 
models as well as major risks for organisations, including market disrupters. 

• Balancing energy supply and demand:  Having 
requested consent upfront, an energy company monitors 
real-time consumption across a customer’s devices and 
appliances. This data is fed into demand forecasting 
which autonomously supports grid balancing and 
renewable energy allocation as well as preventing and 
addressing overload. Customers benefit from advice on 
how to optimise energy consumption, personalised offers 
and service continuity. 

• Supporting public subsidies: When using an automated 
process to award subsidies, a government department is 
transparent about what information is used, the pace of 
case handling, how bias is prevented and regular audits 
of its performance. Automated detection of bias and 
consequent remediation is embedded in the system. 

Trust & resilience: the leadership challenge 
In this point of view, we will explain why achieving successful 
digital leadership depends on an organisation’s ability to 
implement autonomous and integrated systems and processes at 
pace while building and retaining trust and resilience.

Defining digital leadership
Deloitte defines digital leadership as the capacity to turn digital 
capabilities into lasting stakeholder value while taking 
responsibility for the outcomes. It is about how people, 
processes, data and incentives are organised, as well as 
technology. In essence, digital leadership requires:

• A clear strategy that links autonomous, integrated systems 
and processes to sustainable business outcomes;

• Systems thinking that treats technology and human judgement 
as one ecosystem;

• Governance that enables safe experimentation; and
• A culture that encourages transparency, reporting, learning 

and stewardship.

To build and retain trust and resilience, an organisation needs 
to consistently be able to prove that its systems and processes 
are acting as intended. An organisation’s culture is pivotal: the 
norms, rituals and incentives inside an organisation will 
determine whether autonomous systems scale responsibly or 
degrade to become an uncontrollable risk.

Consider the following real-world 
examples:

• Publishing online content: A media company's platform 
automatically personalises content for each viewer based 
on their interests and adjusts ad placement to maximise 
relevance. The company clearly explains that content 
recommendations are based on viewing history (not 
personal data, such as location). Audiences are aware why 
they're seeing specific content and can adjust their 
preferences anytime. The company publishes transparency 
reports on content moderation decisions and backs up all 
content in multiple geographic locations. 

The future of digital leadership 
How to move fast and responsibly to reap benefits and manage risks in the digital era 



“Leaders who put culture at 
the centre of trustworthy 
autonomy will not only scale 
faster but will keep the 
license to operate.”

Guus van Es
Partner Technology and Transformation Deloitte 



A culture of transparency and accountability
Trust depends on transparency, so organisational behaviour 
needs to be highly visible. When running automated systems and 
processes, this means recording data lineage and decision logs 
and publishing short operational notes for model owners and 
customers. This visibility also serves resilience: it enables early 
detection of anomalies, drift and emerging risks before they 
become crises.

To ensure accountability, the owners of each system and process 
should be clearly identified and given the authority to pause or 
rollback automation. In the case of an apparent failure, there 
should be a clear fallback plan in place and straightforward ways 
to escalate concerns to senior management. Critically, these 
owners should also have the authority—and responsibility—to 
propose and implement improvements based on near-misses 
and weak signals, not just reactive fixes.

What a trustworthy and resilient digital 
enterprise looks like
To be trusted and resilient, an organisation must consistently 
follow an observable pattern of behaviours. At a technical level, a 
trusted and resilient system is one that produces reliable results, 
remains understandable, and can recover gracefully from 
failures. Organisationally, individuals take responsibility for 
specific processes and outcomes, while also preparing for—and 
learning from—inevitable disruptions. This accountability is 
supplemented by clear remediation routes, auditability and 
redundancy. Culturally, trust and resilience are engendered by 
psychological safety, visible learning, adaptive capacity and 
incentives that reward both responsible maintenance and 
proactive risk management.

The technical foundations of trustworthy 
and resilient digital systems
At a technical level, a digital system should be designed to be 
both easy to monitor and easy to fix, while also being capable of 
degrading gracefully under stress. Rigorous versioning is 
important to ensure model outcomes are traceable and 
reversible, while MLOps (machine learning operations) and 
decision ops pipelines allow for controlled deployments, 
monitoring and rapid rollback. Employing modular services and 
APIs will enable parts of the system to be tested, replaced and 
isolated safely.

Resilient systems have built-in redundancy—backup models, 
fallback decision pathways, and alternative data sources. 
Circuit breakers and rate limiters should prevent cascading 
failures. Load balancing and failover mechanisms ensure that 
the loss of a single component doesn't compromise the entire 
system. Disaster recovery plans should be tested regularly.

“Leaders should attend these 
reviews and publicise learning 
to send a clear signal that 
transparency is very important.”



When an organisation demonstrates both trustworthiness 
and resilience, it creates a virtuous cycle in which trust 
enables resilience, and resilience sustains trust.

How to measure systems and processes’ 
performance
A combination of metrics can be used to measure (and 
subsequently) publicise an automated system’s and 
processes' performance:

• Technical metrics: accuracy against agreed KPIs, 
calibration (does confidence match reality?), drift rates, 
and mean time to detect and repair.

• Fairness metrics: subgroup performance gaps and 
disparate impact indicators.

• Cultural and governance proxies: incident reporting 
frequency, time from report to remediation, proportion of 
teams with documented post incident actions, and 
employees’ scores on psychological safety.

• External signals: customer appeals, regulator enquiries 
and satisfaction following remediation.

Learning from disruption
Regardless of how its systems and processes are performing, an 
organisation should run regular blameless post mortems, cross-
team reviews and "what worried us" sessions that convert 
incidents into concrete changes. These sessions should also 
surface potential failure modes that haven't occurred yet. 
Leaders should attend these reviews to signal that transparency 
and continuous improvement are very important. 

Resilience through human judgment 
Critically, the organisation should establish protocols for when 
humans should override automation based on contextual 
knowledge, intuition or emerging patterns that the system hasn't 
yet learned. Staff should be trained and incentivised to flag 
unusual patterns, even if the system is technically performing 
within acceptable parameters. 

Building and maintaining trust and resilience long-term should 
take priority over short-term deadlines. For example, an online 
business that relies on an automated system to moderate the 
content on its platform needs to be continually monitoring the 
system's performance. When an unusual pattern emerges, 
human moderators should be empowered to quickly escalate 
such issues. 

Building a resilient culture of stewardship 
Incentive programmes should give recognition to staff that 
surface and fix issues with automated systems—and equally, 
to those who anticipate and prevent problems before they 
occur. To that end, psychological safety is essential—staff 
must feel comfortable raising concerns without fear of blame or 
career consequences. 

Regular training on emerging risks, new failure modes and 
evolving best practices keeps an organisation ahead of 
potential disruptions. Cross-functional teams should regularly 
stress-test systems and processes, simulating failures to 
identify gaps in recovery plans.

“The organisations that will lead in a 
digital era are those that can safely 
give systems authority and then 
prove, repeatedly, that those 
systems act as intended.” 



The path forward

Fully autonomous enterprises don’t exist – and won’t for the 
foreseeable future, as humans need to remain in the loop to 
provide oversight and safeguard trust. At the same time, to be 
competitive, enterprises need to delegate more decisions to 
systems and processes that govern them, enabling detection, 
decisioning, action and learning within set boundaries.

It is important to think of autonomy as a spectrum, rather than a 
binary quality, with human beings setting and adjusting the 
boundaries. Technology opens new possibilities, but culture 
determines whether those possibilities are realised responsibly. 
To capitalise on the next wave of automation and retain a licence 
to operate, everyone in an organisation needs to be aware that 
building and retaining trust and resilience needs to be in by design 
and what their role is to ensure that.

Do you have the organisational culture to reap the 
benefits while retaining trust and resilience? 
And is your organisation ready for it?

Deloitte is committed to helping organisations navigate this 
evolving landscape responsibly. Every organisation's path to 
digital leadership is different. The right balance depends on 
your industry, your risk appetite, your stakeholders, and your 
values. We have the breadth and depth of skills to stand 
shoulder to shoulder with you and help you find the answers for 
your organisation.
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