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' | The unforeseen turmoil

Technology resilience redefined
Considerations to approaching resilience

A

The ongoing geopolitical tensions in the Middle East and across GCC
countries have highlighted how organizations currently address their
technology resilience and deploy recovery strategies. It has become
evident that relying on in-country or regional Disaster Recovery (DR) sites
to safeguard on-premises and cloud-hosted technology environments
has proven inadequate when threats originate on a regional scale.

The impact on organizations

Organizations face increased risk of technology outages when both
primary and disaster recovery setups are in close proximity. This
vulnerability was underscored by recent physical damage from drone
strikes of Amazon Web Services (AWS) facilities in GCC countries, which
impacted the technology environments for multiple organizations and
caused significant business interruptions. In summary, in-country or even
regional-level redundancy has proven insufficient when infrastructure is
physically compromised.
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Data sovereignty restrictions
Strict residency laws preventing cross-border DR sites
create single points of failure during geopolitical crises.

Regional Availability Zones (AZ)

Regional availability zones can withstand power outages
and hardware failures but are obsolete in the face of
targeted physical attacks.

Single-Cloud focused architecture

If the cloud provider’s physical data centers in the region
are damaged or disrupted, all hosted services and data
could become unavailable.



Shifting the strategy focus
Transitioning the strategy to encompass geopolitical concerns

Strategy focus shift
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Multi-cloud & cross-continental DR site
Organizations in the Middle East must move towards
architectures that distribute workloads across
multiple geographies and consider establishing
cross-continental DR sites.

Regulatory policy pivot

Regulators must balance data sovereignty with rules
allowing global establishment of offshore DR sites
and cloud-based hosting.

Integrated defense

Recovery requires aligning Cybersecurity,
Architecture and Cloud Infrastructure as part of their
resilience planning.



Our tailored offerings

Deloitte has assisted clients with their end-to-end resilience journey, from planning
and implementation to continuous operations, to enhance their technology service resilience
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Applying reliability

architecture principles
i combined with software
: engineering to assess current :
: architecture /technology ¥

stack, deployment models,
service flows, and to identify
single point of failure and
enhance as per the lading

practices.

Leveraging leading modern

: i architectural and engineering

principles to design and

maintain repository of highly

resilient and codified
architectural patterns, with
SRE and automation
techniques embedded to

: i poostscalability & flexibility.

Incorporating modern
engineering practices for
swift rebounding from
adverse events, and
incorporating always-on,

: high availability techniques to  :

automate service recovery
and improve app, data and
service limits.

Systematic approach to
prioritize and simulate
failures, validate modern
recovery procedures to
minimize unplanned
downtime and effectively
respond to real-world
chaos, in alighment with
business continuity and DR
plans.

Employing observability
techniques within a
comprehensive Al/ML and
engineering methods to
automate event correlation,
pro-active anomaly
detection, self-healing

service operations for end-
to-end monitoring.

Incorporating modern
engineering practices into
automated and Al-driven
managed services and on-
demand capabilities with
specialized expertise across

i allverticals, to maintain high-
: i systems, and integration with : : :

level of resiliency with
optimal resource usage.

Key services:

: v Architecture/ Design

i Assessments

: v Cloud & Platform

:  Agnostic Workload
Deployment Models

: Assessment

: v/ Data Center Readiness

i Assessment

: v/ Multi/ Hybrid Cloud

' Readiness Assessment
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Key services:
: 1 v/ Service Mapping &

Architecture (Service
Journey Maps)

: 1 v Design Pattern Libraries & :

Catalog (Multi-Hybrid
Cloud / Multi-Regional)

- i v Codify Patterns & Policy

as a Code

v SRE Engineering
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1 v Always “On” (Multi-Hybrid : :

Cloud / Multi-Regional
Architecture)

v Cloud Agnostic
Deployment Patterns
across all Hyper-scalers
and On-Premise

: { v/ Run Book Automation
: 1 v Continuous Data

Protection & DR Postures
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Key services:

Failure Mode Analysis

Chaos Engineering
Resiliency & Reliability

v
: 1 v Game Day Activation
PV

v

Certification

: i v Business Continuity & DR

Plans and Testing
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: 1 v Telemetry Identification &

Activations

-1 v Self-Healing Methods
: : v/ Tooling Architecture
: 1 v/ Tool&Process

Integrations

© v Multi-Cloud Management

Portal
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: 1 v/ Service Restoration

Assistance

v Resiliency Command

Center

: 1 v Center of Capabilities /

Excellence

v" Managed Services & DR-

as-a-Service

: ¢ v/ Continuous Service

Resiliency Monitoring &
Improvement

..............................................



How Deloitte can support
Our tailored offerings
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For more information, contact our Deloitte
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Middle East leaders

Tarig Ajmal
Partner, Cyber Leader
tajmal@deloitte.com

Tamer Charife
Partner, Cyber Defense and Resilience
tcharife@deloitte.com

Jamil Hamati

Partner, Engineering, Al & Data, Government
& Public Services

jhamati@deloitte.com

Santosh Shivashankar
Partner, Cloud & Infrastructure Leader
sshivashankar@deloitte.com
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