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About the survey

We are pleased to present the 2021 Deloitte The majority of respondents represented senior

Middle East Fraud Survey. 105 anonymous management within their organisations, with

respondents across a spectrum of industries in over half comprising Board Members, Chief

both the public and private sector participated in  Executives, and Chief Operations Officers.

the digital questionnaire. The survey consisted of ~ They represented various industries such as

31 questions relating to the following topics: Financial Services, Real Estate and Infrastructure,
Technology, Media and Telecom, Luxury

* The extent and various types of fraud faced by products, Automotive and Professional Services.

organisations in the region.

* The impact of the global pandemic on
fraud risk due to changes in the business
environment.

* Measures being taken to prevent, detect and
respond to fraud.
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INtroduction

This fraud survey illustrates how organisations
across the Middle East have been affected by
fraud, and their response during the recent
COVID-19 pandemic. The survey covers the
types of financial and non-financial frauds
along with the impact, the company response
when faced with a fraud-related incident and
measures that organisations have taken to
mitigate the fraud risks.

The survey indicates that 48% of participants
have witnessed more fraudulent incidents this
year as compared to earlier years, and 35% felt

it has increased since the start of the COVID-19
pandemic. The top factors in the current
business environment contributing to fraud were
identified as dependency on technology and
remote working.

When comparing these findings to a similar
survey conducted by Deloitte Middle East in
2010, it is interesting to note that there has been
a change in the most prevalent types of fraud
over the last decade; theft of physical assets and
misuse of information were the most pressing
concerns in 2010 compared to the threat of new
age technology frauds such as cyber crime and
financial misreporting today. More than two-
thirds of the respondents feel that the current
business and economic disruptions could
increase fraud risk in their organisation over the
next two years.

59% of the Companies have a basic policy-level
fraud risk framework comprising components
such as anti-fraud policy, code of conduct and

anti bribery and corruption policy. However,

they lacked other necessary elements of the

fraud risk framework such as regular trainings,
senior management reporting, periodic fraud risk
assessment and dedicated anti-fraud technologies
for ongoing monitoring of potential frauds.

41% of the companies do not have a dedicated
fraud risk management and investigation team
and feel that the current fraud risk framework
is not adequate to prevent and mitigate the risk
of future fraud. Furthermore, the respondents
indicated that their employees are not aware of
risks pertaining to their industry and the best
practices to be followed.

We observed an increase in the percentage of
companies with an existing whistleblower policy
from 50% to 75% over the past decade. However,
over 33% of the respondents stated that the
whistleblowing facility was either ineffective or
were indifferent about its effectiveness.

Fraud risk assessment and fraud related
trainings form an essential part of a fraud
prevention framework. Close to two-thirds of
organisations in the Middle East have conducted
fraud risk assessments and fraud related
trainings in the past, however, almost half of

the respondents felt the fraud risk assessment
conducted was ineffective.
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Key elements of anti-fraud management

Based on the information from the results

of the survey, and leading guidance from the
Association of Certified Fraud Examiners
(ACFE), the following have been identified as key
elements of an effective fraud risk management
framework:

Anti-fraud culture: the promotion of an
anti-fraud tone and culture by leadership is
a key pillar of every fraud risk management
framework.

Past fraud analysis: an effective fraud risk
management programme takes learnings from
past fraud incidents to fine-tune the framework
and prevent similar frauds from occurring in the
future.

Proactive fraud risk assessment: periodic
assessment and review of the likelihood and
impact of different fraud scenarios along with an
assessment of the organisation’s preparedness
against such fraud risk should be the foundation
of risk mitigation.

Continuous monitoring: the use of tools and
technology for real time/ near real time ongoing
monitoring of the potential fraud risks is critical
to prevent fraud incidents in the future.

Whistleblowing: a whistleblowing policy
that ensures no retaliation occurs against
the reporter, and an efficient whistleblowing
mechanism is vital to detect fraud early on.

Investigations: established procedures for
the investigation of suspected frauds must be
in place to ensure a transparent and effective
investigation.
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Key fraud risks and contributing factors

The COVID-19 pandemic has disrupted businesses
and economies across the globe and has exposed
significant fraud-related vulnerabilities. Over 35% of
respondents said that there has been an upward
trend in fraud within or against their organisation
since the start of pandemic. The evolving nature of
the pandemic has revealed that the intervention of
technology and remote working are contributing
factors towards fraud risk. This was supported

by the survey which revealed that cyber and
technology-related fraud have been the biggest
threat for organisations in the last two years.

Compared to our previous fraud survey
conducted in 2010 where the procurement
process was considered to be the most
vulnerable, today's survey reaffirms that it
continues to be an area of concern as the
majority of fraud is most likely to be perpetrated
in this area. This also indicates that the risk

of fraud is more likely to increase with the
involvement of external parties.

It is recommended that companies review
their cyber resilience, business continuity,
and procurement policies to include controls
which are reflective of the evolving fraud risk
landscape.

Changes to business operations have led to
two-thirds of the respondents believing that

the current business and economic disruptions
could significantly increase fraud risk over the
next two years. We predict that fraud incidents
will continue to grow due to the changes in the
overall business environment, when taking into
consideration respondents’ concerns about their
controls environment ineffectiveness.



Do you believe that the current business and
economic disruptions could increase fraud risk
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In which areas of your business has fraud been perpetrated or is most likely to be perpetuated?

24%

in your organisation over the next two years?

27%
No

What percentage of your organisation’s total
revenue has been lost due to fraud in the

ast year?
pasty 5% 0%

20%

More than
20%

Procurement Finance Information Sales and Operations Logistics Loan/Equity
Less than and Technology Marketing  (front end/ Financing
5% Accounting back end) Activities

What type of fraud/misconduct/malpractice has your firm experienced over the last two years?

Cyber-crime and technology frauds 24%

Financial misreporting

Procurement frauds - involving insider/
third party collusion

Diversion of funds/ misappropriation
of assets

Bribery and corruption

Payroll/ benefits/ HR frauds

M&A frauds/ misrepresentation of
business information

Financial crime/ money laundering

Others

Note: percentages may not equal to 100 due to rounding

Due to the change in the economic environment, which of these options do you think has contributed the most to increasing your organisation’s fraud risk?

S

2%  19%  17%  15%  13% 1% 2%

Technology Remote Performance Financial Individual Organisation Lack of process
intervention working pressure pressure from employee(s) : cash flow and controls
environment from the the organisation personal crunch
organisation to present finance :
to meet favorable pressure
targets performance

information
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Preparedness of organisations to

combat fraud risks

There has been an upward trend in addressing
fraud in the Middle East, which indicates

that companies are proactively trying to
monitor various risks. However, the majority
of respondents indicated that they were not
confident about its effectiveness. Considering
the ever-evolving and dynamic ecosystem in
which organisations function, fraud prevention

requires periodic or continuous risk assessments

and incorporating learning from past incidents.

The increase in implementation of anti-fraud
policies and related governance framework

is a positive trend. However, to effectively
mitigate fraud risk, companies should consider
an effective anti-fraud framework comprising
important elements such as an anti-fraud
strategy and governance structure, policies and
procedures, periodic fraud risk assessments,
internal monitoring exercises involving use of
tools and technologies.

41% of organisations stated that they do not
have a well-established fraud risk framework

to address existing and future frauds. This

was corroborative from the survey where
respondents indicated inefficient anti-fraud
trainings and awareness of the framework in
their companies. For organisations that reported
having an established fraud risk framework, many
also identified absence of certain necessary
elements such as an effective whistle-blower
mechanism, periodic senior management
reporting, periodic fraud risk assessments and
dedicated anti-fraud technologies.

Our survey responses indicated that proactive
awareness campaigns and training for
employees on emerging fraud risks resulted in
reduction of fraud. However, more than 50% of
respondents highlighted that there is a limited
understanding of emerging fraud risks in their
organisations. These organisations often place
reliance on traditional techniques, static data,
and irregular modification of a framework. To
be better prepared, we advise organisations to
shift from detective controls to implementing
preventive controls by incorporating technology
and using near real-time data for decision-
making.
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Does your organisation have an established
fraud risk framework?

¢ Anti-fraud policy

¢ Code of conduct/ code of ethics
41%

No

Anti-bribery and corruption policy

Internal audit function
59%
Yes

Anti-fraud strategy

Whistleblower policy

Key elements of an organisation’s fraud risk framework

* Anti-fraud procedure

Periodic training and awareness

Periodic fraud reporting to senior management
(e.g. Audit Committee of Board)

* Fraud reporting hotline / mechanism and case
management tool

Anti-fraud technology solutions - detection and
monitoring

Periodic fraud risk assessments

Which of the following is the most significant contributor to fraud risk in your organisation?

Limited understanding of emerging fraud risks 16%

Does your organisation have a whistleblowing
policy in place?

22%
No

Reliance on static or dated internal controls to
prevent and detect fraud

Lack of independent monitoring/ segregation of
duties

Lack of or ineffective reporting mechanisms/
barriers to internal reporting

Inadequate due diligence on employees and
third-party associates

Disproportionate access to information and
systems provided to select individuals

. . . - -
Poor “tone from the top”, i.e. demonstration of How is the whistleblowing facility managed?

adherence to codeof conduct and ethical
behavior

Operational and decision-making impunity for
select individuals/senior management 38%
Externally

Unrealistic monetary compensation targets

Unclear or irregular communication andeducation

to employees on fraud and ethical conduct 62%

. . Internall
Resource constraint for a robust fraud risk Y

management framework

Note: percentages may not equal to 100 due to rounding

Which of the following is the most significant challenge to the effective functioning of your organisation’s whistleblowing facility?

@ @

28%  25%  19%  16% = 6% 3% 3%

Culture of the Absence of Reluctance to Protection of Concept of : My : Others
organisation complaint whistleblowing individuals who anonymity :  organisation’s
: follow up :  duetofearof : raiseaconcern : whistleblowing
procedures repercussions/ facility is
loss of job or : : : effective

sponsorship
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Corporate fraud and the role of

technology

Technology is helping companies across the
globe to proactively manage the risk of fraud.
More than half of the respondents stated that
tools and technologies used in their companies
to detect fraud are effective.

We believe that investments in technology

have been successful, prompting 60% of the
respondents to feel that there has been a
decrease in fraud cases post the implementation
of fraud risk technology. The survey findings
highlight that 44% of organisations place a
reliance on a hybrid model (in-house and vendor
dependent), for fraud risk technology services.

The findings of this survey also highlight that
two-thirds of the companies have included an
anti-fraud data analytics function as part of the
strategic agenda. However, fraud risk technology
implemented by the majority of organisations
lacks predictive detection capabilities. This is an
indication for companies to invest in tools such
as data analytics, artificial intelligence (Al) and
machine learning (ML) in order to support in
detecting future frauds.

The use of Al and ML in data discovery offers
numerous benefits such as locating significant
documents faster, thereby increasing the
efficiency and reducing costs, and also in
identifying a greater volume of information to
broaden and deepen the understanding of the
subject matter itself.

The survey indicates that most of the
organisations are currently using technology to
mitigate fraud risks. This advancement makes

it possible for companies to build and optimise
enterprise-wide visibility for addressing fraud
risk concerns. Organisations should consider
investing in technologies that can be customised
and scalable as per their needs with the help of
subject matter experts. Unless such technology
investments are made, companies may find it
difficult to combat the rapidly evolving frauds in
the present digital age.



How effective are the tools and technologies used in your organisation for detecting fraud?
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We do not use tools and technologies for detecting fraud

1 @@ OO OOOOOO

Have you seen a decrease in fraud cases Does your fraud risk technology have any
post the implementation of the fraud risk - predictive detection capabilities such as
technology? : artificial intelligence and machine learning?

40%
No

60%
Yes
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Does your organisation have the anti-fraud data
analytics function on the strategic agenda of
the CIO/CTO/CDO?

Is the fraud risk technology used in your
company fully operational?
43% 43%

No Partially Yes

What type of fraud risk technology is used in
your organisation?
44%

44%
I ]

Hybrid Purely Purely
(in-house in-house vendor
and vendor)

Note: percentages ma not equal to 100 due to rounding
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The last word

A decade ago, fraud prevention and detection
was not a common subject compared with today,
as greater reliance was placed on compliance
and internal audit professionals to identify fraud
within an organisation. Over the years, while

the reliance on internal auditors has remained,
there is an equal emphasis on bringing forensic
professionals onboard with specialised skill sets
to advise and support on prevention, detection
and response.

As mentioned in the report, 41% of the
companies did not have an established fraud
risk framework. This could be indicative of the
reliance that many organisations still place on
traditional methods of fraud detection such as
the analysis of static data, internal audit and
irregular reviews of their fraud risk. However,
the pandemic has revealed that this may

not be sufficient for most organisations. We
recommend adopting a proactive approach to
combat fraud risks.

The past few years have seen an increased
number of regulatory actions globally against
individuals and companies due to instances

of fraud. There is a need for organisations to
effectively manage their fraud framework to
ensure the availability of source information to
aid investigations should there be any reported
instances of frauds. This underscores the
importance of being able to readily access and
extract data from the company's prevention
detection tools in order to investigate and
respond to requests from regulators in case of
regulatory actions.

In our view, an enterprise-wide fraud risk
framework is essential for fraud prevention.

The maturity level of technology in the market
makes it possible for companies to build and
optimise enterprise-wide visibility for fraud.
Successful and effective fraud risk management
functions are those that continuously review and
refine their working relationships and processes
with specific internal and external stakeholder
groups, and act and operate as an integrated
seamless function of the organisation. This
ensures constant assessing of the performance
against industry practices and benchmarks while
actively combatting fraud.

We believe that the future of fraud risk
management will be a collaborative effort

within this ecosystem of experts. While we are
concerned about the lack of fraud management
preparedness across organisations, we have
witnessed instances where internal and external
collaborations have driven and enhanced

the effectiveness of organisations’ fraud risk
management efforts.



Key contacts

Partner

Head of Forensic

Deloitte Middle East

+971 50 650 6214
nehargreaves@deloitte.com

Partner

Forensic

Deloitte Middle East
+971 50 650 1829
ckeeney@deloitte.com

Assistant Director
Forensic

Deloitte Middle East
+971 55 802 1365
pranewar@deloitte.com



Deloitte.

This publication has been written in general terms and therefore cannot be relied on to cover specific situations; application of
the principles set out will depend upon the particular circumstances involved and we recommend that you obtain professional
advice before acting or refraining from acting on any of the contents of this publication.Deloitte Professional Services (DIFC)
Limited (“DPSL") would be pleased to advise readers on how to apply the principles set out

in this publication to their specific circumstances. DPSL accepts no duty of care or liability for any loss occasioned to any person
acting or refraining from action as a result of any material in this publication.

About Deloitte

Deloitte & Touche (M.E) LLP (“DME") is the affiliate for the territories of the Middle East and Cyprus of Deloitte NSE LLP (“NSE"),
a UK limited liability partnership and member firm of Deloitte Touche Tohmatsu Limited, a UK private company limited by
guarantee (“DTTL").

Deloitte refers to one or more of DTTL, its global network of member firms, and their related entities. DTTL (also referred to as
“Deloitte Global”) and each of its member firms are legally separate and independent entities. DTTL, NSE and DME do not provide
services to Clients. Please see www.deloitte.com/aboutto learn more.

Deloitte is a leading global provider of audit and assurance, consulting, financial advisory, risk advisory, tax and related services.
Our network of member firms in more than 150 countries and territories, serves four out of five Fortune Global 500® companies.
Learn how Deloitte’'s approximately 300,000 people make an impact that matters at www.deloitte.com.

DME is a leading professional services firm established in the Middle East region with uninterrupted presence since 1926.

DME's presence in the Middle East region is established through its affiliated independent legal entities, which are licensed to
operate and to provide services under the applicable laws and regulations of the relevant country. DME's affiliates and related
entities cannot oblige each other and/or DME, and when providing services, each affiliate and related entity engages directly and
independently with its own Clients and shall only be liable for its own acts or omissions and not those of any other affiliate.

About Deloitte in the Dubai International Financial Centre

Deloitte Professional Services (DIFC) Limited (“DPSL") is incorporated in the Dubai International Financial Centre (“DIFC"), with
commercial registration number CL0748 and is registered with the Dubai Financial Services Authority (“DFSA”) as a Designated
Non-Financial Business or Profession. DPSL is a sublicensed affiliated entity of DME. DPSL has a 100% wholly owned subsidiary
in the DIFC namely Deloitte Corporate Finance Advisory Limited (DCFAL) which has commercial registration CL2220. DCFAL is
regulated by the DFSA and licensed to provide regulated financial advisory services. DPSL & DCFAL co-inhabit with their principal
place of business and registered offices at Al Fattan Currency House, Building 1, 5th Floor, Dubai International Financial Centre,
Dubai, United Arab Emirates. Tel: +971 (0) 4 506 4700 Fax: +971 (0) 4 327 3637.

© 2021 Deloitte Professional Services (DIFC) Limited. All rights reserved.

Designed by Deloitte CoRe Creative Services. RITM0817720





