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Automatic exchange of information and 
data protection rules: friends or foes?

By Carole HEIN, Director & Georges
WANTZ, Managing Director, Deloitte

Since the 2008 financial crisis,
two regulatory trends have
notably emerged. On the

one hand, transparency is being
enhanced through increasing re-
porting requirements (tax or regu-
latory) and “substance-over-form”
rules, notably seen in IFRS or
CRR.(1), and on the other, there is a
willingness to protect data of in-
vestors and customers. 

In that respect, the collaboration between
states in general and tax authorities in par-
ticular has been enhanced.

1 – The continual enhancement 
of the scope of the automatic
exchange of information …

The concept of automatic exchange of in-
formation was first introduced with the
EU Savings Directive,(2) which allowed
stakeholders to report interest from sav-
ings in the account holders’ state of resi-
dence or to apply withholding tax. This
evolved from encouraging the majority
of actors to choose the exchange of infor-
mation option to making it mandatory.

EU Member States have continued to ex-
pand the scope of the automatic ex-
change of information by amending the
EU directive on administrative coopera-
tion (DAC). They automatically exchange
information on employment income,
pension income, directors’ fees. 

On 28 March 2014, Luxembourg con-
cluded an intergovernmental agreement
with the US tax authorities to apply
FATCA(3), which enables the automatic
exchange of information between US tax
authorities and other tax authorities
around the world.(4) This kind of ex-
change has also been extended across
the globe via the CRS(5). In 2016, the EU
Savings Directive was then repealed
considering the development in connec-
tion with CRS. 

According to the FATCA and CRS regu-
lations, Luxembourg reporting financial
institutions, which include banks, invest-
ment funds and life insurance compa-
nies, must collect data on their account
holders and certain controlling persons
and identify whether they are reportable.
Regarding these reportable accounts,
they must then automatically and annu-
ally exchange the relevant personal data
(their name, address, tax identification
number, etc.) and financial information to
the Luxembourg tax authorities, who
subsequently transmit this information to
the relevant foreign tax authorities.

During the Luxembourg Presidency of
the Council of the European Union, mem-
ber states also reached a unanimous
agreement to exchange advance tax
agreements. This involved a significant
update, DAC 3,(6) which organizes the au-
tomatic exchange of information in the
European Union (besides the OECD re-
quirements based on Action 5 of BEPS(7)),
and through Luxembourg form 777E that
needs to be filed with a ruling request to
the Luxembourg tax authorities. 

These rules were then complemented by
the transposition of DAC 4,(8) which intro-
duced a new transfer pricing documenta-
tion requirement called country-by-
country reporting (CbCR) that requires
the sharing of key information on group
companies that meet certain criteria.

Cooperation between authorities was ex-
panded by the EU Directive 2015/849/
EU on the prevention of the use of the fi-
nancial system for the purposes of money
laundering or terrorist financing and the
EU Directive 2016/2258/EU as regards
access to anti-money-laundering informa-
tion by tax authorities (“the AML Direc-
tives”). The CSSF(9) Circular 17/650, which
was complemented by CSSF Circular
20/744, was then issued to provide guide-
lines and more details on professionals’
duties regarding tax crimes. These regu-
lations require professionals to promptly
notify the Luxembourg Financial Intelli-
gence Unit (FIU) on their own initiative if
they know, suspect or have reasonable
grounds to suspect that a primary tax of-
fense is either taking place, has occurred
or was attempted. Concerned profes-
sionals were recently reminded of this
obligation in a Circular dated 29 July
2021. This rule which increases the coop-
eration between authorities and ex-
change of information is an exception to
paragraph 22 of the Loi Générale des Im-
pôts (AO) because it allows the commu-
nication of personal information that is
normally covered by tax secrecy. 

Since 1 January 2021, market players
must also report information regarding
reportable cross-border arrangements.
Based on the transposition of DAC 6,(10)

cross-border arrangements with certain
cumulative criteria or features that could
indicate the risk of tax avoidance must be
reported to tax authorities who, in turn,
must exchange this information with
other EU member states.

Finally, DAC 7(11) requires platform op-
erators to report information on income
earned by sellers on their platforms, and
member states to automatically ex-
change this information. It aims to en-
able local tax authorities to identify
income earned through digital plat-
forms and determine the relevant tax
obligations. DAC 7 must be transposed
at the latest by 31 January 2022 and ap-
plies as from 1 January 2023. Despite
DAC 7 not yet applying in national law,
its little sister, DAC 8, is already under
discussion and will concern crypto as-
sets and cryptocurrency. 

Since DAC was introduced in 2011, the
automatic exchange of information has
been significantly enlarged to include
more and more personal data, which
could challenge a fundamental right—
data protection. 

2 – …requires a data 
protection framework 

In parallel to these data exchange evolu-
tions in the European Union, the Member
States have made the protection of per-
sonal data a fundamental European right
on 1 December 2009 (Article 8 of the Eu-
ropean Charter of Fundamental Rights),
legally binding through the Treaty of Lis-
bon and the EU legislator has renewed its
legal framework through the General
Data Protection Regulation (GDPR),
which has applied since 25 May 2018 and
compels member states to apply a similar
approach to data protection.

As a result, data protection must be con-
sidered in every area of our society;
therefore, it is no surprise that some leg-
islations on the automatic exchange of in-
formation include specific data
protection requirements.

Indeed, even if a reporting financial insti-
tution must share certain data with the tax
authorities, it must also comply with data
protection requirements. In this respect,
Luxembourg reporting financial institu-
tions, being data controllers within the
GDPR’s meaning, are required to notify
any concerned individual that their data
is being collected and processed under the
FATCA Law of 24 July 2015 and the CRS
Law of 18 December 2015. They must also
notify that this data may be reported to
the Luxembourg tax authorities that
could, in turn, transmit this data to the rel-
evant foreign tax authorities. Luxem-
bourg reporting financial institutions
must also notify their individual clients
that, among others, they have a right to
access the information reported to the
Luxembourg tax authorities and to rectify
this information if necessary. 

Generally, this notification can be in-
cluded in account opening or subscrip-
tion forms, the general terms of business
or any other legal document such as a
fund prospectus.

The relevant data must not be stored for
longer than required to apply the Luxem-
bourg FATCA and CRS law or any other
applicable statute of limitation, and it can-
not be easily reused for a different pur-
pose (the principle of purpose limitation).

In the DAC 7 text that must be trans-
posed by 31 January 2022 at the latest,
data protection is also covered, as the
rules linked to GDPR are clearly in-
cluded as a reminder of good practice.

3 – How can you reconcile 
both measures?

At first glance, data protection regula-
tions and automatic exchange of infor-
mation regulations seem contradictory.(12)

However, if we analyze the perimeters
and goals of the aforementioned regula-
tions, two major points emerge. 

First, the GDPR is not in conflict with the
automatic exchange of information, as
both regulations can be properly and si-
multaneously applied. There are re-
minders of and specific provisions
regarding data protection in automatic
exchange laws, to prevent market play-
ers from using one part of the regulations
to try to avoid the application of others. 

Second, proper governance, specifically
tax governance, can reconcile both meas-
ures, allowing market players to comply
with these regulations.

While governance has been on the
agenda for some time, it has increas-
ingly become crucial based on evolving
tax legislation and the importance of
managing risks linked to tax aspects, in-
cluding financial and reputational risks.
This is why tax authorities are increas-
ingly expecting Luxembourg actors to
have precise and good processes and
policies/documentation in place to
tackle different requirements, which al-
lows market players to prove their tax
compliance. This also enables Luxem-
bourg to maintain its position as a
“good student” in the transposition and
application of European Union and
worldwide regulations.

In this respect, compliance officers hold
a key function—and due to the job’s
ever-expanding perimeters, we are see-
ing new and more specific roles emerge.
This includes the Data Protection Officer
(DPO) function, which will help organi-
zations achieve the right compliance
level for all regulations.

1) Capital Requirements Regulations.
2) Council Directive 2003/48/EC of 3 June 2003.
3) Foreign Account Tax Compliance Act.
4) Luxembourg approved FATCA through the law dated
24 July 2015. 
5) “Common Reporting Standard”.
6) Council Directive (EU) 2015/2376 of 8 December
2015 amended Council Directive 2011/16/EU.
7) Base Erosion and Profit Shifting.
8) European Council Directive 2016/881of 25 May 2016.
9) CSSF: Commission de supervision du secteur
financier.
10) EU 2018/822 dated 15 June 2018.
11) EU Directive 2021/514/EU dated 22 March 2021. 
12) FATCA and CRS are currently being legally chal-
lenged in court.

Manco.Paris, la première
Management Company
100% made in France, a

fait le choix de la plateforme Front-
to-Back de JUMP Technology, édi-
teur de solutions innovantes pour
la gestion d’actifs, afin d’apporter
une approche innovante et indus-
trielle aux sociétés de gestion et
aux institutionnels, souhaitant re-
fondre leur modèle opérationnel
pour se concentrer sur leur déve-
loppement et sur leur cœur de mé-
tier : la gestion 

Face à la hausse des coûts opérationnels et
au poids des exigences réglementaires,
Manco.Paris permet à ses clients, via la pla-
teforme JUMP, de mutualiser leurs
moyens, d’industrialiser leurs opérations
et de se concentrer sur l’amélioration du
time-to-market de leurs innovations. Cette
offre combinée permet aux sociétés de ges-

tion et aux institutionnels de bénéficier
d’une palette complète de services fournis
par Manco.Paris (hébergement de fonds
UCITS ou AIFM, gestion opérationnelle,
gestion des risques et de la conformité,
reporting, etc.), avec un accès temps réel à
leurs portefeuilles via la solution web
Front-to-Back de JUMP Technology (tenue
de position multi-classes d’actifs, analyse
de portefeuille, passage d’ordre, suivi des
contraintes, analyse de Risk et de
Performance, reporting, etc.).

L’expertise métier des équipes de
Manco.Paris, couplée à la puissance de
la plateforme Front-to-Back de JUMP
Technology, apportent aux acteurs de
la gestion d’actifs, une offre couvrant
l’ensemble de la chaine de valeur, tout
en alliant la mutualisation et la person-
nalisation. 

«Nous avons créé MANCO.PARIS dans
le but d’apporter une réponse innovante
à la nécessaire mutualisation des moyens

à laquelle doit faire face l’industrie de la
gestion d’actifs en France et particulière-
ment sa composante dynamique d’entre-
preneurs. Nous avons fait le choix de
JUMP pour monter notre plateforme de
services, après avoir analysé que c’était la
plateforme la plus puissante fonctionnel-
lement et technologiquement du marché
et la seule nous permettant de bâtir notre
offre complète de services sur une seule
plateforme centralisée. Nous sommes
ravis de bâtir, avec JUMP, cette alternative
à la française.» André Mayens, directeur
général et co-fondateur de Manco.Paris.

«Nous sommes ravis de collaborer avec
Manco.Paris non seulement en tant que
client, mais aussi à travers notre relation
partenariale forte, qui permet
aujourd’hui de démocratiser l’usage de
la solution JUMP Front-to-Back et d’au-
tres services additionnels de qualité à tra-
vers de nombreuses sociétés de gestion
en France.» Emmanuel Fougeras, CEO
de JUMP Technology.

Manco.Paris choisit la plateforme 
Front-to-Back de JUMP Technology
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