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The importance of implementing a robust information
technology control framework has never been greater.
Information technology risks are not only a threat to
your operations, but also your strategy, reputation, and
finances.

More than ever, supervisory authorities (Luxembourg and European) are monitoring and
auditing how organizations manage their IT risks. In recent years, on-site IT inspections
have significantly increased, focusing on hot topics like cybersecurity, business continuity,
change management, data integrity, and outsourcing. If you're not prepared, these
inspections can result in non-compliance or breach reports, both with strict deadlines to
implement remediation actions.

You can make sure you're prepared for the supervisory authorities” on-site IT inspections
with several readiness activities.

How can Deloitte help?

Regulators have become increasingly scrutinizing when it comes to enforcing these regulatory
requirements, putting additional. stress on your organization.

To help ease this pressure, we help banks, PFS, management companies, and other organizations
prepare for on-site IT inspections.

How does it work?

To ensure compliance, you first need to know where you stand. Whether bank, PFS, or management
company, we'll conduct a regulatory gap analysis to help you identify your weak spots and then
recommend improvements.

This won't only improve your preparedness when the supervisory authorities arrive; it will also make
the control framework and IT risk assessment more efficient.
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Our support for regulatory on-site IT inspections can cover multiple topics,
such as:

ICT crisis and incident management
IT outsourcing and cloud computing

P I}\
N/ ZA —

ICT operations management \ \J\ \ X\k_y / / Information security

Teleworking \x — /
\K__ %/ ICT project and change management
\_.

=

L

~

Our methodology

Our specialists will assess your compliance with relevant regulatory requirements and then
help you prepare for the inspection. The analysis comprises Deloitte’s guidance on best market
practices, industry knowledge, insights into the regulatory landscape (e.g., CSSF Circulars, EBA
Guidelines), and experience with the regulator’s on-site inspections.

The results will not only help you prepare for the supervisory authorities’ inspection but will also
help improve how your organization currently manages IT risks and regulatory compliance.
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