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Due to fewer transactions, 
some might mistakenly as-
sume that the insurance 

sector bears a lower money launde-
ring and terrorist financing 
(ML/TF) risk than banks and in-
vestment funds. But the insurance 
sector is not immune to ML/TF, and 
this misperception is dangerous: 
 
1. Criminals may target the insurance in-
dustry to commit their fraud or transgress 
Targeted Financial Sanctions (TFS). While 
TFS violation and fraud are now clearly 
identified by Luxembourg Penal Code 
(art. 506-1) as primary ML offenses, “clas-
sic” ML/TF risks, like drug trafficking, 
prostitution, tax crime or corruption 
should not be forgotten or overlooked.  
2. Money launderers aim to outsmart 
“lines of defense” by having a diverse “in-
vestment” strategy/portfolio, and sub-
scribing to multiple insurance products. 
These may include products that offer 
high premiums, cash-outs and/or invest-
ment values. Or they may subscribe to an 
insurance contract with unlawful funds in 
order to receive regular returns to put 
back into legitimate monetary streams. 
Others may even transfer the ownership 
of their fraudulent products via an insur-
ance contract. 
3. Criminals are IT and cyber savvy and 
adapt quickly to digitalization. The ab-
sence of strong AML/CTF infrastructure 
with sound IT solutions and automated 
controls put insurance sector profession-
als at risk. 
4. Insurance watchdogs worldwide con-
tinue to reinforce AML/CTF regulatory 
obligations and expect a risk-based ap-
proach with stricter, more frequent and 
efficient controls, and Luxembourg is no 
exception. 
 
The Commissariat aux Assurances (CAA) 
requires and expects the implementation 
of a robust AML/CTF framework, not 
only through its regulation 20/03, but also 
through its: 
 
Offsite inspections with qualitative and 
quantitative, thoroughgoing question-
naires. 
 
The latest CAA circular letter 23/3 man-
dates that certain insurance intermedi-
aries marketing certain life insurance 
products annually prepare quantitative 
data for business relationships initiated 
from 1 July 2023 and contracted in 2023. 
This is also applicable for existing con-
tracts with a review, movement, or sig-
nificant change from 1 July 2023. The 

initial report must be filed on 31 January 
2024 and subsequent ones on the anniver-
sary date. 
 
Other previous CAA circular letters (18/9, 
19/8, 21/2, 21/16, 22/3, etc.) request insur-
ers, reinsurers or intermediaries to pro-
vide data and information on their 
AML/CTF framework, relating to the fol-
lowing data and information : 
- Risk-Based Approach (RBA) used,  
- Customer Due Diligence measures in 
place, and 
- Obligation of carrying out a periodic re-
view of existing contracts:  
o before 2024 for those with a higher 
ML/TF risk 
o before 2027 for the remaining. 
 
When the CAA conducts a review, large 
amounts of relevant entity data and infor-
mation is obtained through CAA ques-
tionnaires. The CAA performs further risk 
assessment of the supervised profession-
als based on the responses provided or in-
consistencies noted.  
 
Tightened and in-depth onsite inspec-
tions that complement remote inspec-
tions. 
 
As stated by CAA Director Thierry Fla-
mand on 19 November 2021 in the news-
paper d’Lëtzebuerger Land, professionals 
“are now expected to be irreproachable, both for 
new businesses and for the past.”(1) According 
to Article 8-4 of the Luxembourg 
AML/CTF Law of 12 November 2004 as 
amended (the AML Law), the market 
should not be surprised to see profession-
als who neglect their AML/CTF obliga-
tions named in a public statement and/or 
summoned to pay a substantial fine. 
 
Vigilance is expected from all profession-
als at all times. 
 
Soaring compliance costs, combined with 
low margins and growing inflation under 

the current economic climate, may seem 
overwhelming. Navigate this matter and 
mitigate any related risks with the follow-
ing options. 
 
Developing a sturdy action plan should 
include at minima five key components:  
 
1. A well-defined Risk-Based Approach, 
consisting of: 
 
a. A comprehensive Risk Appetite State-
ment (RAS): As cited by CAA circular let-
ter 22/3 (3 March 2022), in which the CAA 
questions specific professionals(2) on 
whether they have established a RAS. 
Prior to bullet (a) above, in 2021, CAA cir-
cular 21/6 indicated the requirement to de-
fine a RAS by adopting the EBA guide- 
lines “EBA/GL/2021/02” (i.e., points 1.18, 
4.7 g) and 4.64 c)). It states that “firms should 
ensure that their business-wide risk assessment 
also reflects […] their ML/TF risk appetite.”(3) 
b. The company’s own Compliance Risk 
Assessment (CRA): Article 3 of the CAA 
regulation 20/03 requires professionals to 
establish a CRA. A firm should ensure 
that all ML/TF risk areas are catalogued, 
distinguishing and accurately measuring 
the inherent risk of each risk area, the ap-
plicable controls (by the first, second and 
third line of defense (LoD)), as well as cor-
responding residual risk. Despite being 
time-consuming, CRA is worth it and 
should include stakeholder input to pro-
vide a holistic view to the Compliance Of-
ficer and Senior Management that can 
easily be leveraged, updated and contin-
uously improved when needed.  
c. The Risk Assessment for each client 
and/or contract: This must be regularly re-
assessed during periodic review 
processes or on ad-hoc basis (i.e., upon oc-
currence of a catalyst event such change 
of beneficial owner or beneficiaries).  
 
2. A sound risk-based customer due dili-
gence program (CDD) that will distin-
guish contracts with higher ML/TF risk 

exposure from others and assign a cor-
responding due diligence level to each 
contract.  
 
CDD must at least include standard due 
diligence (if the contract is low or medium 
risk) or an enhanced due diligence (if it is 
high risk). The AML Law offers non-
mandatory simplified due diligence 
(SDD) measures when several low-risk 
conditions are met. 
 
The SDD measures still require controls 
and follow-ups; even if intermediaries can 
be used, the responsibility of the controls 
remains with the insurance professional. 
 
3. An ongoing due diligence program 
(ODD) consisting of: 
 
a. A name-screening process to regularly 
check the names of clients, related parties 
and intermediaries/counterparties. How-
ever, relying only on updated sanctions 
and politically exposed person (PEP) lists 
may lead to inadequacies and inaccura-
cies if documentation is not current. The 
system might screen unrelated or incor-
rect counterparties, increasing a firm’s risk 
if the “true related counterparties” hap-
pen to be criminal. This could be a detri-
ment to a professional’s 5th AML 
obligation (to cooperate with authorities 
without delay). Reliable, complete and 
up-to-date data is paramount. 
 
b. A transaction monitoring process, 
whereby complex and unusual transac-
tions should be detected and analyzed. 
 
c. A CDD program requires periodic re-
view to remain accurate and protect the 
insurance professionals’ reputation and 
financial stability. 
 
Although sufficient initial due diligence is 
done while opening a relationship , a pe-
riodic review of a client’s information is 
essential to capture changes in related 
parties and the impact of combining client 
data with external data. Due to limited 
compliance resources, data collection, up-
dates and analysis, plus controls designed 
to produce refined and relevant alerts, are 
recommended.  
 
The “wait and see approach” (i.e., waiting 
to see the consequences that unfold when 
other professionals fail to comply) leads 
to stress for you and concerns from regu-
lators and auditors and cascades higher 
compliance costs, penalties and urgent re-
mediation measures. 
 
Neglecting periodic customer reviews 
raises ML/TF risks for companies, partic-
ularly with aged or complex contracts, re-
gardless of client type (company or 
individual). For example, ignoring ulti-
mate beneficial owners in complex struc-
tures, especially when holding, structural 

or managerial changes occur, can increase 
risks. Lacking information/documenta-
tion on the source of a clients’ funds or 
wealth amplifies risks, especially with 
criminal networks.  
 
As the age-old adage advises: “Invest in 
your wellness instead of paying for your 
sickness”, because the consequences can 
be catastrophic for both the professional, 
their clients and team. 
 
Whichever option is chosen, costs are im-
plicated. Nevertheless, a well-considered, 
pre-remediation plan or gap analysis is 
cheaper.  
 
Before conducting a periodic review, you 
should categorize contracts based on their 
risk profile. Well-engineered technological 
solutions, like Deloitte’s own D.KYC can 
also be used. These solutions should be 
designed around a company’s size and 
goals and provide invaluable data analyt-
ics for leadership like a dashboard with 
detailed, real-time metrics ranging from 
contracts that pose a high ML/TF risk, to 
contracts that have been reviewed or are 
due for review, to customizable indicators. 
 
4. Adequate governance as follows:  
 
a. Senior Management should set the right 
tone and give staff the necessary support. 
They should prioritize AML/CTF, re-
silient internal processes and controls that 
mitigate ML/TF risks.  
 
b. Hiring skilled AML staff and providing 
them with adequate training is essential. 
They should be equipped with suitable 
technological solutions to carry out their 
regulatory duties. 
 
c. Internal auditors should have sound 
knowledge of AML/CTF requirements to 
fulfill their duties and assess the strength 
of their firm’s policies and processes.  
 
5. Cooperation with authorities: Profes-
sionals must ensure that their internal 
processes and controls enable immediate 
cooperation at all times. Immediate esca-
lation of AML matters to the Compliance 
Officer should be underscored. 
 
1) «On attend d’elles maintenant qu’elles soient ir-
réprochables, aussi bien pour les nouvelles affaires 
que pour le passé.» 
https://www.land.lu/page/article/680/338680/DEU
/index.html 
2) The scope of circular 22/3 was: 
- Life insurance undertakings; 
- Brokers with activity (new production or recur-
ring premiums) relating to the life classes of Annex 
II of the amended Law of 7 December 2015 on the 
insurance sector;  
- Branches of life insurance undertakings from the 
European Economic Area (EEA) or third countries. 
3) Guidelines EBA/2021/02 were amended on 31 
March 2023 by guidelines EBA/GL/2023/03. The 
changes relate to the risk assessment of not-for-
profit organizations (NPO).
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Le 5 juillet, les dirigeants de 
Baloise, de BPI Real Estate et 
de CLE ont symboliquement 

coupé le ruban inaugural de leur 
nouvel immeuble de bureaux 
WOODEN à Leudelange.  

L’événement s’est déroulé en présence du 
Premier ministre Xavier Bettel, de la minis-
tre des Finances Yuriko Backes, de S.E.M. 
Markus Börlin, Ambassadeur de Suisse au 
Luxembourg, du Bourgmestre de 
Leudelange Lou Linster et de 200 invités, 
réunis pour célébrer l’inauguration du 
bâtiment WOODEN, mais aussi pour 
saluer l’avènement de nouveaux modes 
constructifs plus vertueux et durables.  
 
«Le bois, c’est chaleureux et c’est vivant» : 
les témoignages enthousiastes des utilisa-
teurs Baloise, CLE et BPI, les trois locataires 

de l’immeuble WOODEN, y ont emmé-
nagé tout début 2023. Six mois après leur 
installation, les ressentis sont unanimes : 
la présence du bois dans les bureaux aug-
mente la sensation de bien-être et les émo-
tions positives.  
 
Pierre Ylieff Head of IT Architecture chez 
Baloise : «WOODEN se distingue par son 
atmosphère feutrée et paisible induite par 
la structure en bois. L’alliance des poutres 
massives et des larges baies vitrées donne 

la sensation de travailler dans un espace 
naturel et constamment ouvert sur l’exté-
rieur. On n’a pas l’impression d’être enfer-
més entre 4 murs, mais d’avoir vue sur 
quelque chose de plus large, ouvert sur la 
nature environnante.» 
 
Deborah Dominique, Management 
Assistant depuis 15 ans chez BPI Real 
Estate - WOODEN est déjà le 5ème siège 
qu’elle occupe : «C’est indéniablement le 
plus chaleureux, et c’est grâce au bois. C’est 

une touche nature, c’est beau». Ce qu’elle 
apprécie aussi, c’est la luminosité des 
bureaux. Avec des façades totalement 
vitrées, il est vrai que l’apport de lumière 
naturelle est optimal et qu’il concourt au 
confort visuel des occupants. Les nom-
breux vitrages intérieurs permettent en 
outre de créer un contact visuel entre les 
étages et aussi entre les locataires. Un liant 
qui ferait presque oublier que l’immeuble 
se déploie sur 6 niveaux. Un lieu de vie 
convivial, entre lumière et bois Au cœur 
de WOODEN, plusieurs escaliers monu-
mentaux en bois rythment les espaces inté-
rieurs. Ils invitent les collaborateurs à se 
déplacer en douceur et offrent une grande 
accessibilité entre les plateaux.  
 
Christine Theodorovics, CEO de Baloise 
depuis le 1er juin, estime «qu’après la pan-
démie, nous avions besoin d’une structure 
pour réapprendre à vivre et à travailler 
ensemble, aussi pour renforcer le senti-
ment d’appartenance à Baloise. Or quoi de 
mieux que ce nouveau siège pour le fédé-
rer? WOODEN est le symbole de notre 
engagement envers nos collaborateurs, 
c’est un cadre de travail moderne, stimu-
lant et épanouissant.»  
 
Thomas von Planta, président du Conseil 
d’Administration Baloise Holding SA, 
souligne que «ce n’est pas tant notre stra-
tégie, nos processus ou nos innovations 

qui font réellement la différence. Ce sont 
nos collaboratrices et nos collaborateurs 
qui font et transforment Baloise. C’est bel 
et bien la culture d’entreprise qui soutient 
la stratégie et non l’inverse. Nos collabo-
rateurs sont nos plus beaux atouts et nos 
meilleurs ambassadeurs. C’est pour cela 
que nous voulions qu’ils bénéficient d’un 
environnement sain, épanouissant qui 
leur corresponde. Ainsi qu’un cadre convi-
vial pour favoriser l’accueil de nos clients, 
les échanges et la collaboration.»  
 
Christophe Herrmann, directeur général 
de l’entreprise de construction CLE 
conclut : «C’est une grande fierté pour CLE 
d’avoir réalisé une telle construction avec 
nos propres équipes. Aujourd’hui, notre 
siège est une formidable vitrine du savoir-
faire de notre groupe. Il symbolise tout à 
la fois l’attention que nous portons au bien-
être de nos collaborateurs et à notre 
empreinte environnementale.»  
 
La construction de WOODEN avait 
débuté fin 2020 pour une livraison fin 2022 
(aménagements locatifs compris). Il s’agit 
d’un co-développement IKO Real Estate 
et BPI Real Estate, construction CLE avec 
le concours du spécialiste du bois Wood 
Shapers (également du groupe CFE). 
L’immeuble est totalement loué à Baloise, 
CLE et BPI et a été vendu fin 2022 à l’in-
vestisseur suisse ACRON.
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