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The payments and electronic money ecosystem is evolving at high speed. New products, 

instant payments, embedded finance, open banking interfaces and reliance on a network of 

partners are reshaping how Payment Institutions (“PI”) and Electronic Money Institutions 

(“EMI”) operate. At the same time, regulators and supervisors are steadily tightening 

expectations around Governance, Safeguarding of funds and AML/CFT.

In this environment, a strong and well positioned Internal Audit Function becomes a key 

element of your overall control framework. It provides an independent view on whether your 

controls are really working in practice, across the full value chain.

A risk based, forward looking internal audit plan helps PIs and EMIs to anticipate regulatory 

change, detect weaknesses early and prioritize remediation where it matters most. Beyond 

meeting formal requirements, Internal Audit can bring specialist insight into payment flows, 

technology, fraud and third-party dependencies, supporting process optimization and value 

creation.

In parallel, Internal Audit Functions themselves are undergoing change. The Institute of 

Internal Auditors (“The IIA”) issued the new Global Internal Audit Standards (“2024 

Standards”), in effect since January 2025. Internal Audit teams worldwide are adapting their 

methodology, tools and reporting to these standards, while continuing to provide assurance 

in an increasingly data driven digital payments landscape.
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As a Payment or Electronic Money Institution, does your Internal 
Audit Function really address your most significant risks?

ON-SITE INSPECTIONS AND THEMATIC REVIEWS CONDUCTED BY THE CSSF

In 2024, the CSSF conducted 7 on-site inspections of payment and e-money institutions, focusing on AML/CFT, 

corporate governance and business model, and IT risks. Key weaknesses included poor IT governance and change 

management, inadequate internal audit coverage and IT risk assessments, weak logical access controls, and 

insufficient risk identification and monitoring.

AML/CFT issues included deficient name-screening setups, weak transaction monitoring, poor-quality automated 

data, and gaps in ongoing due diligence, reporting, and oversight of outsourced AML/CFT activities. Governance 

weaknesses covered unclear decision-making, insufficient resourcing, and poor oversight of service providers and 

new products.

The CSSF imposed two AML/CFT-related fines on PI/EMIs (EUR 40,000 and EUR 68,000) and issued an injunction for 

governance weaknesses, underlining its focus on strong internal governance, IT and security risk management, and 

effective safeguarding of users’ funds.

Source: CSSF Annual Report 2024

(*) Requires mandatory annual reviews (**) As per CSSF Annual Report 2024, these topics were subject to on-site inspections and thematic reviews by the CSSF
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Operational Excellence 

Delivering a powerful combination 

of enhanced efficiency, robust 

regulatory compliance, and 

improved performance positioning 

your organization as a leading 

market player.

Regulatory Assurance

Building a solid foundation 

by ensuring compliance 

with key regulations.

Risk Intelligence 

Providing deep, 

proactive insight into 

your operational and 

emerging risks.

Turning regulatory complexity into opportunity with Deloitte Internal Audit Services



Focus points are best established by Internal Audit Functions based on the PI/EMI’s 

strategy and risk profile. Nevertheless, there are certain key areas which are a must to 

be considered, as summarised below.

PAYMENT & ELECTRONIC MONEY INSTITUTIONS

1. Safeguarding of users’ funds

The institution must at all times safeguard all funds received for payment transactions or in exchange for 
e-money, using frequent reconciliations, strict access and 4-eyes controls, robust contracts (with full 
responsibility retained), and regular internal-audit review.

2. Internal control functions

Institutions must have permanent, independent, well-resourced Compliance, Internal Audit and, where 
needed, Risk Control functions, with clear charters, risk-based plans and regular written reporting, 
ensuring ongoing risk oversight and transparent dialogue with the board and the CSSF.

3. Conflicts of interest

Firms must have a comprehensive framework to identify, assess and manage conflicts of interest for staff 
and governing bodies, ensure segregation of duties and escalation procedures, and subject significant 
related-party transactions to arm’s-length terms and explicit board approval.

4. New product approval

Any new or materially changed product, service, market or process must follow a formal New Product 
Approval Process involving business function, Compliance function and Risk Control function to confirm 
regulatory compliance, fund safeguarding and the impact on risk profile, capital adequacy, profitability 
and resource readiness, and may only launch after approval by the management body.

Anti-Money Laundering and Countering the Financing of Terrorism (as per Article 44 of the CSSF

Regulation 12-02, as amended)

Remuneration Policy (as per point 2.17 of the CSSF Circular 10/437)

Safeguarding of Funds (as per Sub-section 6.2.7.3 of the CSSF Circular 26/906) 

Annual Activity Reports of the Compliance Function, the Risk Management Function, and the Internal

Audit Function as well as the Report on AML are to be submitted to the CSSF

Current Regulatory Hot Topics

Attention Point to be reviewed on an annual basis
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New CSSF Circular 26/906 “Central administration, internal governance and risk management”
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