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Third Party Management (TPM)
Holistic management of third-party relationships

Organizations are increasing their dependence on third parties. 

Here are some of the key drivers for a mature Third Party Management 

system:

- frequency of incidents is greater than ever
- the estimated direct financial exposure to an incident has grown

exponentially
- regulatory requirements and penalties are becoming more stringent

Source to 
Contract (S2C)

Procure to Pay 
(P2P) 

Contract Lifecycle 
Management 

(CLM)

Third-Party Risk 
Management 

(TPRM)

Supply Network 
Mapping
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Portfolio & Relationship 

Management
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Management

Operate

Innovation/
Automation

Service Performance 
Management
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Third Party Risk Management (TPRM) Framework - Managing complexities 
Our TPRM framework is based on leading practices and regulatory requirements.

Client 
Experience

Cost Reduction Improved time
to market

Risk and Compliance 
Management

Growth/ 
Innovation

Screening & monitoringClassify third parties Data feedsBackground checks Third party questionnaire Inspections

Governance and Oversight

The organizational structure, 
committees, and roles and 
responsibilities for managing 
third parties

Policies and Standards

Management expectations 
for the management of third 
parties and related risks

Management  Processes

Processes to manage risks 
across the third-party 
lifecycle

Tools and  Technology

Tools and technology that 
support TPRM processes

Risk Metrics & Reporting

Reports identifying risks and 
performance associated with 
third parties, tailored 
towards multiple levels of 
management

Risk Culture

Tone at the top, clarity on 
risk appetite, appropriate 
training and awareness. to 
promote positive risk culture

Labor rights ComplianceContract

Information security Brand & reputation

Business continuity

Financial health

Antibribery / Anticorruption

Health & safety environmentData privacy

Third Party Risk Management Framework
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Third Party Risk Management maturity levels
TPRM programs are typically aiming to become more ‘defined’ / ‘integrated’ for a subset of third party 
types and risk domains.

OPTIMIZEDINTEGRATEDDEFINEDMANAGEDINITIAL

Governance and Oversight
(including Policies and 
Standards)

• No formal governance
• Risk taking for  quick fix

benefits

• Minimal effort in reducing
risk

• Risk taking for short term
benefits

• Focus on preventing issues
• Risk aligns with median term

enterprise wide benefits

• Focus on preventing issues
and creating value

• Intelligent risk taking, aligned
with enterprise strategy

• State of the art practices
linked to value drivers

• Extended enterprise
embedded into start planning
and decision making

Talent and Risk Culture • Individual effort
• Little management input
• Lack of training

• Responsibilities built into
existing roles

• Increased input from
leadership

• Dedicated roles
• Interested executives within

each silo
• Some training offered

• Awareness of value of
Extended enterprise across
org

• Enterprise wide roles
• Exec ownership at the

enterprise level

• Trained professionals with
defined roles throughout
lifecycle

• Exec champions on both
sides, aligning service delivery
to strategic objectives

Management Processes • Few activities defined
• “fire-fighting” mode

• Defined processes but in
siloes

• Functional, reactive
problem solving

• Coordinated processes across
the business

• Monitoring and alerting
leveraging dashboards, with
some proactive issue
resolution

• Fully standardized processes
integrated with tools and data

• Proactive decision making
using analytics

• Processes aligned with
strategy, integrated into third
party

• Continuous improvement and
proactive responsiveness

• Predictive sensing analytics,
tools and dashboards utilized

Technology • Simple and least
expensive tools

• Off the shelf tools used
for problem solving

• Limited access to third
party data

• Adapted tools used for
reporting and monitoring

• Customized tools used for
tactical decision making

• Value additive tools
• Internal data centralized

• Customized decision support
tools

• Tools are key value drives and
differentiators

1 2 3 4 5
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Characteristics of leading Third Party Risk Management programs
An underlying set of guiding principles is key to the enablement of a leading TPRM program.

Integrate control functions with the TPRM 
function; extend the program to 
reputational risk and other emerging 
disciplines

Maintain a comprehensive inventory of 
third parties for a single source of truth 
and vendor data

Avoid overcomplicating the TPRM function and 
processes; focus on practical implementation, 
and utilize a Program Maintenance framework 
to continuously evolve

Develop a single enterprise-wide view 
(dashboard) of third-party risk, especially for 
third parties providing multiple services to 
multiple BUs

Include clear roles & responsibilities, policies, 
processes, and procedures that are well 
documented and under continuous 
improvement

Refresh TPRM practices and conduct training 
regularly; monitor regulatory guidance and 
refresh TPRM in response to new or changed 
guidance

Create an exceptions-based risk review process; 
create “fast lane” for low risk third parties, and 
document’ risk acceptance decisions and 
remediation plans

Incorporate and manage both a 
relationship level and engagement level 
view of risk

TPRM Guiding Principles Leading Practices 

Organizations should establish a 3 LINES OF DEFENSE 
model to segregate duties

All third parties should be subject to CONSISTENT 
STANDARDS

TPRM program must follow a FULL-LIFECYCLE 
APPROACH from “cradle to grave”

The TPRM program should consider the FULL 
PORTFOLIO of third-party organizations

Level of governance and approvals must be 
COMMENSURATE WITH THE RISK the third party poses

The TPRM process and related technology should 
ENABLE A RISK-BASED APPROACH
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Building an effective Third Party Risk Management program
Building on TPRM leading practices provides a foundation to prepare the program in responding to disruptive trends. 

Setting up a TPRM program

Technology integration with in-house and external solutions

Using integrated data feeds for continuous and automatic 

updates on specific risk domains

Supply chain monitoring

Fourth party risk management

• Taxonomy for defining third party types

• Visibility into full inventory

• Governance, program reporting, KRIs

and KPIs

• Policies and standards

• Lifecycle management processes

• Periodic personnel training

• Technology enablement

Program Initiation

• Risk tiers & categorization of third

parties

• Question banks for inherent risk

identification and due diligence

• Standardized communication and

escalation matrices

Pre-Assessment

• Assessment methodologies defined

according to risk tiering

• Assessment report templates

• Periodic refresh of control sets

• Continuous monitoring through risk

sensing techniques

• Residual risk determination

Assessment

• Remediation monitoring and

reporting

• Commensurate periodic

reassessment of risk and ongoing

monitoring activities embedded

within BAU

Post-Assessment

Embed due diligence requirements in third party evaluation and 

selection stage

Advanced analytics and artificial intelligence for automated risk 

screening and monitoring

Adapt to disruptive trends (through periodic benchmarking)

1

3

2

4

Future state considerations
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Deloitte’s Third Party Risk Management Services
Deloitte helps clients in building or enhancing their TPRM programs and in supporting their move to a partial or fully 
outsourced model

1. Diagnosing existing TPRM capability;

2. Designing TPRM frameworks (e.g. policies,
procedures, operating models, tools);

3. Building and configuring TPRM tools and ‘standing-
up’ TPRM teams / utilities;

4. Deploying TPRM across an organization through
phased implementation, training and communication
programs; and

5. Operating and performing ongoing TPRM activities as
part of a hybrid or fully outsourced managed service.

Our services span the breadth of our client’s TPRM 
requirements and include supporting our clients in:

© 2024 Deloitte Hungary
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Deloitte’s Global TPRM Hybrid Operate Offerings

Our service includes: 

75+ dedicated delivery centers based professionals supported by 17,000+ risk professionals globally, pre-defined processes for planning, scheduling and 
execution, reporting and quality management including technology enablers based on a robust, scalable, secure architecture 

Managed Service Components Outputs

Inherent Risk 
Quest.

Identifying inherent risk posed by the goods or services to be requested from the third 
party.

• Questionnaire responses checked for completeness
• Supporting document if required
• Service risk assessment scores

Automated risk 
screening & 
monitoring

Using advanced analytics and AI to collect and examine data from the internet and 
proprietary databases to identify risk indicators.

• View of risk indicators associated to third parties refreshed automatically to reflect up-
to-date information

Risk domain specific
data feeds

Using integrated data feeds to ensure information relating to specific risk domains is 
continuously and automatically updated 

• View of external risks associated to third parties monitored on an ongoing basis and
fed back to the relevant Business Owner and third party monitoring data / dashboards

Background checks
Detailed research by a global network of experts into companies, key individuals and 
ultimate beneficial owners.

• Questionnaire responses from the third party checked for completeness
• Risk assessment scores
• No go criteria that are triggered by responses
• Automated risk indicators / red flags, recommendations and risk rating

Third party risk 
questions and 
analysis

Collection and analysis of data from the third party regarding its control environment 
(policy, process, capability etc.)

• A simple, easy to use report outlining the outcomes of the work
• Specific gaps and recommendations based on data and supporting evidence

Assessment
Remote & on-site, detailed assessment by risk experts of the third party’s control 
environment.

• Remediation activities issued to the third party and tracked to completion
• Escalation to client of overdue remediation activities

Remediation action 
and tracking

On-going analysis (using data analytics and AI) of various data sources to identify any 
emerging or new issues regarding the third party portfolio.

• End to end process is managed on our clients behalf, escalating key decisions to our
client as required

© 2024 Deloitte Hungary
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Deloitte’s proprietary Technology Platform capability 
Deloitte’s TPRM platform is an end-to-end technology platform that combines mobile data-collection, corporate and unit-
level performance improvement tools, and mobile-optimized reporting and visual analytics dashboards.

• Customized portal

• Actionable insights into vendor risk

• Single centralized repository

TPRM Platform Architecture TPRM Platform  Benefits

• Bi-lateral communication

• External data sources as risk
indicators

• Consolidated reporting

• Global and scalable

• Dashboard views for program health
& operational data

• Actionable insights into vendor risk

© 2024 Deloitte Hungary
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Our Third Party Risk Management Experience

Fortune 500 Pharmaceutical Company

• Enhanced visibility into suppliers, issues and risk domains due to insightful reporting

• Improvements suggested and adopted in existing TPRM processes and questionnaires

• Extensive documentation around process maps, standard operating procedures and end user
manuals provided to the client

Top 10 Global Bank

• Redesigned TPRM program in alignment with OCC Bulletin 2013-29

• Revised TPRM governance and established interaction model

• Streamlined third-party risk tiering model

• Established SLA monitoring process

Large Global Financial Services Organization

• Developed integrated target state for supplier and inter-affiliates

• Expanded risk domains coverage for TPRM program

• Strengthened governance and reporting top critical suppliers

• Enhanced TPRM processes efficiency and effectiveness

Large Insurance Organization

• Enhanced TPRM methodology to align to industry leading practices and Client DFS

• Enhanced risk tiering methodology and risk rating criteria

• Improved due diligence process to increase transparency and visibility

• Aligned policies and procedures with TPRM program objectives

Our Qualifications

Demonstrated 

delivery model

Ability to scale 

rapidly

We operate in over 60 countries with approximately over 21,000 qualified 
risk professionals that can be leveraged on need basis. This capability 
enables us to conduct onsite assessments in a cost effective manner and 
accommodate expedited business circumstances as well as local language 
nuances when conducting assessments.

Global 

presence

We have over 400 dedicated and skilled resources committed to 
performing third-party assessments across the globe. All of our assessors 
have at least 4 years of cyber risk experience with relevant certifications.

Skilled and 

experienced 

resources

Quality is integral in our processes and a distinguishing factor among our 
competitors and this is backed by testimonials from our clients that 
consistently lean on us for high visibility and/or sensitive assessments.

Integrated 

quality

Over the last 11+ years, we have developed processes and infrastructure to 
provide TPRM in managed services model. We have built processes and 
accelerators for intake, management, fieldwork, reporting and remediation 
tracking. Our processes have been streamlined learning from experiences in 
the trench and have been tested over time.

We have deep third-party risk management experience and have conducted 
hundreds of thousands assessments across various risk domains, 
geographies and industries. 

Third-party 

management 

experience

We have ability to efficiently ramp up and ramp down the assessment team 
depending in the ebb and flow of assessment volume without additional 
costs to Client in hiring, onboarding and training or resources.

Our Experience

Global Financial Services Institution

• Identified and remediated high risk areas for potential control weaknesses in both the suppliers
and client’s processes

• Streamlined processes for prioritizing supplier assessments

• Reduced costs by streamlining assessment process and supporting infrastructure

© 2024 Deloitte Hungary
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Contact us
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Zoltan Szollosi

+36209107644
Partner, Risk Advisory

zszollosi@deloittece.com
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