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Deloitte Risk and Financial Advisory helps organizations navigate a variety of risks to lead in the
marketplace and disrupt through innovation. With our insights, you can learn how to embrace

complexity and accelerate performance.
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Foreword

N BEHALF OF the Deloitte member firms, I am pleased to present the 11th edition of Global risk

management survey, the latest installment in Deloitte’s ongoing assessment of the state of risk man-

agement in the global financial services industry. The survey findings are based on the responses of
94 financial institutions around the world and across multiple financial services sectors, representing a total
of US$29.1 trillion in aggregate assets. We wish to express our appreciation to all the survey participants for
their time and insights.

The current edition found that the trend over the course of the survey series toward widespread adoption
of stronger risk management practices has continued. Boards of directors at most institutions are actively
providing risk management oversight. The chief risk officer (CRO) position has become nearly universal, and
more institutions report that their boards of directors conduct executive sessions with the CRO. Enterprise
risk management (ERM) programs designed to identify and manage risks across the organization have been
adopted by more than three-quarters of institutions surveyed.

Financial institutions have extensive experience, well-developed methodologies, and access to required
data to manage financial risks, and roughly 9o percent of respondents report that their institutions are
extremely or very effective at managing market, credit, and liquidity risks.

While there has been undeniable progress, risk management is now facing a new set of demands as it con-
fronts a number of looming risks. Although the torrent of regulatory change has slowed, there remain major
unresolved regulatory issues such as the global capital standard being developed by the International Associa-
tion of Insurance Supervisors (IAIS) and adopting and implementing the final Basel III capital framework.
Meanwhile, as individual regulators have become more willing to vary global regulations for their individual
jurisdictions, global institutions need to respond to an increasing divergence in regulatory standards. Geo-
political risk has increased due to the uncertainty over the final terms of the United Kingdom’s departure
from the European Union (EU) under Brexit; continuing trade negotiations among the United States, China,
the EU, and other jurisdictions; decelerating economic growth coupled with rising debt levels in China; and
growing concerns that conditions may be ripe for another in the series of periodic financial crises that have
affected the global financial markets and economy.

While institutions have become more skilled at managing financial risks, nonfinancial risks—such as cy-
bersecurity, model, third-party, and conduct risk—have assumed greater prominence as the exposure and
consequences from these risks have become more evident. For example, financial institutions and regulators
around the world have been increasing their focus on cybersecurity risk in the wake of numerous cyberattacks
on banks and other financial services institutions. There have been numerous conduct incidents with both
consumer and institutional customers, in many cases resulting in significant fines and lasting reputational
damage to the firms involved.

Responding to the new environment will require institutions to rethink their traditional approaches. Many
institutions have or will likely need to reexamine their three lines of defense risk governance models to clarify
the responsibilities of each line and eliminate overlaps and redundancies. Hiring and developing required
risk management talent will become even more important, especially in the business units comprising Line 1.
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Leveraging the power of advanced technologies—such as robotic process automation (RPA), machine
learning, cognitive analytics, and natural language processing—could lead to even more fundamental changes
in how risk management operates. These technologies may not only reduce operating expenses by automating
manual tasks but also have the potential to improve effectiveness by automatically testing 100 percent of a
set of transactions, rather than having humans test a sample, and by identifying potential risk events in real
time to allow preventive actions to be taken. Yet, as they are employed more broadly—both in the risk manage-
ment function and in the business units—advanced technologies also create additional risks that need to be
managed.

Effectively managing nonfinancial risks and employing emerging technologies will both place a greater
premium on implementing an integrated data architecture and gaining access to high-quality, timely data.

This is a formidable set of challenges posed by today’s more complex and uncertain risk environment.
Meeting them will require institutions to rethink traditional assumptions and employ fundamentally new
approaches to risk management.

We hope that this view of risk management at financial institutions around the world provides you with
helpful insights as you work to further enhance your organization’s risk management program.

Sincerely,

Edward T. Hida, CFA

Financial risk community of practice leader
Financial services

Deloitte & Touche LLP
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Executive summary

ESPITE THE RELATIVE calm in the global

economy, risk management today is con-

fronting a series of substantial impending
risks that will require financial services institu-
tions to rethink traditional approaches. The global
economy has strengthened, but
storm clouds remain on the horizon
in the form of tensions over tariffs
between the United States, China,
the European Union, and other
jurisdictions that could potentially
result in lower trade volumes.
Global economic growth has been
reduced by weak growth in Europe
coupled with a more slowly growing
Chinese economy burdened with
increasing debt levels. With the lack
of a final Brexit agreement between
the European Union and United Kingdom, there
remains significant uncertainty as to its impact for
many firms.

While the tsunami of regulatory change in the
wake of the financial crisis appears to have crested,

The global
economy has
strengthened,

but storm
clouds remain

on the horizon.

financial services institutions are preparing for a

number of regulatory requirements that are still to
be finalized and assessing the full implications of
implementing those that have recently been final-
ized. Meanwhile, global institutions are facing an
environment in which regulations
are becoming increasingly frag-
mented across jurisdictions. The
revisions of the Basel Committee on
Banking Supervision (Basel Com-
mittee) to capital adequacy and
other requirements under Basel
IT1, while finalized, have yet to be
adopted, and could be revised, by
local regulatory authorities. IAIS
is working to develop a global
insurance capital standard (ICS)
with many issues still unresolved,
including defining a valuation basis and specifying
the role of internal models in determining capital
requirements. The final agreement for the with-
drawal of the United Kingdom from the European
Union under Brexit, which is still being negotiated,
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will have important impacts on the supervision
of markets and financial institutions based in the
United Kingdom and Europe, and for investment
banking booking practices and models. The EU’s
General Data Protection Regulation (GDPR), which
took effect in May 2018, places new obligations on
all financial institutions that have EU citizen data to
secure consumer consent for its use, among other
requirements. Initiatives to increase data privacy
have also been underway in India and China. There
has been a greater focus on conduct risk in many

Risk management needs to he
infused into strategy so that the
institution’s risk appetite and

risk utilization are key

considerations in the process of
developing its strategic plan and

strategic objectives.

jurisdictions, notably Australia’s Royal Commission
into Misconduct in the Banking, Superannuation,
and Financial Services Industry.

In recent years, financial institutions have im-
proved the capabilities of their risk management
programs to manage traditional risk types such as
market, credit, and liquidity risk. Managing non-
financial risk is now assuming greater importance,
both for regulators and institutions. Among the
many nonfinancial risks, increasingly sophisticated
cyberattacks by individuals and nation states have
made cybersecurity a top concern. Well-publicized
instances of inappropriate behavior at major finan-
cial institutions have underscored the importance of
managing conduct risk. Risk events at third parties
employed by financial institutions can result in sig-
nificant financial losses and reputational damage.

Financial institutions should consider reengi-
neering their risk management programs to develop
the capabilities required to meet these challenges,
and some have already undertaken efforts toenhance
these programs. The three lines of defense risk gov-
ernance model should be reexamined to clarify the
responsibilities of each line of defense, especially
the business units and functions that comprise Line
1. Risk data governance at many institutions will
likely need to be enhanced to provide the accessible,
high-quality, and timely data required for stress
testing, operational risk management,
and other applications.

Financial institutions should also
consider leveraging the power of
digital technologies—such as RPA,
machine learning, cognitive analytics,
cloud computing, and natural lan-
guage processing—to increase both
the efficiency and effectiveness of risk
management. These tools can reduce
costs by automating manual tasks such
as developing risk reports or reviewing
transactions. They can also automati-
cally scan a wide variety of data in the
internal and external environments to
identify and respond to new risks, emerging threats,
and bad actors.

Finally, risk management needs to be infused
into strategy so that the institution’s risk appetite
and risk utilization are key considerations in the
process of developing its strategic plan and strategic
objectives.

Deloitte’s Global risk management survey, 11th
edition is the latest edition in this ongoing survey
series that assesses the industry’s risk management
practices and the challenges it faces. The survey was
conducted from March 2018 to July 2018 and was
completed by 94 financial institutions around the
world that operate in a range of financial sectors
and with aggregate assets of US$29.1 trillion.
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Key findings

CONTINUED GROWING IMPORTANCE
OF CYBERSECURITY RISK

There was broad consensus that cybersecurity
is the risk type increasing the most in importance.
Sixty-seven percent of respondents named cyberse-
curity as one of the three risks that would increase
the most in importance for their business over the
next two years, far more than for any other risk.
Yet, only about one-half of the respondents felt
their institutions were extremely or very effective
in managing this risk. For specific types of cyber-
security risks, respondents most often considered
their institutions to be extremely or very effective in
managing disruptive attacks (58 percent), financial
losses or fraud (57 percent), cybersecurity risks
from customers (54 percent), loss of sensitive data
(54 percent), and destructive attacks (53 percent).
They were less likely to consider their institutions
to be this effective when it came to threats from
nation state actors (37 percent) or cybersecurity
risks from third-party providers (31 percent). In
managing cybersecurity risk, respondents most
often cited as extremely or very challenging staying
ahead of changing business needs (e.g., social
mobile, analytics, and cloud) (58 percent) and ad-
dressing threats from sophisticated actors (e.g.,
nation states, skilled hacktivists) (58 percent). The
awareness of cybersecurity risk is growing, and
fewer respondents than in the last survey considered
several related governance issues to be extremely or
very challenging: getting the businesses to under-
stand their role in cybersecurity risk (31 percent,
down from 47 percent), setting an effective multi-
year cybersecurity risk strategy approved by the
board (31 percent, down from 53 percent), and
securing ongoing funding/investment (18 percent,
down from 38 percent).

“One of the biggest challenges for cyber
risk is the war for talent and constantly at-

tracting and retaining good people. Salaries
for cyber risk talent are spiraling.”

—Chief risk officer,
large financial services company

INCREASING FOCUS ON
NONFINANCIAL RISKS

Almost all respondents considered their institu-
tions to be extremely or very effective in managing
traditional financial risks such as market (92
percent), credit (89 percent), asset and liability
(87 percent), and liquidity (87 percent). In contrast,
roughly one-half of the respondents said the same
about a number of nonfinancial risks including
reputation (57 percent), operational (56 percent),
business resilience (54 percent), model (51 percent),
conduct and culture (50 percent), strategic (46
percent), third-party (40 percent), geopolitical (35
percent), and data integrity (34 percent). Financial
institutions should consider adopting a holistic ap-

proach to managing nonfinancial risks.

ADDRESSING RISK DATA AND IT
SYSTEMS IS A TOP PRIORITY

A theme that runs throughout the survey results
is the importance of enhancing risk data and IT
systems. This has been a continuing issue for finan-
cial institutions and the financial services industry
for some time and indicates the deep-seated diffi-
culty of providing quality data from source through
many systems and processes to its ultimate users.
When asked about the risk management priorities for
their institutions over the next two years, the issues
cited most often as being an extremely or very high
priority were enhancing the quality, availability,
and timeliness of risk data (79 percent) and en-
hancing risk information systems and technology
infrastructure (68 percent). This is consistent with
results showing roughly one-third of respondents
felt their institutions were extremely or very effec-
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tive regarding data governance (34 percent) and
data controls/checks (33 percent). Relatively few
respondents considered various aspects of their
institution’s operational risk data to be extremely or
very well-developed such as sufficient duration of
internal loss data (39 percent), completeness of loss
data events (37 percent), consistency of loss event
capture across different organizational units (36
percent), sufficiency and granularity of legal loss
data information (34 percent), and quality of loss
data information (34 percent). When asked about
the challenges in stress testing, data quality and
management for stress testing calculations was
most often considered to be extremely or very chal-
lenging both for capital stress testing (42 percent)
and liquidity stress testing (30 percent).

THE POTENTIAL OF DIGITAL
RISK MANAGEMENT

Continued advances in a range of emerging
technologies present a significant opportunity to
dramatically transform the efficiency and effective-
ness of risk management. Much of this opportunity
is still to be realized; relatively few institutions
reported applying some of these emerging technolo-

gies to risk management.

“We are strengthening the second line of
defense with technology tools, like Al and
machine learning, to make them more ef-
ficient and effective. This will be essential
for risk management to be successful in the
coming years.”

—Chief risk officer,
major asset management company

The technologies that institutions most often
reported using were cloud computing (48 percent),
big data and analytics (40 percent), and Business
Process Modeling (BPM) tools (38 percent). Al-
though much attention has been given to RPA to
reduce costs and improve accuracy by automating

repetitive manual tasks without human involve-

ment, only 29 percent of respondents said their
institutions are currently using it. RPA usage is
most common in risk data (25 percent), risk re-
porting (21 percent), and regulatory reporting
(20 percent). Other tools are being used by even
fewer institutions, including machine learning (25
percent), Business Decision Modeling (BDM) tools
(24 percent), and cognitive analytics (including
natural language processing/natural language gen-
eration) (19 percent).

Although adoption is currently fairly low, re-
spondents believed that emerging technologies will
deliver very large or large benefits in many areas
such as increase operational efficiency/reduce
error rates (68 percent), enhance risk analysis
and detection (67 percent), and improve timely
reporting (60 percent). Roughly one-half of respon-
dents expected new technologies to provide this
level of benefit to improve the scope and coverage
of risk management via exception handling versus
sample testing (54 percent) and reduce costs (45
percent).

ADDRESSING THE CHALLENGES
IN THE THREE LINES OF DEFENSE
RISK GOVERNANCE MODEL

Virtually all institutions (97 percent) reported
employing the three lines of defense risk governance
model, but said they face significant challenges. The
challenges most often cited as significant typically
involved the role of Line 1 (business units) including
defining the roles and responsibilities between
Line 1 (business) and Line 2 (risk management)
(50 percent), getting buy-in from Line 1 (the busi-
ness) (44 percent), eliminating overlap in the roles
of the three lines of defense (38 percent), having
sufficient skilled personnel in Line 1 (33 percent),
and executing Line 1 responsibilities (33 percent).
These challenges are consistent with our experience
with financial institutions as many have been, or are
in the process of, clarifying the roles of the first and
second lines of defense and working to improve the
efficiency and effectiveness within the three lines of
defense model.
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INCREASING RELIANCE
ON STRESS TESTING

Almost all institutions reported using capital
(90 percent) and liquidity (87 percent) stress tests,
and are placing greater reliance on them. The most
common uses for stress tests were understanding
the organization’s risk profile (100 percent for
capital stress tests and 99 percent for liquidity
stress tests), reporting to the board (97 percent
for capital stress tests and 95 for liquidity stress
tests), and reporting to senior management (97
percent for capital stress tests and 100 percent for
liquidity stress tests). Responding to regulatory re-
quirements is a key driver in the use of stress tests,
and almost all respondents said their institution
uses this tool for meeting regulatory requirements
and expectations (95 percent for both capital
and liquidity stress tests), assessing adequacy of
regulatory capital (95 percent), and assessing the
adequacy of regulatory liquidity ratios and buffers
(96 percent).

Capital stress tests are being used more often
as a key tool for boards and management, with
more respondents saying that they are being used
extensively in many areas than was the case in the
prior survey. These tests include reporting to the
board (64 percent, up from 46 percent), reporting
to senior management (61 percent, up from 49
capacity
requirements for risk (47 percent, up from 24

percent), defining/updating capital
percent), and strategy and business planning (38
percent, up from 26 percent).

Liquidity stress tests are also being used more
extensively in several areas: assessing adequacy of
excess liquidity (57 percent, up from 39 percent),
meeting regulatory requirements and expecta-
tions (65 percent, up from 52 percent), and setting

liquidity limits (56 percent, up from 44 percent).

STRONGER BOARD OVERSIGHT

Reflecting the slower pace of regulatory change,
only 28 percent of respondents said their boards of

directors were spending considerably more time on
risk management compared to two years ago, which
is down from 44 percent in the previous survey.
Many institutions are following leading practices
in board oversight, with 63 percent of respondents
saying that the primary responsibility for risk over-
sight is placed on a risk committee of the board of
directors, and 70 percent saying the risk committee
is composed either entirely (35 percent) or of a ma-
jority (35 percent) of independent directors, while
84 percent said the committee is chaired by an in-
dependent director.

WIDESPREAD ADOPTION
OF THE CRO POSITION

The prevalence of the CRO position continues to
expand over the course of the survey series, with 95
percent of institutions now having a CRO. However,
there remains room for improvement in CRO re-
porting relationships by having the CRO report both
to the CEO and the board of directors. One-quarter
of respondents said their CRO did not report to the
institution’s CEO, and roughly one-half said the
CRO did not report to the board of directors or a
board committee.

CONTINUED INCREASE IN
THE ADOPTION OF ERM

Eighty-three percent of respondents said their
institutions have an ERM program in place, up
from 73 percent in the previous survey, with an ad-
ditional g percent saying they were in the process of
implementing one. In addition to addressing data
and IT systems issues as noted above, the issues
that were most often cited by respondents as being
an extremely or very high priority for their institu-
tions” ERM programs were collaboration between
the business units and the risk management func-
tion (66 percent), managing increasing regulatory
requirements and expectations (61 percent), and
establishing and embedding the risk culture across
the enterprise (55 percent).
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Introduction

FEconomic and business environment

Developmentsinthe global economy, business outlook, and regulatory require-
ments are creating a challenging new environment for risk management.

Global economic environment

LOBAL GROWTH IS expected to be 3.7
percent for 2018 and 2019, remaining at
its 2017 level, although the economic per-
formance across countries and regions has become
more uneven.? In the United States, GDP is expected
to expand by 2.9 percent in 2018, stimulated by tax
cuts enacted in 2017, but slow to 2.5 percent in 2019
due to headwinds from increased tariffs. Growth in
the euro area economy is also anticipated to slow
from 2.4 percent in 2017 to 2.0 percent in 2018 and
1.9 percent in 2019. The United Kingdom, which is
still negotiating an exit from the European Union
mandated by the Brexit vote, is expected to
expand by 1.4 percent in 2018 and 1.5 percent
in 2019. The Japanese economy continues to
tread water, with expected growth of just 1.0
percent in 2018 and 0.9 percent in 2019.
China is facing a slowing economy together
with rising debt. After expanding 6.9 percent
in 2017, economic growth in China is expected
to slow to 6.6 percent in 2018 and 6.2 percent
in 2019. Over the last several years, the Chinese
government has encouraged banks to provide credit
to stimulate the economy, which has led to rapidly
rising levels of debt. Between the fourth quarter of
2008 and the first quarter of 2018, China’s gross
debt jumped from 171 percent to 299 percent of
GDP.3 Speculation has driven real estate values
higher, raising concerns about a pullback. A decline

in real estate values would impact individual inves-
tors, who are also major players in the Chinese stock
market. At the same time, China is broadening its
global reach with its Belt and Road Initiative, an
array of infrastructure projects around the world.*
The rising tensions over trade policy provide
a source of uncertainty in the global economic
outlook. In mid-2018, the United States imposed
tariffs of US$34 billion on Chinese technology goods
and US$3 billion on Chinese steel and aluminum,
while China announced tariffs on US$16 billion
of US products.5 On the other hand, in September
2018, agreement was reached on the United States-
Mexico-Canada Agreement (USMCA) to replace the

The rising tensions over trade
policy provide a source of
uncertainty in the global
economic outlook.

North American Free Trade Agreement (NAFTA).®
The prospect of increased tariffs between the
United States and the European Union lessened in
July 2018 when President Trump and EC President
Jean-Claude Juncker agreed to suspend announced
tariff increases and work toward the goal of elimi-
nating all tariffs.”
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New sanctions announced by the United States
are expected to have a substantial impact on the
economies of specific countries including Russia,
Turkey, North Korea, and Iran.

There have been growing concerns that the
world economy may be ready for another in the
series of periodic crises that have hit markets and
reduced growth. Although the 2008 financial crisis
was especially severe, the prior decades saw the
2000 dot-com crash, the 1997 Asian currency crisis,
and the 1987 “Black Monday” stock market crash.
While no one can say with certainty what will cause
the next crisis, history suggests that one will come
in due course. An environment with historically
low interest rates has encouraged emerging market
countries to substantially increase their debt levels,
with much of the exposures being denominated in
dollars. In 2018, the sudden drop
in the value of the Turkish lira
prompted fears that this would
cause financial contagion af-
fecting other emerging markets.
In October 2016, the Interna-
tional Monetary Fund concluded
that emerging market economies
remained vulnerable to changes
in monetary policy in advanced
economies, which have main-
tained historically low interest rates. Their analysis
places a 5 percent probability that emerging market
economies (excluding China) could face outflows in
their debt portfolio in the medium term of US$100
billion or more over a period of four quarters,
similar in magnitude to the global financial crisis.®

In addition, there has been a rapid buildup
of corporate debt, especially among borrowers
with the lowest investment-grade credit ratings
(BBB), which now constitute the largest slice of the
investment-grade corporate bond market.? Lending
by nonbanks such as private equity, hedge funds,
and mortgage companies has grown rapidly, such
as for home mortgages. These institutions typically
are willing to offer loans with less restrictive credit
terms and conditions, and they are not subject to the
same close regulatory oversight of traditional banks.

All these trends suggest that, despite generally posi-
tive economic conditions, financial institutions need
to remain vigilant in closely monitoring their risk
exposures and in considering the ability to survive a
potential systemic risk event.

Financial institutions outlook

In contrast to the last several years of weak
returns, in 2017 and 2018 financial institutions
benefited from stronger economic conditions, es-
pecially in the United States. Although the capital
markets business has remained slow, consumer
business has been strong, with low rates of default
and rising interest rates. In the first quarter of 2018,
US banks reported record profits that were up 27.5

There have been growing concerns
that the world economy may be
ready for another in the series of
periodic crises that have hit markets
and reduced growth.

percent compared to a year earlier, with 70 percent
of institutions posting revenue increases.*

The performance of European financial institu-
tions has been weaker, with their return on equity
decreasing slightly to 6.8 percent in the first quarter
of 2018 compared to a year earlier." In particular,
revenues have been weak at their investment
banking divisions, which have lagged behind the
investment banking performance at comparable US
institutions.'

Financial institutions around the world should
begin preparing for the phase out of the London
Interbank Offered Rate (LIBOR) in response to
the revelations that the rate had been manipulated.
Regulatory authorities, such as the Federal Reserve
in the United States and the Bank of England, are
developing and assessing alternative, more market-

10
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based benchmarks to replace LIBOR. Transitioning
away from loans pegged to LIBOR will require
substantial work and transition rules. While newly
issued loans can be pegged to a new benchmark, the
industry will need to determine how to manage the
US$300 trillion of existing loans, derivatives, and
other contracts pegged to LIBOR if the rate is no
longer published.”* While some loan documents
may include language to address the possibility
of using an alternative rate, others simply cite
the LIBOR rate. Transitioning away from LIBOR
creates additional operational risk and the potential
for market dislocation.

With the Brexit negotiations still underway, the
eventual impact on the financial industry in Europe
of the withdrawal of the United Kingdom from the
European Union remains unclear. Among the many
issues that remain to be resolved are the treatment
of derivative contracts and of cross-border insur-
ance contracts with durations beyond the United
Kingdom’s exit date. Financial services institutions
based in the United Kingdom will lose their ability to
operate throughout the European Union under the
passporting regime. In 2018, an estimated £1.4 tril-
lion in assets were managed in the United Kingdom
on behalf of European clients. Some institutions
have been opening front offices and dealing rooms
on the continent, with cities like Paris, Amsterdam,
and Frankfurt benefiting. There is also the possi-
bility that clearing activities and euro-denominated
trading may shift from London to these and other
cities in the European Union.

Banks, investment management firms, and
insurers are also facing new business models with
an increased interest in open banking, driven by
advances in technology and escalating customer
expectations. Open banking is the shift from a tra-
ditional closed model to one in which data is shared
among different members of the banking ecosystem,
with authorization from the customer.’> Complying
with evolving regulatory requirements regarding
the use of customer data will be an essential com-
ponent of adopting an open banking model. (For
a discussion of these regulatory requirements, see
the section, “Regulatory risk.”) Open banking can

enable institutions to become more customer-cen-
tric and can help them create entirely new products
and services.

“The world where insurance is sold and
brokered rather than bought by customers
is changing. The future generation will be
buying insurance over the internet in ways
where the product must be transparent,
and opacity will be discouraged.”

—Chief risk officer,
large diversified financial services company

The trends spurring open banking also are
stoking interest in new fintech competitors, which
are leveraging technology capabilities to intro-
duce new products and directly target customers.
Competition from fintech firms is not confined to
startups, but now includes major technology and
e-commerce companies. Unlike fintech startups,
these companies enjoy advantages that make them
formidable competitors, including a large base of
pre-existing customers, expansive customer data
sets, and strong brands. For example, in China, the
Yu'e Bao fund created by Ant Financial Services
Group, an affiliate of Alibaba, grew in just five years
to become one of the world’s largest money-market
funds with US$210 billion in assets under manage-
ment as of June 2018.1

Regulators around the world are beginning to
develop regulatory frameworks for fintech firms. A
number of countries, including the United Kingdom,
Singapore, and Australia, provide a regulatory
“sandbox” that allows fintech firms to experiment
with new financial products within a specific space
and duration, without making them subject to tra-
ditional regulatory requirements."” For example, the
Australian Securities & Investments Commission
allows fintech firms to test certain services for up
to 12 months without an Australian financial ser-
vices or credit license. In March 2018, the European
Union issued an action plan designed to help Europe
become a global hub for fintech.*® The US Office of
the Comptroller of the Currency announced in July

1"
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2018 that it would begin accepting applications for
national bank charters from fintech firms.*
Traditional financial institutions have started
pilot programs themselves to employ new technolo-
gies and are entering into joint ventures with fintech
firms. These developments offer the promise of de-
signing more customized products and delivering
them more quickly to customers at lower operating
costs through automated tools. Yet, as technology-
powered financial products gain acceptance,
institutions will need to be prepared to manage the
additional risks these approaches can create due to
the heavy reliance on technology such as increased

cybersecurity and third-party risk.

Global regulatory environment

The Basel Committee reached a final agreement
on the Basel III reforms, and no major new regula-
tory reforms are anticipated from the group in the
near term. The Basel Committee’s finalization of the
Basel III framework is an indication that the post-
crisis regulatory reform era has ended.

In the United States, in May 2018 the Economic
Growth, Regulatory Relief, and Consumer Protec-
tion Act marked the most significant changes to the
Dodd-Frank Wall Street Reform and Consumer Pro-
tection Act (Dodd-Frank Act) since its enactment
in 2010. It adjusted regulatory thresholds, thereby
modifying or eliminating certain requirements such
as capital stress tests, resolution planning, and li-
quidity requirements for thousands of banks with
less than US$250 billion in assets, while leaving
stricter supervision in place for the largest, most
systemically important institutions.2°

However, the pace of regulatory examinations
and findings about improving risk management and
governance practices continues, at times reaching
the level of enforcement actions and fines. This in-
dicates that while the pace of new regulations has
slowed down, the overall level and intensity of regu-
latory supervision show no signs of abating.

China announced the merger of its banking and
insurance regulators, the China Banking Regulatory

Commission (CBRC) and China Insurance Regula-
tory Commission (CIRC), providing new authority
to its central bank to provide macro supervision.*
Although there had been discussion of also merging
the securities regulator, the China Securities Regu-
latory Commission (CSRC) will remain separate.
Despite an overall slowdown in the pace of
regulatory change, regulators around the world are
increasing their focus on a number of issues such
as risk management data and IT systems, and es-
pecially the management of nonfinancial risks such
as cybersecurity, consumer data protection and
privacy, conduct and culture, and anti—-money laun-
dering. In the area of consumer privacy, the EU’s
GDPR placed new requirements on financial ser-
vices institutions operating in the European Union
to allow consumers to understand, and take control
of, how their personal data is being used.
Anti—-money laundering regulations have also
been the subject of increased attention. In 2018, the
European Banking Authority (EBA) found “general
and systematic shortcomings” in Malta’s applica-
tion of anti-money laundering rules, launched
an inquiry into the Danish supervision of a major
financial institution with regard to alleged money
laundering, and announced a review into how all
EU member states are applying rules in this area.>
Regulatory initiatives to strengthen the man-
agement of conduct and culture risk by enhancing
accountability have been taken in the United States,
United Kingdom, Australia, and Hong Kong, among
others.? (For discussions about -cybersecurity,
conduct and culture, and data and IT systems, see
the sections, “Cybersecurity,” “Conduct and culture,”
and “Risk management information systems and

technology.”)

Risk management

The increased volatility and unpredictability in
the business and regulatory environment provide
strong incentives for financial institutions to
transform their risk management programs. Institu-

tions are pivoting from responding to a continual
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series of new regulatory requirements to focus
instead on infusing risk management into business
strategy and their lines of business, and on im-
proving operations.

Nonfinancial risks are now assuming greater
importance than before. Increasingly sophisticated
cyberattacks, including by nation states, have
put cybersecurity at the top of the agenda for risk
management. The increasing reliance on models
for product pricing, Generally Accepted Accounting
Principles (GAAP) and statutory valuation, risk
and capital management, strategic planning, and
other purposes have intensified institutions’ and
regulators’ attention to model validation and
model risk management.* A series of instances of
inappropriate conduct have inflicted significant
reputational damage on major institutions and in-
creased the attention devoted to managing conduct
and culture risk.»s

Institutions are engaging in risk management re-
engineering and renewal programs to help ensure
their risk management programs can address
these and other challenges. An important element
of many renewal programs is to re-examine the
“three lines of defense” risk governance model to
eliminate overlapping responsibilities, ensure busi-
ness units take clear ownership of the risks they
assume, and have risk management provide over-
sight and challenge.

Institutions are re-engineering risk management
by employing the latest technologies and digital
tools, such as big data, cloud computing, robotics
and process automation, cognitive analytics, and
natural language processing. These digital tools can
not only increase efficiency by automating manual
tasks, they can identify emerging threats, while
providing insight into interactions among risks and

their causal factors. Among the many applications,
AT capabilities are providing greater visibility into
managing risk sensitivities in capital markets, im-
proving insurance underwriting, optimizing margin
valuation adjustments, and detecting anomalous
projections generated by stress-testing models.
Further, by automating risk management assess-
ments, these tools make it possible to review 100
percent of a set of transactions, rather than relying
on human review of only a sample.

“We are using a variety of new technologies.
For example, we are using automation for
processing data and reporting, and are
building tools for automatically monitoring
compliance and Bank Secrecy Act/Anti
Money Laundering Law, as well as our repu-
tation in the marketplace.”

—Chief risk officer,
major multinational bank

To employ these tools effectively, however, most
institutions will need to enhance their risk frame-
works to address risks created through use of these
technologies. In addition, data management and
IT infrastructure will also require attention. While
some financial institutions have made progress in
improving their data environments, many still lack
access to granular, high-quality data, including un-
structured data such as emails, chat, voice, social
media, and others that is required to unlock the
potential of digital technologies. Beyond gaining
access to this data, institutions will need to ensure
their data environments comply with consumer

privacy regulations such as GDPR.

Institutions are engaging in risk management
re-engineering and renewal programs to help ensure
their risk management programs can address these and

other challenges.
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About the survey

This report presents findings from the 11th
edition of Deloitte’s ongoing survey of risk man-
agement practices in the global financial services
industry. The survey gathered the views of CROs
or their equivalents at 94 financial services institu-
tions around the world and was conducted from
March to July 2018.

The institutions participating in the survey
represent the major economic regions of the world,
with most institutions headquartered in the United
States/Canada, Europe, or Asia Pacific (figure 1).2°

FIGURE 1

Participants by headquarters location
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Note: Percentages may not total 100% due to rounding.

Source: Deloitte analysis.

FIGURE 2
Participants by financial services provided
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Most of the survey participants are multinational
institutions, with 72 percent having operations
outside their home country.

The participating institutions provide a range of
financial services, including banking (61 percent),
investment management (49 percent), and insur-
ance (46 percent) (figure 2).27

The institutions have total combined assets of
US$29.1 trillion and represent a range of asset sizes
(figure 3). Institutions that provide asset manage-
ment services represent a total of US$23 trillion in
assets under management.
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FIGURE 3
Where relevant, the report compares the results

from the current survey with those from earlier Participants by asset size

surveys in this ongoing series.

ANALYSIS BY ASSET SIZE 26%
In this report, selected survey results are
analyzed by the asset size of the participating insti- ;%sgmiaonn

tutions using the following definitions:

o Small institutions: total assets of less than

US$10 billion 36%

o Mid-size institutions: total assets of US$10

billion to less than US$100 billion $18ﬂ$7 00
illion

« Large institutions: total assets of US$100 billion

or more

37%

Greater than
$100 billion

Note: Percentages may not total 100% due to rounding.

Source: Deloitte analysis.
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Risk governance

Role of the board of directors

HE IMPORTANCE OF the board of directors
in providing oversight for a financial institu-

tion’s risk management program is included
in regulatory guidance or mandates by numerous
regulatory authorities around the world. The Basel
Committee principles stipulate that a bank’s board
of directors should have overall responsibility for
the institution’s risk management.?® The 2018
revisions to the Dodd-Frank Act modified the
thresholds of the Enhanced Prudential Standards
(EPS) rule issued by the Federal Reserve so that all
US banks with consolidated assets of US$50 billion
or more are required to have a risk committee of the
board of directors chaired by an independent di-
rector, up from US$10 billion or more previously.
The standards of the US Office of the Comptroller of
the Currency (OCC) require large banks to have a
risk-governance framework approved by the board
of directors.

In the insurance industry, the passing of the
Risk Management Own Risk and Solvency Assess-
ment Model Act #505, by the National Association
of Insurance Commissioners, requires that compa-
nies submit an annual filing that specifies its risk
management framework. This includes the policies
and role of its board of directors.3° Solvency II has
specific requirements for a “fit and proper” board
that conducts proper oversight of risk management
throughout an insurance company’s activities.

In response to the financial crisis, risk gover-
nance and the role of the board of directors in risk
management increased substantially in importance.
Boards of directors became much more active
in providing oversight of the risk management
program, rather than merely receiving periodic
reports from management. Yet, often the lines

have blurred between the appropriate role of the
board and that of senior management, as boards
have assumed operational responsibilities that are
more appropriately executed by management. For
example, under the US Federal Reserve’s annual
Comprehensive Capital Analysis and Review
(CCAR), boards of directors are expected to provide
oversight of the assumptions used in risk scenarios.
In June 2018, in its draft paper on the composition
and role of the board, the IAIS found that some in-
surance companies lack a clear distinction between
oversight responsibilities appropriate to the board
and day-to-day management of the business.3'

“Due to regulatory and other pressures, over

time the roles of the board and manage-
ment had become blurred. Recently, there
has been a reorientation to get the board
and the board risk committee focused on
strategic issues and oversight and not the
day-to-day management of the business.”

—Senior risk executive,
large global financial services company

There is now a recalibration underway to have
boards instead concentrate on providing oversight
and challenge. The US Federal Reserve has pro-
posed revisiting the supervisory expectations of
bank boards “to establish principles regarding effec-
tive boards of directors focused on the performance
of a board’s core responsibilities.”s The proposal
reviews the role of the board with the goal of cre-
ating a stricter delineation between board oversight
responsibilities and management’s obligation, and
provides new Board Effectiveness (BE) guidance.33

With the pace of regulatory change slowing and
the recognition that boards should concentrate on
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effective oversight, respondents were less likely
to say their board of directors was spending more
time on risk management compared to two years
ago. Although 79 percent of respondents said their
boards of directors are spending more time on risk
management compared to two years ago, only 28
percent said they are spending considerably more
time, which is down from 44 percent in the 2016
survey. The slowing of the rate of change is even

FIGURE 4

more dramatic in specific regions. In the United
States/Canada, only 18 percent of respondents said
their boards are spending considerably more time
on risk management compared to 44 percent in the
prior survey, while the percentages for European
institutions were 29 percent, down from 50 percent.

Boards of directors at most institutions have a
wide range of risk management responsibilities
(figure 4). More than 9o percent of institutions

Which of the following risk oversight activities does your organization’s
board of directors or board risk committee(s) perform?

Review and approve the organization’s formal risk
governance framework

Review and approve overall risk management policy
and/or enterprise risk management (ERM) framework

Review regular risk management reports on the range of
risks facing the organization

Approve the enterprise-level risk appetite statement

93%
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1%

O
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1%

Monitor new and emerging risks 82%

Assess capital adequacy

0

0%

Review stress testing scenarios and results 79%

Monitor risk appetite utilization including financial
and nonfinancial risk

Review management's steps to remediate any
noncompliance with risk management policy

Review corporate strategy for alignment with the
risk profile of the organization

Review individual risk management policies
(e.g., for market, credit, liquidity, or operational risk)

Help establish and embed the risk culture of the
enterprise; promote open discussions regarding risk

77%

67%

67%

Conduct executive sessions with chief risk officer (CRO) 66%

Review/approve recovery resolution planning 57%

Review incentive compensation plans to consider 56%

alignment of risks with rewards

Define risk management reporting lines and independence 5

Review the charters of management-level risk committees 51%

Monitor conduct risk 50%
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reported that their board has risk management over-
sight responsibilities such as review and approve
the organization’s formal risk governance frame-
work (93 percent), review and approve overall risk
management policy and/or ERM framework (91
percent), review regular risk management reports

Locating oversight responsibility for
risk management in a risk committee
of the board of directors is a regulatory
expectation and has become a widely

accepted practice.

on the range of risks facing the organization (91
percent), and approve the enterprise-level risk ap-
petite statement (91 percent).

“We report information on current and
trending risk appetite utilization in every
board meeting so that board members are
well-informed about where we are relative
to risk appetite.”

—Chief risk officer,
large financial services company

The percentage of respondents who said their
boards of directors had the responsibility to
monitor risk appetite utilization including finan-
cial and nonfinancial risk was 77 percent, down
from 89 percent two years ago. This suggests that
more institutions are having their boards concen-
trate more on oversight, rather than activities more
traditionally the province of management, such as
monitoring risk appetite utilization.

Stress tests have assumed greater importance
for regulators and financial institutions to assess
capital adequacy and financial resilience. Seventy-
nine percent of respondents said that review stress
testing scenarios and results is a board responsi-
bility, while 67 percent cited review individual risk

management policies as a responsibility of their
boards.

The percentage of respondents who said that
conduct executive sessions with the CRO is a board
responsibility rose from 53 percent to 66 percent,
which is a sign of progress in the independence and
seniority of the risk man-
agement function.

There remains room for
Although
strategy

improvement.
business can
often drive an institution’s
risk profile, the role of the
board in considering these
impacts is far from uni-
versal, with 70 percent of
respondents saying a board
responsibility was to review corporate strategy
for alignment with the risk profile of the organi-
zation. Despite conduct and culture risk being an
increasing focus of regulatory authorities, only 50
percent of respondents said monitor conduct risk
was a board responsibility, which may reflect that
many institutions see this as more of a management
responsibility. In contrast, 67 percent said that
a board responsibility was to help establish and
embed the risk culture of the enterprise/promote
open discussions regarding risk.

Board risk committees

Locating oversight responsibility for risk man-
agement in a risk committee of the board of directors
is a regulatory expectation and has become a widely
accepted practice. The guidance issued in 2010 by
the Basel Committee emphasized the importance
of a board-level risk committee, especially for large
and internationally active banks, and the revised
guidance issued in 2015 specified the appropriate
role of the risk committee.3* The US Federal Re-
serve’s EPS requires that US banks have a separate
risk committee, with some related requirements
phased in based on the size of the institution.3s

18



Reimagining risk management to mitigate looming economic dangers and nonfinancial risks

Sixty-three percent of respondents reported
that the primary responsibility for risk oversight
is placed in a risk committee of the board of direc-
tors. An additional 21 percent of respondents said
that oversight responsibility is placed with other
committees, such as jointly with the combined risk
and audit committees (7 percent). Placing over-
sight responsibility in the board risk committee
is more common with banks (72 percent) than with
investment management (61 percent) or insurance
(56 percent). Only 14 percent of institutions
said that the full board of directors has oversight
responsibility.

There has also been a trend among regulators
to expect risk committees to contain independent
directors that possess risk management expertise
and skills. The US Federal Reserve’s EPS not only
requires that banks have a separate risk committee
but also that this committee has an independent
chairman and a risk expert.

These regulatory expectations have had an
impact, and in the survey, 70 percent of respon-
dents said their board’s risk committee is comprised
either entirely (35 percent) or of a majority (35
percent) of independent directors (figure 5). Only 6
percent of respondents said their board risk com-
mittee does not contain any independent directors.

The move toward independent directors is most
pronounced in the United States/Canada, where 87
percent of respondents reported their board risk
committee was composed of either entirely or a
majority of independent directors, compared to 67
percent in Europe and 58 percent in Asia-Pacific.

Further, an independent director chairs the
board risk committee or equivalent committee for
risk management oversight at 84 percent of par-
ticipating institutions, which is up from 72 percent
two years ago. Having the risk committee be chaired
by an independent director is more common in the
United States/Canada (92 percent, up from 78
percent in the prior survey) than it is in Asia-Pacific
(82 percent) or Europe (79 percent). The prevalence
of this practice in the United States/Canada is likely
in response to the requirements of the US Federal
Reserve’s EPS.

FIGURE 5

Which one of the following accurately
describes the membership of independent
directors on your board risk committee or
the equivalent committee(s) responsible
for overseeing risk management?

Contains two or more
independent directors, but
less than a majority

Majority of board risk
committee members are
independent directors

Does not contain
any independent
directors

Comprised entirely of
independent directors

Contains one
independent director

Note: Percentages may not total 100% due to rounding.

Source: Deloitte analysis.

The presence of one or more risk management
expert on the board risk committee is becoming a
regulatory expectation for larger institutions. In the
past, this has presented challenges due to a limited
number of suitable director candidates with risk
management experience. Yet, 84 percent of respon-
dents in the current survey said their institution has
one or more risk management expert on its board
risk committee, up from 67 percent two years ago.
This indicates that institutions are increasingly able
to identify and retain board director risk experts.

Having risk management experts on the board
risk committee is more common among banks (91

percent) and investment management firms (91
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percent) than among insurance companies (77
percent), which is likely the result of the greater
focus on this issue among banking regulators.°

Role of the CRO and
the independent risk
management function

There has been progress in meeting the regula-
tory expectation that financial institutions have an
independent risk management function. The exis-
tence of a CRO position is almost universal, with 95
percent of respondents saying they have a CRO or
equivalent, a figure that has risen steadily over the
course of this survey series (figure 6).

There are important benefits in having the CRO
report to both the CEO and the board of directors,
but this is not always the practice. Seventy-five
percent of respondents said their CRO reports to
the CEO, which means that in one-quarter of insti-
tutions, the CRO does not report to the most senior
management executive. Similarly, only 52 percent
of respondents said that their CRO reports to the
board of directors or a board committee. These
results suggest that many institutions have more
work to do to put in place appropriate reporting
relationships for the CRO.

FIGURE 6
Percentage of institutions with a CRO or equival
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Source: Deloitte analysis.

However, 97 percent of respondents said their
independent risk management group led by the
CRO meets regularly with the board of directors or
board committees responsible for risk management.
Providing the board of directors the opportunity
to meet with the CRO, ideally sometimes without
the CEO or other members of senior manage-
ment present, can allow the board to receive an
unvarnished assessment of the institution’s risk

management program.

“The strategic planning process is a joint
exercise between the business and risk
management. Dedicated senior risk leaders
are also responsible for providing advice
and oversight pertaining to a business risk.”

—Senior risk executive,
large diversified financial services company

Respondents reported that their risk manage-
ment functions are tasked with a wide range of
responsibilities. Some responsibilities are virtually
universal, including identify new and emerging
risks (99 percent), develop and implement the risk
management framework (99 percent), and meet
regularly with board of directors or board commit-

ent

%
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tees responsible for overseeing risk management
(97 percent).

Responsibilities for managing risk management
models have become more widespread. Oversee
model governance is a responsibility of the risk
management function at 85 percent of institutions,
an increase from 75 percent two years ago. Similarly,
conduct back-testing of risk and related models is a
responsibility at 78 percent of institutions, up from
66 percent in the prior survey.

Model risk management has received additional
attention from financial institutions and

greater attention from regulators including the
Financial Stability Board (FSB) and the Basel Com-
mittee.?® Regulators are expecting institutions to
integrate nonfinancial risks, such as cybersecurity
and conduct risk, into their risk appetite statements,
including inherently unquantifiable risks, such as
reputational risk.

Institutions are making progress in this area, but
more work remains to be done. Ninety percent of
respondents said their institutions either have a risk
appetite statement that has been approved by the

from regulators in the years since the US Progress is being made in

Federal Reserve issued SR 11-7 guidance
on model risk management.?” Expecta-
tions for model risk management are
addressed in CCAR in the United States,
and recently the European Central Bank
(ECB) issued the Targeted Review of In-
ternal Models (TRIM) guidance designed
to enhance the credibility and confirm the adequacy
of approved Pillar I internal models.3®

The survey also indicates that progress is being
made in infusing risk management considerations
into strategy and day-to-day business decisions.
Eighty-one percent of respondents said that a re-
sponsibility of risk management is to provide input
into business strategy development and the peri-
odic assessment of the plan, which increased from
65 percent in the previous survey, while participate
in day-to-day business decisions (e.g., transac-
tions) that impact the risk profile is a responsibility
at 74 percent of institutions, up from 63 percent two
years ago.

Risk appetite

A written risk appetite statement is a foundation
for effective risk management, providing guidance
for senior management when establishing strategic
objectives and for lines of business when consid-
ering the appropriate level of risk for business
decisions. Since the global financial crisis, the im-
portance of a risk appetite statement has received

infusing risk management
considerations into strategy and
day-to-day business decisions.

board of directors (84 percent) or are developing a
statement for approval (6 percent).

“We've been spending more time on refining
the risk appetite framework and creating a
stronger linkage between strategy and risk
appetite, and ensuring that it's more explicit
atthe board and senior management levels.
We are also focused on cascading the risk
appetite down into appropriate key risk in-
dicators (KRIs) so that we can preemptively
monitor and make sure that we don't hit
the risk appetite.”

—Senior risk management officer,
large financial services company

Institutions face a variety of challenges in de-
fining and implementing an enterprise-level risk
appetite statement. The issues that were cited
most often as being extremely or very challenging
in defining risk appetite concerned nonfinancial
risks such as strategic risk (51 percent), cyberse-
curity risk (44 percent), and reputational risk (39
percent) (figure 7). Conduct risk, which has been a
focus of regulators and is difficult to quantify, was
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FIGURE 7

How challenging is each of the following in defining and implementing your
organization’s enterprise-level risk appetite statement?
Base: Organizations that have a written enterprise-level statement of risk appetite

Percentage responding extremely or very challenging

Defining risk appetite for strategic risk

Defining risk appetite for cybersecurity risk

Defining risk appetite for reputational risk

Defining risk appetite for operational risk

Allocating the risk appetite among different
business units

Defining risk appetite for conduct risk

Translating the risk appetite for individual risk types
into quantitative risk limits

Defining risk appetite for model risk

Aligning risk appetite to the business strategy and
planning process

Gaining the active participation of business units in
implementing the risk appetite and risk limits

Integrating risk appetite with stress testing including
defining risk appetite for stressed conditions

Defining risk appetite for market risk

Complying with regulatory expectations regarding
risk appetite

Defining risk appetite for credit risk
Defining risk appetite for liquidity risk

Source: Deloitte analysis.

also considered to be extremely or very challenging
by one-third of respondents.

Defining risk appetite in a quantitative manner
for operational risk has also received extensive
regulatory attention. Thirty-six percent of respon-
dents said that defining risk appetite for operational
risk was extremely or very challenging, up from 27
percent in the prior survey.

In contrast, the financial categories of market,
credit, and liquidity risk are more easily quantified,
and only 10 percent or fewer of respondents be-
lieved they posed this level of challenge in defining
risk appetite.

51%
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39%

36%

35%

33%

33%
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27%
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10%
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Three lines of defense
risk governance model

The “three lines of defense” risk governance

The three lines of defense model comprises the fol-
lowing components:
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« Line 1: Business units own and manage their
risks

 Line 2: Independent risk function provides over-
sight and challenge

« Line 3: Internal audit function validates the risk
and control framework

Virtually all institutions (97 percent) reported
employing the three lines of defense risk gover-
nance model. However, while the concept behind
the model is sound, institutions confront significant
challenges in employing it effectively, especially in
establishing the risk management responsibilities
of Line 1 (business units). When
asked to name the significant
challenges for their institution
in employing the three lines
of defense model, Line 1 was
involved in the issues cited
most often including defining
the roles and responsibilities
between Line 1 (business) and
Line 2 (risk management)
(50 percent), getting buy-in
from Line 1 (the business) (44
percent), having sufficient skilled personnel in Line
1 (33 percent), and executing Line 1 responsibilities
(33 percent).

Institutions also face the related challenge of
eliminating overlap in the roles of the three lines
of defense (38 percent). While the role of Line 3 (in-
ternal audit) is well understood, it is more difficult
to separate the risk management responsibilities
of Line 1 (business units) and Line 2 (risk manage-
ment program).

Although in recent years institutions have
devoted greater attention to the importance of busi-
ness units managing the risks they assume, this has
not been easy to achieve. Risk management is still
considered by some to be outside the core mission
of business units, which are rewarded on their
success in generating revenues and profits, rather

Many institutions
are making
changes to their
three lines of
defense models.

than their management of risk. Risk management is
new territory for many first line business units, and
some may resist this additional responsibility. Even
when business units buy in to their role in managing
risk, many will likely find that they need to hire or
develop additional skills. Hiring can be difficult
since businesses need to find skilled professionals
who combine risk management expertise with ex-
perience in the specific business.

In fact, many institutions are making changes
to their three lines of defense models. Forty-three
percent of respondents said their institutions either
have revised their three lines of defense model or
are reassessing or planning to
reassess their models. Respon-
dents at banks (51 percent) and
investment management firms
(52 percent) were more likely
to report that their institutions
have revised or are planning
to reassess their models than
were those at insurance com-
Banks
typically have the most de-

panies (30 percent).

veloped three lines of defense
models, which, over time, can become inefficient
and require re-engineering. For institutions of-
fering multiple financial services, such as banking
and investment management or insurance, in many
cases the banking regulators have spurred them to
build their risk governance models across their en-
terprise, including in their nonbanking operations.
Pure investment management firms have not had
the same regulatory pressure as banks to build their
risk governance frameworks, but they may also
be rethinking the appropriate role of each line of
defense. Insurance companies also have faced less
regulatory pressure than banks to build out their
risk governance models and may not face the chal-
lenges to the same degree that can arise with a large
ERM function.
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“Some of our biggest challenges with the
first line of defense in managing risk are
making sure that they take responsibility
for ownership of their risks and training
them so that they are knowledgeable about
the risk issues.”

—Chief risk officer,
major multinational bank

Among institutions that have revised or are
planning to reassess their three lines of defense
models, 56 percent of respondents said their insti-
tutions have increased, or plan to increase, the risk
management responsibilities of Line 1 (business
units) to manage the risks they assume. Fifty-eight
percent also said their institutions are increasing
the responsibilities of Line 2 (risk management).
This indicates that the expectations for the risk
management function continue to grow for most
organizations. Consistent with the role of internal
audit being widely understood, few of the institu-
tions that are making changes are altering the
responsibilities of Line 3, with only 23 percent in-
creasing them.

Another important governance decision is
how to assign responsibility for each risk type (or
“stripe”). For each risk stripe, institutions need to
determine whether there should be a single execu-
tive responsible for oversight of the risk across the
organization, rather than have responsibility de-
centralized. Having a single individual accountable
for oversight is common for some of the important
risk stripes such as market (86 percent), liquidity
(85 percent), regulatory/compliance (80 percent),
and credit (79 percent). However, a large majority
of respondents also said that a single individual has
accountability at their institutions for other risk
stripes such as information security (85 percent)
and cybersecurity (82 percent). For some of these
risk stripes, accountability is less often placed in

a single individual such as strategic (43 percent),
reputational (38 percent), and conduct and culture
(33 percent).

There has been a broad trend toward assigning
accountability for major risk stripes to a single indi-
vidual. For example, the percentage of respondents
saying their institution has a single individual re-
sponsible grew for market risk (86 percent, up from
75 percent), cybersecurity (82 percent, up from 67
percent), operational risk (776 percent, up from 67
percent), insurance risk (68 percent, up from 56
percent), and third-party risk (54 percent, up from
44 percent).

Enterprise control and
testing function

Effective risk management requires that an
institution’s risk and control framework has an
effective enterprise control testing function. The
survey found that institutions take a wide variety
of approaches to where this function is located in
the organization. Among the most common loca-
tions for this function were conducted by internal
audit (25 percent), embedded within the second
line of defense centralized control testing function
(22 percent), and embedded within the second line
of defense risk team (12 percent). In addition, this
activity is fragmented at many institutions, with
one-quarter of respondents saying it was performed
in various functions.

Many institutions are finding that a better ap-
proach for enterprise control testing is to locate it in
a Center of Excellence (COE), which allows them to
gain the benefits of economies of scale and more ef-
fectively deploy advanced technologies. Institutions
can also consider whether to achieve additional
savings by locating a COE in a lower-cost location.
(See the section, “Increasing ERM efficiency.”)
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Enterprise risk management

N ERM PROGRAM is designed to implement

a disciplined process to identify and manage

risks facing an institution. An organization-
wide ERM program helps ensure that all important
risks are identified, interdependencies among risks
in different business or geographic markets are
assessed, clear accountability is assigned, and risk
utilization is aligned with the organization’s risk
appetite. Having an ERM program has become
a regulatory expectation, and institutions are ex-
pected to employ the insights generated by their
ERM program when developing business strategies
and making business decisions. The prevalence
of an ERM program has steadily increased during
the course of this survey series, with 83 percent of
institutions in the current survey having an ERM
program in place, up from 73 percent in the prior
survey (figure 8). Having an ERM program is more
common among institutions in the United States/
Canada (92 percent) compared to those in Europe
(75 percent) or Asia Pacific (79 percent). This in-

FIGURE 8

dicates that, while ERM programs have become
nearly universal in the United States/Canada, there
remains some room for increased adoption in
Europe and Asia Pacific.

An additional 9 percent of respondents said their
institution was in the process of implementing an
ERM program, while an additional 4 percent said
they were planning to create one. Only 4 percent of
respondents said their institution had no plans to
create an ERM program.

ERM priorities

An ERM program should have an explicit
framework and policy that has been reviewed and
approved by the board of directors and the board
risk committee, and this has become a widespread
practice. Eighty-four percent of respondents
reported that their institution has an ERM frame-
work and/or ERM policy that has been approved

Percentage of organizations with an ERM program in place

83%
73%
69%
62%
52%
35%
2006 2008 2010 2012 2014 2016 2018

Source: Deloitte analysis.
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by their board of directors or appropriate board
committee. Over time, as ERM programs mature,
one would expect that more institutions would
follow this approach.

FIGURE 9

Respondents cited a wide range of priorities for
their institution’s risk management programs over
the next two years (figure 9). Leading the list was
enhancing the quality, availability, and timeliness

Over the next two years, how much will each of the following be a priority for

your organization in risk management?
Percentage responding extremely or very high priority

Enhancing the quality, availability,
and timeliness of risk data

Enhancing risk information systems and
technology infrastructure

Collaboration between the business units and
the risk management function

Managing increasing regulatory requirements
and expectations
Enhancing risk management capabilities

Collaboration between the risk management function
and other functions

Identifying and managing new and emerging risks

Increasing focus on strategic risk

Establishing and embedding the risk culture across
the enterprise

Strategically managing capital and liquidity
Attracting and retaining risk management
professionals with required skills

Increasing the efficiency of the risk
management program

Attracting and retaining business unit professionals
with required risk management skills
Employing agile methodology

Increasing the role and involvement of senior
management in risk management

Securing adequate budget and resources
Increasing the role and involvement of C-suite in
risk management

Increasing the role and involvement of the board of
directors in risk management

Establishing a formal conduct and culture program

Aligning compensation and incentives with
risk management

Rethinking the three lines of defense model
and risk alignment

Source: Deloitte analysis.
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of risk data (79 percent) and enhancing risk infor-
mation systems and technology infrastructure (68
percent). Institutions are focusing on unleashing
the power of the latest technologies such as RPA
and cognitive analytics, and this will require mod-
ernized risk technology infrastructure and access to
high-quality and timely data on which these tools
can operate.

Regarding the challenges facing the three lines
of defense models, respondents said a priority for
their institutions is to ensure that Line 1 (business
units) plays its appropriate role and coordinates
with risk management. Sixty-six percent of respon-
dents said that collaboration between the business
units and the risk management function was an ex-
tremely high or very high priority; the issue ranked
third highest. Clear lines of responsibility and close
coordination between the business units and the

Having an ERM program has become a
regulatory expectation, and institutions
are expected to employ the insights
generated by their ERM program when
developing business strategies and

making business decisions.

risk management program is essential to effectively
implement the three lines of defense governance
model and presents challenges for many institu-
tions. (See the section, “Three lines of defense risk
governance model.”) Although only 13 percent
of respondents rated rethinking the three lines of
defense model and risk alignment as a top priority,
it is clear that setting clear responsibilities for the
role of Line 1 in the three lines of defense model is a
key objective for many institutions.

Managing increasing regulatory requirements
and expectations was rated in fourth place, with 61
percent considering it to be an extremely high or
very high priority. This figure is somewhat lower

than 67 percent in the prior survey, which reflects
the slower pace of regulatory change.

Roughly one-half or more of respondents consid-
ered a variety of other issues to be extremely or very
high priorities in such areas as managing emerging
risks, managing strategic risk, managing capital and
liquidity, increasing efficiency, and attracting and
retaining skilled risk management professionals.

Increasing ERM efficiency

With risk management budgets having increased
significantly since the financial crisis, 53 percent of
respondents cited increasing the efficiency of the
risk management program as an extremely high
or very high priority for their institutions. Fifty-six
percent of respondents expected their institution’s
annual spending on risk
management would in-
crease over the next two
years, but the pace of
budget increases appears
to be abating. Twenty-eight
percent of respondents
anticipated that their insti-
tution’s annual spending
on risk management would
increase by more than 10
percent over the next two
years, which is down significantly from 44 percent
in the prior survey.

Institutions are also working to employ al-
ternative delivery methods to increase efficiency.
Respondents were asked which alternative delivery
methods their organization uses in 14 individual
risk management areas. By far the most common
method was a COE, which was cited on average by
70 percent of respondents across the 14 areas. This
method was cited most often in the areas of risk
policy (86 percent), ERM (82 percent), and risk
reporting (777 percent).

While COEs provide important benefits, they
are only a first step. Yet, it appears that relatively
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few institutions are moving beyond COEs to employ
other delivery methods such as nearshoring (25
percent) and offshoring (6 percent). Respondents
named nearshoring most often with respect to
control testing (35 percent), risk data (30 percent),
risk technology (30 percent), and credit under-
writing (30 percent). Respondents most often said
offshoring is used in risk technology (11 percent).

On average across different areas of risk man-
agement, only 6 percent of respondents said
outsourcing was employed, with the most common
areas being model validation (19 percent), risk
technology (15 percent), and model development
(13 percent), which are areas in which institutions
often seek additional expertise and capabilities.

The interest in leveraging new technologies
to automate formerly manual risk management
processes is still in the early stages; much more
opportunity remains. There has been discussion of
the potential to automate risk management but
to date, the fanfare has outpaced the reality. Only
29 percent of respondents said their institutions
are currently using RPA, with institutions most
often automating risk data (25 percent), risk re-
porting (21 percent), and regulatory reporting (20
percent). There remains substantial opportunity
for institutions to introduce automation into many
more aspects of their risk management programs.
(See the section, “Risk management information
systems and technology.”)

Re-engineering risk
management

With the volatile environment for risk manage-
ment, many institutions are undertaking efforts to
re-engineer and renew their programs to enhance
both their efficiency and effectiveness.* Seventy
percent of respondents said their institutions
have either recently completed a risk management
program renewal/update or have one in progress,
while an additional 12 percent said they are plan-
ning to undertake one. (See the sidebar, “The future
of risk management” for a summary of Deloitte’s

perspective on the issues driving these risk manage-
ment renewal efforts.)

When asked to what extent specific issues were a
priority in their risk renewal programs, respondents
most often said that infuse risk management into
strategy was an extremely or very high priority for
their institution (61 percent). In some institutions,
senior management establishes strategic objectives
without explicit consideration of their implications
for risk utilization, with risk management involved
after the strategic decisions have been made, simply
managing the risks that have been assumed. Instead,
risk appetite and utilization should be a key consid-
eration in developing business strategy.

Another issue that was considered by roughly
one-half of respondents to be an extremely or very
high priority in their risk renewal programs was
focus on conduct risk and risk culture (53 percent),
which has been a regulatory focus and is challenging
to quantify and manage.

Leverage emergent technologies was named
as an extremely or very high priority by 48 percent
of respondents in their risk renewal programs.
Institutions are looking to modernize their risk in-
frastructure by employing new technologies such as
RPA, cognitive analytics, and cloud computing, al-
though only a minority of institutions are employing
them currently. These tools can allow risk manage-
ment programs to increase efficiency by automating
tasks that are currently done manually. But they can
simultaneously improve the effectiveness of risk
management by reducing errors and identifying
potential risk events. (See the section, “Risk man-
agement information systems and technology.”)
Twenty-four percent of respondents considered
rethink the three lines of defense risk governance
model to be an extremely or very high priority for
their risk renewal programs. As we saw above, 42
percent of respondents also said their institutions
have revised, or are planning to revise, their three
lines of defense governance model. Although use of
the three lines of defense model is nearly universal,
a significant portion of institutions believe they
need to review and enhance their current approach.
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THE FUTURE OF RISK MANAGEMENT

The increased volatility and unpredictability in the global economy and in regulatory requirements
have created new and more complex challenges for risk management. Regulatory requirements
remain uncertain in many areas as individual jurisdictions will implement, and potentially
significantly revise, global rules such as Basel lll. Geopolitical risk has risen with decelerating
economic growth coupled with rising debt levels in China; the United Kingdom'’s departure from the
European Union under Brexit; and continuing trade negotiations among the United States, China,
the European Union, and other jurisdictions.

At the same time, the risk landscape is changing. While financial risks remain, nonfinancial risks
(such as cybersecurity risk, conduct and culture risk, model risk, and third-party risk), which can be
complex and difficult to quantify and manage, are increasing in importance.

This new environment demands that financial institutions rethink their traditional approaches in
order to raise their risk management functions to a new level of effectiveness and efficiency. A key
theme of the new approach is to move risk management from a reactive to a proactive role. As they
reassess their approach to risk management and take steps to modernize risk management to meet
the new environment, financial institutions should employ the following four levers to drive change.

* Infuse risk management into strategy. Rather than simply managing the risks that have
been assumed after the fact, risk management should be an active participant in developing
the institution’s strategic plans and objectives, and in assessing the impact of new products and
markets on its risk profile including its capital and liquidity position.

Focus on people. Institutions need to ensure they have sufficient professionals with the skills to
manage high-risk and complex activities, including addressing nonfinancial risks that are growing
in importance such as cybersecurity risk and conduct risk. To engage employees throughout the
organization, institutions need an active program to create a risk-aware culture that encourages
ethical employee behavior, constructive challenges, appropriate incentives, and transparency.

Enhance the three lines of defense. Institutions should reexamine their three lines of defense
models to ensure they have clearly defined the risk management responsibilities of each line of
defense, have eliminated any overlapping responsibilities, and have enabled business units to take
full ownership of the risks in their areas.

Leverage emerging technologies. The latest technologies—such as cognitive analytics, machine
learning, natural language processing, and big data—have the potential to fundamentally
transform risk management. In addition to reducing costs through automation, these technologies
can also enhance the overall effectiveness of risk management by providing new capabilities

such as building controls directly into processes, prioritizing areas for testing and monitoring, and
identifying potential risk events in real time to allow preventive action to be taken.

For a discussion of the new environment for risk management and how financial institutions should
respond, see Deloitte's report, The future of risk in financial services.
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Economic capital

LL THE FINANCIAL institutions participating

in the survey calculate economic capital,

which is a tool used to assess risk-adjusted
performance and allocate capital. Respondents
most often said their institution calculates economic
capital for financial risk types
such as market (87 percent)
and credit (87 percent), and for
operational risk (74 percent)
(figure 10). Economic capital is
calculated much less often for
nonfinancial risk types such
as reputational (22 percent),
model (17 percent), cybersecu-
rity (16 percent), and conduct
and culture risk (6 percent).
Risk management approaches
to managing these risk types
are still developing and face the challenge that rel-
evant data is hard to access, making them difficult
to quantify.

When asked how their institutions use economic
capital, respondents most often said to evaluate/al-
locate economic capital (67 percent), which is down
from 776 percent in the last survey, which shows that

In the wake of
the financial crisis,
economic capital
was criticized for
not performing as
well as expected.

economic capital remains fairly widely used in al-
locating capital. The decline is likely attributable to
greater use of stress testing by many organizations.
The other areas in which respondents often said
their institutions are using economic capital were
to support risk-based profit-
ability analysis (61 percent),
for strategic decision-making
(61 percent), and for risk-based
pricing (60 percent).

In the wake of the financial
crisis, economic capital was crit-
icized for not performing as well
as expected. Economic capital
was originally introduced as a
more advanced method than
the regulatory capital require-
ments that were in place. Since
then, regulatory capital requirements have become
substantially more sophisticated such as the CCAR
stressed capital requirements, and institutions have
come to rely more heavily on stress testing to assess
financial resilience and increasingly to allocate
capital to different businesses.
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FIGURE 10

For which of the following risk types does your organization calculate
economic capital?

Market 87%
Credit 87%
Operational 74%
Interest rate risk of the balance sheet 72%
Counterparty credit 70%
Diversification effects/benefits across risk types 51%
Investment 48%
Liquidity 43%
Underwriting/reserving* 30%
Mortality*
Strategic 28%
Catastrophe* 28%
Morbidity* 28%
Longevity* 23%
Lapse* 23%
Reputational 22%
Model 17%
Cybersecurity 16%
Systemic [IEE

Conduct and culture [EZQ

N
=
>

Other 13%

*Only asked of organizations that provide insurance services.
Source: Deloitte analysis.
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Stress testing

Capital stress testing

EGULATORS HAVE COME to rely increasingly

on stress tests to determine if a financial insti-

tution has sufficient capital. The requirement
that financial institutions conduct capital stress
tests has been adopted by regulators around the
world, including the US Federal Reserve, the Bank
of England, the EBA, the European Insurance and
Occupational Pensions Authority (EIOPA), the
Japan Financial Services Agency, and the Aus-
tralian Prudential Regulation Authority (APRA)
in Australia.

Financial services
institutions are increasingly
relying on stress tests to
assess capital adequacy.

European stress-testing requirements have
been ratcheted up after criticism that earlier rounds
were not sufficiently rigorous. In January 2018, the
EBA released the scenarios against which the 48
largest banks in the European Union will be tested,
which included a potential major recession with the
economy shrinking by 8 percent by 2020 and resi-
dential property prices dropping by 27.7 percent.+

In 2018, the Dodd-Frank Act in the United
States was revised to remove the requirement that
banks with less than US$250 billion in assets be
required to conduct stress tests, concluding that
stress testing requirements were excessive for small

and medium-sized institutions.+?

Ninety percent of respondents reported using
capital stress tests, up from 83 percent two years
ago. The use of capital stress tests is nearly universal
among large (97 percent) and mid-size institutions
(93 percent), while somewhat less common among
smaller institutions (71 percent).

More than 9o percent of respondents who
reported that their institutions use capital stress
tests said they use them for understanding the
organization’s risk profile (99 percent), reporting
to the board (97 percent), and reporting to senior
management (97 percent).*3 Responding to regula-
tory requirements is a key driver in the use of capital
stress tests, and almost all respondents said their
institution uses this tool for meeting regulatory re-
quirements and expectations (95 percent, including
63 percent that use it extensively), and assessing
adequacy of regulatory capital (95 percent, in-
cluding 61 percent that use it extensively) (figure 11).

Financial services institutions are increasingly
relying on stress tests to assess capital adequacy. In
many areas, significantly more institutions reported
extensively using capital stress tests than was the
case in the prior survey, including reporting to the
board (64 percent, up from 46 percent), reporting
to senior management (61 percent, up from 49
capacity
requirements for risk (47 percent, up from 24

percent), defining/updating capital
percent), and strategy and business planning (38
percent, up from 26 percent).

One indication of the increasing importance of
capital stress tests compared to economic capital
calculations is that while 87 percent of respondents
said that capital stress tests were used for strategy
and business planning, the comparable figure
for economic capital was only 61 percent. On the
other hand, economic capital is used more often
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FIGURE 11

To what extent are the results of capital stress tests used by your organization

for each of the following purposes?

m Extensively used  m Somewhat used

Understanding organization’s risk profile

Reporting to the board

Reporting to senior management

Meeting regulatory requirements and expectations

Assessing adequacy of regulatory capital

Defining/updating capital capacity
requirements for risk

Defining/updating risk appetite

Strategy and business planning

Assessing concentrations and setting limits

Responding to rating agency inquiries

Assessing adequacy of economic capital

Determining triggers for recovery plan actions

Deciding on hedging and other risk
mitigation strategies

Allocating capital to businesses and products

Merger and acquisition decisions

Pricing products or benefits

Note: Some percentages do not total due to rounding.

Source: Deloitte analysis.

for pricing products than is capital stress testing
(61 percent versus 51 percent), which suggests that
it remains more tractable than stress testing for
certain applications.

61% 33% 95%

42% 45% 87%

38% 49% 87%

29% 49% 78%

22% 55%

77%

38% 35% 73%

29% 43% 72%

44%

19% 63%

PALT) 41% 62%

PALL) 34% 55%

11% 40% 51%

Most stress testing requirements include both
quantitative and qualitative requirements. In
addition to employing quantitative methodologies
to demonstrate that the institution has sufficient

capital to pass capital ratio thresholds under
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stressed conditions, institutions are also required to
meet qualitative requirements indicating they have
a strong risk management program with strong
internal controls, documentation of policies and
procedures, access to quality data, and a robust IT
infrastructure.

Data management and IT capabilities can be es-
pecially challenging. Conducting capital stress tests
requires an institution to aggregate data from dif-
ferent business units and functional areas. A capital
stress-testing platform is also required, which
typically is developed in-house since marketplace
solutions primarily address specific components of
the overall end-to-end functionality needed.

However, institutions appear to be increasing
their capabilities in these areas since access to data
and the IT platform were less likely to be consid-
ered extremely or very challenging in capital stress
tests than they were two years ago. These included
data quality and management for capital stress
testing calculations (42 percent, down from 52
percent) and capital stress testing IT platform (for
example, the ability to conduct various scenarios
tailored to the group’s profile more frequently and
in a more granular manner) (41 percent, down from
66 percent).

Respondents were also less likely to report that
they consider other issues to be extremely or very
challenging in capital stress testing than they did
two years ago, including coordinating multiple
functional areas and activities required to conduct
capital stress tests (for example, risk, treasury,
business units, IT, developing and implementing
models, and validating models) (29 percent, down
from 48 percent), implementing formal validation
procedures and documentation standards for the
models used in capital stress testing (28 percent,
down from 47 percent), and developing capital
stress testing methodologies/models accepted
by regulatory authorities as part of supervisory
stress testing exercises (26 percent, down from 44
percent).

Further, the survey findings suggest that senior
management has become more involved in the

capital stress testing process with only 14 percent

of respondents saying active engagement by senior
management and the board of directors in setting
capital stress testing objectives, defining scenarios,
and challenging methodologies and assumptions
was extremely or very challenging, down from 40
percent in the prior survey.

Liquidity stress testing

The focus by regulators on the importance of
liquidity stress testing has paralleled that placed on
capital stress testing. Liquidity risk was an important
issue during the financial crisis, and the regulatory
focus began with the Basel III requirements for the
liquidity coverage ratio (LCR) and the net stable
funding ratio (NSFR). Other regulators have estab-
lished additional requirements for liquidity stress
testing, such as the US Federal Reserve SR 10-6 and
FINRA Notice 10-57 implemented eight years ago.
Since this is an evolving area, institutions are still
gaining experience with liquidity stress testing, and
regulatory expectations are also still developing.

Liquidity stress testing is already widespread,
with 87 percent of institutions reported using it,
up from 82 percent in the prior survey. Most likely
in response to regulatory requirements, banks (96
percent) most often reported conducting liquidity
stress testing compared to investment manage-
ment firms (86 percent) and insurance companies
(76 percent). As expected, liquidity stress testing is
also more common at large institutions (94 percent)
than at mid-size (86 percent) or small institutions
(76 percent).

All the respondents who reported that their in-
stitutions use liquidity stress testing said they use
them for reporting to senior management and
understanding organization’s risk profile (figure
12).4 Compared to the prior survey, liquidity stress
tests are being used more extensively in several
areas: assessing adequacy of excess liquidity (57
percent, up from 39 percent), meeting regulatory
requirements and expectations (65 percent, up
from 52 percent), and setting liquidity limits (56
percent, up from 44 percent).
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FIGURE 12

To what extent are the results of liquidity stress tests used by your organization
for each of the following purposes?

m Extensively used  m Somewhat used
Reporting to senior management 599% 41% 100%

Understanding organization’s risk

profile 39% 61% 100%

Assessing adequacy of
excess liquidity - e 96%
Assessing adequacy of regulatory

liquidity ratios and buffers

53% 43% 96%

Meeting regulatory requirements

0, 0, 0,
and expectations 65% 30% 95%

Reporting to the board 49% 46% 95%

Setting liquidity limits 56% 37% 93%

Deciding on contingency funding and

0, 0,
other risk mitigation strategies £ S 93%

Defining/updating [iquidity capacjty 43% 47% 91%
requirements for risk
Defining/updating risk appetite 35% 51% 85%
Responding to rating agency inquiries 21% 62% 82%
Strategy and business planning 23% 57% 80%
plan actions ks alSil 7%
Pricing products or benefits [UEZ] 41% 51%
Allocating liquidity costs to o
businesses and products g s 31%
Merger and acquisition decisions Rk 37% 46%
Note: Some percentages do not total due to rounding.
Source: Deloitte analysis.
Fifty-one percent of respondents said liquidity recovery planning, and their use in this area is likely
stress tests are used by their institution for deter- to grow over time.
mining triggers for recovery plan actions, with Although liquidity stress testing is widely used
only 29 percent saying they are used extensively. in the same areas as capital stress testing, institu-
Liquidity stress tests can play an important role in tions tend to rely on it less. For example, 64 percent
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of respondents said their institution uses capital
stress testing extensively for reporting to the board
compared to 49 percent for liquidity stress testing.
Similarly, while 50 percent of respondents said
that capital stress testing is used extensively for
understanding the organization’s risk profile, the
comparable figure for liquidity stress testing was 39
percent. Regulatory expectations are likely to lead
institutions to have liquidity stress testing play a
more prominent role going forward including in
monitoring liquidity risk.

Respondents cited a similar list of challenges for
their institutions in using liquidity stress testing as
they did for capital stress testing. As with capital
stress testing, the two issues that respondents
most often said were extremely or very challenging
for their institutions when using liquidity stress
testing concerned data and the IT infrastructure:
data quality and management for liquidity stress
testing calculations (30 percent) and liquidity
stress testing IT platform (for example, the ability
to conduct various scenarios tailored to the group’s
profile more frequently and in a more granular
manner) (30 percent).

Access to data can be more difficult in capital
stress testing since it typically has to be aggregated
across more areas in the organization, while the
data required for liquidity stress testing is often
more centralized. This is reflected in 42 percent of
respondents considering data quality and manage-
ment for capital stress testing calculations to be

extremely or very challenging, while 30 percent said
the same about data for liquidity stress testing.

Having professionals with the required skills
poses a challenge for both types of stress tests.
Attracting and retaining risk management profes-
sionals with the required skills was considered at
least somewhat challenging by 78 percent for capital
stress testing (including 28 percent who considered
it extremely or very challenging) and by 71 percent
for liquidity stress testing (including 22 percent
who considered it extremely or very challenging).

The survey results suggest that institutions are
becoming more comfortable with liquidity stress
tests, and for a number of issues, fewer respondents
considered them to be extremely or very challenging
than was the case in the prior survey: liquidity
stress testing IT platform (30 percent, down from
45 percent), coordinating multiple functional
areas and activities required to conduct liquidity
stress tests (19 percent, down from 31 percent),
implementing formal validation procedures and
documentation standards for the models used in
liquidity stress testing (14 percent, down from 30
percent), liquidity stress testing analytics (for
example, scenario projections, loss calculations, and
aggregation of results) (16 percent, down from 27
percent), and developing detailed documentation
of the methodologies, processes, and procedures
for conducting liquidity stress tests (15 percent,
down from 25 percent).
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Sector spotlight
Banking

T THE END of 2017, the Basel Committee an-
nounced an agreement had been reached on
revisions to the final Basel IIT capital frame-
work, reforms that have been dubbed by some as
“Basel IV.” These updates have focused on the RWA
treatment of credit risk, operational risk, and capital
floors and will be rolled out along with revisions to
capital requirements for market risk (Fundamental
Review of the Trading Book (FRTB)).4 The Basel
Committee’s revisions to FRTB include a specifica-
tion of instruments to be assigned to the trading
book and to the banking book, introduction of a
capital add-on for risk factors that cannot properly
be modeled due to insufficient data, changes to the
standardized approach to incorporate risk sensitivi-
ties across asset classes and to align with front-office
pricing and models, and a move from a Value at
Risk (VaR)-based measure to an expected shortfall
measure of risk under stress and incorporation of
varying liquidity horizons.

A key aim of the proposed revisions is to address
what the Basel Committee has described as “unwar-
ranted and unwanted variation” in risk-weighted
assets (RWAs) by improving the consistency and
comparability of capital calculations, both across
firms using internal models and between those
using internal models and those employing stan-
dardized approaches.*® The revisions restrict the use
of internal models for certain regulatory capital cal-
culations and set a standardized minimum output
floor of the level of capital calculated by a bank’s
internal models at a minimum of 72.5 percent of the
capital calculated by standardized approaches.

Internal models are often used to calculate the
capital requirements of financial services institu-
tions. For example, in the banking sector in the
European Union, roughly one-half of the regulatory

capital is calculated by internal models.+” However,
there are concerns about the accuracy of these
calculations since internal models have been seen
to produce different results for similar risks in dif-
ferent institutions. In addition, there have been
concerns that employing internal models for capital
adequacy may create inappropriate incentives for
institutions to only develop models that lower their
capital requirements.

Although the Basel Committee reached final
agreement on the Basel III package in December
2017, its implementation in specific jurisdictions
remains unclear. Fragmentation of regulation is a
growing challenge for globally active banks as in-
dividual regulators are increasingly willing to vary
prudential regulations for their jurisdiction. This di-
vergence in regulatory standards creates additional
costs and complexities for global banks as they
attempt to design regulatory capital models without
knowing whether these will comply with the rules
that are ultimately adopted in individual jurisdic-
tions around the world.

In 2017, the ECB started conducting its TRIM
project to assess whether the internal models used
by banks are reliable and comparable, with the
goal of reducing inconsistencies and unwarranted
variability between models when calculating their
risk-weighted assets.*®

The European Union is negotiating its “Risk
Reduction Package” (which includes Capital Re-
quirements Directive V/Capital Requirements
Regulation IT (CRD V/CRR II)), which may require
some extended consultations. This process will
delay the implementation of the Basel I1I framework,
including FRTB. Beyond delays, EU legislators have
demonstrated their willingness to alter the content
of the Basel standards in important areas, in some
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cases proposing substantial discounts to capital
requirements.

Implementation has also been delayed in Asia-
Pacific. Japan has not published proposals on the
Basel Committee standardized approach to coun-
terparty credit risk (SA-CCR) and decided not to
implement the NSFR on January 1, 2018 as planned.
The Hong Kong Monetary Authority (HKMA)
decided to shift the implementation timeline for
new standards on Interest Rate Risk in the Banking
Book (IRRBB) from 2018 to January 1, 2019. During
2017, Australia, Singapore, and Hong Kong each an-
nounced that they will postpone implementation of
FRTB.

Given the implementation difficulties in most
jurisdictions, the Basel Committee has delayed
implementation of FRTB from January 2019 until
January 2022. The additional time should provide
banks with the opportunity to invest in the addi-
tional capabilities and technologies required.

Most respondents said their institutions still
have substantial work to do to implement the FRTB

FIGURE 13

rule. Only 9 percent of respondents said their in-
stitutions were already completely or substantially
compliant with FRTB, while 39 percent said imple-
mentation was in progress. More than one-half of
the institutions remain at earlier stages of imple-
mentation, either having developed a project plan
and approach (24 percent) or currently studying
the impact of the rule (27 percent). There appears
to be more activity in this area among institutions in
the United States/Canada, with 50 percent saying
that implementation is in progress compared to
30 percent among both European and Asian in-
stitutions. The survey results indicate that many
institutions will need to increase their efforts and
the pace of implementation of FRTB.

As with many other aspects of risk manage-
ment, two of the issues most often considered by
respondents to be extremely or very challenging
in implementing the FRTB market risk rules were
technology/infrastructure (50 percent) and data
management (43 percent) (figure 13). Securing ad-
equate budget for the effort is also a concern, with

In your opinion, how challenging for your organization is each of the following
aspects of implementation of the new Basel Committee market risk rules (resulting
from the Fundamental Review of the Trading Book (FRTB) including the new
standardized approach for counterparty credit risk and securitization)?

Percentage responding extremely or very challenging

Technology/infrastructure

Data management

Internal resources, capabilities, and budget
Clarity/expectations of regulatory requirements
Program/implementation management
Meeting regulatory deadlines

Home/host supervision

Business realignment

Functional reorganization/integration

Source: Deloitte analysis.

50%

43%

43%

39%

36%

31%

28%

20%

16%
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43 percent of respondents citing internal resources,
capabilities, and budget as being extremely or very
challenging.

“One of our continuing big challenges is in
ensuring that we have high-quality data for
use in our risk analyses and decisions, and
dealing with the costs necessary to main-
tain this data.”

—Senior risk executive,
large global diversified finan-
cial services company

Many respondents indicated that they believe
more clarity is required in the FRTB requirements,
and institutions are working with regulators to

achieve this. Thirty-nine percent of respondents
said their institutions find a lack of clarity and ex-
pectations of the FRTB regulatory requirements to
be extremely or very challenging, although this is
down from 54 percent in the prior survey.

Now that institutions have had an additional
two years of experience with the FRTB rule, they
appear to be improving their capabilities in other
areas as well. A number of other issues were less
likely to be rated as extremely or very challenging
than they were two years ago, including program/
implementation management (36 percent, down
from 45 percent), meeting regulatory deadlines (31
percent, down from 45 percent), business realign-
ment (20 percent, down from 40 percent), and
functional reorganization/integration (16 percent,
down from 31 percent).
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Sector spotlight

Insurance

Regulatory and
economic capital

NSURANCE COMPANIES ARE facing increased

capital standards, with the most influential

regime being Solvency II, which was developed
by EU regulators. Around the world, insurance
companies and regulators continue to develop
capital metrics that are increasingly risk-focused.
Many countries have drawn lessons from Sol-
vency II, as seen in Europe, Asia-Pacific, and the
Americas. Additionally, the focus
on capital adequacy requirements
has been raised through efforts
such as the IMF’s Financial Sector
Assessment Program.* Examples
of new developments include the
United States where, for the first
time, a Group Capital Calculation is
in development.

Solvency II is more complex in
its approach to regulatory capital calculations than
some non-European countries, with the allowance
and in some cases capital benefit of an internal
capital model. Many insurers have applied for su-
pervisory approval of internal capital models since
the introduction of Solvency II in 2016. Sixty-eight
percent of the aggregate insurance industry Sol-
vency Capital Requirement in the United Kingdom
is by insurers using internal models in whole or in
part, while the figure for Germany is 82 percent and
in France, 25 percent.5°

As in the banking sector, there are concerns
whether internal models are adequately assessing
risks. Studies by the ECB’s EIOPA have found high
variability in the output of internal models. EIOPA
is expected to issue further guidance in 2018 on in-

ternal model convergence, which can help provide
methodological and quantitative expectations for
approved internal models. EIOPA will deliver its
final advice on Solvency II to the European Union
in 2018. The use of a hard floor is likely to be con-
sidered for the insurance sector, similar in concept
to the output floor adopted by the Basel Committee
for banking.

There are also concerns whether the use of
internal models encourages institutions to only
design changes to their models that reduce capital

Around the world, insurance
companies and regulators continue
to develop capital metrics that are
increasingly risk-focused.

requirements. Regulators will expect companies to
provide a detailed, risk-based justification to secure
approval for model changes.

Among the insurance companies participating in
the survey, 40 percent were subject to Solvency II
requirements. Other regulators are looking to Sol-
vency II as a model, and 24 percent of respondents
said their institutions were subject to regulatory
capital requirements similar to Solvency II. Sol-
vency II or similar requirements are most prevalent
in Europe, where 91 percent of respondents said
their institutions were subject to Solvency IT and
the remaining respondents said they were subject
to similar requirements. In contrast, in the United
States/Canada and in Asia-Pacific, 56 percent of
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respondents said their institutions were not subject
to Solvency II or similar requirements.

Respondents cited a wide range of issues as
areas in which their institutions are planning to
focus over the next two years related to Solvency II
or similar regulatory capital requirements, with sce-
nario analysis (70 percent) and enhancements to
risk tolerance and risk appetite (63 percent) cited
most often.

Reflecting two additional years of experience
with Solvency II, there were several areas where
fewer respondents said their institutions were plan-
ning to focus than was the case in the prior survey.
These include Own Risk and Solvency Assessment
(ORSA) (48 percent, down from 56 percent), man-
agement information (39 percent, down from 53
percent), risk quantification (35 percent, down
from 47 percent), and training (30 percent, down
from 41 percent).

Insurance companies appear to have made prog-
ress in addressing the data challenges of Solvency II.
In 2016, 63 percent of respondents said their institu-
tions were planning to focus on data infrastructure
and data handling processes, making it the issue
cited second most often. In the current survey, this
issue was cited as a priority by 48 percent, making it
the item cited fifth most often.

The IAIS is working to develop an ICS with the
aim of allowing insurers to operate across borders
more efficiently, reduce costs, and bring benefits to
consumers. Among the important issues that will
need to be addressed are:

« Either defining a single valuation basis, or if this
is not possible, achieving comparability between
a market-adjusted valuation (MAV), which is
consistent with Solvency II, or a GAAP with ad-
justment (GAAP Plus), which generally reflects
the approach used by shareholder-owned insur-
ance companies in the US market.

» The role that internal models will play in deter-
mining capital requirements.

« Resolving the purpose of Margin Over Current
Estimate, which is analogous to the risk margin

under Solvency II, and its interaction with
capital requirements.

At its annual conference in 2017, the IAIS agreed
that the future ICS version 2.0 will be implemented
in two phases. For the first five years, the ICS will
be used for confidential reporting to the group
supervisor and for discussions in supervisory col-
leges and will be calculated using MAV, although
GAAP Plus can also be reported if the group super-
visor chooses to do so. At the end of the five-year
monitoring period, the ICS will be implemented as
a Prescribed Capital Requirement, which is theo-
retically a suitable basis for triggering supervisory
action, although it remains to be seen how it will
interact with, or sit alongside, existing capital stan-
dards, such as Solvency II.

Respondents were asked what impact they
expected for their company from the global regula-
tory capital standards being developed by the TAIS.
Respondents most often considered the insurance
capital standard to have at least a somewhat signifi-
cant impact (62 percent), although only 29 percent
expected the impact would be extremely or very
significant.

The two other issues in which respondents
most often expected at least a somewhat signifi-
cant impact were basic capital requirement and
high loss absorbency standards (59 percent, with
24 percent extremely or very significant) and re-
covery and resolution planning (52 percent, with
18 percent extremely or very significant).

Another important development was the publi-
cation in May 2018 by the International Accounting
Standards Board of International Financial Re-
porting Standards (IFRS) 17, which will be effective
for periods beginning on or after January 1, 2022.
The new standard requires insurance liabilities to
be measured at a current fulfillment value and is de-
signed to provide a more uniform measurement and
presentation approach.5* IFRS 17 will require vast
changes across operating models, processes, and
technology to allow insurance companies to comply

with the new requirements in how insurance con-
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tracts are accounted for, recognized into income,
and presented in financial statements. There have
been industry proposals that the requirements be
simplified and that the implementation date for
IFRS 17 be delayed.

Assessing insurance risk

Respondents said their institutions use a
variety of methods as either a primary or secondary
methodology to assess insurance risk. Roughly 9o
percent or more of respondents cited regulatory
capital, stress testing, actuarial reserving, claims
ratio analysis, internal capital framework/model,
and economic capital (figure 14). With the focus
on Solvency II and similar regulatory initiatives
to assess capital adequacy, the method most often
cited as a primary methodology was regulatory
capital (772 percent).

Insurance companies appear to be using a wider
range of methods to assess insurance risk than re-
spondents said was the case two years ago, including
value at risk (76 percent, up from 53 percent), value
of new business (76 percent, up from 46 percent),
asset adequacy analysis (71 percent, up from 50
percent), dynamic financial analysis (68 percent,
up from 40 percent), and stochastic embedded
value (66 percent, up from 26 percent).

The methods employed to assess risk vary by
company size. For example, stress testing is used
more often by larger insurers. Stress testing is used
as a primary methodology by 65 percent of the
largest insurers, compared to 50 percent of mid-
size and 20 percent of smaller insurance companies.
Economic capital is also used much more often as
a primary methodology by the largest insurers (71
percent) than by mid-size (31 percent) or small
insurers (33 percent). Both methods require the
resources and sophisticated capabilities to create
internal capital models.

In contrast, value at risk is more often a primary
methodology at small insurance companies (60
percent) than at mid-size (31 percent) or large
companies (44 percent). Claims ratio analysis, a

simpler technique, is also more often a primary
methodology at small insurers (75 percent) than
at mid-size (46 percent) or large companies (56
percent).

“From an insurance perspective, one of
the biggest challenges in managing risk
is whether you are getting paid for those
hard-to-model risks—specifically, cyber risk
and terrorism risk. As a commercial writer
of coverage, those are perils that your poli-
cyholders are looking to insure, but where
the models are just not as developed as, say,
a hurricane model, because you don't have
the same level of historical claims data.”

—Senior risk executive,
major insurance and asset
management company

Among the insurers that conduct stress testing
to assess insurance risk, respondents most often
said that testing is performed on two financial risk
factors where it is relatively easy to apply: market
risks and interest rate risk (84 percent each). The
next most common risk factors were mortality
(66 percent), property and casualty claim cost
(58 percent), morbidity (58 percent), expense (53
percent), and lapse (53 percent).

“We are embracing Al and predictive ana-
lytics, for example, in areas like monitoring
customer behavior and potential fraud
issues as well as applying robotics to auto-
mate manual policy processing tasks.”

—Senior risk executive,
major insurance and asset
management company

Insurance companies will also need to focus
on the risks created by new technologies. AI and
risk analytic technologies are expected to enhance
pricing and underwriting capabilities, thereby im-
proving risk selection/portfolio structures and risk
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diversification, enabling new products and busi-
ness models, and allowing real-time risk assurance,
while streamlining operations. Yet these technolo-
gies will create their own risk management issues.
For example, the increased use of Al-powered real-
time claims processing will demand new types of
fraud risk management, including real-time detec-

FIGURE 14

tion. The increased level of personalization allowed
by these technologies, such as in price and cover,
create the potential for customer pricing issues and
socioeconomic impacts, which might lead to addi-
tional regulatory requirements regarding the use of
data and AI algorithms. (See the section, “Risk man-
agement information systems and technology.”)

To what extent does your organization use each of the following methods

to assess insurance risk?

Base: Organizations that provide insurance/reinsurance services

B Primary methodology =~ M Secondary methodology

Regulatory capital

Stress testing 53%

Actuarial reserving

Claims ratio analysis

Internal capital
framework/model 48%

Economic capital 50%

Value at risk 41%

Value of new business 39%

Asset adequacy analysis 24%

Dynamic financial
analysis

Stochastic embedded
value

26%

Market consistent

embedded value 21%

Note: Some percentages do not total due to rounding.

Source: Deloitte analysis.

24%

72% 25% 97%

41% 94%

62% 30% 92%
55% 36% 91%

42% 91%
39% 89%
35% 76%
36% 76%
47% 71%
41% 68%

20% 46% 66%

44%
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Sector spotlight

Investment management

HE INVESTMENT MANAGEMENT sector com-
prises a range of organizations that provide
investment management products and solu-
tions, from large global firms that have a diversified
product lineup and access to significant distribution
channel network to niche managers that have tar-
geted products in an asset class. In their investment
management activities, these firms engage with
clients to determine investment goals and risk toler-
ances and then manage customer financial assets in
an effort to achieve or exceed their goals.
Clients of
include both individual retail investors, who may

investment management firms

have limited financial knowledge, and institutional
clients, who continue to grow in sophistication, un-
derstanding, and monitoring of their investment
portfolios. The wide range in the types of clients
creates a complex set of risks to manage. Firms
need to adopt risk management priorities that align
with their client mix and investment approach.

The operating environment for the investment
management industry continues to be challenging.
In particular, investors are favoring low-cost invest-
ment solutions, while at the same time, customer
preferences and technology innovation are evolving.
Competitive pressures are driving investment man-
agement firms to take strategic decisions designed
to grow assets, efficiently and effectively run opera-
tions, and deliver a superior customer experience.
Because of these trends, firms are reevaluating their
technology capabilities to align with their growth
plans, as the shift to Al and alternative data requires
more and different capabilities and skill sets than
in the past. They are also broadening their product
reach, consistent with their capabilities, to better
serve the preferences of clients and distributors.
The survey results described below illustrate the risk

management challenges investment management
firms face in understanding and mitigating a broad
range of enterprise risks including operational, stra-
tegic, technology/cyber, financial, regulatory, and
external market pressures, to name a few.

Current focus of risk
managers and executives
in the investment
management industry

Similar to the risk management challenges
found in other sectors, data and technology were
the issues most often rated by respondents at in-
vestment management firms as extremely or very
challenging: use of alternative data in investment
and operational processes (for example, social
media, payments, crowdsourcing, geospatial, and
cognitive analytics) (54 percent), data management
and availability (53 percent), and IT applications
and systems (47 percent) (figure 15).

The concern over data management and avail-
ability has grown, with 53 percent of respondents
rating it as extremely or very challenging compared
to 36 percent in 2016. The challenges presented by
IT applications and systems remained fairly steady,
with 47 percent considering it extremely or very
challenging compared to 50 percent in 2016.5

With more observers considering the rising risks
in the financial system, it is notable that 24 percent
of respondents considered preparing for and re-
sponding to enterprise events (that is, crises) to be
extremely or very challenging for their firm.

In some areas, investment managers were less
likely to consider certain risks extremely or very
challenging. These include managing market risk
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FIGURE 15

In managing risks in your organization’s investment management business,

how challenging is each of the following?

Base: Organizations that provide investment management services

Percentage responding extremely or very challenging

Use of alternative data in investment and
operational processes

Data management and availability

IT applications and systems

Oversight over third-party managers, service
providers, and suppliers

Resourcing

Regulatory compliance

Preparing for and responding to enterprise
events (i.e., crises)

Effective process level controls (including
analytics and reporting)

Managing market risk and its impact on
portfolio construction risk

Risk governance
Managing risks to organizational reputation
Managing liquidity risk

Source: Deloitte analysis.

and its impact on portfolio construction risk (19
percent), risk governance (19 percent), managing
risks to organizational reputation (17 percent), and
managing liquidity risk (14 percent). This may be
due to investment managers’ long history of man-
aging assets, including their reputation.

Respondents were asked about the challenges
their firms face in responding to new and emerging
regulations such as the SEC’s mutual fund mod-
ernization and the liquidity rules. Two of the issues
that many respondents considered to be extremely
or very challenging concerned their firm’s data and
IT infrastructure: ongoing data collection, valida-
tion, aggregation, and filing with the regulatory
authorities (54 percent) and enhancing techno-
logical capabilities to meet complex requirements
(54 percent).

54%
53%
47%
40%
33%
30%
24%
24%
19%
19%
17%

14%

Similarly, roughly one-half of respondents also
said their institutions faced the broader challenges
with regard to their compliance programs, specifi-
cally enhancing systems and processes to meet new
or revised regulatory requirements (51 percent)
and enhancing infrastructure and increasing
resources with respect to people, process, and tech-
nology (49 percent).

Risks posing the
greatest challenges in
the next two years

When respondents were asked which three risk
types present the greatest challenges for their orga-
nization’s investment management business over

the next two years, cybersecurity was named far
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more often as one of the top three risks (60 percent)
than any other risk, including 23 percent who
ranked it as the number one challenge (figure 16).
This is a notable change from two years ago, when
28 percent of investment management respondents
considered cybersecurity to be one of their three
greatest challenges and only 3 percent ranked it
as the number one challenge. This may be due to a
number of developments, including global regula-
tors’ adoption of increased privacy protections and
penalties, coupled with a rise in the number of cyber
incidents.

With the slower pace of new regulations
being issued, 45 percent of respondents named
regulatory/compliance as among the three most
challenging risks, down from 81 percent two years
ago, while 13 percent considered it to be the number
one challenge, down from 28 percent. Despite
the slower pace of new regulations, a number of
regulations were passed in the last two years that
affect the ability of investment management or-

FIGURE 16

ganizations to operate globally. These regulations
require investment management firms to evaluate
their businesses to respond and adopt programs
to comply, including MiFID II, liquidity risk man-
agement regulations and guidance (for example,
as issued in the United States, United Kingdom,
Canada, and Hong Kong), and new privacy regu-
lations (for example, General Data Protection
Regulation in Europe and California’s Consumer
Privacy Act). In addition, enforcement activities
continue to cause additional regulatory pressure
points for investment managers, including but not
limited to, conflicts of interest, disclosures, alloca-
tion of fees, and use of soft dollars for research.

The risk type that was rated third most often
as among the three most challenging risk types
to manage over the next two years was invest-
ment risk (43 percent), which was a sharp drop
from 72 percent in 2016. However, 28 percent of
respondents rated managing investment risk as
their number one challenge, as it was in the 2016

Over the next two years, which are the three risk types that you believe will present
the greatest challenges in your organization’s investment management business?
Base: Organizations that provide investment management services

B Ranked #1 M Ranked #2 B Ranked #3

Cybersecurity 15% 23% 60%
Regulatory/compliance 20% 13% 45%

Operational /) 13%

Investment 28%

23% 43%

13% =1 43%

Reputation EXZEN L/ 18% 30%

Enterprisewide crisis event [/ 13%

24 23%

Liquidity [IECCZETIELE 23%

Cost and revenue recovery [t 13%

Third-party EENEERN 13%
Other EXZ 3%

Note: Some percentages do not total due to rounding.
Source: Deloitte analysis.

20%
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survey, which is understandable since managing
investment risk (portfolio construction, market risk,
credit risk, and liquidity risk) is central to the busi-
ness and value proposition for clients of investment
management firms. Thirty percent of respondents
considered reputation one of the three risk types
that will present the greatest challenges over the
next two years, while 43 percent ranked it in the top
three.s

Emerging risks in
investment management

Respondents ranked the top three emerging
risks about which their firm is most concerned with
respect to its investment management business.
The issue that was most often ranked among the top
three concerns was fee pressure (51 percent, with
22 percent ranking it as number one). Competitive
pressures in investment management, coupled with
changing investor preferences and aging organiza-
tional infrastructure, are likely to lead to a continued
compression of margins at many investment man-
agement organizations. For example, there has been
a pronounced and accelerated shift in assets toward
low-cost passive management, and the fee wars
between active and passive funds reached a new
level in 2018 as firms begin to introduce index funds
that do not have any management fees. To maintain
profitability, it will be important for active man-
agers to have a coherent business model and pricing
response to the growing popularity of passive invest-
ments and be able to offer differentiated products
that consistently deliver strong returns relative to
passively managed alternatives. Fee disclosures are
becoming more transparent, and asset managers
will need to generate strong alpha to justify their
charges to investors.

To combat margin compression, organizations
continue to focus on enhancing activities that drive
value creation such as developing products and so-
lutions that deliver premium investment quality and
innovative investment solutions to meet changing

investor preferences. Investment firms continue

to seek strategic acquisition or divestiture activi-
ties to improve profitability and increase margins.
In addition, organizations continue to analyze the
cost and resources dedicated to value-protective
activities (such as compliance and operations) to
determine whether those services are achieving the
expected return. Many organizations may find that
the resources they dedicate to compliance and op-
erations have resulted in these processes being over
controlled relative to the risks that they face from
these and other processes, thereby impacting their
margins. Matching risk to reward and expected
returns, and allocating resources accordingly for
value protective activities, can provide investment
management organizations with the ability to be
more agile in how they operate and maintain an
acceptable level of risk that also results in potential
cost savings.

In addition, organizations are looking at re-
covering potential costs and enhancing revenue
recognition to improve their bottom line. In order
to provide better transparency, improved perfor-
mance, and the ability to recover overpaid expenses/
underreported revenue and reduce future costs,
organizations continue to focus on the extended
enterprise (third-party) relationships, in addition
to optimizing people, process, and technology.

These themes are consistent among the risks
that investment management respondents fre-
quently ranked among the top three emerging risks:
changing client preferences (for example, demand
for solutions in passive and alternative strategies)
(51 percent) and growth of digital investing plat-
forms and advice (robo-advisers) (43 percent). Both
issues contribute to fee compression, which impacts
an investment manager’s strategic positioning and
competitiveness.

Other emerging risks that were ranked by a
significant portion of respondents as among their
three greatest concerns with respect to investment
management were regulatory change (49 percent),
reputation risks (30 percent), and distribution
relationships/channels (27 percent). In addition,
somewhat surprisingly, 19 percent of respondents
cited global financial crisis as one of the top three
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concerns, including 14 percent who ranked it as

their number one concern.

Oversight of investment risk

Respondents cited a wide range of roles and
responsibilities assigned to the individual or indi-
viduals responsible for the oversight of investment
risk in their firms. The responsibilities cited most
often were meet regularly with governance com-
mittees responsible for overseeing investment risk
management (83 percent, up from 72 percent in
the prior survey) and develop and implement the
investment risk management framework, method-
ologies, standards, policies, and limits (83 percent,
up from 78 percent). Both results suggest that
investment management firms are implementing
more significant governance and oversight of the
investment risk process. This should come as no
surprise since there is growing attention on how
firms govern, manage, and monitor their models,
including algorithms. Many firms require improved
governance and controls as investment managers
are increasingly using models to drive their busi-
ness. Firms should design a structured approach
to managing model risk, whereby roles and re-
sponsibilities are defined, models are inventoried
and documented, effective controls are designed
and implemented, and policies and procedures are
developed to establish protocols for change man-
agement, and for escalation and disclosures should
a model issue arise.

Other responsibilities cited frequently were
monitor compliance with investment guidelines
related to investment risk (such as tracking error,
value at risk, expected shortfall, and sector/industry
exposures) (73 percent), periodic re-assessment of
investment risk to identify risk concentrations and
potential style drifts (70 percent), prepare scenario
analysis to provide forward looking analytics on
risk exposures (68 percent), and manage stress
testing process including governance, method-
ology, and reporting (68 percent).

Firms were least likely to give the individual
with oversight of investment risk the responsibility
to provide input to the day-to-day investment deci-
sions (e.g., transactions) that impact the risk profile
(45 percent). At most firms, the executive respon-
sible for investment risk is concerned with oversight
of the investment risk management process and
serving as an effective challenge mechanism to the
portfolio management function.

Managing liquidity risk in
investment management

Managing liquidity risk has received significant
focus from shareholders, key stakeholders (such as
investment consultants), fund boards, and global
regulators. In addition, it has become a strategic
focus because of the potentially devastating impact
to fund and investment managers’ brand and repu-
tation if they fail to meet shareholder redemption
requests. Liquidity risk management has become a
greater focus of regulators of investment manage-
ment firms. When the SEC adopted the Liquidity
Rule (Rule 22e-4 under the Investment Company
Act of 1940), it was designed to promote better li-
quidity risk management by registered investment
companies, including exchange-traded funds (ETF).
The Liquidity Rule requires funds to establish li-
quidity risk management programs and specifies
the elements that such a program should include, al-
though it exempts money market funds and certain
ETFs from some of the requirements. Funds will be
required to classify portfolio holdings into one of
four buckets, based on how quickly the securities in
each could be converted into cash. Investment com-
plexes with more than US$1 billion in assets must
comply with this provision beginning June 1, 2019,
while smaller firms have until December 1, 2019. In-
vestment management firms continue to advance in
developing their programs. Among the issues that
firms are facing is who within the firm should assess
liquidity when there are one or more sub-advisers
within a single portfolio.
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Despite this array of challenges, liquidity risk
for investment risk has become a more mature
risk type, and relatively few respondents con-
sidered issues to be very challenging in this area
currently. Three issues were rated by roughly
one-quarter of respondents to be challenging or
very challenging: deploying system/technology
capabilities to facilitate liquidity analysis (or se-
lecting a vendor solution) necessary to facilitate
liquidity calculations and ongoing monitoring (26
percent), classifying fund asset liquidity, including
determining the assumptions and parameters
used when bucketing holdings (26 percent), and
developing methodologies to facilitate product
liquidity assessments throughout the product life-
cycle (23 percent). Other issues were considered
by even fewer respondents to be extremely or very
challenging: aggregating liquidity classification
information (18 percent), identifying and memo-
rializing liquidity risk management practices used
to develop, monitor, and assess portfolio liquidity
(for example, policies, playbook) (13 percent), and
enhancing transparency to investors through ad-
ditional disclosures and articulation of liquidity
risk management practices (13 percent).

As it relates to classifying fund asset liquidity,
our experience shows that when classifying fund
assets, having access to quality data is paramount.
This requires centralizing certain fund data (such
as portfolio holdings and fund flows) and enriching
it with market data. In addition, classifying secu-
rities requires the investment risk management
function, working in conjunction with the portfolio
management function, to understand what it would
reasonably expect to trade during normal and
stressed periods, how long it would take to liquidate
all or a portion of a position, transaction cost limits
(how much liquidity is a fund willing to pay for),
and the typical amount of time it takes to settle a
transaction in any given security.

In addition, classifying securities and per-
forming ongoing monitoring of liquidity risks are
best facilitated via a technology or application that
can bucket the securities, provide workflow tools
to identify and escalate issues, and offer reporting

and ongoing trend analysis on the liquidity profile
of a fund. Based on our experience, fund managers
are building applications and data warehouses to
facilitate the ongoing monitoring of liquidity risks
and connecting them to third-party analytic tools
that facilitate the asset classification. Having a clear
understanding of the needs of the various upstream
and downstream stakeholder groups, and docu-
menting those requirements, is critically important
to determine if the organization will build its own
solution or subscribe to a third-party solution.

Operational risk management
for investment management

When asked to name the top three risk types that
will pose the greatest challenges to their organiza-
tion’s investment management business over the
next two years, 43 percent of respondents cited
operational risk. In specific aspects of operational
risk management, by far the issue most rated as
being extremely or very challenging was managing
cybersecurity risk: responding to rising threat
of cybersecurity risk and its impact on the confi-
dentiality, availability, and integrity of data and
information (73 percent). Concerns over hackers
and other cybersecurity risks have been growing
rapidly as indicated by this issue rising from 50
percent in the 2016 survey. Data is a key challenge
for the organization and a potential source of risks
when not properly managed. Defining, establishing,
and monitoring data governance and management
principles are imperative to provide “gold standard”
data as a trusted asset to portfolio managers and
clients, supporting business operations and desired
analytics use cases. Key principles include the
implementation of a dedicated data platform, fully
integrated with other systems, the formalization
of a well-defined data management strategy (for
example, sourcing and distribution), and establish-
ment of strong governance.

The issue cited next most often as extremely or
very challenging concerned data: maintaining reli-
able data to quantify operational risk and drive
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risk-based decisions (45 percent, up from 33 percent
in 2016). Several other operational risk issues were
considered by one-quarter of respondents or more
to be extremely or very challenging: identifying
emerging risks and risk trends to allow for nimble
and effective response (33 percent), securing the
appropriate resources to address risks with the
highest priority (33 percent), understanding and
managing operational risk associated with new
business initiatives (28 percent), and designing
procedures and measuring the effectiveness of
internal controls to manage operational risks (25
percent).

Extended enterprise risk

Investment management firms rely on a variety
of third-party service providers, and many firms in
the sector employ a heavily outsourced model. For
example, participants in the sector may outsource
the day-to-day management of client investments
to investment sub-advisers, relying on third-party
providers to manage whole or discrete operational
processes, or employing a number of service pro-
viders that provide technology applications, data,
and data enrichment services. It is common for a
firm’s third-party service providers, in turn, to
subcontract to additional providers. If a risk event
occurs at any of these providers or subcontractors,
it can disrupt the investment management firm’s
operations and potentially inflict severe financial,
operational, and reputational damage. Among the
many risks and reputation-impacting crises that
can arise from a firm’s third-party relationships are
business disruption, misuse of information, theft of
intellectual property, service failure, or a regulatory
breach. If one of its vendors or their subcontractors
fails to execute their responsibilities, or engages
in inappropriate conduct, the investment manage-
ment firm would likely be affected by customer and
investor perception and lead to reputational harm.

Three-quarters of investment management re-
spondents said they considered oversight over third
parties to be challenging, including 40 percent who

said it was challenging or very challenging, up from
25 percent in 2016. Regulators are increasingly
focused on the risks involved in these third-party
service provider relationships, and 49 percent of
respondents considered increasing oversight over
third-party service providers regarding the avail-
ability and timeliness of data to be extremely or
very challenging.

Effectively managing third-party risk requires
a comprehensive ongoing monitoring program to
review the risks from these relationships and the
effectiveness of the controls that are in place. Re-
spondents most often said their firms review the
risks from these relationships annually, with this
being most common for intermediaries (46 percent),
administrators (45 percent), application technology
vendors (44 percent), reference data providers (39
percent), infrastructure technology vendors (39
percent), and custodians (38 percent). Reviewing
the risks from these relationships monthly or quar-
terly was most often mentioned for prime brokers
(36 percent) and transfer agents (36 percent). (See
the section “Operational risk,” which discusses
management of third-party risk across financial
sectors.)

Data and analytics

Emerging technologies such as RPA, big data,
cloud computing, cognitive analytics, natural lan-
guage processing, and machine learning promise
greater efficiency and also increase the ability to
identify potential risk events (for example, by
analyzing employee communications to identify
potential insider trading). Recent advances have im-
proved the feasibility of advanced analytics, making
this a primary focus area for many asset manage-
ment firms seeking profitable and sustainable
growth. Gains in computing power and software
have made it easier to manipulate both internal and
external data sets while visualization and mobile
tools allow firms to present insights more quickly
in an accessible format. Ultimately, advanced
analytics provides faster access to key insights and
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information to enable improved decision-making
and enhance the business value for investment
managers, by evolving the focus from hindsight
(what happened), to insight (what should we do), to
foresight (what will happen). In addition to being
seen as a powerful tool to streamline processes and
reduce operational costs, firms that invest in ad-
vanced analytics are seeking retention and growth
of client relationships, as well as enhanced portfolio
management decision-making (for example, lever-
aging collective intelligence).

“The information explosion creates the need
for more quants, data scientists, and ana-
lysts in the risk group of the future. We will
need to change the makeup of our team
to bring on professionals who have these
skills and are digitally native.”

—Chief risk officer,
major asset management company

Most respondents said their investment manage-
ment firms were extremely or very likely to enhance
their data and analytics capabilities to improve
performance in a number of areas of their invest-
ment management businesses. The area where
respondents most often said this was extremely or
very likely was portfolio management (74 percent),
which is understandable since this is central to the
business of investment management firms. The
other areas cited often were client engagement
(66 percent), operations (such as back and middle
office) (56 percent), and product innovation (54
percent). In two additional areas, just under one-
half of respondents thought it was extremely or very
likely their firms would enhance data and analytics
capabilities: market research (49 percent) and

capital market activities (49 percent).
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Management of key risks

Key risks looking forward

IVEN THE RAPIDLY evolving risk environ-
ment and the focus on the future of risk
management, respondents were asked
which three risk types they believed would increase
the most in importance for their institution over the
next two years. There was broad consensus: Cyber-
security was named by 67 percent of respondents

Forty percent of respondents
named cybersecurity as the risk
type that would increase the most
in importance—far more than any

other risk type.

as one of the three risk types that would increase
the most in importance, including 40 percent who
named it as number one, far more than for any
other risk type. Cybersecurity risk has received
increased attention from regulatory authorities re-
cently, spurred by numerous cases of hacking and
other misconduct, often targeting financial institu-
tions. (See the section, “Cybersecurity risk.”)

Although cybersecurity was also named most
often in 2016, in the current survey more respon-
dents considered it as one of the three risk types
that would increase most in importance (67 percent,
up from 41 percent) and respondents cited it as the
number one risk more frequently (40 percent, up
from 18 percent).

The risk type named next often as one of the
three that would increase the most in importance
over the coming two years was strategic (277 percent,

with 12 percent naming it as number one). The
heightened focus on strategic risk is consistent
with the current uncertainty and unevenness in
the global business environment and markets.
Regulatory/compliance was named third most
often among the top three risk types (25 percent),
although this was down from 36 percent in the prior
survey. While the financial services industry must
comply with extensive regulatory requirements, the
pace of regulatory change has abated
in the current environment.

With the need for access to
quality, timely data for risk manage-
ment, 23 percent of respondents
cited data integrity among the top
three risk types that would grow in
importance, up from 13 percent in
the prior survey. Another area that
has received more regulatory focus is
conduct and culture, which was cited
by 20 percent of respondents as among the three
risk types that would grow the most in importance.

Effectiveness of risk
management

When asked to assess the overall effectiveness
of their institution in managing risk, 82 percent of
respondents considered it to be extremely or very
effective, an increase from 69 percent in 2016. This
may reflect that institutions have now had more
experience in implementing the changes to risk
management that have been put in place in the post-
crisis period in response to a series of new or revised
regulatory mandates or guidance.

Confidence was highest in the United States/
Canada, where 89 percent of respondents con-




Reimagining risk management to mitigate looming economic dangers and nonfinancial risks

sidered their institutions to be extremely or very
effective in managing risk, compared to 79 percent
in Europe and 63 percent in Asia-Pacific.

Respondents most often rated their institu-
tions as extremely or very effective when it came to
managing financial risk types such as market (92
percent), credit (89 percent), asset and liability (87
percent), and liquidity (87 percent). Institutions
have lengthy experience managing these financial
risks, with well-developed models and analytics,
and access to relevant data.

When it came to the broad category of non-
financial risks, however, respondents gave their
institutions lower ratings. Although risk manage-
ment programs have addressed the nonfinancial
risks grouped as operational risk for some time,
fewer respondents (56 percent) felt their institu-
tions were extremely or very effective in this area.
Managing operational risks has posed ongoing
challenges in gaining access to required data and
developing models, risk assessments, and controls.

Other nonfinancial risk types pose even greater
challenges. Regulatory expectations are less well-
defined, methodologies are less sophisticated, and
gaining access to relevant data even more difficult.
Some risk types are inherently difficult to define and
quantify, such as reputation or strategic risk.

In managing these nonfinancial risk types,
respondents were less likely to consider their
institutions extremely or very effective. These
include reputation (57 percent), business resilience
(54 percent), cybersecurity (52 percent), model
(51 percent), conduct and culture (50 percent),
strategic (46 percent), third-party (40 percent),
geopolitical (35 percent), and data integrity (34
percent).

Reflecting on the investments that have been
made to enhance risk management, respondents
were more likely to consider their institutions to
be extremely or very effective today in managing a
number of risk types than in the previous survey:
market (92 percent, up from 79 percent), country/
sovereign (776 percent, up from 53 percent), lon-
gevity (71 percent, up from 58 percent), morbidity
(65 percent, up from 48 percent), business resilience

(54 percent, up from 40 percent), cybersecurity (52
percent, up from 42 percent), and model (51 percent,
up from 40 percent).>*

Financial risks

CREDIT RISK

With economic conditions strengthening in
many economies around the world, credit risk was
less likely to be named among the top three risk
types growing in importance (16 percent, down
from 32 percent in the prior survey). Roughly the
same percentage of respondents in Europe (13
percent) and the United States/Canada (11 percent)
considered credit risk to be one of the top three
risk types growing in importance, compared to 21
percent among respondents in Asia-Pacific.

While credit conditions have strengthened,
financial institutions would do well not to underes-
timate the potential for credit risk events. Both the
Financial Reserve Board and the OCC have noted
that banks have eased their underwriting standards
over the past couple of years, moving from a conser-
vative posture after the fiscal crisis to an increased
appetite for credit risk to spur loan growth. One
concern noted by the OCC is the greater concen-
tration of commercial real estate loans at many
institutions and the potential deterioration in credit
quality for these loans if the Federal Reserve were
to raise interest rates at a faster rate than expected
in response to an overheated economy and an accel-
eration in inflation.ss This would cause an increase
in commercial real estate cap rates, driving down
collateral values and could increase defaults. In
addition, institutions have seen a deterioration in
leveraged lending portfolios as well as a move away
from leveraged deals by the private equity sector.

When asked about specific issues related to
credit risk, roughly 30 percent of respondents felt
it would be very challenging for their institutions to
manage each of these issues over the next two years.
And for many types of credit exposures, respondents
saw these as presenting less of a challenge than was
the case in the 2016 survey.
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Credit risk was seen most often as being
extremely or very challenging to manage in com-
mercial real estate (31 percent). The strength of
the US economy is reflected by only 11 percent of
respondents in the United States/Canada expecting
that credit risk for commercial real estate would be
extremely or very challenging to manage, compared
to 45 percent in Europe and 36 percent in Asia-
Pacific.

Collateral valuation was considered by 25
percent of respondents to be extremely or very
challenging, which was down from 38 percent in
the prior survey. Again, respondents in Europe (37
percent) and Asia Pacific (36 percent) were more
likely to believe it presented this level of challenge
than were those in the United States/Canada (5
percent).

Managing credit risk for other types of credit
exposures was considered to be extremely or very
challenging by less than one-quarter of respondents,
and by fewer respondents than in 2016. Among the
types of credit exposures that were less likely to be
considered extremely or very challenging in the
current survey compared to the previous survey
were unsecured credit (20 percent, down from 33
percent), commercial credit (16 percent, down
from 27 percent), credit to emerging market coun-
tries and organizations (28 percent, down from
13 percent), and mortgages/home equity lines of
credit (18 percent, down from 30 percent).

Respondents reported that substantial progress
has been made to comply with the new impairment
measurement approaches being introduced under
the US Financial Accounting Standards Board’s
Current Expected Credit Loss (CECL) model and
under IFRS 9.5° Both CECL and IFRS 9 are meant to
address the delayed recognition of credit losses that
is seen as a weakness of the current incurred loss
accounting guidance for the Allowance for Loan and
Lease Losses. Instead, CECL and IFRS 9 change the
accounting requirement from an incurred loss ap-
proach to an expected loss approach. Under CECL,
institutions will be required to estimate expected

credit losses over the life of the loan, using all cur-
rently available information, including “reasonable
and supportable forecasts.” IFRS 9 does not require
immediate recognition of all expected losses but
proposes recognition over time.

While CECL and IFRS 9 represent a significant
change in accounting for expected credit losses,
current credit risk measurement approaches used
for Basel regulatory capital calculations, economic
capital, and stress testing (CCAR/ Dodd-Frank
Act Stress Test) provide some elements that can
be potentially leveraged. Seventy-one percent of
respondents said they expected their institution’s
existing credit risk management approaches will be
fully or mostly aligned with the new CECL model,
compared to only 26 percent in the prior survey.
Similar progress was evident concerning IFRS o,
with 80 percent of respondents expecting their in-
stitution’s credit risk management approaches to be
fully aligned with the new standard, compared to 38
percent in 2016.

For IFRS 9, there was a dramatic difference
across regions. While 80 percent of respondents
in the United States/Canada and 100 percent of
those in Europe anticipated that their institution’s
credit risk management approaches will be fully or
mostly aligned with the new impairment approach
being introduced under IFRS 9, only 22 percent of
respondents at institutions in Asia-Pacific had the
same expectation.

MARKET RISK

Most institutions have mature risk manage-
ment methodologies and policies to manage market
risk, and relatively few respondents considered any
issues to be very challenging in this area. The issues
that respondents most often considered to be ex-
tremely or very challenging when managing market
risk were obtaining sufficient, timely, and accurate
market risk data (30 percent), calculating specific
risk for all positions (27 percent), and consistently
aggregating the results of market risk calculations
across portfolios and business areas (22 percent).
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Banks have now had two additional years to
prepare for compliance with the Basel Committee’s
final framework for Minimum Capital Requirements
for Market Risk resulting from the FRTB. The issue
of complying with the Basel Committee’s revised
Minimum Capital Requirements for Market Risk
was considered to be extremely or very challenging
by 21 percent, which was down from 31 percent in
the prior survey when it was cited more often as a
challenge than any other issue.

The progress in this area was even greater
for the largest institutions compared to the prior
survey. While 55 percent of respondents from large
institutions said complying with the Basel Com-
mittee’s revised Minimum Capital Requirements
for Market Risk was extremely or very challenging
in 2016, that figure dropped to 32 percent in the
current survey.

European banks are farther along than their coun-
terparts in the United States/Canada in complying
with the Basel Committee requirements. Nineteen
percent of respondents in Europe considered com-
pliance with these requirements to be extremely
or very challenging, compared to 31 percent of re-
spondents in the United States/Canada. Similar to
other mature financial risk types, most institutions
are addressing the remaining challenges in market
risk management. For several aspects of market
risk management, fewer respondents considered
them to be extremely or very challenging than in the
prior survey: using the results of market risk calcu-
lations for capital and stress testing purposes (11
percent, down from 17 percent), monitoring market
risk appetite utilization (5 percent, down from 18
percent), and aligning market risk management
with overall ERM program (7 percent, down from
23 percent).

However, more respondents considered ob-
taining sufficient, timely, and accurate market data
to be extremely or very challenging than in the prior
survey (30 percent, up from 21 percent), which is
consistent with the broad trend of institutions con-

tinuing to find it difficult to access the high-quality,
timely data needed for effective risk management.

LIQUIDITY RISK

Since the global financial crisis, there has been
increased regulatory focus on managing liquidity
risk. Basel III introduced the NSFR and LCR, the
Basel Committee introduced its minimum total
loss-absorbing capacity (TLAC) standard for global
systemically important banks (G-SIBs) and globally
active banks, and liquidity stress testing has become
more common.

Relatively few respondents considered issues
related to liquidity risk management would be
very challenging over the next two years, with no
single issue being cited by more than one-quarter
of respondents. In many institutions, these issues
were seen as less challenging than they were in
the prior survey, which suggests that institutions
are gaining more experience in complying with
the new liquidity requirements. Only 11 percent of
respondents considered investment in operational
and other capabilities to comply with the Basel 11T
NSFR to be extremely or very challenging, down
from 23 percent in the prior survey. Similarly, 8
percent of respondents had the same assessment
about investment in operational and other capa-
bilities to comply with the Basel III LCR, which was
a decrease from 23 percent in 2016.

Otherliquidity risk issues that fewer respondents
considered to be extremely or very challenging com-
pared to the prior survey were obtaining sufficient,
timely, and accurate liquidity risk data (17 percent,
down from 26 percent), internal allocation of the
cost of liquidity buffers across the organization (18
percent, down from 31 percent), developing and
documenting a credible set of systemic and idiosyn-
cratic liquidity stress scenarios (14 percent, down
from 27 percent), and controlling the consumption
of liquidity on a daily basis across the whole orga-
nization (18 percent, down from 31 percent).
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ASSET LIABILITY MANAGEMENT

Asset liability management is another mature
financial risk type, and less than 30 percent of
respondents considered any issue in this area to
be especially challenging. The issues that were
most often rated as extremely or very challenging
for asset liability management were integrating
the modeling of IRRBB and credit risk within the
banking book to stress scenarios (29 percent),
ability to model on a dynamic basis the impact on
net interest income of changing interest rates and
changing balance sheet (27 percent), and obtaining
sufficient, timely and accurate asset and liability
data (24 percent). The issue cited least often was
risk measures consistent with board risk appetite,
which was considered to be extremely or very chal-
lenging by 9 percent of respondents, down from 20
percent in the prior survey.

Nonfinancial risks

There has been a broad acknowledgment by
regulators and many financial institutions that
there should be increased focus on nonfinancial
risks, which can cause substantial financial and
reputational impacts. In fact, the emergence of the
term “nonfinancial risk” itself suggests both an ex-
pansion beyond the traditional view of operational
risk as well as a grouping of related risks.’” These
risks include cybersecurity, regulatory, and conduct
and culture risks, many of which have grown sig-
nificantly in focus and importance. In recognition
that nonfinancial risks merit increased attention,
firms would be well advised to enhance their gover-
nance structure and risk management capabilities
to monitor and manage these risks. To help address
interrelationships among nonfinancial risks, some
firms have begun to group their nonfinancial risk
management capabilities within a nonfinancial risk
function under the CRO.

“Nonfinancial risks are growing in size and
importance. The focus has moved beyond

traditional operational risks to risks like
cyber, conduct and culture, and third-party
risk management. Dealing with the chal-
lenges posed by these risks has required
additional resources.”

—Senior risk executive,
large diversified financial services company

OPERATIONAL RISK

The Basel Committee has made fundamental
changes to how operational risk capital is calculated
by replacing the model-based advanced measure-
ment approach (AMA) with the Standardized
Measurement Approach (SMA). The SMA is based
on two variables: the Business Indicator Compo-
nent, which is, in turn, based on selected financial
data intended to be representative of the bank’s
business volume in different aspects, and the In-
ternal Loss Multiplier, which is, in turn, based on
the bank’s actual operational risk loss history. As a
result, banks will need to ensure their internal loss
databases are as accurate as possible and supported
by effective IT systems, processes, and controls.
Under the new approach, banks will have the op-
portunity to reduce their required operational risk
capital by taking steps to reduce their actual opera-
tional losses.5® The final rule is to be implemented
by January 1, 2022.

In fact, only 56 percent of respondents felt their
institution was extremely or very effective when it
came to managing operational risk, reflecting the
inherent difficulties in measuring and managing op-
erational risk. Fewer than one-half of respondents
considered most operational risk management
methodologies to be extremely or very well-devel-
oped at their institutions, although the percentages
grew from the prior survey: key risk indicators
(45 percent, up from 30 percent), scorecards (36
percent, up from 12 percent), causal event analysis
(32 percent, up from 16 percent), and external
loss event data/database (31 percent, up from 19
percent) (figure 17).
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FIGURE 17

How well-developed is each of the following operational risk management

methodologies at your organization?

Percentage responding extremely or very well-developed

Risk assessments

Incident reporting and internal
loss event data/database

Risk and capital modeling
ey sk ndicators
Scenario analysis
Scorecards
Causal event analysis
External loss event data/database

Source: Deloitte analysis.

Maintaining an accurate internal loss event
database will be essential to complying with the
proposed changes to operational risk capital in
Basel III, and it appears that progress is being made,
with 55 percent of respondents considering incident
reporting and internal loss event data/database to
be extremely or very well-developed compared to 45
percent in the prior survey.

However, when respondents were asked about
the maturity of specific aspects of their organiza-
tion’sinternal loss data that will be needed to employ
the SMA as required under the changes to Basel III,
it is clear that much work remains to be done. The
issue that was most often considered to be extremely
or very well-developed was consistent mapping of
loss events to operational risk loss event types (44
percent). A second set of issues was considered by a
little more than one-third of respondents to be ex-
tremely or very well-developed: sufficient duration
of internal loss data (39 percent), completeness of
loss data events (37 percent), consistency of loss
event capture across different organizational units
(36 percent), sufficiency and granularity of legal
loss data information (34 percent), and quality
of loss data information (34 percent). Two addi-
tional items were even less likely to be considered
extremely or very well-developed: coverage of tail

events (26 percent) and treatment of boundary risk
items (19 percent).

Most institutions said they had completed or
were currently implementing changes or enhance-
ments to a variety of aspects of their operational
risk programs. The areas most often cited as being
addressed were operational risk reporting (72
percent) and operational risk assessment (70
percent).

In preparation for the impending changes to op-
erational risk management in Basel III, 65 percent
of respondents said their institutions had, or were
in the process of, changing or enhancing incident
reporting and internal loss event data/database.
Surprisingly, only 31 percent of respondents said
their institutions were changing or enhancing
preparing for the Basel Committee’s proposed guid-
ance on the Standardized Measurement Approach
for operational risk. This result may reflect either
or both of two factors: the length of the anticipated
implementation period through January 1, 2022
and a view that existing loss databases will be highly
leverageable. However, we would recommend that
organizations conduct a broader readiness analysis,
understand the impact of SMA, and develop an

implementation plan.
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More than one-half the institutions also reported
making changes or enhancements to a number
of other operational risk areas: operational risk
governance (62 percent), operational risk frame-
work (60 percent), operational risk analytics (58
percent), and operational loss data set (50 percent).

Third-party relationships present a special set
of operational risks including nonperformance,
theft of intellectual property, violations of laws and
unethical conduct, data breaches, and the inability
to provide services when faced with an infrastruc-
ture breakdown or disaster. Vendors are not under
the direct control of the financial institution and
may themselves subcontract work to additional
vendors. Weak controls and ineffective operational
risk frameworks at some vendors can allow issues

The actions of third parties can
cause significant financial loss and
reputational damage, and regulators
have made it clear that a financial
institution retains the responsibility
for the actions of its vendors.

to grow undetected. The actions of third parties
can cause significant financial loss and reputational
damage, and regulators have made it clear that a fi-
nancial institution retains the responsibility for the
actions of its vendors.

Only 40 percent of respondents felt their insti-
tution was extremely or very effective at managing
the risks from their relationships with third-party
service providers. Further, relatively few respon-
dents considered their institutions to be extremely
or very effective at managing specific types of risk in
their third-party relationships. The risk types where
respondents most often considered their institu-
tion to be extremely or very effective in managing
third-party risks were financial (60 percent) and
regulatory/compliance (54 percent). Respondents

gave their institutions much lower ratings in other
areas. Only 34 percent of respondents considered
their institutions extremely or very effective when
it came to managing the reputational risk in third-
party relationships and 44 percent for performance
and operations.

CYBERSECURITY RISK

Among financial institutions and regulators
around the world, there has been increased atten-
tion on the importance of managing cybersecurity
risk, and this focus is only expected to increase. The
losses from cyberattacks were an estimated US$445
billion across all industries in 2016, up 30 percent
from three years before, and banks and other finan-
cial institutions are prime targets of hackers.? The
number of cyberattacks against
financial institutions is esti-
mated to be four times greater
than against companies in other
industries.®°

Cyber threats continue to
increase in sophistication and
hackers can now obtain con-
fidential information such as
client data, install ransomware,
initiate unauthorized payments,
conduct espionage, and disrupt
online systems, among other
threats. The US Treasury Department has named
cyberattacks as one of the top risks facing the US
financial sector.® In November 2017, the Society
for Worldwide Interbank Financial Communica-
tions (SWIFT) warned banks around the world
that cyber risk was on the rise, saying that hackers
had advanced their capabilities since a hacker stole
US$81 million from Bangladesh Bank in February
2016.° The Cobalt hacking group has been tied
to cyberattacks against at least 100 banks around
the world since 2016, stealing approximately one
billion euros.%

In July 2017, an Italian bank had confidential
data from 400,000 customer accounts stolen by
hackers.® The potential for hackers to steal confi-
dential customer data raises additional regulatory
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issues for institutions required to comply with
GDPR and other consumer privacy regulations. As
the industry comes to embrace open banking, there
will be the additional challenge of determining re-
sponsibility when customer data is handed off and
subsequently misused or disclosed inappropriately.

“Cyber risk has become a standing agenda
item on every board risk committee meeting.
Our biggest challenge in cyber is the all-out
sprint to continually manage patches and
updates to stay ahead of vulnerabilities. We
also have ongoing contingency planning to
manage potential incidents.”

—Chief risk officer,
large multinational insurance company
and financial services provider

Regulators will increasingly require financial
institutions to demonstrate that their controls and
recovery plans have been robustly developed and
thoroughly tested against sufficiently severe sce-
narios, and institutions may be subject to fines or
other disciplinary measures if regulators find that
deficiencies are not appropriately addressed.

In 2016, the US federal banking agencies
issued an advance notice of proposed rulemaking
regarding enhanced cyber risk management stan-
dards, although it is not certain whether the new
leadership at these agencies may choose instead to
employ an existing standard such as the National
Institute of Standards and Technology Cybersecu-
rity Framework.

In May 2018, the ECB published a framework
for testing the resilience of the financial sector to cy-
berattacks.® In July 2018, the Bank of England and
the UK Financial Conduct Authority announced
requirements that UK financial services institutions
report to them on their exposure to cybersecurity
risk and how they would respond to an attack.®® The
application of the EBA’s new Guidelines on Infor-
mation and Communication Technology risk within
the Supervisory Review and Evaluation Process may
result in additional (Pillar 2) capital requirements

for unaddressed deficiencies in cyber risk manage-
ment as part of operational risk assessments.

Insurance regulators are at an earlier stage of
developing their approach to cybersecurity. EIOPA
has indicated that it will look to incorporate quali-
tative elements related to cyber risk into its 2018
stress test.

In addition to their supervision of individual
institutions, regulators are beginning to address
the risks that cyberattacks could pose to the fi-
nancial system as a whole. Given the increasing
interconnections among financial institutions, their
technology partners, and financial markets around
the world, a cyberattack has the potential to quickly
damage the global financial system. The Interna-
tional Organization of Securities Commissions
(IOSCO) has called cybersecurity risk “a growing
and significant threat to the integrity, efficiency,
and soundness of financial markets worldwide.”®”
The EC has proposed to strengthen the mandate of
the European Agency for Network and Information
Security, the EU’s cybersecurity agency, as part of
a broad package of measures that span individual
financial institutions and sectors. Regulators in
Hong Kong and Singapore have launched programs,
such as the HKMA’s Cyber Security Fortification
Initiative, to build industrywide resilience against
cyberattacks.®

Sixty-seven percent of respondents named cy-
bersecurity as one of the three risk types that would
increase the most in importance, with 40 percent
naming it as number one, far more than for any
other risk type. Only 52 percent of respondents said
their institutions are extremely or very effective at
managing this risk, although this increased from 42
percent in 2016, which may reflect the increased at-
tention to this risk type.

Respondents most often considered their
institutions to be extremely or very effective in
managing cybersecurity threats and risks in the
areas of disruptive attacks (58 percent), financial
losses or fraud (57 percent), cybersecurity risks
from customers (54 percent), loss of sensitive data
(54 percent), and destructive attacks (53 percent).
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Respondents were less confident in their insti-
tution’s risk management efforts when it came to
other threats. Only 31 percent of respondents felt
their institutions were extremely or very effective
at managing cybersecurity risks from third-party
providers, the lowest-rated item. There have been a
number of recent cyberattacks attributed to nation
states, and only 37 percent of respondents believed
their institutions were extremely or very effective at
addressing threats from nation state actors. Other
threats where less than one-half the respondents
considered their institutions to be extremely or
very effective were insider threats (44 percent) and
threats from skilled hacktivists (43 percent).

Institutions face a variety of challenges in
enhancing their risk management programs to ef-

FIGURE 18

fectively manage the complex cybersecurity threats
they face. Respondents most often considered
staying ahead of changing business needs (such
as social mobile, analytics, and cloud) (58 percent)
and addressing threats from sophisticated actors
(nation states, skilled hacktivists) (58 percent) ex-
tremely or very challenging (figure 18).

As cyber threats have proliferated and become
more sophisticated, there has been a fierce com-
petition for talented professionals with relevant
experience. The issue named second most often as
being extremely or very challenging was hiring or
acquiring skilled cybersecurity talent (56 percent).

Given the massive number of cybersecurity in-
cidents, institutions are likely to supplement their
cybersecurity professionals with an increased use

In your opinion, how challenging is each of the following for your organization

in managing cybersecurity risk?

Percentage responding extremely or very challenging

Staying ahead of changing business needs (e.g., social,
mobile, analytics, cloud)

Addressing threats from sophisticated actors (e.g., nation
states, skilled hacktivists)

Hiring or acquiring skilled cybersecurity talent

Developing actionable metrics (Key Risk Indicators (KRI)
and Key Performance Indicators (KPI)) that describe the
state of the cybersecurity program

Getting actionable, near-real time threat intelligence

Setting an effective multi-year cybersecurity risk strategy
approved by the board

Getting the businesses to understand their role in
cybersecurity risk

Communicating effectively with senior business
management and the board

Securing ongoing funding/investment

Sharing threat intelligence with peers or industry groups

Source: Deloitte analysis.
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of predictive analytics and automation. Institutions
too often react to hacks and breaches after they have
occurred. Instead, analytics can predict and screen
threats and take automated corrective actions
before they occur, although human intervention will
also be needed to confirm and investigate threats,
particularly when they are internal.®

In a number of areas, institutions appear to
be making progress in their cybersecurity efforts.
Institutions have invested in cybersecurity, and
fewer respondents considered several issues to pose
important challenges than in the previous survey:
getting the businesses to understand their role in cy-
bersecurity risk (31 percent, down from 47 percent),
setting an effective multi-year cybersecurity risk
strategy approved by the board (31 percent, down
from 53 percent), and securing ongoing funding/
investment (18 percent, down from 38 percent).

Respondents were also more confident about
the operation of their cybersecurity risk manage-
ment programs, with fewer considering operational
issues to be extremely or very challenging than two
years ago: developing actionable metrics (Key Risk
Indicators (KRI) and Key Performance Indicators
(KPI)) that describe the state of the cybersecurity
program (38 percent, down from 55 percent) and
getting actionable, near-real time threat intelli-
gence (36 percent, down from 57 percent).

CONDUCT AND CULTURE

After a series of instances of misconduct and
unethical behavior at individual financial institu-
tions around the world, there has been a global
trend to focus more intently on conduct and culture
risk, and to stress the importance of individual ac-
countability, particularly for senior management.
The United Kingdom’s Senior Managers and Cer-
tification Regime has been established for some
time, and the FSB is prioritizing ways to increase
individual accountability of senior managers and
promote governance frameworks that address
cultural risk. New guidelines from the European
Securities and Markets Authority and the EBA are
designed to improve firms’ internal governance and

their suitability assessments of senior managers.

Established in December 2017, Australia’s
Royal Commission into Misconduct in the Banking,
Superannuation, and Financial Services Industry
delivered an interim report in September 2018
that found widespread misconduct among finan-
cial institutions as well as inadequate supervision
of conduct risk by the APRA and the Australian
Securities and Investments Commission.” The
final report is expected in February 2019, and it
is anticipated there will be significant changes in
regulatory oversight of conduct risk in Australia,
which could become a model for regulators in other
jurisdictions. Regulatory initiatives to strengthen
the management of conduct and culture risk by en-
hancing accountability have also been taken in the
United States, the United Kingdom, and Hong Kong,
among others.”

Financial institutions are expected to sell prod-
ucts in a way that is clear, fair, and not misleading.
There is particular attention to their treatment of
vulnerable customers who are less able to protect
their own financial interests. Defining such cus-
tomers can depend on a variety of factors and is
dynamic, with the group of vulnerable customers
continually changing as their personal situations
evolve. Regulatory initiatives that address the
responsibilities of financial institutions when in-
teracting with vulnerable customers have been
undertaken by a variety of regulatory authorities
including I0SCO, the Financial Conduct Authority
in the United Kingdom, the European Systemic Risk
Board, and the EIOPA.”

“From a conduct risk perspective, it's very
important that we continue to educate
people and reinforce the culture. One in-
formal way our CRO assesses conduct risk
is by seeing how risk is brought up at town
halls and management discussions and
how it is cascaded down to all levels of the
organization.”

—Senior risk management officer,
large financial services company
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Advanced analytics and Al technologies offer the
opportunity to substantially improve effectiveness
at managing conduct risk. For a start, institutions
can employ these technologies to automatically
identify vulnerable customers and periodically
update this analysis. Analytical tools, coupled with
natural language processing, can also be used to
analyze the sentiment and tone of unstructured
data such as emails, texts, and chat messages to
detect, and potentially prevent, instances of conduct
risk, such as fraud or insider trading activities.

Many financial institutions find it challenging
to manage conduct and culture risk. When asked
how effective their institutions were in managing
individual risk stripes, 50 percent of respondents
considered their institutions to be extremely or
very effective at managing conduct and culture
risk, placing it 25 out of 31 risk stripes. Although
there could be a reduction in conduct risk in sales
activities as financial institutions employ Al bots to
replace sales staff, misconduct that does occur could
be on a much larger scale due to the efficiency and
increased speed and volumes resulting from AI73

Fifty percent of respondents did not cite monitor
conduct risk as a board responsibility, which may
reflect that many institutions see this as more of
a task for management. However, 67 percent of
respondents said that a board responsibility was
to help establish and embed the risk culture of the
enterprise/promote open discussions regarding
risk. When it came to risk management priorities,
55 percent of respondents cited establishing and
embedding the risk culture across the enterprise
as an extremely high or very high priority for their
institutions, yet only 28 percent of respondents
named establishing a formal conduct and culture
program as a top priority. These results suggest
that there may be greater awareness of the broad
need for strong risk culture than in addressing spe-
cific conduct risks.

Monitoring conduct risk and embedding a risk
culture across the organization are increasingly
important risk management responsibilities, and
institutions will need to have their boards play an
appropriate role in this effort. In addition, they

may find a need to formalize their activities into
an explicit conduct and culture program to raise
its profile, communicate its importance to all em-
ployees, and list specific steps that should be taken
to identify and manage this risk.

“For conduct risk, we have an embedded
process where compliance, risk, and audit
assess the control environment of each of
the businesses and functions. Based upon
those ratings, we develop an overall rating
for an organizational unit and their com-
pensation is impacted by that.”

—Chief risk officer,
large diversified financial services company

REGULATORY RISK

Although the overall pace of regulatory change
has slowed, financial institutions often still face sub-
stantial regulatory examinations and supervisory
comments, which has led many to feel that regula-
tory intensity has not abated. There also continues
to be a number of important regulatory policy de-
velopments. The Basel Committee has pronounced
the end of its post-crisis regulatory reform agenda
with the finalization of Basel III; however, this end
will have a relatively long tail as the implementation
of Basel III is not targeted until 2022, and further
until 2027 for the phase-in of the full output floor.
In fact, some believe that the 2022 deadline is in
doubt, given the required legislative approvals in the
European Union. Additionally, specific implemen-
tation will depend on how and when national and
regional regulators adopt these international stan-
dards. There are increasing signs of governments
and regulators around the world being prepared to
diverge from globally agreed upon standards to take
account of their own interests and needs, which 37
percent of the respondents to the survey were ex-
tremely concerned or very concerned about.

The IAIS is continuing work on developing
international capital standards for insurance com-

panies, and several important issues still need to
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be resolved. (See “Sector spotlight: Insurance.”) In
2018, a number of regulations took effect in Europe
such as MiFID, the Insurance Distribution Direc-
tive (IDD), and the GDPR. Regulators around the
world are also focusing more on newer nonfinancial
risk topics including cybersecurity, conduct and
culture, third-party risk, and risk data quality and
availability.

“It's sometimes hard for us to assess and
keep pace of the overall regulatory envi-
ronment given the constant drumbeat of
changing regulatory expectations.”

—Chief risk officer,
large multinational insurance company
and financial services provider

Reflecting these developments, 83 percent of re-
spondents expected the regulatory requirements on
their institutions to increase over the next two years,
with one-third expecting a significant increase.

Given the regulatory focus on cybersecurity,
respondents most often said they were extremely
or very concerned about the impact on their insti-
tutions of regulatory efforts in the area of cyber
resilience over the next two years, (59 percent)
(figure 19). (See the section, “Cybersecurity.”)

Safeguarding the privacy of customer data has
been another regulatory concern. Data privacy
requirements was cited second most often, with 54
percent of respondents saying they are extremely or
very concerned about the potential impact on their
institutions of regulations on this issue.

With increasing concerns over the use of
personal data and data privacy, regulators are in-
creasing their scrutiny of how financial institutions
use consumer data. The EU’s GDPR placed new
data protection requirements on all institutions
that hold the data of EU citizens, wherever the in-
stitutions are located, including the need to obtain
consumer consent before collecting personal data,
among other provisions. Institutions subject to
GDPR were required to complete Data Protection
Assessments, and if necessary, put in place remedia-

tion plans by its May 2018 implementation date. In
2017, the Indian Supreme Court ruled in favor of a
fundamental right to privacy, and in July 2018, the
Srikrishna Committee proposed the Personal Data
Protection Bill, 2018.7 In 2017, the Chinese govern-
ment also identified a right to privacy in the General
Provisions of the Civil Law, and the Cybersecurity
Law placed a renewed emphasis on data protec-
tion.”

The use of analytics and Al solutions to design
and deliver products is based on the use of large sets
of customer data, and this can be challenging while
complying with new consumer privacy regulations.
Under GDPR, for example, consumer consent must
be obtained to gather personal data, and consumers
have the right to request an explanation for, and
object to, decisions based on automated processing
that has alegal effect on them. Institutions will need
to obtain the required consents and provide clear
explanations in response to customer inquiries.
This can be difficult when an institution employs
deep learning or neural network AI technologies
since it may not be clear what data is driving an
automated decision.

The final issue that more than one-half of the
respondents were concerned about regarding regu-
latory impacts on their institutions was standards
or regulations that will raise the cost of doing
existing business (53 percent). Increasing compli-
ance costs is one important driver leading financial
institutions to turn to technologies such as RPA and
cognitive analytics to increase efficiency.

Although regulatory authorities have increased
their attention on the management of nonfinancial
risks, only 36 percent of respondents were ex-
tremely or very concerned about the impact on their
institutions of regulations in this area.

Similarly, only 38 percent of respondents had
this level of concern regarding anti—money laun-
dering compliance requirements. However, this
could prove to be overly optimistic; some anticipate
increased anti-money laundering actions, especially
in Europe, in the wake of recent violations of regula-
tory requirements in this area. After concerns about
inadequate enforcement in Malta and Denmark of
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FIGURE 19

Over the next 2 years, how concerned are you about the potential impact on your
organization of each of the following regarding supervisory and regulatory processes?

Percentage responding extremely or very concerned

Cyber resilience 59%

Data privacy requirements
Standards or regulations that will raise the cost of doing
existing business c
Intrusive and intense regulatory examinations
Inclination of regulators to take formal and informal
enforcement actions g
Cost of required documentation and evidence of program
compliance (e.g., key assumptions, decisions, and models)

Consumer protection compliance requirements

Divergence in how national regulators implement global standards
Increasing regulatory emphasis on nonfinancial risks
Required regulatory remediation actions

Anti-money laundering compliance requirements
3
2

Systemically important financial institution (SIFI) requirements

Restrictions or prohibitions on profitable activities that will require
a significant change in business model or legal structure

Regulatory scrutiny of potential M&A transactions

Source: Deloitte analysis.

anti-money laundering regulations, the EBA now
plans to review the supervision of anti-money re-
quirements in all EU member states.

“The bar for regulatory expectations is
constantly being raised, and | don't think
anybody expects it to be lowered materi-
ally. While there have been clear areas of

regulatory overreach, there is no question
that many of the processes established to
respond to regulatory expectations were
an exponential improvement over previous
practices.”

—Senior risk executive,
large global financial services company
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Risk management information
systems and technology

ISK DATA STRATEGY and IT systems have
presented challenges to financial institutions
for some time, and they are assuming even
greater importance today as institutions look to le-
verage the latest technologies to increase efficiency
while also improving their ability to monitor and
take preventive action against potential risk events.

Beyond ensuring regulatory

compliance, risk data and IT systems
have become more important given
the potential of new technologies

to improve both the efficiency and
effectiveness of risk management.

No more than one-third of respondents con-
sidered their institutions to be extremely or very
effective in any aspect of risk data strategy and
infrastructure. The issues where respondents most
often felt their institutions were extremely or very
effective were data governance (34 percent) and
data controls/checks (33 percent). For other issues,
even fewer respondents rated their institutions as
extremely or very effective including data manage-
ment (KPIs and KRIs) (25 percent), data standards
(28 percent), and data quality (19 percent).

Regulators have been requiring financial in-
stitutions to improve their risk data. The Basel
Committee’s principles for effective risk data ag-
gregation and risk reporting (BCBS 239), which

were released in 2013 for implementation by
G-SIBs, have provided a benchmark against which
regulators around the world are measuring the
adequacy of risk data programs within the finan-
cial sector more generally. The core principles of
BCBS 239 are strong data governance; data archi-
tecture and IT infrastructure that fully supports
capabilities and practices; ac-
curate, complete, timely, and
adaptable aggregation; and
accurate, comprehensive, clear,
and useful reporting. The most
recent progress report on BCBS
2309, released in June 2018, con-
cluded that banks had found
it “challenging to comply with
the principles” and that “the
expected date of compliance has
slipped back for many banks.”7®

In the United States, regula-
tors have stated their expectations that banks have
an integrated data environment that supports ex-
ternal and management reporting across financial,
legal entity, liquidity, capital, and resolution plan-
ning areas.

In Australia, the APRA has cited the need for
improvements in risk data at deposit-taking insti-
tutions and is proposing an increase in the amount
and granularity of data collected from larger insti-
tutions. The Reserve Bank of India has expressed
similar sentiments and has stepped up scrutiny
of data governance, as well as on the source and
quality of data points.”

Many financial institutions will require sig-
nificant work to implement an integrated data
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architecture and put in place an effective data
controls framework. As part of this effort, institu-
tions are moving from having data independently
managed and stored in each business line to one
where data is viewed as an enterprise asset that is
managed by the C-suite. Assigning responsibility
for managing data throughout the organization is
key, and more institutions are creating a chief data
officer (CDO) position.

Beyond ensuring regulatory compliance, risk
data and IT systems have become more important
given the potential of new technologies to improve
both the efficiency and effectiveness of risk man-
agement. Machine learning and cognitive analytics
tools can make predictions and decisions without
the need for explicit programming, and when com-
bined with natural language processing applications,
can interpret unstructured data such as emails and
texts and transform them into structured data that
can be analyzed to identify and address potential
risk events before they occur. RPA can be used to
test 100 percent of a set of transactions and flag ex-
ceptions rather than having humans test a sample.
Regulatory compliance may be improved by using
natural language processing applications to extract
regulatory requirements and then map them to
control activities.”

While the benefits promise to be substantial,
institutions will need to be ready to manage the
increased risks that these technologies can create.
While automated solutions can reduce the potential
for human error, they can also make transactions
faster and more numerous, and as a result, poten-
tially increase the exposure when errors or control
breakdowns happen. Institutions may have a
greater need to test the results of a machine-learning
algorithm rather than the reviews performed by a
middle manager.

Further, as institutions come to rely more
heavily on Al tools, such as machine learning and
neural networks, in pricing and product develop-
ment, they will need to adapt their risk management
frameworks and risk appetite to address the addi-
tional risks these applications create, such as the

potential for inadvertent bias, rogue programs, or
inaccurate automated results.

The standards for the quality, timeliness, and
regulatory-compliant usage of data will also need
to increase. In particular, it is more difficult to ef-
fectively employ such technology tools while still
complying with the requirement in GDPR that
consumer consent be obtained. (See the section,
“Regulatory risk.”) In addition, the adoption of these
technologies will further increase the importance of
effectively managing model risk and cyber risk.

Most institutions are either already using, or
plan to use, a number of emerging technologies
in their risk management function, although the
overall adoption of these technologies today is
relatively limited (figure 20). The technologies that
respondents most often said are being used cur-
rently are cloud computing (48 percent), big data
and analytics (40 percent), and Business Process
Modeling (BPM) tools (38 percent).

“We are using natural language processing
in areas where there are huge amounts of
paper documents that need to be read and
analyzed. It is becoming an essential tool.”

—Senior risk executive,
large global diversified finan-
cial services company

Surprisingly, given the attention paid to the
potential of RPA to reduce costs and improve ac-
curacy by automating repetitive manual tasks
without human involvement, only 29 percent of
respondents said their institutions are currently
using it.”% For more emerging technologies, fewer
than 30 percent of respondents said their institu-
tions were employing them; these include machine
learning (25 percent), Business Decision Mod-
eling (BDM) tools (24 percent), and cognitive
analytics (including natural language processing/
natural language generation) (19 percent). Clearly,
there remains substantial opportunity to leverage
these technologies to enhance risk management
programs.
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FIGURE 20

Does your organization use or plan to use any of the following emerging
technologies in the risk management function?

B Currentlyuse M Plan to use

Big data and analytics 88%
Cloud computing
Robotic process automation 74%
Machine learning 72%
Business Process Modeling (BPM) tools 70%
s o s IETMETR
Business Decision Modeling (BDM) tools 60%

Note: Some percentages do not total due to rounding.

FIGURE 21

How much potential benefit do you believe that your organization could gain in each
of the following risk management areas from the application of emerging technologies?

Percentage responding extremely or very large benefit

Increase operational efficiency/

0,
reduce error rates ik

Enhance risk analysis and detection 67%

Improve timely reporting 60%

Improve the scope and coverage
of risk management via exception 54%
handling vs. sample testing

Reduce costs 45%

Source: Deloitte analysis.
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Although the adoption of these technologies is in
its early stages, respondents were optimistic about
their potential benefits. Roughly two-thirds of re-
spondents expected emerging technologies would
deliver a very large or large benefit to increase oper-
ational efficiency/reduce error rates (68 percent),
enhance risk analysis and detection (67 percent),
and improve timely reporting (60 percent) (figure
21). Roughly one-half the respondents expected
new technologies to provide this level of benefit to
improve the scope and coverage of risk manage-
ment via exception handling vs. sample testing (54
percent) and reduce costs (45 percent).

Considering the challenges that institutions
face regarding their risk management technology
systems, respondents most often said they were ex-
tremely or very concerned about their institution’s
risk data quality and management (53 percent, up
from 41 percent in 2016). The demands on institu-

tions to maintain accessible, comprehensive, and
quality risk data only continues to grow. The next
two issues which respondents said they were most
often extremely or very concerned about relate to
modernizing the IT architecture: legacy systems
and antiquated architecture or end-of-life systems
(48 percent) and lack of integration among systems
(47 percent). Many institutions have multiple legacy
IT systems for different lines of business or geog-
raphies, often the result of growth by acquisition,
which lack robust capabilities and cannot easily be
integrated.

In contrast, respondents were least likely to be
concerned about a lack of technology or IT strategy
approved by board (19 percent), a lack of product
and asset class coverage (17 percent), and lack
of aggregation of trading and banking books (16
percent).
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Conclusion

— ACING SIGNIFICANT ECONOMIC dangers

e anid nonfinancial risks, financial institutions

will need to fundamentally re-examine and re-
engineer their risk management functions. Among
the many uncertainties are national prudential
regulators’ final implementation of the regulatory
requirements for capital adequacy, the increasing
fragmentation of regulation across jurisdictions,
the uncertainties in the global economy, especially
the economic slowdown and increasing debt levels
in the Chinese economy and trade-related volatility,
and the final terms of the United Kingdom’s with-
drawal from the European Union.

It has become more important than before for
institutions to ensure that their risk appetite and
risk utilization are key considerations when stra-
tegic goals are set. In addition, management should
carefully consider the impacts of business strategy
on capital and liquidity in light of increased regula-
tory requirements.

Now that the pace of regulatory change has
abated, institutions have the opportunity to re-
consider how risk management is structured and
managed. The three lines of defense risk governance
model should be re-examined to eliminate overlap-
ping responsibilities and to ensure that the business
units in Line 1 have a clear understanding of their
responsibilities to manage the risks they assume.

Risk management will need to expand its view
from traditional financial risks to enhance its capa-
bilities in managing a wider range of nonfinancial
risks, which can be just as damaging. First on the
list of priorities is to improve the ability of risk man-
agement to identify and either prevent or address
sophisticated cyberattacks, from both individuals
and nation states. Even more challenging, institu-
tions also need to manage cybersecurity risks that

can originate from third-party service providers.

It has become more
important than before
for institutions to ensure
that their risk appetite
and risk utilization are
key considerations when
strategic goals are set.

The many other nonfinancial risks that must
be managed effectively include third-party risk,
conduct and culture, reputation, data integrity,
geopolitical risk, and model risk. Institutions will
require a comprehensive approach to identify and
manage them.

Digital technologies hold the potential to fun-
damentally re-engineer virtually every aspect of
risk management. A first step is to employ RPA
to increase efficiency and cut costs by automating
repetitive manual tasks. Technologies such as
cognitive analytics, machine learning, and natural
language processing hold even greater potential. Ac-
tivities that currently require human judgment can
be automated, with exceptions flagged for review by
human professionals. Testing can be automatically
conducted on 100 percent of a set of transactions,
rather than by humans on only a sample. The first
draft of risk reports could be generated automati-
cally, with only review and selected input needed
by the risk analyst. A wide range of signals could
be automatically scanned continuously to identify
impending risk events or misconduct. Big data
analytics could provide greater insight into the in-
teractions of risks and their causal factors.
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These changes, which are already beginning to
be implemented, mark a fundamental break with
traditional approaches. In institutions that seize
this opportunity, a risk-aware culture will infuse
the organization, flowing from senior management
as they devise strategy for business units to make
day-to-day business decisions. The risk manage-
ment function should have robust capabilities to

e o

manage a wide range of nonfinancial risks, espe-
cially cybersecurity, conduct, and third-party risk.
Risk management could be powered by digital tools
that provide early warning of impending risk events,
offer insight into the factors that increase risk, and
free risk professionals from repetitive tasks, al-
lowing them instead to concentrate on identifying
emerging risks and adding value.
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