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Facing today’s challenges: 
how to align external 
factors towards an agile 
supply chain

Manufacturing companies in general, and 
automotive companies in particular, are 
facing a complex set of challenges ranging 
from trade restrictions and technological 
change (digitalization, e-mobility, autono-
mous driving) to the rules and regulations 
governing them. To make matters worse, 
the shutdowns during the COVID-19 crisis 
have caused a severe downturn in global 
GDP – despite the generous financial relief 
packages bankrolled by governments and 
central banks. Global automotive sales, for 
example, which had been in decline since 
2018, took an unprecedented nosedive 
after COVID-19 containment measures 
were introduced.

It is now up to manufacturers to make sure 
their business models and supply chains 
remain viable into the future, given the 
massive transformation on the industry 
landscape.
 

The challenges for manufacturing companies are constantly 
changing – you need an agile network to respond

Based on our analysis of various studies 
and recent publications, the key challenges 
for companies in this environment are 
market risks, regulatory requirements, 
technological change, trade restrictions, 
protectionism as well as health & safety 
regulations and sustainability. These chal-
lenges are all interconnected and interde-
pendent, making it vital for us to approach 
them collectively as we reshape our supply 
chains for the future. 
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Fig. 1 – Increasing challenges in supply chain management

Trade restrictions & protectionism
Increasing trade restrictions and protec-
tionism through import and export duties, 
additional levies, volume restrictions, subsi-
dies and complex technical standards

Market risk
Continuing economic downturn and tense 
market environment along with additional 
uncertainty among consumers and the 
negative impact that has on spending 
habits
 

Regulatory framework
Increasing regulatory density and com- 
plexity due to stricter regulations at the 
local level as well as the legislative and  
regulatory framework of other sectors  
(e.g., Telecommunications Act, Energy 
Industry Act)

Technology
Technological shift from the internal com-
bustion engine to the electric powertrain 
and a change in focus from hardware to 
software development

 
Sustainability
Rising public pressure (e.g., protests) for 
green economic policies

Health & safety
Demands for COVID-19-related safeguards 
and the continuous oversight of the same

Trade restrictions & 
protectionism

Health &
Safety

Agile 
Supply 
Chain

Sustainability

TechnologyRegulatory 
framework

Market risk
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To successfully reimagine supply chains for 
the future, it is vital to consider all of the 
factors that could potentially impact the 
recalibration of your supplier network.

Based on the insights into today’s market 
mentioned above (i.e., new challenges and 
interdependencies), we can add issues 
such as supply security, flexibility, tech-
nology and the regulatory framework to 
the well-known success factors of quality, 

cost and on-time delivery. The recent shut-
downs and their effects have made two 
success factors particularly critical: supply 
security and flexibility.

Fig. 2 – Key drivers and business success factors in the agile supply chain

Financial stability
Ensuring supply security, e.g., becoming 
less dependent on particular sectors

Securing the supply 
Occupational safety with regard to COVID-19, more 
regionalized/localized supply chains for critical 
components, stronger BCM/crisis management

Increased cost pressure
Flexible fixed cost solutions, in/outsourcing, 
cost-savings through improved operational and 
administrative performance

Flexibility
Supplier flexibility, e.g., in terms of production 
volumes and a more diverse range of components 

Technology
Electrification, autonomous driving, 
connectivity

Regulatory framework
Cyber Security Act, WLTP test procedure, local 
market requirements (to obtain authorization), 
data protection 

• Costs
(cost saving)

• Quality
(quality assurance)

• On-time delivery
(just-in-time)

• Supply security
(reducing default risk)

• Flexibility
(in production regarding volumes, components, 
sectors)

• Technology
(adaptability to change)

• Regulatory framework
(compliance with regulations and standards)
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Proven methods 
to master today’s 
changing challenges 

There are a range of methodologies that 
have a strong track record in our client 
projects, whether they are utilized in a 
crisis phase or for a specific situation, on an 
individual basis or in combination.

The Early Warning System, for example, is 
designed to detect supply chain disruptions 
in a timely manner by identifying high-risk 
suppliers (using operational and financial 
indicators).
 

In an effort to increase transparency and to 
identify efficiency or optimization potential 
in a certain supplier, we rely on the so-called 
Supplier Quick Check. Our Task Force and 
Deep Dive Management methods have 
proven very effective in the midst of an 
acute crisis, when securing supply is the top 
priority. The Performance Improvement in 
Operations method does just what the name 
says (improving key performance indicators), 
while the Financial Rating tool generates ad-
hoc assessments of a particular supplier’s 
financial health.

Different options for stabilizing 
your supply chain
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Forecasting trends in micro and macro risks
Using company data from internal and external 
sources to predict future risk profiles

Sustainable SCM
Creating transparency, assessing 
sustainability and implementing 
necessary measures

Financial Crisis Management 
Developing appropriate options to 
hedge financial risk and making 
direct contact with stakeholders to 
achieve the greatest possible 
financial transparency

Financial Rating of suppliers 
Preparing risk profiles when 
structural and/or financial issues are 
detected, and light mitigation 
measures are required

Technical Compliance
Tools to ensure technical compliance 
throughout the supply chain

Early Warning System
Early warning system to detect high-risk 
suppliers within the supply chain

Supplier Quick Check 
Implementing methodologies and tools to 

increase productivity, improve supplier 
reliability and reduce risk in the supply chain

Performance Improvement in Operations 
Tools that improve operational performance 

and create more value

Deep Dive Management
Structured analysis of vulnerabilities 
to define measures that will exploit 

potential and improve supply 
performance 

Task Force Management 
Crisis, risk and problem 

management to optimize 
operations across the supply 

chain at short notice

Courses of Action

Fig. 3 – Different options for stabilizing the supply chain

“ �When it comes to securing 
our own supply chain, we are 
simply not acting fast enough.“ 

     �Participant in the Deloitte study “Supplier risk management in the German automotive 
industry 2020”
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Early Warning System

Companies often claim to know exactly who 
their high-risk suppliers are. According to 
Pareto, however, this is only true for about 
80 percent of suppliers on average. The 
other 20 percent remain undetected, with 
the potential to cause the same massive 
disruption to your supply chain as the usual 
high-risk suspects.

A lot of companies are reluctant to invest 
the effort in data collection and analysis 
that is required to detect high-risk suppliers. 
Based on our past experience, however, we 
can say that it is well worth the effort when 
you take into account the nature of the 
existing risks and the advantages of timely 
management.

A wide range of studies and technical 
papers dealing with identifying supply chain 
risk have recently been published. We would 
like to highlight two of these publications as 
examples (Deloitte Study1 in collaboration 
with Zeppelin University in Friedrichshafen 

and a study conducted by Thomas Y. Choi, 
Dale Rogers and Bindiya Vakil, published in 
the Harvard Business Review2). The main 
conclusions of both are as follows:

	• The earlier you detect risks, the greater 
the range of options you have to respond. 

	• The only way to ensure early detection is 
to automate the analysis and collection of 
key operational data

That’s why our solution harnesses the 
operational data of suppliers to identify 
those targets that have the potential to 
inflict serious damage as well as those that 
are highly likely to inflict damage.

After high-risk suppliers have been iden-
tified, we put them through our Supplier 
Quick Check for further evaluation and to 
determine the potential default risk. 

Early risk detection – proactive prevention instead of reactive response 

Due to our Early Warning 
System, we can harness the 
operational indicator data 
of high-risk suppliers to 
detect potential supply chain 
disruptions

1 Lieferanten-Risikomanagement in der deutschen Automobilindustrie 2020, Deloitte 
2 Corona virus is a wake-up-call for Supply Chain Management, Harvard Business Review, 27.05.20
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	• More than 50 of the respondents in 
Deloitte’s study “2018 EERM Extended 
Enterprise Risk Management“3 indicated 
that today their companies are “to some 
extent more dependent” (42%) or even 
“significantly more dependent” (11%) on 
external suppliers.

	• 70 percent of the 300 respondents of 
a survey4 conducted late January/early 
February, i.e., immediately after the 
COVID-19 outbreak in China, reported 
that they were still in the process of 
collecting and assessing data using 
analog means to determine which 
suppliers had a site in the regions of 
China that were in lockdown.

	• Mapping your supply chain network can 
be a resource-intensive and complex 
process, but there is no way around it. 
Companies will find that the benefits of 
the process seriously outweigh the cost 
and effort needed to set it up.

Fig. 4 – Typical corporate crisis timeline

Timeline

External visibility of crisis symptoms

Weak Medium Strong

Long-term Medium-term Short-term

A
ct

io
n 

re
qu

ir
ed

Possible courses of action

Strategic crisis/ 
external factors

Significant 
decline in 
operational 
indicators

Earnings 
decrease or 
turn into 
losses Cash position 

continues to 
deteriorate

Bankruptcy

3 EERM Extended Enterprise Risk Management 2018, Deloitte Studie
4 Corona virus is a wake-up-call for Supply Chain Management, Harvard Business Review, 27.05.20
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Supplier Quick Check

As part of an overall financial risk manage-
ment system, Supplier Quick Check offers 
an effective way to assess the financial 
health of your suppliers.

Transparency as a basis for targeted action

Fig. 5 – Financial Quick Check – Transparency as a basis for targeted action

General information 

• Address and contact details of the company and contact person

• Corporate structure (incl. liability structure, e.g., cash pooling, PLTAs, IC loans)

• Existing purchasing volume and responsible purchasing team

• Pending orders

• …

Basic data

Profitability indicators

• Sales trends/forecasts, EBIT/ EBITDA 
margin, net income/loss for the year

• Business plan

• …

Capital structure

• Equity ratio

• Capital structure/financing

• Evaluation of available options to 
raise capital 

• …

Cash flow

• Cash flow from operating, investing 
and financing activities

• Current ratio

• Current cash flow incl. forecast

• …

Restructuring measures

• Feasibility assessment

• Assessment of the potential financial 
impact

• …

Financial health check for suppliers
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The analysis uses financial indicators and 
potential restructuring measures, among 
other things, to recommend a specific 
course of action for the company under 
review. The recommendation could be to 
find out how much buffer stock there is of 
components from this particular company 
or to stop placing orders with this company 
all together. 

In contrast to the Financial Quick Check, 
the Operational Quick Check focuses on 
analyzing processes and validating opera-
tional indicators for various business areas.

The result is more transparency about 
the supplier’s current position as well as a 
recommended course of action that will be 
effective in this risk category, for example: 

	• Information about the supplier’s current 
potential and risk  

	• Detection of other high-risk suppliers in 
the supply chain

	• Recommended short and medium-term 
measures to stabilize the supply chain

The measures recommended by the 
Operational Quick Check may not achieve 
their stated objectives in the short or the 
medium term, or they may identify more 
serious shortfalls or additional optimization 
potential. In this case, users can transition 
to the supplier stabilization phase to secure 
the supply of the components in question 
and/or initiate the Performance Improve-
ment in Operations process.

Fig. 6 – Operational Quick Check – Reasons for supply disruption

• High-risk supplier detected by the Early Warning System

• Disruption in the supply identified by a customer (e.g., decline in delivery 
performance, increase in unscheduled runs, quality issues)

• Problems with new production starts

• Improvement potential identified in operations

Possible starting point

1. Analysis to identify bottlenecks and various risk criteria

2. Development of an action plan

3. Evaluation and prioritization of actions

4. Detailed supplier evaluation based on selected risk criteria

5. Management summary drafted and released: brief overview of all relevant 
information

Our approach with proven standardized tools
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Task Force and Deep Dive 
Management

Our Task Force Management and Deep 
Dive Management tools provide more 
transparency about the reasons for supply 
disruptions, define and implement the 
necessary measures to stabilize supply and 
recommend further measures to improve 

performance and maintain the supplier 
relationship over the long term.

See Figure 7 for a list of the operational 
incidents that could potentially disrupt or 
interrupt the supply chain. 

Proven tools to safeguard against supply disruptions 
and stabilize the supply chain

Fig. 7 – Examples of possible causes for supply disruptions/interruptions

Supplier network

Tier 3 Tier 2 Tier 1 OEM

Engineering change, production start
Rapid engineering changes associated with tooling 
changes prior to new product launch

Unstable production processes 
Unstable production cycle times, high scrap and 
high rework level

Capacity bottlenecks in production 
Long-term breakdown of production equipment 
and non redundant equipment available or missing 
release    

Human resources
Limited availability of personnel due to high 
absentieeism rate, lack of skilled personnel

Unstable customer orders
EDI errors, short term changes of
customer orders, insufficient leveling of manufactu-
ring orders in production planning and control 

Material bottlenecks
Quality issues, high production downtime or raw
material shortages due to sub-suppliers and 
instable financial situation at supplier

Packaging bottlenecks
Lack of sufficient reusable packaging or non 
released backup packaging 

Transport disruption 
Level of safety stock too low according to replace-
ment time/ material lead time
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The potential incidents and causes for 
those incidents vary widely within the 
production process. They often have a 
cross-company effect and occur simul-
taneously or in quick succession across 
multiple business units. This can increase 
complexity (ability to control) and lead 
to critical supply bottlenecks along the 
supply chain.

You can use Task Force or Deep Dive Man-
agement to detect disruptions in supply.

We use Task Force Management when 
one supplier becomes significantly less 
reliable due to operational issues, leading 
to (potential) unplanned production down-
time at the customer site. The objective is 
first to manage the bottleneck and keep 
the supply chain flowing and then to come 
up with an effective plan to reduce the 
customer’s supply backlog. At the same 
time, every effort is made to stabilize the 
supplier’s operations.

Figure 8 shows the four steps in our Task 
Force Management process designed to 
safeguard supply and improve supplier 
stability.

Fig. 8 – Task Force – Stabilizing supply 

 Task Force

Impact

• Provides clarity about already imple-
mented measures 

• Prioritizes all necessary measures

1. Quick Check

• Provides an overview of the current 
situation and any measures already 
implemented

• Defines the action plan to quickly 
stabilize the supply situation 

Impact

• Avoids production downtime at the 
customer site

• Reduces the supply backlog

• Stabilizes the supply chain

2. Stabilization

• Manages the bottleneck putting highly 
critical components in the supply chain 
at risk

• Defines, implements and tracks 
stabilization measures across the 
supply chain

Impact

• Improves customer reviews and regains 
the customer’s trust

 4. Follow-up

• Defines effective measures to stabilize 
supply performance over the long term

Impact

• Improves supply performance

3. Lieferperformance

• Introduces measures designed to 
improve specific key indicators, e.g., 
OTD, OEE
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Analysis and impact assessment
Initiating the process
As part of the root cause analysis and impact assessment 
process, users can deploy different standards and tools 
depending on the task at hand and the business area 
under review.

The analysis uses key indicators and empirical data 
provided by the company, while the impact assessment 
relies on quantifiable metrics and best practices.

Action plan and Implementation 
Action plan 
When drafting the action plan, it is essential to include 
both deadlines and necessary investments. Management 
is responsible for approving the action plan and its 
financial impact assessment.

Implementation and monitoring

	• Implementation tracking

	• Monitoring of defined key performance indicators 

	• Final presentation and handover

Fig. 9 – Deep Dive Management – Eliminating the cause of a disruption through 
detailed problem analysis

Deep Dive Management comes into play if 
a supplier is unable to ensure stable supply 
over a certain period of time or if there is a 
recurring problem in the supply chain. 

The focus of this approach is to identify the 
exact cause of the disruption by first con-
ducting a structured as-is analysis. This is 
used to develop and implement measures 
to effectively eliminate those causes and 
improve supply stability.
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Transparency is at 
the heart of good 
supply chain risk 
management
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Performance Improvement 
in Operations

With certain external factors outside your 
control, it is vital for companies to monitor 
and continuously improve their internal 
drivers, i.e., to achieve sustainable growth 
in profits and the EBIT margin.

A tool to improve operational performance with a strong 
track record

Fig. 10 – External factors and internal drivers determine business success

Financial stability Workforce productivity

Securing stable supply

Increasing price 
pressure

Flexibilization

Technology

Regulatory framework

Utilization and 
output of machinery 

and plants

Quality

Delivery service

Product and 
production 
technology

Regulatory framework

Performance Operations

Logistics

ProductionPurchasing

Quality

Improvement

External factors Internal drivers

Supplier Customer

Planning and oversight
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In an effort to identify what leverage inter-
nal drivers have and to improve or increase 
them over time, we rely on a range of dif-
ferent methodologies in our practice. This 
structured approach is designed to make 
the value creation process more efficient 
and more sustainable.

Based on the potential for improvement 
we have identified, we implement the 
specific measures required to improve 
performance. 
 

To
ol

s 
in

 th
e 

To
ol

bo
x

Supplier 
development

Shipping Supply of 
materials

Flow Throughput 
time

Perfection Bottom-up TPM

	• Process 
analysis

	• Analysis of 
impro-
vement 
potential

	• System  
analysis

	• Milk run

	• Packaging 
plan

	• Visual  
Kanban

	• Super- 
market

	• Production 
Kanban

	• Heijunka

	• Layout  
planning

	• Standardize 
workflow

	• Kaizen

	• Quality 
assurance

	• 5W,  
Ishikawa

	• Poka Yoke

	• Shop Floor 
Manage-
ment

	• Inventory 
optimiza-
tion (e.g. 
consign-
ment stock)

	• 5S

	• SMED

	• Autono-
mous 
preventative 
mainte- 
nance

There are four key phases in our Per-
formance Improvement in Operations 
process: 

	• As-is analysis using the Quick Check 
method

	• Estimated financial impact of the 
improvement potential identified

	• Drafting of the action plan

	• Implementation and follow-up of agreed 
measures

By the end of the project, the team is 
focused on achieving the objectives 
defined in the second phase using opera-
tional indicators.  

Fig. 11 – Performance Improvement – targeted use of tools to secure long-term 
operational stability 

Toolbox

Production Planning and ControlSupplier Customer

Supply trends

Shipping Supply of materials Value stream

Qualifications

Motivation

Flexible hours

Health & Safety

Workface

Operations

Leveling

Material 
flow

Throughput 
time

Quality Bottom-up TPM
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Your opportunity: mitigate 
supply chain risk and move 
toward a more agile supply 
chain management

Become one of the “winners”, take a 
proactive management approach 
and commit to making your supply 
chain management more agile.

	• Now is the time to transform your 
supply chain with our strategic 
agility practices.

	• Take the time for a health 
check “today” to assess your 
company’s status quo and identify 
improvement potential in your 
supply chain for “tomorrow”.

“�After the Covid-19 crisis dissipates, we will see companies fall 
into one of two categories. There will be those that don't do 
anything, hoping such a disruption won't ever happen again. 
These companies will be taking a highly risky gamble. And 
there will be firms that heed the lessons of this crisis and make 
investments in mapping their supply networks so they do not 
have to operate blind when the next crisis strikes and rewrite 
their contracts so they can quickly figure out solutions when 
disruptions occur. These companies will be the winners in the 
long term.“

 � �Thomas Y. Choi, Dale Rogers, Bindiya Vakil – “Coronavirus is a wake-up-call for 
supply chain management” published in Harvard Business Review,  
May 27, 2020
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Your contacts

Dietmar Kaesser 
Senior Manager
Tel: +49 (0)221 9732 4411
dkaesser@deloitte.de

Sonja Remschel
Senior Manager
Tel: +49 (0)711 16554 7271
sremschel@deloitte.de

We look forward to a vibrant exchange of experiences and 
approaches – get in touch with us to find out more.

Oswald Oster
Senior Manager
Tel: +49 (0)89 29036 8318
ooster@deloitte.de

Frank Wehrle 
Director
Tel: +49 (0)711 16554 7243
fwehrle@deloitte.de



Mitigating Risks through Agile Supply Chain Management | Early detection and active management of supply chain risks

23



This presentation contains general information only, which is not intended 
to address the specific circumstances of any particular case or to be 
used as a basis for any decision, financial or otherwise. Deloitte GmbH 
Wirtschaftsprüfungsgesellschaft, Deloitte Touche Tohmatsu Limited, any of 
its member firms or related entities (collectively, the “Deloitte Network”) are 
not, by means of this presentation, rendering professional advice or services. 
No entity in the Deloitte Network shall be liable or responsible for any loss 
whatsoever sustained by any person who relies on this presentation.

Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK 
private company limited by guarantee (“DTTL”), its network of member firms 
and their related entities. DTTL and each of its member firms are legally 
separate and independent entities. DTTL (also referred to as “Deloitte Global”) 
does not provide services to clients. Please see www.deloitte.com/de/
UeberUns for a more detailed description of DTTL and its member firms.

Deloitte is a leading global provider of audit and assurance, consulting, 
financial advisory, risk advisory, tax and related services for entities from all 
areas of business; legal advisory services in Germany are provided by Deloitte 
Legal. With a global network of member firms and related entities in more 
than 150 countries, Deloitte combines outstanding expertise with first-class 
service, giving clients the support they need to solve complex business 
challenges. Our more than 312,000 professionals at Deloitte are committed to 
making an impact that matters.

Issue 02/2021


