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INtroduction

The digital transformation of invoicing, driven by

the adoption of structured e-invoice formats, is
fundamentally reshaping business processes across
Europe. Part of this transition is Germany's Growth
Opportunities Act (“Wachstumschancengesetz”) which
mandates electronic invoicing for business-to-business
(B2B) transactions since January 2025'. Under this
legislation, invoices exchanged between German
businesses must be issued and received in standardized
electronic formats (EN 16931) such as XRechnung and
ZUGFeRD, enabling automated processing and ensuring
regulatory compliance.

While transitional provisions will permit paper

invoices in certain scenarios until the end of 2027,

full implementation of e-invoicing will soon become
obligatory, supporting the broader goals of digitalization
and efficiency in the German economy and aligning with
EU directives.

However, as organizations embrace these advance-
ments, new challenges emerge—most notably, the
increased risk of fraud within e-invoice systems.

This whitepaper examines the evolving fraud risks
associated with e-invoicing, provides an overview of the
regulatory landscape, and highlights how Deloitte can
empower organizations to proactively manage these
risks and respond effectively to potential incidents.

With exceptions for certain scenarios. The mandate for e-invoicing in the domestic B2B sector regulates the
receipt and transmission of electronic invoices in phases from January 1, 2025 to December 31, 2027
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Legal requirements

Although the electronic format of
e-invoices must comply with the EN 16931
standard, the transmission method of
such e-invoice is not prescribed by the
legislation.

This allows flexibility for various practical
solutions, such as sending via PEPPOL,

via email, using an electronic interface,
accessing a shared central storage location
within a corporate group, transferring via
USB stick, or downloading from an internet
portal.

The specific transmission method can be
agreed upon contractually between the
involved parties.

When it comes to further processing of
e-invoices, the recipient has no additional
obligations. Companies are not required
to perform further electronic processing
beyond what is already mandated by legal
archiving requirements. While electronic
processing offers opportunities for digital
efficiency and automation, it remains
optional, not mandatory. [CE2.1]

This flexibility—on the transmission and
on the further processing side—can lead
to an increased risk for fraudulent
activities.

Fraud Risks

E-invoicing brings efficiency and
transparency, but it also introduces new
avenues or even simplifies old fashioned
strategies for fraud.

Key fraud risks and how they may
emerge:

* Invoice manipulation
Fraudsters may intercept or gain
unauthorized access to e-invoice data
during transmission or within internal
systems. They can alter critical details
such as bank account numbers, invoice
amounts, or recipient information,
redirecting payments to fraudulent
accounts or inflating amounts for
personal gain.

Fake or fictitious invoices

Criminals may create and submit entirely
fictitious e-invoices, often using the
identities of legitimate suppliers or
creating fake supplier profiles. Weak
supplier onboarding processes or lack
of verification controls make it easier for
these invoices to be processed and paid.

Phishing and social engineering
Attackers may impersonate trusted
vendors or internal staff through email
or other digital channels, convincing
employees to process fraudulent
e-invoices or change payment details
(e.g., IBAN). The digital nature of
e-invoicing can make these schemes
more convincing and harder to detect.

Duplicate or inflated invoices
Fraudsters may submit the same invoice
multiple times or inflate quantities and
prices on e-invoices. If automated
systems lack robust duplicate detection
or validation checks, these invoices may
be paid without scrutiny.

Unauthorized access and system
compromise

Weak authentication, poor access point
controls (e.g., fake PEPPOL supplier
account), or unpatched software can
allow unauthorized users to access

2 https://www.bundesfinanzministerium.de/Content/DE/FAQ/e-rechnung.html, accessed June 29, 2026.

e-invoice platforms. Once inside, they
can create, modify, or approve fraudulent
invoices, or extract sensitive data for
further exploitation.

Collusion and internal fraud
Employees with access to e-invoice
systems may collude with external
parties or act alone to create or approve
fraudulent invoices. Lack of segregation
of duties, insufficient oversight, or
inadequate audit trails can facilitate
such schemes.

Supplier account takeover
Cybercriminals may compromise a
legitimate supplier’s account and use

it to submit fraudulent e-invoices or
change payment instructions (e.g., use

of legitimate PEPPOL-ID/email-sender
account). This type of fraud is particularly
hard to detect, as the invoices appear to
come from trusted partners.

E-invoice fraud can emerge from
both external threats—such as
hackers, phishers, and fake
suppliers—and internal
vulnerabilities—such as weak
controls, collusion, or poor
process design.

The digital and automated

nature of e-invoicing means that
fraudulent activities can occur at
scale and with speed, making
robust controls, monitoring, and
verification processes essential for
prevention and early detection.




Forensic response framework

Forensic integrates advanced analytics, Al-
powered detection, and global investigative
expertise to help organizations address
e-invoice fraud with customized solutions.

We use a structured
approach to detect,
respond to, and prevent
e-invoice fraud, while also
support organizations
building a resilient and
fraud-aware culture.

Predictive risk assessment

& detection

At Deloitte, we start by strengthening
your internal controls—assessing and
analyzing e-invoice workflows, governance
structures, and advice regarding
segregation of duties with multi-level
authorization.

Our advanced behavioral analytics
uncover anomalies in invoice processing,
while vendor profiling helps identify
synthetic identities or compromised
accounts.

We perform validation checks of the
invoice itself and along the whole vendor
lifecycle process chain (E2E):

* From supplier/vendor onboarding
and validation process (legitimacy and
credibility of vendors; alter master data
entries)

* Throughout the tender/proposal,
contract, proof of performance, invoice
receipt and processing

¢ To the payment of the invoice

Our eDiscovery services include the
analysis of meta data of documents and
messages as well as communications
review between employees and alleged
criminals. NavigAite, a generative-Al-

powered investigation platform, enhances
our analysis, review and remediation
activities of fraud threats across structured
and unstructured data.

Using graph analytics, we visualize trans-
action patterns and relationships to expose
hidden risks.

Combatting invoice fraud
Fraudulent invoices can drain resources
and erode trust.

We deploy Al-driven solutions, analytic
toolsets, and proven investigative
acumen to flag potentially fraudulent
e-invoices that deviate from historical
norms.

We detect altered bank details, formatting
inconsistencies, and duplicate submissions
with precision.

Incident response & investigation
When fraud strikes, speed matters. We
rapidly mobilize a core forensic team
to contain and investigate incidents.

We manage digital evidence with robust
chain-of-custody protocols, ensuring
integrity throughout the process.

From regulatory reporting to litigation
support, we guide organizations

through every step of investigation and
remediation—delivering clarity and
confidence when it matters most.

Building organizational resilience
Prevention is the ultimate defense.
Deloitte empowers organizations through
employee training and simulation
exercises, raising awareness of e-invoice
fraud schemes.

We promote strong cyber hygiene
and help to implement multi-factor
authentication across critical systems.

Our experts develop and update incident
response playbooks tailored to
applicable fraud scenarios.

By implementing zero-trust
architectures, privileged access
management, and conducting regular
audits, we ensure your organization
remains prepared

for tomorrow'’s threats.

The transition to
e-invoicing is a critical step
for organizations seeking
efficiency and compliance.
However, it is essential to
recognize and address
the associated fraud risks.
Deloitte stands ready to
support firms in securing
their e-invoice processes,
investigating incidents, and
building resilient systems.
Why Deloitte?

E-invoicing is no longer optional—
itis alegal and operational imperative.

Deloitte empowers businesses to meet
this challenge with confidence, combining
regulatory expertise, forensic insight, and
technological innovation.

By partnering with Deloitte, companies
can ensure that their e-invoicing systems
are secure, compliant, and fraud-resistant,
paving the way for sustainable

digital transformation.

We don't just identify threats—we help
you understand, respond to, and prevent
them with tailored strategies that fit your
organization’s unique risk profile.

With Deloitte, you gain a partner who
blends innovation with integrity, and
technology with trust.
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