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„For utilities and grid operators, the strategic question is no longer 
whether to source globally, but how to do so in a way that balances 
cost advantages with supply reliability, cybersecurity, compliance, 
and long-term grid operability.“
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German utilities need a new sourcing logic: not cheaper by default, but more resilient, governable and execution-
ready
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Summary
The energy transition demands unprecedented upgrades and expansion of 
electricity grids, with 40 % of EU electricity grids are older than 40 years and 
near end of design lifetime causing ~€1.6 trillion grid investments required in 
Europe by 2040. 1 8 10

At the same time, Transmission System Operators (TSOs) and Distribution 
System Operators (DSOs) are facing a set of challenges: structural supply 
constraints within Europe, escalating costs, and amplified supply chain 
volatility.

In this environment, sourcing equipment from outside the EU is no longer just 
an option but a strategic imperative. This POV outlines why a risk-adjusted 
approach to global sourcing is crucial. It details how to move beyond traditional 
procurement to embrace a holistic view. Factoring in total cost of ownership, 
regulatory compliance, and a balanced assessment of risks and benefits 
can safeguard the affordability and timely availability, mitigate bottlenecks, and 
ultimately ensure the resilience and security of Europe's energy future.

The growing gap between accelerating demand and constrained 
local supply makes exploring global sourcing a strategic necessity 
for European energy infrastructure providers.
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European infrastructure demand is rising faster than local supply capacity, causing massive price increases and 
long lead-times

Outset Situation | Navigating the energy crossroads

Investment requirements

• 40 % of EU electricity grids are older than 40 years 
and near end of design lifetime causing ~€1.6 trillion grid 
investments required in Europe by 2040.1 8 10

• Annual spending on grids is expected to exceed €70 bn 
from 2025, doubling the amount spent a decade ago 13

• Overall energy system investment amount is expected 
to reach close to €660 bn (ca. 3.2% of EU GDP) per year. 9

Infrastructure requirements and rising demand 
result in increasing investment demand.

Demand-side pressure

Volatile Landscape

• The situation is exacerbated by global supply
disruptions, geopolitical tensions, and inflation, and 
amplifying supply chain volatility.

• Additionally new tariffs are expected to affect lead times 
and cost, as well as restricted access to raw materials 
and rare earths. 6

European equipment supply struggles to keep pace 
with local demand.

Supply-side constraints

Rising pressure on 
sourcing strategies
for TSOs and DSOs

in Europe
Energy Transition

• Increase of demand for renewable energy however, 
~1,700 GW of renewable capacity currently delayed 
across Europe.1

• The share of electricity in the overall energy consumption 
in the EU is expected to double from 25% today to about 
50% by 2040, 9 fueled by the electrification of industries, 
transportation, heating as well as data centers.

European Supply

• Around 40 TSOs and 2500 DSOs rely on a few 
dozen European suppliers, resulting in long lead times, 
capacity constraints, and persistent price increases. 6 

• Shortage of personnel and capacity limits scalability of 
European production, hence, lead times for critical grid 
equipment (e.g. transformers, switchgear) stretch into 
multiple years, even for urgent projects.6
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A closer look at Germany shows that the situation is even more nuanced due to neglected investments and 
administrative hurdles 

Shift | Why European TSO/DSOs need to look beyond EU borders

• Electricity demand is expected to 
rise significantly – from around 
525 TWh in 2023 to up to 750 TWh 
by 2030. 11

• 25% of overall required invest-
ments in the German electricity 
sector from 2023 – 2030 (€425 bn), 
are estimated to be accumulated 
delays from 2018-2022. 14

• Germany expects around 16,000 
km of new high-voltage lines or 
reinforcements to be built in the 
coming years. 12

• The DSOs’ estimated investment 
requirements for transmission 
capacity expansion projects until 
2045 increased to just over 
€200bn. 2

Outlook Germany Sourcing Squeezes

If equipment availability becomes an additional bottleneck on top 
of permitting, construction congestion, cost and schedule 
pressure will intensify further.

Margin Squeeze

Prices for selected equipment have risen 
sharply within the last years, e.g.,

• Switchgear and transformer prices 
doubling within 3-4 years

• Cable prices increases up to 30% in the 
last months 

Timeline Squeeze

Investment delays affect sourcing 
decisions and grid modernization:

• On-shore wind projects require 5-7 years 
from application to go-live

• Lead times increase from several months 
to years 

Specification Squeeze

Increased regulatory requirements and 
compatibility issues with existing infra-
structure and missing standardization, 
e.g.,

• F-gas regulation & non-standard 
transformer specifications

• Digitalization and cyber requirements

Supply Squeeze

Components and raw materials have been 
subject to shortages due to geopolitical 
shocks or force majeures, e.g.,

• Raw material: copper, aluminium or 
electrical steel,

• Semi-finished goods: semiconductors or 
electric compounds etc. 
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Traditional procurement falls short when sourcing critical industrial equipment for TSOs/DSOs - the unique 
"sourcing reality" demands a risk-adjusted approach to enable global sourcing 

Case | The risk-adjusted lens for energy infrastructure sourcing

• Compliance readiness as a prerequisite for non-EU procurement capability
• Strict national and EU oversight including NIS-2, CER, Electricity Regulation & 

Network Codes, Cybersecurity Act, GDPR, CSRD/CSDDD
• Additional requirements concerning sanctions and public procurement law

Regulatory 
guardrails

• Assessment based on impact on grid reliability and operational resilience
• Risk of failures leading to system-wide and cross-border effects to be factored in
• Long asset lifecycles, local maintenance requirements and limited reversibility 

of supplier choices as defining factors 
System Reliability 
& Supply Security

• Calculation of hidden costs through systematic mark-ups
• Consideration of supplier risks, like cybersecurity, pre-qualification/testing, 

logistics, site-specific adaptations, and warranty, etc.
• Basis for comprehensive and robust comparison for long-term decisions

Risk-Adjusted Cost 
Perspective
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• Small pool of established European OEMs
• Emphasis on quality, local service, and long-term reliability over price
• Standard qualification process with limited involvement of non-EU suppliersTraditional 

procurement
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Source-to-contract methodology for tendering is leveraged to source energy infrastructure equipment globally with 
success while increasing supply chain reliability 

Approach | A strategic tendering framework for global sourcing success

Tender execution Evaluation Risk-adjusted
modelling

Define and ensure minimum 
compliance requirements 

Conduct preliminary 
compliance assessment 

Go-/No-Go decision for 
further pursuing global 

sourcing options

Implement risk-adjusted TCO 
analysis in tender

Risk-adjusted tender 
framework for selected 
global sourcing regions

Tender executed and risk-
adjusted comparable offers 

received

Risk-adjusted evaluation of 
tender outcomesG
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Develop tender framework 
for risk-adjusted comparison

Execute tender with 
comparability on TCO basis

Global Sourcing 
Tender Gate

Execute global tender in 
defined locations

Benchmark risk-adjusted 
results with European options

Risk-adjusted ranking for 
awarding decision

42 3

• Cybersecurity
• Certification & standards
• ESG & traceability
• Contractual / audit 

acceptance
• …

• Nominal price
• Installation cost
• Maintenance & service 

cost
• Logistics cost
• Compliance cost
• Risk mitigation cost
• …

Default
• European
• European with Asian 

factories
Extended selection: 
• Chinese
• South Korean
• Indian
• Mexican
• …

• Best practices
• TCO comparison
• Risk thresholds
• Supplier qualification 

process
• Cont. monitoring of 

external risk factors
• …

Deep dive on next slides

Technical 
Specification

Regulatory & 
compliance check 

10

Finalized technical 
specifications

Define technical 
requirements

• Product
• Quality
• Conformity
• Adaptability
• …

Traditional 
Tender Gate

Technical specs 
ready for tender



Deloitte 2026 8POV: Global Sourcing of Industrial Equipment

De-risk non-EU sourcing by aligning sourcing decisions with European regulatory requirements, network codes and 
national rules, enforceable pre-qualification gates, audits and contractual security controls

Approach | Deep dive 1 –  Regulatory & compliance check

• NIS-2 Directive (EU 2022/2555): Cybersecurity risk, management 
accountability, supply-chain security and incident reporting

• CER Directive (EU 2022/2557): Designation as critical entities, 
periodic risk assessments, resilience plans and risk reporting

• Electricity regulation & network codes (SOGL, RfG, DCC): Require-
ments for high-voltage equipment; FAT/SAT & conformity evidence

• Cybersecurity Act & ENISA: EU certification framework for ICT; 
increased expectations for certified or security-assured components

• National KRITIS / sector laws (e.g. BE/DE): Additional resilience 
requirements, inspection rights and sector-specific supervision

• Data protection & corporate reporting: GDPR (data security), CSRD 
and incoming CSDDD supply-chain due-diligence obligations

• Trade, export controls & sanctions: Dual-use controls, export 
licenses and sanctions screening

• Procurement & utilities rules: Utilities Directive / local law covering 
transparency, pre-qualification, audit and contract compliance

• Certification, standards & quality: Gaps in EU/EN certificates, CE 
documentation, type tests and ISO coverage or inconsistent QA

• Software & cybersecurity: Limited transparency (no SBOM, weak 
provenance, no escrow), weak secure-development, vulnerability 
management, CSIRT setup and EU incident-reporting readiness

• Supply chain & ESG: Undeclared sub-suppliers, weak component 
traceability and conflict-minerals documentation, limited ESG 
coverage and human-rights due-diligence gaps upstream

• Export control & compliance: Inadequate dual-use screening and 
awareness of EU export licenses, sanctions and obligations.

• Local delivery & support: No EU-based FAT/SAT or inspection 
capability, slow spares supply, long lead times and logistics 
bottlenecks

• Contractual & audit access: Resistance to EU contract clauses 
(audit rights, IP escrow, liability), limited SLA and update commit-
ments, and restricted access for inspections or onsite acceptance

Regulatory overview Typical supplier struggles 

Non-exhaustive

Any non-EU sourcing strategy must treat these regulatory and security requirements as pre-qualification gates, not merely afterthoughts. 
Some risks, particularly cybersecurity and embedded digital logic, can be elimination criteria if not adequately addressed.
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Cost comparability across countries and reflecting the scrutiny that every equipment needs to undergo, it is 
essential to look at more than the price – adjusting for risks and mitigations allows for a fair comparison

Approach | Deep dive 2 – Risk-adjusted modelling

• Nominal prices fail to reflect the true cost 
of compliant and reliable equipment  
installed in Europe 

• Our risk-adjusted model makes "hidden 
costs" transparent by systematically 
adding on costs for logistics, lifecycle 
operations, compliance, and risk 
mitigation.

• While some costs like compliance are 
incurred upfront, critical factors like 
maintenance needs and cybersecurity 
exposure apply over the full 30-50 years 
asset lifetime, making them decisive for a 
truly economic comparison.

• This approach provides a robust, 
regulator-ready basis for comparing 
sourcing options and making defensible, 
long-term decisions.

Nominal 
Price (local)

Installation 
costs

Maintenance 
costs

Local TCO 1) Risk mitigation 
costs

Additional 
services

Compliance 
costs

Risk-adjusted 
costs

Includes prequalification, type 
tests, factory acceptance tests etc. 
according to technical specifications

Includes higher spare parts inventory, 
buffer capacity and redundancy, 
supplier risk management, and 

cybersecurity measures, etc.

Includes international logistics 
and customs, site-specific 

adaptations, commissioning, 
and warranty handling

ExplanationFrom nominal price to decision-relevant cost

Up to 12%

Up to 8%
Up to 6%
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Calculation of 
risk-adjusted costs

Initial scenario 
development

Risk & cost-factor 
framework

Tender 
process

A comprehensive and risk-adjusted Framework for tendering, from strategic planning to procurement
Approach | Deep dive 3 – Tender execution

• Assessment of critical risk 
drivers and likelihood of risk 
occurrence

• Calculation of risk-adjusted 
cost factors for a balanced 
assessment

• Narrowing of developed 
sourcing scenarios based on 
risk-adjusted cost factors

D

• Identification of potential 
suppliers and sourcing markets

• Qualitative screening of 
sourcing scenarios

• Optimal sourcing strategy and 
supplier origins may vary 
significantly by equipment 
categories

A

Global sourcing experience and 
local market insight across regions

• Category-specific assessment 
of risks and cost drivers

• Detailing of factors (e.g., 
regulations, capacity, cyber 
risks, qualification, service 
criticality and transport 
complexity, CBAM exposure)

• Creation of a robust and 
category-specific framework

B

Proven framework and deep category 
and market expertise accelerated by AI

• Execution of tender based on 
standard process utilizing the 
framework and sourcing 
scenarios per category

• Collection of all required 
information from suppliers as 
part of tender responses

• Aggregation of responses for 
further analysis & decision steps

C

Experience-validated best practice 
RfX and negotiation documents 

Access to decision-relevant cost 
data and cost modelling benchmarks

Success Factors
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A detailed scenario-level evaluation enables the calculation of risk-adjusted costs as a robust and transparent 
basis for awarding decision-making

Approach | Deep Dive 4 – Evaluation

Sourcing option Supplier Significant risks Cost-related factors Risk-adjusted cost3

∆ vs. EU (%)

CHN suppliers Low Low = 215

IND suppliers Low / Medium Medium = 220

KOR suppliers Medium Medium = 225

Category: Underground cables1

Sourcing option Supplier Significant risks Cost-related factors Risk-adjusted cost3

∆ vs. EU (%)

EU suppliers2 Medium Low = 170

IND suppliers Medium Medium / High = 195

KOR suppliers Medium Medium / High = 190

Final recommendation 
Risk-driven decision: 
Lower purchase prices of 
non-EU suppliers are 
outweighed by higher 
security / operational risks.

1 Exemplary values. Indexed results reflect assumptions; final outcomes may vary.
2 EU suppliers are shown as reference even if excluded based on risk considerations.

3 Risk-adjusted costs shown as indexed values. Baseline: CHN nominal price = 100 
(underground cables: 10 km HVAC section; power transformers: single large unit ≥ 300 MVA).

Category: Power transformers1

Final recommendation 
Cost-driven decision: 
The lowest purchasing cost 
also results in the lowest 
risk-adjusted cost; risks 
are manageable.

-7%

-4%

-2%

N/A

+15%

+12%

Illustrative
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By adopting this comprehensive and risk-adjusted global sourcing strategy, TSOs and DSOs can unlock significant 
benefits

The Benefits |  Towards resilient and cost-efficient supply chains

Accelerated Grid 
Expansion and 
Modernization

Access to greater capacity and more 
flexible lead times from non-EU suppliers 

can contribute to faster project timelines. 
This is crucial for enabling the timely 

deployment of new grid investment volumes.

Long-Term 
Strategic 

Differentiator

A global strategy builds a future-proof supply 
chain and a competitive advantage. It moves 

beyond short-term fixes to create long-term 
value, by balancing cost, reliability, and 

compliance throughout the asset lifecycle.

Enhanced Supply 
Security and 
Resilience

Diversifying the supplier base beyond 
Europe for specific equipment reduces 
dependency on single regions, mitigates 
disruption risks, and improves the 
overall supply chain resilience.

Optimized Costs 
and Investment 

Management

While considering risk-adjusted costs, 
global sourcing can lead to significant 
cost optimization. This helps manage 
investment cost pressure and ensures 
the affordability of grid expansion.

Start approach with relatively simple 
product categories (e.g., cables)
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By combining deep sourcing expertise, energy and public-sector experience and independent judgment, 
we support you in making robust, future-proof sourcing decisions.

From insight to confidence in sourcing decisions

We have deep market and industry knowledge…

Supply chain management
Supports identification and active 

mitigation of supply chain risks.

…and are therefore the right partner for you

Asset management
Delivers analytical perspectives on 

optimizing asset performance, lifecycle 
management, and investment planning.

We are a trusted partner bringing independent judgment to 
critical sourcing decisions for grid infrastructure.

We understand the sourcing reality, combining market and 
risk insight with sensitivity for security, reliability and 
regulation.

We provide continuous sparring and guidance in an 
increasingly volatile sourcing environment.

Cybersecurity
Addresses key cyber risks and 
resilience measures for critical 

systems and infrastructure.

Energy industry (TSO & DSO)
Offers sector-specific insights on 

regulatory, technological, and market 
developments shaping TSO and DSO.
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