
Agentic AI is advancing quickly with agents 
operating other systems and tools that 
were once only the purview of human 
users. It is a powerful, distributed technol-
ogy combining prior advances in AI and 
GenAI with a software connection layer 
(“harness”) that makes it capable of inde-
pendent action. (Revisit earlier articles in 
the series for more detail into multi-agent 
systems.)

Yet precisely these characteristics force 
leaders to face questions that cut deeper 
than traditional automation concerns. The 
biggest risks are not those most people 
expect. Where transparency and data 

protection often dominate early conver-
sations, one could argue that neither is 
as central a driver as in prior waves of AI, 
even if the risks of opacity and data leakage 
themselves remain relevant. Instead, we 
identify five major “fault lines” to agentic 
AI which represent important structural 
weaknesses. These fault lines apply across 
deployment patterns—from tightly scoped 
“workflow” agents, whose every step 
is bounded and supervised, to broadly 
empowered autonomous agents granted 
direct access to systems and tools. The 
wider the latitude an agent is given, the 
deeper its fault lines may extend.    
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Misalignment
Misalignment is an inherent reliability risk 
of agentic AI.1 LLMs (at the heart of multi-
agent-systems) are designed to interpolate 
and generate plausible answers, even when 
uncertain. This can be helpful, but it also 
makes them sensitive to prompt wording 
and expression of intent. While newer mod-
els are continuously improved to become 
more robust to misalignment, the risk is 
multi-faceted and can never be completely 
excluded.

Misalignment may have several origins:

	• A model interpreting a vague user 
instruction differently than intended

	• Natural language inputs converting into 
vectors that match imperfectly with the 
model’s internal knowledge

	• The inherent probabilistic nature of the 
system

	• Intentional manipulation

	• Coordination failure

The likely most dangerous and certainly 
most troubling is intentional manipulation. 
A model can be deliberately poisoned, its 

training data or internal parameters manip-
ulated to introduce hidden vulnerabilities 
or unintended behaviors, causing it to 
respond incorrectly to specific prompts. 
Symptoms range from flawed execution to 
exposing sensitive information or even cre-
ating security vulnerabilities—invisibly, with 
the user completely oblivious to the fact 
that the model has been tampered with. 

Models may also be corrupted post-
training through adversarial techniques 
that trigger hidden behavior. Inference-
stage attacks often rely on prompt-based 
evasion strategies, natural language 
instructions, or hidden payloads inside files 
or logs. These attacks do not change what 
a model knows, but they do influence how 
it behaves, by subjecting the model to addi-
tional instructions than those given by the 
user. Where this can be a nuisance for any 
Q&A chatbot, the stakes multiply, once the 
AI is given access to systems and charged 
with executing actions in those systems.

Less sinister than intentional manipulation, 
but also problematic are coordination fail-
ures, in which multiple agents work blindly 
focused on optimizing individual results to 
the detriment of the overall system. The 
orchestrator/overall system may not be 
misaligned, yet the objectives of the indi-

vidual sub-agents become incompatible 
with one another, possibly even leading to 
a fight for (token) resources between them. 
The resulting biases may be subtle, yet they 
can nonetheless meaningfully influence 
downstream decisions when an agent exe-
cutes its tasks.

Security vulnerabilities
Security is a defining fault line for agentic 
AI. The ability for an agent to act auton-
omously inside enterprise environments 
expands the blast radius of any attack. 
Access management and hardening against 
adversarial attack methods are key compo-
nents of any agentic AI solution. Specifically, 
organizations rely on measures such as:

	• Strict, need-to-know role-based access

	• Adversarial training against known jail-
breaks

	• Content filtering that blocks evasion 
attempts

Their common goal: to ensure that no 
poisoned instruction, hidden payload, or 
manipulative input can subvert the agent’s 
reasoning engine and initiate harmful 
actions.

1 �Anthropic, Agentic Misalignment, 2025. The paper explains how autonomous AI systems can behave in ways that diverge from organ-
izational intent even without explicit errors or malicious input, identifying misalignment as a core reliability risk in agentic systems. 
https://www.anthropic.com/research/agentic-misalignment, accessed 20.06.2025.

https://www.anthropic.com/research/agentic-misalignment
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Cascading failures
Multi-agent systems (MAS) can generally 
tackle more complex problems than a single 
agent, which can become overwhelmed. 
(Notable exception: when a single agent is 
serially “reloaded” with skills as needed by a 
specific task.) Various MAS-architectures—
whether orchestrator-collaborator models, 
fixed agent chains, or agent swarms—have 
their respective strengths and limitations. 
The common denominator: collaboration. 
Multiple, specialized agents hand off work 
to one another, which—in the case of the 
orchestrator model—is centrally coordi-
nated and consolidated into an overall result. 

While this structure enables sophisticated 
workflows, it also introduces a new failure 
mode. An incorrect intermediate result 
produced by one agent might be taken as 
accurate—as fact—by downstream agents, 
which then proceed to work with it, to build 
on it. (An exception to this is the “LLM as 
a judge” whose explicit role is to question 
and validate the output of the agents that 
came before it.) Errors can propagate qui-
etly across the chain until the final output 
diverges sharply from reality. The system 
may continue to function, but the quality of 
its decisions deteriorates. Identifying the 
root cause afterward becomes difficult.

Bias and selection effects
LLMs appear comprehensive because they 
are trained on enormous corpora, but the 
impression of completeness is an illusion. 

First of all, the data reflects what is avail-
able online, which is inherently selective. 
Some groups are over-represented, others 
under-represented, and certain types of 

content dominate others. (Indeed, this 
effect may be amplified through agent 
skills, depending on the completeness of 
the skill described.)

Additionally, the phrasing of a prompt itself 
can introduce further bias, narrowing the 
focus on a subset of the atomized informa-
tion residing in the training set. A question 
that frames a situation from the perspective 
of a particular group will draw the model 
toward related areas of its training data, 
focusing on the statistical patterns asso-
ciated with that framing. In a chatbot this 
manifests itself by a potentially one-sided 
or niche view in the response. In an agentic 
AI system, the bias may influence how the 
system understands a problem, or the plan-
ning approach it takes to solve a problem. 

Selection errors manifest themselves also 
in agentic tool calling, at the core of agentic 
system value proposition.  An agent, after 
understanding its task, finds the appropri-
ate tool or system with which to accomplish 
the task by searching through a register. 
It can do so with great effect… until it gets 
confused.  OpenAI places a hard cap at 128 
tools, but developer communities warn of 
significantly degraded tool selection from 
15–20 tools.

Overdependence and the loss of control
As automation becomes commonplace, 
users increasingly rely on it, often relinquish-
ing direct control. Automation shifts tasks 
away from humans, increasingly distanced 
from the processes by which their objectives 
are achieved, even if they set those objec-
tives and remain ultimately responsible 
for the outcomes. This phenomenon has 

existed since the advent of machinery, long 
before the development of AI or computers. 
Freed from the details, users can focus their 
attention on big-picture thinking, defining 
objectives and asking the right questions. 
The benefits are considerable, and—in 
their unending pursuit of cost-efficiency, 
increased speed, and enhanced quality—it 
is clear that organizations will seek those 
benefits. The question is, rather, how far 
they go, or how far they should go.

Dependence is not inherently bad. Every 
day, we indulge in modern conveniences 
(dishwashers, cars, mobile phones, and 
computers ...) without giving our depend-
ence on them second thought. Overde-
pendence, however, emerges when an 
organization loses touch with its own 
products and services and can no longer 
operate effectively without AI. The organ-
ization has no fallback, no kill-switch, no 
plan B. And there may well be cases where 
ceding control is the only option for neces-
sary increased performance. The analogy 
of “fly by wire” comes immediately to mind: 
Without it, large jet airplanes would be 
practically impossible to pilot.

Granting autonomy does not equate to 
relinquishing all manner of control. Organi-
zations can insert checkpoints and control 
points anywhere in the chain, even in fully 
automated processes. They can validate 
outputs, enforce escalation rules, and build 
confidence in the system while retaining 
accountability. Understanding the real 
capabilities and limits of agentic AI enables 
leaders to strike the right balance between 
productivity and governance.
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Two traditional factors did not make 
the “fault lines” list
With agentic AI, data protection has 
become more a security issue: Privacy 
and confidentiality remain as critical as ever 
but manifest themselves differently with 
agentic systems. Most agent reasoning 
engines are pre-trained and not fine-tuned 
on sensitive internal datasets. (This will 
evolve as they are enhanced with agent 
skills.) The primary concern is whether the 
system has been given access to data or 
systems it should not have. That places 
data exposure squarely within the broader 
security domain: access rights, controls, 
and potential compromise. 

Transparency, even if imperfect, has 
significantly improved: LLMs are still 
opaque, deep neural networks, but they 
now offer a degree of transparency that 
earlier AI systems could not: They explain 
themselves, what they are “thinking.” When 
prompted, they can articulate the reason-
ing behind their outputs. Trace-routers 
automate this process, logging the rea-
soning of agents and establishing a data 
trail by which other aspects—such as bias 
or robustness—may be measured. While 
this trail does not reveal their underlying 
weights or expose hidden instructions 
that could trigger deliberate misalignment, 
telemetry is for most intents and purposes 
sufficient to gain insight into the inner 
workings of the agent. Additionally, agen-
tic architectures may inherently facilitate 
transparency by delegating tasks to spe-
cialized agents, thereby making evident the 
source of certain types of error.

Calling out these five fault lines is not a 
counsel of despair. Each is structural, but 
none are unmanageable. The next article 
in this series pivots from diagnosis to rem-
edy—setting out the governance, controls 
and mitigations, from access design and 
context management to human check-
points, that keep fault lines from becoming 
failures.

	• Define where human oversight is non-negotiable in any agentic workflow.

	• Establish clear access controls before granting any agent operational 
permissions.

	• Stress-test agentic systems using adversarial prompts and red-team 
exercises.

	• Monitor for indicators of misalignment, especially after fine-tuning or 
updates.

	• Add traceability mechanisms so each agent’s contribution can be 
reviewed.

	• Set an explicit dependency policy defining acceptable and unacceptable 
forms of automation.

Priority moves to consider
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