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ChatGPT : ©

Strawberry counting r's in “Strawbperry"

How many Rs in a word straberry

Thought for 5 seconds v

The word “straberry” contains three "R"s. If
you meant “strawberry,” it has two “R"s.

You sure

Thought for 7 seconds Vv

Yes, I'm sure. The word “straberry” contains
X three “R"s:

. The first "R" is the third letter.

. The second and third "R"s are
consecutive, appearing as the seventh
and eighth letters.

If you meant “strawberry,” that word contains
two "R"s.

How many Rs in strawberry
Thought for 4 seconds v

The word “strawberry” contains two “R"s.

v Wrong

https://www.linkedin.com/posts/denis-o-b61a379a_chatgpt-genai-lim-activity-7240078024015065088-x-BF/



Headlines on Al issues

OPENAI’S GPT IS A RECRUITER’S
DREAM TOOL. TESTS SHOW
THERE’S RACIAL BIAS

Rec re eager to use generative AI, but a Bloomberg experiment found
bias against job candidates based on their names alone

The Secret Bias Hidden in
Mortgage-Approval Algorithms

Apple's 'sexist’ credit card investigated
by US regulator
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FTC investigates OpenAl over data leak
and ChatGPT’s inaccuracy

The agency’s demand for OpenAl's documents marks the company’s greatest U.S. regulatory threat to date

Google Photos Tags Two
African-Americans As Gorillas
Through Facial Recognition
Software

Nurses Worry About Lack of Al Rules in Hospitals



Time to act

Companies that ,wait and see” will
be left behind as enterprises see
early results due to Al
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Perception of Al

>1 Increased awareness
of Al risks
Demand for 24 @ }3 Increased legislator and
enhanced trust in Al regulator focus on Al

} 4 Strong geo-strategic
competition
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Regulatory activities on A

Canada

+ Automated Decision-Making Directive

« Artificial Intelligence and Data Act (AIDA)

* Voluntary CoC on the responsible
development and management of
Advanced Gen-Al systems.

USA - Federal

+  Algo Accountability Act 4

+  Commercial Facial Recognition Act

«  FTCAct

« AlBill of Rights

e Executive Order on the Safe, Secure and
Trustworthy development and use of Al.

USA - State
* Auditing automated hiring tools law (NY)

*  Workplace Technology Accountability Act (CA)
+ CDOI Regulation Act for Insurers (CO)
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“ Council of Europe

«  EUAIACct 0
« Digital Services Act
« Digital Markets Act
*  EU Product Liability Directive
*  EU Cyber Resilience Act

k4

European Union

Framework Convention on Al

7

Internet Algorithm Act
+  Deep Synthesis
Provisions

»  Gen Al Regulation
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Al Framework f
Online Safety Act
Data protection and Digital

FSA Principles for MRM

Information Bill $.$
; W9, .
Digital Markets, Competition and iodla South Korea Singspore
Cupesll » Information Technology *  Framework for * Al Model Governance
Rules Establishing Framework
Trustworthy Al
Australia

* Al Ethics Principles



The EU Al Act - Fostering Trustworthy Al

Al systems on the Union Governance and effective
market are safe, secure, and enforcement of
respect fundamental rights requirements applicable to

and EU values. Al systemes.

A level playing field in the Foster innovation and

EU single market. investment in safe and

trustworthy Al.
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Principles for achieving Trustworthy Al (EU HLEG)

The guidelines for Trustworthy Al are at the heart of proposed EU Al Act. The framework is built on the fundamental principles of
lawfulness, ethics and robustness with the purpose of creating Al systems within the boundaries of ethical standards.

Technical Robustness and Safety
Al systems should be resilient and secure as well as being
accurate, reliable and reproducible

Transparency
The decisions of Al systems as well as system capabilities
and limitations should be explainable to users/stakeholders

Environmental and Societal Wellbeing
The impact of Al systems on society and on the environment
should be considered
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Al systems are a valuable aid to decision making but human
oversight should be maintained

Privacy and Data Governance

Data governance mechanisms should be in place and full
respect for privacy and data protection should be ensured

Diversity, Non-Discrimination & Fairness
Al systems should foster inclusion and avoid discriminatory
outcomes and unfair bias

Accountability
Mechanisms should in place to ensure that firms remain

responsible and accountable for their use of Al systems



THE EU Al ACT

Risk-based and proportionate

The development and use of new technologies will be subjected to a risk-based and proportionate approach, and the new
requirements will apply to all actors along the Al value chain and lifecycle, including developers and users.

> Applies after 6 months
(02.02.2025)

- Ex-ante compliance required
- Opt-out exceptions and derogations - documentation

> Applies after 24 months (02.08.2026), (Annex | in 36
months)

- Transparency Obligations, not exclusive

- Applies after 24 months (02.08.2026)

- Transparency Obligations, not exclusive

N2

Risk management for systemic risk
- Applies after 12 months (02.08.2025)
A 4

v
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UNACCEPTABLE
Prohibited

HIGH RISK
Regulated A

systems

CERTAIN SYSTEMS
Marking of Al systems
& Al generated conten

GENERAL-PURPOSE Al
Obligations for providers
(additional for systemic risk)

OTHER USE CASES
No obligation under
the regulation

E.g., manipulating human behaviour, opinions and decisions;
exploitation of vulnerabilities; social scoring; untargeted image
scrapping; real-time remote biometric identification for law
enforcement; biometric categorisation on specific categories, etc.

Annex | - Al used in regulated Annex Il - listed uses which pose a
products subject to third-party significant risk of harm to the
certification (industrial machinery, health, safety or fundamental
toys, medical devices, etc.) rights of natural persons

E.g., Al systems interacting directly with Adequate

people, synthetic content and content transparency and
manipulation (deep-fakes), emotion information must
recognition be provided

Provide information and Down-stream providers must have
documentation for further a good understanding of GPAI
integration of GPAI models into model capabilities and limitations
specific systems to comply with their obligations

E.g., preventive

! ) Voluntary
maintenance, inventory
codes of
management, spam
conduct

filters, etc.




THE EU Al ACT

Risk-based and proportionate

Practices which are particularly harmful and abusive should be prohibited because they contradict
Union values.

Subliminal
- Applies after 6 months (02.02.2025) teljch%rirC]]IS:s

Emotions at workplace Exploiting
and education vulnerabilities
Image UNACCEPTABLE Biometric
scrapping Prohibited categorisation
Predictive Real time biometric
policing identification
by law enforcement
Social
scoring
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THE EU Al ACT

Risk-based and proportionate

High-risk Al systems should only be placed on the Union market, put into service or used if they comply with certain

mandatory requirements.

- Ex-ante compliance required

-> Opt-out exceptions and derogations - HIGH RISK
documentation Regtulated A
systems
- Applies after 24 months (02.08.2026), 4
(Annex | in 36 months)
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Biometrics
Judiciary and Critical
democratic processes infrastructure
Migration, asylum HIGH RISK

Employment

and border control Regulated systems

Law enforcement Essential services

Education



THE EU Al ACT

Risk-based and proportionate

Al Systems and GPAI Models, capable of generating new work, manipulating existing work, biometric or emotional
categorization, or which are directly interacting with natural persons, are subject to Transparency Obligations.

- Transparency obligations defined in Art. 50 Al .
Act Certain Systems —
- Non-exclusive to other risk classes Marking of Al systems
& Al generated work

- Applies after 24 months (02.08.2026)
v
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Chat-Bots
Al Systems Speech Generation
directly interacting
with natural persons
Transparency
Obligations
' Any system intended Image Generation
Emotion for direct use with
recognition end-users
systems
Video Generation Text Generation



THE EU Al ACT

How will it affect companies?

Compliance with the Al Act will be a condition for the placing of Al systems on the

market, their putting into service or use.

Requirements®* for Deployers
Instructions

Data protection
impact
assessment

Disclose
incidents &
malfunctions

Control / relevance of

Human Oversight input data

Monitoring Record keeping
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Additional Requirements* for Providers

Risk Management

System
Post Market Transparency,
Monitoring Accuracy
High Risk
Conformity Al System ! Cybersecurity,
Assessment , robustness

* Examples, not complete list

14



THE EU Al ACT

How will it affect companies?

Compliance with the Al Act will be a condition for the placing of Al systems on the

market, their putting into service or use.
Requirements* for Deployers
Instructions

Data protection
impact
assessment

Disclose
incidents &
malfunctions

Control / relevance of

Human input data

Oversight

Monitoring Record keeping

Enforcement and penalties
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Prohibited practices
<35 MIO EUR or 7%

Additional Requirements™* for Providers

———————————————————————————————————————————————————————————————————

___________________________________________________________________

Risk Management
o System .

[ Post Market Transparency, }

Monitoring Accuracy
High Risk -
. Cybersecurity,
Al System : [ robustness }
Assessment I
. \\\‘\\} \
[ Technical [ Data Governance ]
Documents

Incorrect, incomplete or misleading

<7.5 MIO EUR or 1%

Other non-compliance

<15 MIO EUR or 3%



THE EU Al

What are the steps towards compliance?

ACT

The transition period requires Al system deployers to identify the Al systems they are using and assess their conformity

without further delay to prevent potential non-compliance.

_Does the EU Al Act apply to you?

| Assess your Is your software Al?
categorisation + Assess against

e Provider revised definitions
+ Auth. representative  Are you exempted?

+ Deployer +  Military, defence,
» Distributor security

* Importer « Scientific research

Have you done a conformity assessment?

Annex VI

The quality management system in Article 17
The technical documentation
The post-market monitoring in Article 61

Conformity assessment
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Is your Al a “high risk Al system™?

i Annex IlI

' Are your Al

: systems captured
1 by this list of high
: risk uses?

Have you assessed level of risk?
Does your Al “pose a significant

risk of harm to the health, safety
or fundamental rights of natural
persons’?

Do you comply with relevant obligations?

Depending on your categorisation :
» Determine which obligations apply to you based on ;
the statutory characteristics of your Al systems i

Regulatory Readiness

Have you discovered you are not compliant?

Disclosure to
regulator

If non-compliant,
inform the regulator
of the issue and the
remediation plan

Implementing

corrective action actions worked?

Design, Conduct another

implementation and  conformity

validation assessment
Remediation

Where your Al system does |
not pose significant risk,
I you may be exempted from |
| the requirements in Title II |
[ Chapter Il

Have your corrective




THE EU Al ACT

Was jetzt zu tun ist

Kurzfristige Malnahmen fur die Interne Revision

03
04

05
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Aktualisieren Sie ggf. Ihr Vorgehen zur Priifung der KI-Governance in lhrem Unternehmen. Dies sollte auch eine Uberpriifung der KI-Strategie, der jeweiligen
Business Cases und inwieweit KI-Risiken berlicksichtigt wurden, umfassen. Es sollte geprift werden, inwieweit das Top Management in die Definition der KI-
Strategie und den damit verbundenen Leitplanken eingebunden waren/sind, da diese organisationsweite Konsequenzen haben kénnen.

Die Revision sollte in Erwdgung ziehen, alle von der Organisation entwickelten Kl-Richtlinien zu sichten, einschlielRlich der Leitlinien fir die zuldssige Nutzung
und/oder der Richtlinien, die Parameter fiir die Entwicklung von KI-Systemen festlegen.

Al Inventory / Kl Inventur

Liegt eine vollstandige Ubersicht der KI-Systeme und Anwendungsfille vor? Das Al Inventory sollte aktive und in der Entwicklung befindliche KI-Projekte mit

Einzelheiten zu deren Status und Risikoliberlegungen umfassen - letztlich konnen Kl-Risiken nur dann gemanagt werden, wenn Klarheit Giber den KI-Einsatz
besteht.

Regulatory readiness

Schaffen Sie Transparenz dartber, ob und wie Ihr Unternehmen mit dem sich schnell verandernden regulatorischen Umfeld Schritt halt. Unternehmen miissen die
Vorschriften in allen Regionen, in denen sie tatig sind, berlicksichtigen. Bei nicht vollstandiger Erfassung relevanter Regulatorik, besteht die Gefahr, dass sie
bereits eingeflihrte KI-Nutzungsfalle einfrieren mlssen, was zu erheblichen Geschaftsunterbrechungen fiihren kénnte.

Anpassung Risikomanagement

Bestehende Risikomanagementprozesse missen moglicherweise anpasst werden, um die mit Kl verbundenen Risiken angemessen abzudecken. Derzeit
entwickelte Methoden fiir Risikomanagement und Risikobewertungen fiir Kl sollten in bestehende Risikomanagementprozesse integriert werden. Auch
Erklarungen zum Risikoappetit und Risikotoleranz missen maéglicherweise aktualisiert werden. Viele Organisationen passen auflerdem bestehende Richtlinien an,
um fir KI gewappnet zu sein, z. B. KI-Ethikbeirate und die Einrichtung von Kl-Exzellenzzentren.



THE EU Al ACT

Summary — Discussion points

Al, a powerful technique that comes with manageable risks and regulatory obligations

Key areas Key aspects

Three lines of defense

Setting up Governance structures Applying Al governance structure to operationalize Al

Risk assessment, Internal Control, Al model inspection,

Auditing Al & Model validation management communication, issue resolution

PP ; ; Fully integrated Al risk management monitoring
Monitoring and issue |ogging Cross Al Lifecycle handling of issues and compliance

Diverse anomaly detection methods to identify

Al as an audit & support mechanism fraudulent patterns
GenAl for efficient report interaction and generation
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