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IT Risk Management
Automation Pulse Survey
Driving value through automation
— are you missing out?



Foreword

Introduction
The importance of effective risk management is rapidly increasing in response to the rise in external and
internal threats, and the unprecedented wave of innovation across industry.

Automation software, Fintech, artificial intelligence, cognitive computing and blockchain are some of the
emerging trends that are expected to have a substantial impact on firms of all sizes.

As business processes become more automated, the need for a robust and reliable control environment,
and ability to effectively report on the status of that environment, becomes ever more critical.

Our objectives

The IT Risk Management automation pulse survey was designed to gather views of professionals in
Technology, IT Risk and IT Internal Audit functions across EMEA and across different industry sectors, and
capture a cross-industry snapshot of the following:
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Practical steps
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Rationalise the control environment and look for opportunities

Delayer and simplify the IT control landscape, looking for automation opportunities across
the following 3 key use cases:
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Review and refresh the IT risk framework

Review and refresh the existing IT risk management framework, including the change
management methodology, to adequately govern the deployment and ongoing management
of automation.

Future proof the frameworks by considering emerging development methodologies such as
agile, as well as future technologies such as intelligent automation, cognitive computing and
artificial intelligence.

Define an automation operating model

Formally define the automation operating model, including roles and responsibilities for the
management and deployment of automation. Consider the adoption of new operating model
constructs, such as DevOps, and alignment to the wider IT strategy and operating model.

Build a proof of concept and embed rapid feedback loops

Identify a highly manual, repetitive and logic-driven control or report production process, and
build a proof of concept (PoC) to demonstrate the value of automation in the chosen use case.
Build the PoC in the development environment to reduce risk and expedite the build. Ensure
rapid feedback loops are embedded during the PoC development process to learn, iterate and
improve as it progresses.

Develop the business case and increase understanding

Demonstrate both the financial and non financial benefits of automation in risk management,
and use the proof of concept to support the business case. This will also help improve the
understanding of automation amongst key stakeholders and the wider business.

Increase collaboration across the lines of defence

Look for opportunities to share technology solutions and pool data across the lines of defence
to achieve the common goal of an effective and robust technology control environment whilst
also meeting individual needs.



