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Foreword Practical steps
Introduction
The importance of effective risk management is rapidly increasing in response to the rise in external and 
internal threats, and the unprecedented wave of innovation across industry. 

Automation software, Fintech, artificial intelligence, cognitive computing and blockchain are some of the 
emerging trends that are expected to have a substantial impact on firms of all sizes.

As business processes become more automated, the need for a robust and reliable control environment, 
and ability to effectively report on the status of that environment, becomes ever more critical.

Our objectives
The IT Risk Management automation pulse survey was designed to gather views of professionals in 
Technology, IT Risk and IT Internal Audit functions across EMEA and across different industry sectors, and 
capture a cross-industry snapshot of the following: 

Review and refresh the IT risk framework

Review and refresh the existing IT risk management framework, including the change 
management methodology, to adequately govern the deployment and ongoing management 
of automation. 

Future proof the frameworks by considering emerging development methodologies such as 
agile, as well as future technologies such as intelligent automation, cognitive computing and 
artificial intelligence.

Define an automation operating model

Formally define the automation operating model, including roles and responsibilities for the 
management and deployment of automation. Consider the adoption of new operating model 
constructs, such as DevOps, and alignment to the wider IT strategy and operating model.

Build a proof of concept and embed rapid feedback loops

Identify a highly manual, repetitive and logic-driven control or report production process, and 
build a proof of concept (PoC) to demonstrate the value of automation in the chosen use case. 
Build the PoC in the development environment to reduce risk and expedite the build. Ensure 
rapid feedback loops are embedded during the PoC development process to learn, iterate and 
improve as it progresses.

Develop the business case and increase understanding

Demonstrate both the financial and non financial benefits of automation in risk management, 
and use the proof of concept to support the business case. This will also help improve the 
understanding of automation amongst key stakeholders and the wider business.

Increase collaboration across the lines of defence

Look for opportunities to share technology solutions and pool data across the lines of defence 
to achieve the common goal of an effective and robust technology control environment whilst 
also meeting individual needs. 

Rationalise the control environment and look for opportunities

Delayer and simplify the IT control landscape, looking for automation opportunities across 
the following 3 key use cases:

Automating 
controls

Automating 
controls 
testing

Simplifying 
metrics and 

reporting
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Organisational 
appetite for 

automation is 
increasing…

...cited appetite to 
use automation 

has significantly 
increased over 
last 12 months

This increase 
appetite for 

automation has 
led to…

…of respondents 
deploying 

automation in 
some areas of 

their organisation

…of respondents 
stated that 

automation was 
not well defined 
or understood in 
their organisation

…but automation 
is still not well 
understood…

Benefits 
delivered by 

automation go 
beyond cost...

Common issues 
and challenges

The top 3 issues

The top challenges

Lack of clarity over end-user ownership and 
accountability

Insufficient monitoring of automation activities

Inadequate consideration of security controls and 
restrictions

Identifying where 
automation can 

be used for IT risk 
management

Articulating 
the business 

case for IT risk 
management 
automation

Lack of clearly 
defined 

operating 
model and 

accountabilities

of respondents do not have an 
organisation wide IT policy / standard 
surrounding the governance and 
management of automation

The IT function remains the most 
common team to manage the 

implementation of automation

do not have an automation assurance 
process nor central registers of where 
automation has been deployed

the use of automation within each line of 
defence is not well understood or visible 
to the other lines of defence

Lack of skills 
to implement 
automation

Improving control 
efficiency

Improving quality and 
accuracy

Increasing the time spent 
by team members on 
value add initiatives

Cost reduction and ability 
to work around the clock 
were joint fifth

Have deployed 
automation to support 
dashboard production 
and reporting

Have deployed 
automation to support 
data collation and 
aggregation

Have deployed 
automation to support 
data validation and 
analysis

Have automated 
controls in place across 
at least one of the core 
IT risk domains

Have automated 
control testing across 
at least one of the core 
IT risk domains

With focus on 3 key automation use cases for IT risk…

3

1

2

74%

0 10 20 30 40 50

Information
Security

Logical Access 
Management

Change
Management

IT Operations

Service
Avaliability

Asset
Management

9%

27%

0%

0%

9%

45%

16%

47%

6% 9%

22%

Automation CoE Businesses/functions

Dev Ops IT Other

Automating 
controls 
testing

The use of automation across IT risk management and  
risk reporting

The extent of controls automation and testing automation 
across the IT control environment

Key challenges now and in the future, in using automation  
to manage technology risk

Key opportunities for the use of automation and cognitive  
technologies in technology risk management
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