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Definitions

“Deloitte” refers to one or more of Deloitte
Touche Tohmatsu Limited (“DTTL”), its global
network of member firms, and their related
entities (collectively, the “Deloitte
Organization”). DTTL (also referred to as
“Deloitte Global”) and each of its member firms
and related entities are legally separate and
independent entities, which cannot obligate or
bind each other in respect of third parties. DTTL
and each DTTL member firm and related entity
is liable only for its own acts and omissions, and
not those of each other. DTTL does not provide
services to clients. Please
see www.deloitte.com/about to learn more.
“Deloitte Central Europe” (“Deloitte CE”) is a
regional organization of entities organized
under the umbrella of Deloitte Central Europe
Holdings Limited, the member firm in Central
Europe of Deloitte Touche Tohmatsu Limited.
Services are provided by the subsidiaries of and
affiliates of, and firms associated with Deloitte
Central Europe Holdings Limited, which are
separate and independent legal entities.

n u

The “Controller” (“we”, “us”, or “our”) means a
controller or data controller determining the
purposes of Personal Data processing (as
further defined in the Data Protection

3anBa Deloitte Central Europe npo
KOHQigeHUiNHicTb

(indbopmauii oao0 06po6KU BalLUUX
MepcoHanbHMX AaHUX), AKA 3aCTOCOBYETbCA [0
BiAHOCUH 3 Hawmmm K/liEHTamM,
nocTayasbHUKamu, niapAgHUKaMK abo

cybnigpagHMKamu

OHoBneHo 10 ciuHa 2025 poKy

BusHaueHHA

Deloitte 03Ha4ae ogHY YK AeKiNbKa OPULNUYHUX
oci6, a came KomnaHito Deloitte Touche
Tohmatsu Limited (gani — DTTL), dipmu y cknaai
ii rnobanbHOT Mepeski, a TaKoXK NoB’A3aHi 3 HUMMK
pUANYHi ocobu (mani pasom — OpraHisauis
Deloitte). DTTL (Takox imeHyeTbca Deloitte
Global), koxkHa ¢ipma y cknagi ii rnobanbHoi
MEpPEXKi, a TaKOXK MOB’A3aHI 3 HUMU HOPUANYHI
ocobu € IOPUANYHO OKpeMMMHU Ta
HesaNeXHUMM  ocobamu, AKIi  He  MmatoTb
NMOBHOBA)KEHb HaKNagatTM abo npuimaTtn Big
imeHi ogHa ofHOi 3060B’A3aHHA Nepeg, TPeTiMu
ocobamu. DTTL, KoxkHa dipma y cknagi mepexi
DTTL, a TakoX nOB’A3aHi 3 HUMMK HOPULMNYHI
0C06M HecyTb BiAMNOBIAANbHICTb TiIbKM 3@ B/IACHI
Aii  un  besgianbHicTb, a He 3a A4l uwM
6e3gisnbHicTb ogHa ogHoi. DTTL He Hapgae
nocnyr KnieHtam. [isHatuca 6inbwe B1 moxeTe
3a nocunaHHam  www.deloitte.com/about.
Deloitte Central Europe (gani — Deloitte CE) €
perioHanbHO OpraHisalielo PUANYHNX OCib,
opraHizoBaHux nig KepiBHuutsom Deloitte
Central Europe Holdings Limited, dipm y cknagi
mepexi Deloitte Touche Tohmatsu Limited vy
UeHTpanbHit  €Bponi. Mocnyrm HagatoTbes
[OoYipHIMK, adininoBaHMMKM Ta acouiioBaHMMM
komnaHiamun Deloitte Central Europe Holdings
Limited (nos’sa3aHi pipmu), Aki € camocTitHUMM
Ta HE3A/IEXKHUMM HOPUAMYHUMM 0cobamMu.

«KoHTponep» («mu», «Hac» abo «HawWw»)
03HA4Ya€ KoHTposepa abo KOHTposnepa AaHux,
AKUMA BU3HAYae LUini 06bpobku MepcoHanbHUX
AaHuX (K BM3HAYeHO Hagani y 3akoHOA4aBCTBI
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Legislation)
OaHux).

(son00ineysb MepcoHanbHUX

The “Processor” means a data processor or
processor processing the Personal Data on
behalf of the Controller (as further defined in
the Data Protection Legislation) (po3nopaoHux
MepcoHanbHUX OaHUX).

The “Data Protection Legislation” means the
following legislation to the extent applicable
from time to time: (a) national laws
implementing the Directive on Privacy and
Electronic Communications (2002/58/EC); (b)
the GDPR; and (c) any other similar national
privacy law.

The “GDPR” means the General Data
Protection Regulation (the EU) (2016/679).

The “Personal Data” means any personal data
(information relating to an identified or
identifiable natural person/data subject)
processed in connection with or as part of the
services provided to our clients or in relation of
the contractual relationships with our vendors,
contractors, or sub-contractors or as necessary
for activities that are part of our standard
business operations.

The “Processing” means any operation or set of
operations on the Personal Data (manual or
automated) such as collection, recording,
structuring, storage, use, disclosure,
restriction, erasure, or destruction (as further
defined in the Data Protection Legislation).

The “Recipient” means a natural or legal
person, public authority, agency, or another
body, to which the Personal Data are disclosed
(as further defined in the Data Protection
Legislation).

The “EU Adequacy Decision” refers to countries
recognized by European Commission that have

npo 3axucT gaHux) (80sa100ineyb nepcoHanbHUX
OaHux).

«lMpouecop» 0O3Hayae npouecopa AaHux abo
npouecopa, AKNin 0bpobnsae MepcoHanbHi gaHi
Big, imeHi KoHTponepa (sK BU3Ha4YeHo Hagani y
3aKOHOAABCTBI npo 3aXUCT AaHNX)
(po3nopAOHUK NepcoHanbHUX OAHUX).

«3aKOHOAABCTBO MPO 3aXMCT AaHMX» O3HaAYaE
TaKe 3aKOHOAABCTBO Y Tild Mipi, AIKe Yac Big Yacy
3aCTOCOBYETbCA: (a) HaljoHanbHe
3aKOHOAABCTBO, Y SAKOMY  BMNpPOBaZKeHa
Ovpektnea npo KOHIAEHUIMHICTD Ta
eNleKTPOHHI 3acobu 38’a3ky (2002/58/€K); (6)
3P34; Ta (B) 6yab-Aki iHWi aHanoriyHi
HaLuioHaNbHi 3aKOHM NPO KOHIAEHUIMHICTD.

«3P3[0» o3Hauyae 3arasbHWUI pernameHT npo
3axucT aaHux (€C) (2016/679).

«lepcoHanbHi  gaHi» o03Ha4aTb byab-AKi
nepcoHanbHi AaHi (iHbopmauia, AKa cToCyeTbeA
ineHTMdikoBaHoi ¢isnyHOi ocobu abo ocobw,
AKY MOXKHa iaeHTUdiKyBaTH/cyb’ekTa gaHux), akKi
06pobnaATbCA Yy 3B’A3KYy abo B pamKkax nocayr
abo CTOCOBHO AOrOBipHUX BiIAHOCUH 3 HaLIMMM
nocrayasibHMKamm, nigpsaHuKamm abo
cybnigpagHukamu, abo AKi HeobxigHi ans
OiANbHOCTI, AKA € YAaCTUHOK Halwoi 3BUYaNHOI
rocnofapcbKoi onepawifnHoi AiANbHOCTI.

«ObpobKa» o3Havyae Oyab-AKy onepauito abo
Habip onepauiit woao MepcoHanbHUX JAHUX
(pyuHy abo aBTOmMaTM30BaHy), Taky siK 36ip,
3anuc, CTPYKTypU3aL,ito, 36epiraHHs,
BMKOPUCTaHHS, PO3KpUTTA, 0bMeKeHHs,
BMAaNEHHA abo 3HMLWEHHA (AK BW3HaYeHo
Hagani y 3aKoHOAaBCTBI NPO 3aXUCT AaHMX).

«PeumnieHT» o3Hayae ¢isnyHy abo HPUAUYHY
0coby, Aep>KaBHUI opraH, areHTCTBOo abo iHWNi
OpraH, fKOMy poO3KpuBatoTbCA [lepcoHanbHi
AaHi (AK BU3HaYeHo Hadaniy 3akoHoAaBCTBi Npo
3aXUCT AAHUX).

«PiweHHA €EC npo [AOCTaTHICTb» CTOCYETbCA
KpaiH, BW3HaHMX EBPONENCbKOD KOMICiEl
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adopted adequate level of data protection
comparable to GDPR. This decision allows for
free flow of personal data from EU to these
countries  without requiring additional
safeguards or data protection measures. The
United Kingdom adequacy is recognized under
the GDPRand thelED and the United
States through  commercial  organisations
participating in the EU-US Data Privacy
Framework.

Summary

This Privacy Statement is applicable to
processing of your Personal Data (the “Data”)
by us and explains:

e What Personal Data we process about
you;

e  Why (for what purposes) we process your
Personal Data (including the legal grounds
for your Data processing);

e How and in what locations we process
your Personal Data (where we transfer
your Personal Data and with whom we
share your Data);

e What are your rights.

This Privacy Statement applies from the date
specified at the top of this page. We may
modify or amend this Privacy Statement from
time to time, therefore, we encourage you to
review this statement periodically.

What Personal Data We Process
We process the Personal Data that you provide
to us, that we obtain from your employer or
contractual partner, advisor, or third party,
that you explicitly made publicly available, or
are publicly available otherwise (e.g., online

media).

TakKMMK, WO 3abe3neyyloTb HaNeKHUA pPiBEHb
3aXUCTYy OaHUX, MOPIBHAHHMIK i3 3aranbHUM
pernameHToOM 3axucTy QgaHux. Le piweHHA
[,03BOJIAE BiIbHUIN PyX NEpCcoHasbHUX OAaHUX 3
€C 00 umMx KpaiH 6e3 HeobxigAHOCTI B 04aTKOBUX
3anobikHMx 3axofax abo 3axogax 3axucTy
paHnx. HdocTatHicte CnonydyeHoro Koponisctea
BW3HaHa BignNoBigAHO Jalo) 3aranbHoro
perfnamMeHTy 3axucTy AaHuX Ta JUPeKTUBKU Npo
NpPaBOOXOPOHHI opraHn (LED), a CnonyyeHux
LtatiB — 4yepe3 KomepuinHi opraHisauii, Aki
bepyTb y4yactb y Pamkosit yrogi npo
KOH}iaeHUinHicTb aaHux mixk EC Ta CLLA.

KopoTkuit BUKnap,

LA 3asBa npo KOHPiAEHLIMHICTb 3aCTOCOBYETLCA
00 06pobKM Bawux [MepcoHanbHUX AaHMX
(Hapani — «aHi») Hamu i NOACHIOE:

e aki [lepcoHanbHi AaHi
0bpobnnemo;

e yomy (gns AKUX uinei) mm obpobnsemo
Bawi [lepcoHanbHi AaHi (BKAWOYHO 3
npaBoBMMM nigctaBamm gns  0b6pobku
Bawmx daHux);

®  AKUM YMHOM i B AKMX MiCLAX PO3TALLYBAHHA
MK 06pobnsemo Bawi lMNepcoHanbHi AaHi
(kyou mu nepepaemo Bawi lNepcoHanbHi
OaAHI i 3 KMM MW AiMmoca  BaWMMK
OaHumu);

e  AKMMM € BaLLi NpaBa.

npo Bac MM

Lls 3anaBa Npo KOHOIAEHL,iMHICTb 3aCTOCOBYETLCA
i3 AaTK, BKA3aHOI HA NOYATKY L€l CTOPiHKKN. Mn
MOXEeMO BHOCUTM 3MiHM abo nonpasBKkun A0 ujei
3aaBn npo KoHOiAeHUiMHICTb 4Yac Big, Yacy,
Bi4NOBIAHO, MW pPEKOMEHAYEMO MnepioanyHOo
nepernagaTu uo 3assy.

AKi MepcoHanbHi paHi mu  06pobnsemo
Mu 06pobnsemo MNepcoHanbHi AaHi, AKi BU Ham
HaZa€ETe, fKi MM OTPMMYEMO Big, poboTosasLsA
abo KOHTpareHTa 3a AOrOBOPOM, KOHCY/IbTaHTa
abo TpeTboi CTOpPOHM, AKIi BWU BigBepTO
onpuatogHuam abo ki iHaKwe cTatoTb Ny6aiYHO
AOCTYyNHUMUK (Hanpuknag, yepes IHTepHeT-3MI).
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These Personal Data may include:

e Your name, surname, and gender;

e Your occupation (job position) and general
contact details (work or home address,
personal or work e-mail address, and
telephone number);

e History and details of your business
contacts with Deloitte;

e Your bank account number (in case that
our client/contractor/vendor, and sub-
contractor is a natural person);

e |P address;

e Your Personal Data provided in connection
with the execution of your rights in
accordance with this Privacy Statement;

e CCTV images and other information we
collect when you access our premises (the
specific and customized information on
this Personal Data processing is available
in the respective Deloitte CE premise if
applicable — the CCTV images may be also
processed by the building owner or the
authorized third party).

For the purposes specified here-below, we do
not collect or process any ‘sensitive’ or ‘special
categories’ of Personal Data as defined in the
Data Protection Legislation. The additional
types and categories of your Personal Data that
are processed directly for the purposes of
provision of our services are described in
the Deloitte CE Entities Providing Services as
Data Controllers and Deloitte CE _Entities
Providing Services as Data Processors privacy
statements.

Purposes of Your Data
“Purposes”)

Processing (the

Jo  Takux
HanexaTu:

FlepCOHaanmx AaHUX  MOXYTb

e Balle im’A, Npi3BULLE Ta CTaTb;

e Ball pig 3aHATL (pobouya nocaga) Ta
3aranbHi KOHTaKTHi faaHi (poboya abo
AOMalLHA agpeca, ocobucta abo poboua
agpeca efIeKTPOHHOI nowTtu i Homep
TenedoHy);

e icTopia Ta AeTanbHa iHPopMmaLia BaLIMX
bisHec-koHTaKTiB 3 Deloitte;

e HOMep Baworo 6aHKIBCbKOrO pPaxyHKy
(akwo Bawmm KnieHTom/nmigpagHuKom/
nocravyasibHUKOM € dpisnyHa ocoba);

e |P-agpeca;

e Bawi MepcoHanbHi AaHi, HagaHi y 38°A3Ky i3
peanisauielo BaWMX NpaB 3rigHO 3 L€
3aABOI0 NPO KOHOiIAEHLINHICTD;

e 300parkeHHs Kamep BigeocnoctepexeHHs
Ta iHwa iHpopmaLis, AKY MU 36Mpaemo,
KON BW OTPUMYETE A[0CTYN A0 HaWMUX
npuMileHb (KOHKpeTHa Ta cneujanisoBaHa
iHpopMmaLis npo Lo 06pobKy
NepcoHanbHMUX  AaHUX  OOCTYNHa Y
gignosigHomy npumiweHHi Deloitte CE, y
pasi HeobxigHOCTi — 306paxkeHHA Kamep
BiJEOCNOCTEepEeKEHHA  TAKOX  MOXYTb
0bpobnatuca BnacHukom byaisni  abo
YMOBHOBAKEHO TPETHOI CTOPOHOID).

Ons uinen, 3a3HayeHnx gani, Mn He 36Mpaemo
Ta He 06pobnAaemo Byab-AKUX «4yTANBUX» abo
«cneuianbHUX  KaTeropim» MNepcoHanbHUX
OAHUX, SIK BM3HaAyeHO Yy 3aKOHOAABCTBI Npo
3axUCT gaHumx. [opatkosi BMAM Ta KaTeropii
BaLUKNX MepcoHanbHUX DaAHUX, AKi
obpobnaTbca  6e3nocepesHbO  ANA  Uinen
HaZaHHA HalKX NOCAYr, ONUCAHI Y BigNOBIAHMX
3aABax Npo  KOHdigeHUiHicTb  KomnaHii
Deloitte CE, aKki HagawTb nocayru y poani
KoHTponepis paHux Ta KomnaHii Deloitte CE,
AKi _HagawTb nocayru y poai [Mpouecopis
OaHUX.

Llini 06po6Ku Bawmnx AaHux (Hagani — «Lini»)
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e Compliance with the applicable legal,
regulatory, or professional requirements
(anti-money laundering);

e Addressing requests and communications
from competent authorities;

e General contract administration, financial
accounting (invoicing), and statistics;

e Internal compliance and risk analysis
(including investigating or preventing
security incidents);

e Protecting our rights and legitimate

interests;
e General client, vendor, contractor, or sub-
contractor relationship purposes

(including the feedback and complaints, as
well as assessment and development of
business opportunities);

e Utilization of internal or hosted (cloud)
information technology systems, services
and applications (for communication, data
sharing, and archiving purposes).

Please note that this Privacy Statement does
not include detailed information on processing
of Personal Data for the purposes of direct
mailing and recruitment. The processing of
Personal Data for such purposes is described in
the specific privacy statements displayed prior
the data collection in the dedicated
application. Apart from situations when the
protection of our legitimate interest may be
used as a legal basis for our business
development and marketing activities (within
the boundaries and limitations set by
applicable laws and regulations) we process
your Personal Data for direct mailing and
marketing purposes with your explicit consent.

Legal Basis for Your Data Processing:

We process your Personal Data only when the
processing is necessary in the following cases:

e [JOTPMMAHHA  3aCTOCOBHUX  MPaBOBMUX,
perynatopHux abo npodeciiHnx Bumor
(npoTuaia BiaMMBAHHIO KOLWTIB);

e po3rnag 3anuTiB i noBigOMNEHDb
KOMMETEHTHUX OPraHiB;

e 33rasbHe AAMIHICTpYBaAHHA  A0roBOpIB,
¢diHaHCOBUMI 06K (BUCTABNEHHSA paXxyHKiB)
i cTaTUCTUKa;

e  BHYTPILWIHA BIAMNOBIAHICTb i aHaNi3 pU3KKIB
(BknouyHO i3 poscnigyBaHHAM  abo
3anobiraHHAM iHUMAeHTam 6e3neku);

®  3aXMCT HalUMX NPaB Ta 3aKOHHUX iHTepecis;

e 3arafbHi Uuini BIAHOCMH 3  KJiEHTamMW,
nocTavyanbHUKamK, nigpagHUKamm abo
cybnigpagHMKamm (BKAOYHO 3 Bigrykamu
Ta CKapramu, a TaKOX OLiHKOW Ta
PO3BUTKOM Bi3HEeC-MOoXKANBOCTEN);

®  BUKOPMCTAHHA BHYTPILLHIX abo
PO3MiLLLEHNX (xmapHmnx) cucTem
iHbOpMaLiMHUX TexHonorin, nocnyr i
3aCTOCYHKiB (anA 3B’A3Ky, 0OMiHY AaHMMM
Ta apxiByBaHHA).

MpocMmo 3BepHYTU yBary Ha Te, WO uA 3asaBa
NpPo KOH®IAEHUNHICT HE MICTUTb AeTanbHOI
iHpopmaLii npo 06pobKy MepcoHanbHUX AaHUX
ANs Uinen npsamux MNOWTOBWUX PO3CUOK Ta
Hamy nepcoHany. O6pobka [MepcoHanbHUX
OAHUX ANA TaKUX Linen onucaHa y cnewiaibHUX
3anaBax npo KOH®iAeHLMHICTD, AKi
BigobpaxkatoTbcA nepen 360pom  JaHuX Y
BiANOBiIgHMX 3acTocyHKax. OKpim cuTyaLil,
KOJIN 33aXUCT HALIMX 3aKOHHUX iHTEpEeCiB Moxe
6yTM BUKOPUCTAHWA AK NpaBoOBa OCHOBA ANA
PO3BUTKY Bi3HECY Ta MapKETUHIOBOI AiANbHOCTI
(y mexax Ta OOMEMKEHHAX, BCTAaHOBIEHMUX
YMHHUM 3aKOHOAABCTBOM i pernameHTamm), Mmu
obpobnaemo Bawi [lepcoHanbHi paHi Ans
BMKOPUCTAHHA Yy NPAMUX MOLUTOBUX PO3CUJIKAX
Ta ANA MapKEeTUHIOBMX Ujifed nuwe 3 Bawoi
YiTKOI 3rogu.

MpaBoBa ocHoBa AnA 06po6KK Bawmnx JaHux:
Mwu 0b6pobsemo Bawi NepcoHanbHi gaHi TiNbKK

Todi, KonuM o0bpobka HeobxigHa Yy TaKux
BMMNaAKax:
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e To administer the contract we have with
you personally or to take steps to enter
into a contract with you;

e For compliance with a legal obligation we
are subject to;

e Forthe purposes of our legitimate interest
which might be to:

- Execute and fulfill contracts with our
vendors, contractors or  sub-
contractors,

- Protect our business interests
(including to conduct our risk and
quality assessments),

- Ensure that the complaints or requests
delivered to us are properly
addressed.

Retention of Your Personal Data
Your Personal Data shall be retained by us for a
period of 10 (ten) years following the provision
of services to our clients or the expiration of
our contractual relationships with our vendors,
contractors, or sub-contractors or as required
by the applicable laws or relevant regulations
or for Deloitte legitimate interests.

Personal Data Controller

In the context of this Privacy Statement, the
Data Controller is the Deloitte CE entity that is
a party to the client, vendor, contractor, or sub-
contractor contract.

Sharing and Transferring Your Personal Data

Your Personal Data may be
disclosed/transferred to and processed by the
following Recipients for the Purposes:

Deloitte Group of Entities listed here. If
applicable, your Personal Data will be
processed only to the extent allowed for the

e ANA agMiHICTPYBaHHA AOroBOpYy, AKUA MU
MaemMo 3 Bamu ocobucto, abo BKUTTS
3axo0AiB oA YKNageHHA J0roBOpyY 3 Bamu;

e  ONA AOTPUMAHHA LPUANYHNX 30608'A3aHb,
AKI MM MAEMO;

e ONA Uuinen peanisauii HawKUX 3aKOHHMUX
iHTepeciB, 0 AKNX MOXKYTb Ha/leXKaTu:

- BYMHEHHA Ta BMKOHAHHA A0roBoOpiB 3
HawwMmm nocTayasibHUKamM,
nigpagHnukamu abo cybniapagHnKamm,

- 3aXMCT  Hawux  bisHec-iHTepeciB
(BKNOYHO 3 nNpPOBEAEHHAM  OLLHKM
PU3KKIB Ta AKOCTI),

- 3abe3neyeHHA TOro, WO HagicnaHi Ham
CKapru abo 3anuMTK po3rnsAatoTbes
HaNEXHUM YMHOM.

36epiraHHA Bawux MepcoHaNbHUX JaHUX

Bawi MepcoHanbHi gaHi 36epiraTumyTbca HaMmu
npotarom 10 (gecATv) poKiB nicna HagaHHA
MOCAYr HaWwMMm KaieHTam abo  3aKiHYeHHsA
TEPMiHYy Al Hawux AOroBipHMX BIAHOCKMH 3
nocTavyasibHMKamm, nigpagHUKaMu un
cybnigpagHMkamu abo BignosigHO [0 BMMOr
YMHHOIO 3aKOHOAABCTBAa 4YM  BiANOBIAHWMX
HOPMATUBHO-NPABOBUX  aKTiB  abo  ans
[0CATHEHHA 3aKOHHMX iHTepecis Deloitte.

KoHTponep MNepcoHanbHUX AaHUX

Y KOHTeKcTi Ui€i 3aABM Npo KOHOiAEHLiNHICTb
KoHTponepom faHux € topuandHa ocoba
Deloitte CE, ska € CTOpOHOW JOroBopy i3
KNIEHTOM, NMoOCTa4yasibHUKOM, NigpsaHUKom abo
cybnigpagHMKom.

O6miH Ta nepepauya Bawwux [lepcoHanbHUX
BaHUX

Bawi MNepcoHanbHi DaHi MOXYTb
po3KpuBatuca/nepedasatuca PeuunieHTam Ta
06pobnATUCA HUMUK ana aocarHeHHs Linei:

Fpyna kKomnaHin Deloitte nepenivyeHa Tyr. Y
BignoBiAHMX BMNaAKax Bawi MepcoHanbHi AaHi
06pobaATUMYTbCA Me B 06¢A3i, 03BOSIEHOMY
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Purposes and in accordance with the Data
Protection Legislation. Each of the Recipient(s)
shall be responsible for ensuring the
appropriate protection of your Data, providing
information on your Data processing, and
obtaining additional consents if required. In
case your Data are transferred across country
borders (including the territories outside of the
European Union), then such transfers will take
place only in the case that the obligations as
stipulated by the Data Protection Legislation
for when such transfers are fulfilled.

Processors

Our approved administrative and IT service
suppliers:

ona  pgocArHeHHa LUiner i BignosigHo 4o
3aKOHO4ABCTBA NMPO 3axMCT gaHuX. KorkeH i3
PeuunieHTiB Bignosigae 3a 3abe3neyeHHs
HaNEXHOro 3axmcTy Bawwux J[aHWX, HaZaHHA
iHpopmaLii npo 06pobKy Bawwux [aHux Ta
OTPMMAHHA  [A0JATKOBWMX  3rof, AKWO Uue
HeobxiaHo. AKLLO Balli AaHi NepeaaloTbca Yepes
KOPAOHM KpaiHW (BK/OYHO 3 TepuTopismu 3a
Mmexkamu Esponeicbkoro Cotosy), Taki nepeaadi
[daHux BigdyBaTUMyTbCS /MWIE 338 YMOBMU
BMKOHAHHA 30608B’sA3aHb, nepeabayeHnx
3aKOHO4ABCTBOM MPO 3aXUCT AaHMX WOA0 TaKol
nepeaadi.

Mpouecopu

Hawi 3aTBepAKEHI NOCTAYaNbHUKMN
A4MIHICTpaTUBHMX nocayr Ta nocayr IT:

AiP Safe s.r.o., Kofenského 1025/7, 150 00 Prague 5, Czech Republic/ lpaza 5, Yecbka Pecnybnika
con4PAS, s.r.o., Novodvorskd 1010/14, 142 01 Prague 4 — Lhotka, Czech Republic/lpaza 4 —

Jlecomka, Yecoka Pecnybnika

Deloitte Advisory & Management Consulting Private Limited Company, Dézsa Gy ut 84.C., 1068

Budapest, Hungary/bydanewm, YeopujuHa

Deloitte CE Business Service Sp. z 0.0., Al. Jana Pawla Il 22, 00-133 Warsaw, Poland/Bapwasa,

lMonswa

Deloitte Central Europe Service Centre s.r.o., Italskd 2581/67, 120 00, Prague 2 — Vinohrady, Czech

Republic/Mpaza 2 — BuHoepadu, Yecvbka Pecnybnika
Deloitte CZ Services s.r.o., Italskd 2581/67, 120 00, Prague 2 — Vinohrady, Czech Republic/lpaza 2

— BuHo2padu, YecoKka Pecnybnika

Digital Resources a.s., Podébradskd 520/24, 190 00, Prague 9, Czech Republic/lpaza 9, Yecoka

Pecniybnika

MobileXpense, Koning Albert ll-laan 7, 1210 Brussels, Belgium/Bptoccens, benveis
Uniwise s.r.o., Studentskd 6202/17, 708 00, Ostrava-Poruba, Czech Republic/Ocmpasa-lopy6a,

Yecobka Pecnybaika

Wookie.apps s.r.o., Josefa Kociho 1556, 153 00, Radotin, Czech Republic/PadomuH, YecbKa

Pecnybnika

Non-EU based Data Processors that fall under
EU Adequacy Decision:

Mpouecopn AaHWX, WO 3HAX04ATbCA MoO3a
mexkamm €C, aKi nignagatotb nig, Aito PiweHHA
€C npo gocTaTHICTL:

Deloitte Global Services Limited, Hill House, 1 Little New Street, EC4A 3TR London, United

Kingdom //loHOoH, BenukobpumaHis

Deloitte Touche Tohmatsu Services, Inc., 30 Rockefeller Plaza, New York, 10112 — 0015,

USA/Hbio-Mopk, 10112 — 0015, CLUA

Microsoft Corporation, One Microsoft Way, Redmond, WA 98052, USA/PedmoHd, wmam

BawuHzmoH 98052, CLLIA
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Non-EU based (all non-EU based Data
Processors have concluded the EU approved
Standard Contractual Clauses with us ensuring
an adequate level of Personal Data protection
as required by the Data Protection Legislation).

MNo3a mexkamm EC (yci Mpouecopn AaHUX, AKi
3HaXo4ATbCA No3a mexamu €C, nignucanm 3
Hamu 3atBepaKeHi B EC CTaHAapTHI AOroBipHi
NONIOXKEHHA, AKi 3abe3neyyoTb HaNeXHUMN
piBeHb 3axucTy lepcoHanbHUX AaHUX 3rigHO 3
BMMOramun 3aKOHOZaBCTBA MPO 3aXMUCT AAHUX).

Deloitte Support Services India Private Limited, RMZ Futura, Block B, 2nd Floor, Plot No. 14 & 15,

Road No. 2, Hi-Tec City Layout, Madhapur, Hyderabad — 500 081, Telangana, India/laiidapabad —

500 081, TenaHaaHa, IHOIs

Their access rights are strictly limited to the
extent that it is only for necessary technical,
administrative, and help desk support services.

Security of Processing

We and our Data Processors established
technological, physical, administrative, and
procedural safeguards all in line with the
industry accepted standards in order to protect
and ensure the confidentiality, integrity, or
accessibility of all Personal Data processed;
prevent the wunauthorized use of or
unauthorized access to the Personal Data or
prevent a Personal Data breach (security
incident) in accordance with Deloitte CE
policies and the Data Protection Legislation.
Deloitte CE is a holder of ISO 27001 certification
— widely recognized global information
standard.

Your Rights

You have your right to:

e Request access to your Personal Data (and
request a copy of the Personal Data that

we process),

e Request us to update and correct your
Personal Data (right to rectification),

IxHi npaBa goctyny cyBopo obmexeHi nnwe ana
HagaHHA HeobXiaHnX TEXHIYHUX,
AAMIHICTPAaTUBHMX NOCAYT i NOCAYyr NiATPUMKMK
[0BiAKOBOI CyK6MU.

be3sneKka 06po6ku laHux

Mwu Ta Hawi [pouecopn AaHWX BCTAaHOBUAM
TEXHOJIONIYHI, i3nYHi, aaMiHicTpaTMBHI Ta
npoueaypHi 3acobu 3axucty BignosigHO A0
NPUUHATKX Y ranysi CTaHAAPTIB ANA 3aXUCTYy Ta
3abe3neyeHHAa KoHdigeHUiHOCTI, UinicHOCTI
abo goctynHocTi ycix NMepcoHanbHUX AaHUX, AKi
06pobnaThCS; 3anobiraHHA
HEeCaHKLiOHOBaHOMY BMKOPUCTaHHIO un
HECaHKLIiOHOBaHOMY A0CTyny A0 MNepcoHanbHUX
OaHNX abo 3anobiraHHs NOPYLUEHHIO
MepcoHanbHMX faHuX (iHUuaeHTam 6e3neku)
BiAMOBIAHO A0 MNONITUKMK Deloitte CE Ta
3aKoHOZaBCTBA NPO 3axucT gaHux. Deloitte CE
mae ceptndikat ISO 27001 — WMpPOKo BU3HAHOIO
y CBiTi iHpopMaLiitHoro ctaHaapTy.

Bawi npaBa
Bu maeTe Taki npasa:

e  BMMaratu joctyny 0o BaLLMX
MepcoHanbHUX AaHux (i BUMaraty HagaHHsA
Konii [epcoHanbHMX AaHUX, AKi MK
0bpobnaemo),

e BMMaratTM, wWob6 MM OHOBAOBANM Ta
Kopurysanu Bauwi MepcoHanbHi AaHi (npaso
Ha BUMpPaBJIeHHs),
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e Request us to delete your Personal Data
(where possible), or

e Require a restriction on the processing of
your Data.

You may object to the processing (in certain
cases as specified by the GDPR), as well as
execute your right to Data portability (receive a
copy of Personal Data which you provided to us
in a structured machine-readable format and
request us to transmit such Data to another
Data Recipient).

You can enforce all rights described here by
sending an e-mail
to: CEprivacy@deloittece.com or a written
notice to: Deloitte CE Data Protection Leader,
Deloitte Central Europe Service Centre, Italska
2581/67, 120 00, Prague 2 — Vinohrady, Czech
Republic.

You can also use the above contacts for any
guestions related to processing your Personal
Data, including the security safeguards when
transferring the Data outside of the EU region.

It is also your right to lodge a complaint with a
local Data Protection supervisory authority in
the country of your residence in case you are of
the opinion that the processing of your
Personal Data infringes the GDPR.

e BMMaraTM Big Hac BMAANEHHA BaWWX
MepcoHanbHUX AaHUX (KOAM MOMKAUBO),
abo

e  BMMAaraTu 3anpoBagKeHHA obMeXeHHA Ha
06pobKy Balwmx JaHux.

Bu mokeTe 3anepevyBaTM NpoTn 0b6pobKu (y
neBHUX BUNaAKax, AK Ue nepeabayeHo y 3P3/),
a TaKOX peanizyBaTM CBOE MpaBO Ha
nepeHocumictb  [aHux (oTpumaTtn  Konito
MepcoHanbHUX AaHWUX, AKI BM HaZaan Ham vy
CTPYKTYypOoBaHOMY dopmaTi Yy MaLMHHOMY
NOAaHHI, i NONPOCUTM HAc nepesaTtu Taki [JaHi
iHWoMy PeuunnieHTy gaHuXx).

Bu moskeTe 3acTocyBaTu BCi NpaBa, onucaHi TyT,
Hagicnaswm €/1eKTPOHHWN anct Ha
agpecy: CEprivacy@deloittece.com abo
nMcbMoBe MNoBigomAeHHA (Komy): KepiBHUKY 3
nuTaHb 3axucty aaHux Deloitte CE, Deloitte
Central Europe Service Centre, Byn. Itaniicbka
2581/67, 120 00, Npara 2 — BuHorpagu, Yecbka
Pecny6nika.

Bu TaKoX MOXKeTe CKOpUCTaTUCA HaBedeHMMU
BULLLE KOHTAKTHUMU AaHUMKM AnA Oyab-aKux
NUTaHb, MoB’A3aHMX 3 0O0pobKow  BaluMX
MepcoHanbHUX AaHWUX, BKAKOYHO 3 rapaHTiaAMMK
6e3neku nig yac nepegavi AaHux 3a mexi €C.

Bu TakoXk MaeTe npaBo nogatu cKapry Ao
MICLLeBOro Harfa4oBOro OpraHy i3 3axucry
OAHWX Yy KPaiHi BaWOro NpoXWBaHHA, AKWO BU
BBaXKaeTe, WO 06pobKa Bawwmx MepcoHanbHUX
AaHnx nopyuwye 3P3/.


mailto:CEprivacy@deloittece.com
mailto:CEprivacy@deloittece.com
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Deloitte Central Europe Privacy Statement
applicable to a provision of a service by

Deloitte Central Europe Entities as Data
Controllers

Applicable to majority of services provided by
Deloitte as an independent advisor in the area
of Audit and Assurance, Tax and Legal,
Consulting services.

What Personal Data We Process
As a Controller, we process the Personal Data
that you provide to us, including the Personal
Data on your family members and dependents
if needed given the nature of service provided,
or the Data that we obtain from your employer
or contractual partner, advisor, or third party,
under the condition that such Data were

collected lawfully.

Depending on the given type of services, those
Personal Data may include:

¢ Your name, surname, and gender, date of
birth, your ID or passport details, tax ID
number, social security and national
insurance number,

e Your occupation (job position) and general
contact details (work or home address,
personal or work e-mail address, and
telephone number, education
certificates),

e Other Data necessary for the provision of
the certain type of service to your
contractor or employer (marital status,
number of children, information about
your family members, their names,
surnames, dates of birth, as appropriate),

3anBa Deloitte Central Europe npo
KOHQipeHUiNHICTb, fAKA 3acTOCOBYETbCA A0
Nocnyr, Wo Ha[alTbCcA

topnamnyHnmmn ocobamm Deloitte Central Europe,
AK KoHTponepamu (sonoginbuamm)
MepcoHanbHUX AaHUX

3actocoByeTbca A0 binbwocTi nocayr, wo
HaJalTbeA Deloitte AK He3aneXxHum
KOHCy/bTaHTOM Yy cdepi ayauty Ta nocayr 3
HagaHHA BNEeBHEHOCTI, noaaTKoBUX i
IOPUANYHUX NOCAYT, KOHCAATUHTOBUX NOCAYT.

AKi MepcoHanbHi aaHi mn 06pobaaemo

Y poni KoHtponepa (Bonoginbua) mu
0bpobnaemo [MepcoHanbHi AaHi, AKi BM Ham
HafJa€eTe, BKAOYHO 3 NepcoHanbHMMM JaHUMMU
Npo YNeHiB BaLoi cim’i Ta yTpMMaHL,iB, AKWO Le
HeobxigHO 3 ornafy Ha XxapakTtep nocayr, Aki
HagaloTbeA, abo [aHi, AKi MM oTpUMyeEMO Big,
Baworo poboTofaBUA YM KOHTpareHTa 3a
OOroOBOPOM,  KOHCynbTaHTa  abo  TpeTboi
CTOPOHM, 32 YMOBM WO Taki [aHi 6ynu 3ibpaHiy
3aKOHHMM cnocib.

Y 3aneXXHOCTi Bif, KOHKPETHOro BMAY NOCAYT A0
umx NepcoHanbHMUX JAHMUX MOXKYTb HaneXaTu:

e Bawe iwm’'s, npisBuWeEe Ta CTaTb, AaTa
HapoAeHHA, Balle NocBiaYeHHA ocobu
abo nacrnopTHi  AaHi, noAaaTKoBUI
ineHTUdiKaLiiHMin HoMep, HOMmep
CBiAOLUTBA COLia/NbHOrO CTpaxyBaHHA Ta
3ara/ibHoA4EePKAaBHOrO CTPaxyBaHHs,

e BalW pig 3aHATb (pobouya nocaga) Ta
3aranbHi KOHTaKTHi paaHi (poboya abo
OOMallHA agpeca, ocobucra abo poboua
afpeca eneKTPOHHOI nowTKM i Homep
TenedoHy, CBifOLTBA NPO OCBITY),

e iHWIi [aHi, HeobXigHi ANA HagaHHA NeBHOro
BMAY MNOCAYr BalIOMYy KOHTpareHTy abo
poboToaaBLto (CiIMEMHWIM CTaH, KiNbKicTb
aiten, iHpopmauis Npo yneHiB Bawwoi cim’i,
IXHI iMeHa, Npi3BULA, A4aTU HAPOAMKEHHA, Y
pasi HeobxigHocTi),
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e Financial data (including bank account
details, credit history, employment
income, and personal investment
income/gains),

e Data related to your relationship with our
client (purchased goods or services).

Purposes of Your Data Processing (the
“Purposes”)

Provision of services to you personally or to our
clients (being your employer or vyour
contractual partner) as agreed in the respective
contract.

Processing Tools

For some type of services, the special tools are
utilized for Personal Data processing.

Legal Basis for Your Data Processing

e The performance of the contract to which
you are a party, or if you are not a party to
the contract, then

e Our legitimate interest in providing the
services based on the contract to your
employer or contractual partner, or

e Compliance with legal obligations which
Deloitte is subject to when providing the
services to you or to vyour
employer/contractual partner (i.e. the
applicable laws (if any) regulating the
provided services explicitly determine
that, while providing the service, we
process your Personal Data as a Personal
Data Controller).

The provision and processing of your Personal
Data (including use of certain tools for Data
processing as indicated here-above) are
necessary for the Purposes.

e ¢iHaHCOBI pAaHi (BKAOYHO 3 AeTasbHOK
iHpopMaLielo Npo GaHKIBCbKUIN pPaxyHOK,

KpeauTHoLo icTopieto, pobounmm
[0X04aMM Ta 0COBUCTUMM IHBECTULINHUMM
Aoxoaamu/npunbytkamu),

e [aHi, fAKi CTOCYHOTbCA BalMX BiAHOCKMH 3
Hawum KnieHTom (Npuabani ToBapu abo
nocnyru).

Lini 06po6Ku Bawmnx AaHux (Hagani — «Lini»)

HagaHHA nocnyr Bam ocobucto abo Hawmm
KnieHTam (y poni Baworo pobotopasus abo
BalLOro KOHTpareHTa 3a [J0roBopom), fK
NOroAKeHo y BignosBigHOMY A0roBopi.

IHCTpyMeHTU 06p0o6KKu

[Ona neBHMX BWAiB NOCAYr BUKOPUCTOBYIOTbCA
cneujianbHi iHCTPYMeHTM  anAa 06p0o6KHU
MepcoHanbHUX AaHUX.

MpaBsoBa ocHoBa ANA 06po6KK Bawmx faHux

e BMKOHAHHA 4OrOBOpPY, CTOPOHOIO AKOTO BU
€, abo AKLLO BM He € CTOPOHOIO 0roBOpY,
Togj

e  33[0BOJIEHHS HALIOrO 3aKOHHOTO iHTEpecy
Yy HaZaHHi nocayr Ha nigcrasi forosopy
Balomy poboToaaBLo abo KOHTpAreHTy 3a
[0orosopom, abo

e  [OTPUMaHHA PUAMYHKUX 3060B’A3aHb, AKI
Deloitte mae BMKOHYBaTK Nig, 4ac HagaHHA
nocnyr BaMm abo BaLlomy
pob0TOoAaBLIO/KOHTPAreHTy 3a A4OrOBOPOM
(TobTO 3acTOCOBHE 3aKOHOAABCTBO (AKLWLO
TaKe iCHYE), AKe Peryatoe HagaHHA NOCAyr,
NPAMO BWM3HA4Ya€E, WO nNif4 4Yac HaAaHHA
nocnyr mm o6pobasemo Bawi MepcoHanbHi
naHi y poni KoHTponepa (Bonoginbugs)
MepcoHanbHUX SAHKUX).

HagaHHA Ta 06po6Ka Bawwux MepcoHanbHUX
BAHUX (BKNIOYHO 3 BUKOPUCTAHHAM MEBHUX
iHCTpymeHTiB  anAa  06pobkn  [aHux, sk
3a3HauyeHo BuLe) HeobXigHi AnNa pocArHeHHA
Uinen.
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Retention of Your Personal Data
Your Personal Data shall be retained by us for a
period of 10 (ten) years following the provision
of services to you or to our clients or as
required by the applicable laws or relevant
regulations or for Deloitte legitimate interest.

Sharing and Transferring Your Personal Data

Your Personal Data may be
disclosed/transferred to and processed by the
following Recipients for the Purposes:

Recipients

Deloitte Group of Entities listed here. If
applicable, your Personal Data will be
processed only to the extent allowed for the
Purposes and in accordance with the Data
Protection Legislation. Each of the Recipient(s)
shall be responsible for ensuring the
appropriate protection of your Data, providing
information on your Data processing, and
obtaining additional consents if required. In
case your Data are transferred across country
borders (including the territories outside of the
European Union), then such transfers will take
place only in the case that the obligations as
stipulated by the Data Protection Legislation
for such transfers are fulfilled.

Processors
Our subcontractors (approved by the client in

the contract or otherwise) and our approved
administrative and IT service suppliers:

36epiraHHA Bawwux [epcoHaNbHUX AAHUX
Bawi MNepcoHanbHi gaHi 36epiraTMmyTbca HaMmu
npotarom 10 (gecATn) poOKiB nicna HagaHHA
nocayr Bam abo Hawum  KaieHTam  abo
Bi4NOBIAHO 4O BMMOI YMHHOIO 3aKOHOAABCTBA
yn BiIgNOBIAHUX HOPMATUBHO-NPABOBMX aKTIB
abo [ana  [O0CATHEHHA 3aKOHHMX iHTepecis
Deloitte.

O6miH Ta nepegaya Bawux NepcoHanbHUX
AaHuX

Bawi MNepcoHanbHi DaHi MOXYTb
po3KpuBaTtUca/nepesasaTmcs TaKUM
PeuunieHtam Ta o06pobnatnca HumnM  gna

pocsrHeHHs Linen:
PeuunieHtn

Fpyna kKomnaHi#n Deloitte nepenivyeHa Ttyr. Y
BiANOBIAHMX BUNAAKaX Bawi [MepcoHanbHi AaHi
06pobnATUMYTbCA Me B 06¢A3i, 403BONIEHOMY
ans  pocAarHeHHsa LUinei i signosigHo go
3aKoHOAaBCTBA MPO 3aXUCT AaHUX. KoXKHUI i3
PeuunieHTiB BignoBigae 3a 3abe3neyeHHs
HaNeXHOoro 3axucty Bawux [JaHuWX, HagaHHA
iHpopmaLii npo 06pobKy Bawwux [aHux Ta
OTPUMaHHA  [OAATKOBMX 3rof, SfKWO LUe
HeobxigHo. fAKwo Bawi [JaHi nepeparoTbhbeA
yepes KopAOHM KpaiHW (BKJIIOYHO 3 TepUTOpIaMHU
33 Mexamu €sponeicbkoro Cotosy), TaKi
nepegadvi [MaHux BiabyBaTMmyTbCs /fvwe 3a
YMOBW BUKOHaAHHSA 3060B’A3aHb, NepeabayeHmx
3aKOHO4aBCTBOM MPO 3aXUCT AAHUX LWOA0 TAKOI
nepegadi.

Mpouecopu

Hawi cybnigpaaHukn (3aTeepaKeHi KnieHTom y
porosopi  abo iHWKMM 4YMHOM) Ta  Hawi
3aTBepAXKeHi NOCTavyaNbHUKN aAMIHICTPATUBHUX
nocnyr ta nocayr IT:


https://www2.deloitte.com/us/en/footerlinks/global-office-directory.html
https://www2.deloitte.com/us/en/footerlinks/global-office-directory.html
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EU based

I3 po3TawyBaHHAM Ha TepuTopii EC

con4PAS, s.r.o., Novodvorskd 1010/14, 142 01 Prague 4 — Lhotka, Czech Republic/lMpaza 4 —

JlecomkKa, Yecoka Pecriybnika

Deloitte Advisory & Management Consulting Private Limited Company, Dézsa Gy ut 84.C., 1068

Budapest, Hungary/bydanewm, Y2opuwuHa

Deloitte CE Business Service Sp. z o.0., Al. Jana Pawla Il 22, 00-133 Warsaw, Poland/Bapuwasa,

lMonbwia

Deloitte Central Europe Service Centre s.r.o., Italskd 2581/67, 120 00, Prague 2 — Vinohrady, Czech

Republic/Mpaza 2 — BuHo2padu, Yecbka Pecrybrika

Deloitte CZ Services s.r.o., Italskd 2581/67, 120 00, Prague 2 — Vinohrady, Czech Republic/lMpaza 2

— BuHoepadu, YecoKka Pecriybnika

Digital Resources a.s., Podébradskd 520/24, 190 00, Prague 9, Czech Republic/lpaza 9, Yecbka

Pecnybnika

Uniwise s.r.o., Studentskd 6202/17, 708 00, Ostrava-Poruba, Czech Republic/Ocmpasa-Iopyéa,

Yecobka Pecnybaika

Audit Services/AyautopcbKi nocnyru: Deloitte Group Support Centre BV, a private limited liability

company established in the Netherlands/npusamHe mosapucmeo 3 0bmexceHor
gidnosidansHicmo, cmeopeHe y HidepnaHdax, Gustav Mahlerlaan, 2970 Amsterdam, the

Netherlands/Amcmepdam, HidepaaHou

In order to procure proper administrative,
technical, and operational support, we may
also contract local service providers (in the
countries that we operate in) that will process
your Personal Data as Personal Data
Processors. Such local service providers are our
entrusted partners providing mainly local
archiving, courier, translation, IT support, or
reprographic services. Any such local services
provider, prior to the provision of the services,
concludes a Data Processing Agreement in line
with the requirement of the Data Protection
Legislation. You can obtain a full list of such
local Personal Data Processors directly upon
your request to us.

Non-EU based Data Processors that fall under
EU Adequacy Decision:

Ona 3abe3nevyeHHA HaNeXHoi
aAMIHICTPATUBHOI, TEXHIYHOI Ta onepauinHoi
NiATPUMKM MW TaKOX MOXKeMO 3aay4vaTu
MicLLeBMX NOCTavyabHUKIB nocayr (y KpaiHax, B
AKMX MM NPOBaAMMO OnepaLiiHy AiffbHICTb),
AKI 06pobAATUMYTb Balwi MepcoHanbHi paHi y
poni Mpouecopis (po3nopagHuKiB)
MNepcoHanbHUX DaHNX. Taki Mmicuesi
NOCTaYaibHUKN NOCAYT € HAWMMWU A0BipEHUMMU
napTHepamu, AKi HaJalTb NepeBaXKHO MiCLeBi
nocayrn 3 apxiByBaHHA, Kyp'€pCbKi nocayru,

nocnyru  nepeksagy, IT-niaTpumKy  abo
penporpadiyHi nocayrn. byab-AKMA  TaKWit
MiCLLeBUI  MOCTAYa/libHUK  NOCAYr  nepes

HagaHHAM MOCAyr yknaaae Yrogy npo o6pobky
AaHuX BignoBiAHO A0 BMMOr 3aKOHOAaBCTBa
Npo 3axuMcT JAaHux. Bu moKeTe oTpumaTtn
NOBHMM Nepenik Taknx Micuesmnx [Npouecopis
(po3nopagHukiB) MepcoHanbHUX OaHUX
6e3nocepeHbO 3a BaLLUMM 3aNnUTOM A0 Hac.

Mpouecopn AaHMX, WO 3HAX04ATbCA MO3a
mexamm €C, aki nignagatotb nig, Aito PiweHHA
€C npo gocTaTHICTb:
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Deloitte Global Services Limited, Hill House, 1 Little New Street, EC4A 3TR London, United

Kingdom //loHOoH, BenukobpumaHis

Microsoft Corporation, One Microsoft Way, Redmond, WA 98052, USA/PedmoH0, wmam

BawuHazmoH 98052, CLLIA

Tax/Global Employment Services:

MNopaTtkosi nocayru /TnobanbHi cnyxém
3aMHATOCTI:

Deloitte Tax LLP, 30 Rockefeller Plaza, New York, 10112 - 0015, USA/Hbto-Hopk, 10112 —

0015, CLUA

Deloitte Touche Tohmatsu Services, Inc., 30 Rockefeller Plaza, New York, 10112 — 0015,

USA/Hsto-Mopk, 10112 — 0015, CLUA
Non-EU Based

Since the processing of Personal Data may
include transfer of Personal Data outside of the
European Union (the EU), all of the below
entities have concluded the EU approved
Standard Contractual Clauses with Deloitte
Entity providing the services under the
Engagement to ensure an adequate level of
Personal Data protection as required by the
Data Protection Legislation.

Mo3a mexkamum €EC

OcKinbKkn 06pobKa MepcoHanbHMUX AaHUX MOXKe
nepegbayatv nepegadvy MepcoHanbHUX OAHUX
nosa Mmexi €Esponeiicbkoro Cotosy (€C), yci
HaBefeHi Jani puandYHi ocobu nignucanm
3atBepaKeHi B €C  CraHOapTHi  4OroBipHi
NOJMIOXKEHHA i3 BigMOBIAHOIO  OPUAMNYHOKO
ocoboto Deloitte aka Hagae nocayrm gns
BMKOHAHHA  3aBAaHHA, AKi  3abe3neyyloTb
HaNeXHU piBeHb 3axucTy [lepcoHanbHUX
[AHUX 3riAHO 3 BMMOramum 3aKoHOZABCTBA NMpo
3aXUCT SAHUX.

Deloitte Support Services India Private Limited, RMZ Futura, Block B, 2nd Floor, Plot No. 14 & 15,

Road No. 2, Hi-Tec City Layout, Madhapur, Hyderabad — 500 081, Telangana, India/lalioapabad —

500 081, TenaHaaHa, IHOIa

Their access rights are strictly limited to the
extent that it is only for necessary technical,
administrative and help desk support services.

Processing Tools

For some types of services you may be asked to
access dedicated tool or application and upload
your Personal Data. Information on Processing
of Personal Data is displayed directly in the tool
prior Personal Data is collected.

Security of Processing

IxHi npasa gocTyny cyBopo obmexeHi nnwe ana
HadaHHA HeobXiaHUX TEXHIUYHUX,
AAMIHICTPAaTUBHMX NOCAYT i nocayr NigTPUMKMK
[0BIIKOBOI C/y»K6MU.

IHCTpyMmeHTH 06po6KM [laHux

OnAa  neBHWX BUAIB NOCAYr Bac MOXYTb
NOMpPoOCUTU OTPMMATK AOCTYN A0 CneLianbHOro
iHCTPYMEeHTY abo 3acTOCYHKY Ta 3aBaHTaXKUTU
Bawi [lepcoHanbHi paHi. IHPopmalia wWwoa0
06po6KHM MepcoHanbHUX OaHuX
BifobpaxkaeTbca 6e3nocepesHbO B iIHCTPYMEHTI
nepeg, 36MpaHHAM MNepcoHaNbHUX AaHUX.

be3sneKka 06po6ku AaHux
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Deloitte and its Data Processors established
technological, physical, administrative, and
procedural safeguards all in line with the
industry accepted standards in order to protect
and ensure the confidentiality, integrity, or
accessibility of all Personal Data processed;
prevent the wunauthorized use of or
unauthorized access to the Personal Data, or
prevent a Personal Data breach.

Your Rights

Please refer to the Deloitte Central Europe
Privacy Statement.

Deloitte Ta noro MNpouecopu gaHUX BCTAaHOBUAU
TEXHOJONIYHI, i3nYHi, aaMiHicTpaTMBHI Ta
npoueaypHi 3acobu 3axucty BignosigHoO A0
NPUAHATKX Y ranysi CTaHAAPTIB ANs 3aXUCTY Ta
3abe3neyvyeHHs KoHiaeHUiMHOCTI, UinicHOCTI
abo goctynHocTi ycix NMepcoHanbHUX AaHUX, AKi
06pobnaTbCS; 3anobiraHHA
HeCaHKLiOHOBAaHOMY BUKOPMUCTAHHIO un
HeCaHKLUiOHOBaHOMY A0oCTyny A0 MNepcoHanbHUX
AaHUX abo 3anobiraHHA NopYyLUEHHIO
MNepcoHanbHUX AaHMUX.

Bawi npaBa

Oue. 3aasy Deloitte Central Europe npo
KOH}iaeHLUiNHICTb.
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Deloitte Central Europe Privacy Statement
applicable to a provision of a service by

Deloitte Central Europe Entities as Data
Processors

Applicable to the services when Deloitte does
not act as an independent advisor but as a
provider of an outsourced service: BPS,
immigration, forensics, whistleblowing, IT
support, SaaS, AML, KYC checks and other
types of Background Checks conducted on
behalf of the client (list is not exhaustive).

What  Personal Data We Process
As Processors, we process the Personal Data
that you provide to us, including the Personal
Data on your family members and dependents
if needed given the nature of service provided,
or the Data that we obtain from your employer
or contractual partner, advisor, third party,
that you explicitly made publicly available, or is
publicly available otherwise (e.g., online
media).

These Personal Data may include:

¢ Your name, surname, and gender, date of
birth, your ID or passport details, tax ID
number, social security and national
insurance number,

e Your occupation (job position) and general
contact details (work or home address,

3anBa Deloitte Central Europe npo
KOHQipeHUiNHICTb, fAKA 3acTOCOBYETbCA A0
Nocnyr, Wo Ha[alTbCcA

topuanyHnmm ocobamu Deloitte Central Europe,
AK KoHTponepamu (Bonoginbuamu)
MepcoHaNbHUX AaHMX

3acTocoByeTbca Ao nocayr, konu Deloitte aie He
AK  He3aNeXxHUn KOHCY/IbTAHT, a  AK
nocTayasibHUK MNOCAYr ayTCOPCUHIY: MOCAYr 3
obcnyrosyBaHHAa  6i3Hec-npouecis/BPS, 3
nUTaHb iMmmirpaudii, ¢opeHsiKk, nosigomneHb
npo  HenpasoOMipHi  Aji, IT-niaTPUMKN,
nporpamHoro 3abesneueHHa AK nocayru/Saas,
npotTuaii  BiAMUBAHHIO KOWTIB, HANEXKHOI
nepeBipKK y pamKax npoueaypu «3Haii cBoro
KnieHTa» Ta iHWWX BUAIB NeEpeBipoK, AKi
NpoBOAATLCA Bif iMeHi KnieHTa (nepenik He €
BMYEPMHUM).

AIKi MepcoHanbHi paHi mu  06pobnsemo
Yy poni Mpouecopis (po3nopagHukiB)
NMepCoHaNbHUX  JaHMx MW 0bpobasemo
lNepcoHanbHi paHi, AKi BM Ham Hagaere,
BKAOYHO 3 [lepcoOHanbHMMM  JaHUMKU NP0
yneHiB Baloi CiM'T Ta yTPUMaHLiB, SAKWO Uue
HeobxigHO 3 ornafy Ha XxapakTep nocayr, fAKi
HagaloTbcA, abo [aHi, AKki MK OTpPUMYEMO Big,
Baworo poboTogaBuA UM KOHTpareHTa 3a
[,0rOBOPOM, KOHCY/IbTaHTA, TPETbOI CTOPOHMU, AKi
BM BiABepTOo onpuntogHuam abo Aki iHakwe
cTaloTb nybAiYHO AOCTYNHUMMK (HanpuKknag,
yepes IHTepHeT-3MI).

Jo  Takux
Hanexaru:

MepcoHanbHUX AAHUX MOXKYTb

e Bawe im'A, npisBMWE Ta cTaTb, AaTa
HapoAKeHHA, Balle MocBiAYeHHA ocobu
abo NacnopTHi AaHi, noaaTKkoBUM
ineHTUdIKaLinHNM Homep, Homep
CBiAOLUTBA COLa/NIbHOrO CTpaxyBaHHA Ta
3ara/ibHoA4EePKAaBHOrO CTPAxXyBaHHS,

e Ball pig 3aHATb (pobouya nocaga) Ta
3aranbHi KOHTaKTHi faaHi (poboya abo
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personal or work e-mail address, and
telephone number, education
certificates),

e Other Data necessary for the provision of
the certain type of service to vyour
contractor or employer (marital status,
number of children, information about
your family members, their names,
surnames, dates of birth, as appropriate),

e Financial data (including bank account
details, employment income, and personal
investment income/gains),

e Data related to your professional
activities, work performance, and
evaluation.

Purposes of Your Data Processing

Provision of the services to you personally or to
our clients (your employer or contractual
partner) as determined in the respective
contract based on the instruction of the
Controller (you, your employer, or contractual
partner).

Your Personal Data processing is done based on
the instructions of our clients — Personal Data
Controllers that are also responsible for
delivering the information on your Personal
Data processing to you or collecting consents
with Personal Data processing as applicable,
including the information how to execute your
rights - please contact your
employer/contractual partner directly to:

e Request access to your Personal Data (and
request a copy of the Personal Data that
are processed),

e Request to update and correct your
Personal Data (right to rectification),

OOMallHA agpeca, ocobucra abo poboua
aJpeca enNeKTPOHHOI nowTu i Homep
TenedoHy, CBifAOLTBA NPO OCBITY),

e iHWi JaHi, HeobxigHi ANA HaJaHHA NeBHOro
BMAY MOCAYr BaWOMy KOHTpareHty abo
poboTtoaaBLo (CIMEMHWI CTaH, KiNbKicTb
aitel, iHpopmauis Npo YneHis Bawoi cim',
iXHi imeHa, Npi3BULLA, 4aTU HAPOAKEHHA, Y
pasi HeobxigHocTi),

e diHaHCOBI AaHi (BKAOYHO 3 AeTaNbHOM
iHbopmalLielo Npo OaHKIBCbKUI PaxyHOK,
pobouMmm goxodamum Ta ocobUCTUMM
iHBECTULIMHUMM goxoaamn/npubyTkamm),

e [aHi, noB’s3aHi 3 Bawolw npodecinHo
OiANbHICTIO, BWKOHaHHAM poboTn Ta
OUiHKOlO.

Uini 06po6ku Bawmnx faHux

HagaHHA nocnyr Bam ocobucto abo Hawum
KnieHTam (Bawomy poboTogasuto abo Bawomy
KOHTpareHTy 3a A0roBOpPOM), fIK BU3HAYEHO Yy
BiZANOBIAHOMY A0roBOpPiI HA MiACTaBi IHCTPYKLIN
KoHTponepa  (Bonoginbus nepcoHanbHUX
naHunx) (Bac, Baworo pobotoaasus abo
KOHTpareHTa 3a JOroBOPOM).

Obpobka Bawux  [lepcoHanbHWUX  JAHUX
3MIACHIOETBCA HA OCHOBI IHCTPYKUiA Hawmx
KnieHtiB  —  KoHTponepiB  (BosnoginbLis)
MepcoHanbHUX JAHMUX, AKI TAKOX BiAMNOBIAAOTb
33 HagaHHa Bam iHdopmauii npo o0b6pobKy
Bawwmx MepcoHanbHUX AaHux abo 36ip 3roam Ha
06pobKy [epcoHanbHUX AaHWUX, AKWO Ue
33CTOCOBHO, BKIOYHO 3 iHPOpPMaLLiEl0 Npo Te, AK
peanisyBaTn CBOI NpaBa — NPOCMMO 3BEpPTaATUCA
6e3nocepesHbo o CBOrO
poboTofaBus/KOHTpareHTa 3a 4OroBopom Ann
TOro, Wob:

e BMMaratu pocTyny no BaLLUMNX
MepcoHanbHUX AaHKX (i BUMaraTM HagaHHA
Konii MepcoHanbHUX OaHUX, AKi
obpobnatoTbes),

e BMMAraTM OHOBJIEHHAI Ta KOPWUIyBaHHA
BawmMx [lepcoHanbHUX AaHUX (NpaBo Ha
BMMNpPaB/AEHHSA),
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e Request to delete your Personal Data
(where possible), or

e Request to a restriction on the processing,

e How to withdraw your consent with
Personal Data processing (if applicable).

BMMaraTu BMOANEHHSA BaLLMX
MepcoHanbHUX AaHUX (KOMM MOXKAUBO),
abo

BMMaraTu 3anpoBagKeHHss 0bMeXKeHHA Ha
06po6Ky Bawwmx JaHux,

Ai3HAaTUCb, AK BiAK/IMKATU CBOO 3roAy Ha
06pobKy MNepcoHanbHUX AaHUX (AKLLO
3aCTOCOBHO).



