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Definitions

“Deloitte” refers to one or more of Deloitte
Touche Tohmatsu Limited (“DTTL”), its
global network of member firms, and their
related entities (collectively, the “Deloitte
Organization”). DTTL (also referred to as
“Deloitte Global”) and each of its member
firms and related entities are legally separate
and independent entities, which cannot
obligate or bind each other in respect of third
parties. DTTL and each DTTL member firm
and related entity is liable only for its own
acts and omissions, and not those of each
other. DTTL does not provide services to
clients. Please
see www.deloitte.com/about to learn
more. “Deloitte Central Europe” (“Deloitte
CE”) is a regional organization of entities
organized under the umbrella of Deloitte
Central Europe Holdings Limited, the
member firm in Central Europe of Deloitte
Touche Tohmatsu Limited. Services are
provided by the subsidiaries of and affiliates
of, and firms associated with Deloitte
Central Europe Holdings Limited, which are
separate and independent legal entities.

3aaBa Deloitte Central Europe npo
KOH®iaeHUiNHIiCcTb
(iHbopmMauii uoao 06pobKkn BaLLINX

lMepcoHanbHWX gaHuMXx), Aka 3acCTOCOBYETbCA
0O BiAHOCMH 3 HaWMMM  KJiEHTaMu,
nocrtavanbHukamu,  nigpagHukaMm  abo
cybnigpagHukamm

OHoBneHo: 12.2025

Bu3HaueHHA

Deloitte o3Hauae ogHy YW  Aekinbka
ropnanyHux ocib, a came Kkomnawito Deloitte
Touche Tohmatsu Limited (pani — DTTL),
$ipmmy cknagiiirnobanbHOi Mepexi, a Takox
noe’a3aHi 3 HUMWU topUANYHI ocobu (pani
pasoM — OpraHizauia Deloitte). DTTL (Tako>
iMmeHyeTbcAa Deloitte Global), koxxHa ¢pipma y
cknagi il rnobanbHOi Mepexi, a TakoX
MoB’A3aHi 3 HWUMU OPUANYHI ocobu €
HPUONYHO OKPEMMMU Ta He3aneXHUMU
ocobaMuy, AKi He MatlTb MNOBHOBaXkeHb
Haknagath abo npurMmatm Big, iMeHi ogHa
ogHoi  3060B’A3aHHSA nepen  TpeTiMu
ocobamu. DTTL, koxHa d¢ipma y cknagi
mepexi DTTL, a TakoXX noB’A3aHi 3 HUMMU
HOpPUONYHI 0cobn HecyTb BiAMOBiIAaNbHICTb
TiNbKW 3a BNacHi gii um 6e3aianbHicTb, a He 3a
Oii un 6e3pianbHicTb ogHa opHoi. DTTL He
Hapae nocnyr knieHTaM. [izHaTucs 6inbLue BM
MoXeTe 3a nocunaHHAM
www.deloitte.com/about. Deloitte Central
Europe (mani — Deloitte CE) € perioHanbHOO
opraHisauieto HPUONYHUX ocib,
opraHizoBaHux nig kepisBHuuteom Deloitte
Central Europe Holdings Limited, ¢ipm y
cknagi Mmepexi Deloitte Touche Tohmatsu
Limited y UeHTpanbHin €sponi. [Mocnyru
HapawTbCA AO0YipHiMKM, adininoBaHMMU Ta
acouinosaHnmMmm komnaHiamm Deloitte Central
Europe Holdings Limited (noB’asaHi ¢ipmu),
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The “Controller” (“we”, “us”, or “our”)
means a controller or data controller
determining the purposes of Personal Data
processing (as further defined in the Data
Protection Legislation) (Boogineyp
repcoHasibHUX 4aHux).

The “Processor” means a data processor or
processor processing the Personal Data on
behalf of the Controller (as further defined in
the Data Protection Legislation)
(pO3ropAAHUK NMepcoHaibHUX 4aHUX).

The “Data Protection Legislation” means the
following legislation to the extent applicable
from time to time: (a) national laws
implementing the Directive on Privacy and
Electronic Communications (2002/58/EC);
(b) the GDPR; and (c) any other similar
national privacy law.

The “GDPR” means the General Data
Protection Regulation (the EU) (2016/679).

The “Personal Data” means any personal
data (information relating to an identified or
identifiable natural person/data subject)
processed in connection with or as part of
the services provided to our clients or in
relation of the contractual relationships with
our vendors, contractors, or sub-contractors
or as necessary for activities that are part of
our standard business operations.

The “Processing” means any operation or set
of operations on the Personal Data (manual
or automated) such as collection, recording,

AKi € CcaMOCTIMHMMK Ta He3ane>XXHUMU
rpnaNYHUMM ocobamu.

«KoHTponep» («Mu», «Hac» abo «Halu»)
Oo3Hayae KoHTponepa abo KOHTponepa

DaHuX, AKWA  BU3Ha4dae LUini  06pobku
MepcoHanbHMX gaHuMx (AK BU3HaAYEeHO Hagani
y 3akoHO4aBCTBi MPO 3axuUCT  OaHuX)
(Bosnogineyb nepcoHasibHUX AaHUX).

«[1pouecop» o3Ha4ae npouecopa gaHux abo
npouecopa, AKMN o06pobnae [lMepcoHanbHi
haHi Big iMeHi KoHTponepa (AK BM3Ha4eHO
Hagani y 3akoHO4aBCTBi MPO 3axXMCT AaHuX)
(p0O3ropAAHUK NMepCcoHasibHUX 4aHUX).

«3aKOHO4aBCTBO NPO 3aXUCT AaHUX» O3HaYae
Take 3aKOHOAABCTBO Y Tili Mipi, AKe 4ac Big
yacy 3acCcTocOBYyeTbCA: (a) HauioHanbHe
3aKOHOOAaBCTBO, Yy AKOMY BMpoOBaaXXeHa
Ounpektnea npo  KOHQIAEHUINHICTE  Ta
eNeKTPOoHHI 3acobu 3B’aA3Ky (2002/58/€K); (6)
3P30; Ta (B) 6yab-aki iHWIi aHanoriyHi
HauioHabHi 3aKOHM NPO KOHO®IAEHUINHICTb.

«3P3[» o3Hauae 3aranbHU pernameHT Npo
3axumcT gaHux (€C) (2016/679).

«[lepcoHanbHi gaHi» o3HavarTb 6yab-AKi
nepcoHanbHi  paHi (indopmauis, AKa
CTOCYy€eTbCA iaeHTUdiKoBaHOI ¢iznUHOI 0cobun
abo ocobwu, AKYy MO>XHa
ineHTnodikyBaTn/cyb’exra OaHUX), AKi
06pobnatTbeay 3B’A3Ky abo B paMKax Mocnyr
abo CTOCOBHO [OroOBipHMX BIAHOCUH 3
HalWKMM nocTayanbHUKaMm, MnigpagHUKaMm
abo cybnigpagHmkamMm, abo Aki HeobxiaHi ona

OIANbHOCTI, AKa € 4acTMHOK  HaLlloi
3BMYANHOI  rocrnogapcbkoi  onepalinHoi
OiANbHOCTI.

«O6bpobka» o3Hauae byab-aKy onepauiro abo
Habip onepauin wopno MNepcoHanbHMX AaHMUX
(py4Hy abo aBTOMaTM30BaHY), Taky Ak 36ip,
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structuring, storage, use, disclosure,
restriction, erasure, or destruction (as
further defined in the Data Protection
Legislation).

The “Recipient” means a natural or legal
person, public authority, agency, or another
body, to which the Personal Data are
disclosed (as further defined in the Data
Protection Legislation).

The “EU Adequacy Decision” refers to
countries recognized by European
Commission that have adopted adequate
level of data protection comparable to
GDPR. This decision allows for free flow of
personal data from EU to these countries
without requiring additional safeguards or
data protection measures. The United
Kingdom adequacy is recognized under the
GDPR and the LED and the United
States through commercial organizations
participating in the EU-US Data Privacy
Framework.

Summary

This Privacy Statement is applicable to
processing of your Personal Data (the
“Data”) by us and explains:

¢ What Personal Data we process about
you;

e Why (for what purposes) we process
your Personal Data (including the legal
grounds for your Data processing);

¢ How and in what locations we process
your Personal Data (where we transfer

3anuc, CTPYKTypu3adito, 36epiraHHs,
BUKOPWUCTaHHA, PO3KPUTTA, OBMEXEHHA,
BMAaneHHA abo 3HMLLEHHA (AK BM3HAYeHO
Haganiy 3akoHo4aBCTBi MPO 3aXMCT JaHWX).

«PeunnieHT» O3Hauae $isnyny abo
opnanyHy ocoby, [LOep>XaBHWM  OpraH,
areHTcTBO abo  iHWMK  opraH, AKOMy
po3kpuBatoTbca [lepcoHanbHi  paHi  (AK
BM3HA4YeHO Hagani y 3akoHogaBCTBi MNpo
3axXUCT JaHunx).

«PiwweHHa €C npo gocTaTHICTb» CTOCYETbCA
KpaiH, BM3HaHMX EBPOMENCbLKOIK KOMICIED
TaknMu, Lo 3a6e3rneuytoTb Hane>XKHNIN PiBEHDb
3axXUCTy OaHuX, NOPiBHAHHWUI i3 3arasbHUM
pernamMeHToOM 3axucTty gaHux. Lle piweHHsa
L03BONAE BiIbHUIM PyX NEPCOHaNbHUX AaHUX
3 €C po uumx kpaiH 6e3 HeobxigHOCTI B
pnonatkoBux  3anobipdkHMX — 3axomax  abo
3axogax 3axucTty pgaHux. JlocTaTHicTb
Cnony4eHoro KoponiescTtBa BM3HaHa
BigNoBiAHO [0 3aranbHOro pernameHTy
3axucTty pgaHmx Ta  [upekTtMBM  npo
nMpaBoOOXOpPOHHi opraHu (LED), a CnonyueHux
LLUtaTiB — Yepe3 KOMepLUiNHi opraHisauii, AKi
6epytb y4acteb y PamkoBin yrogi npo
KOH®iAaeHUinHicTb AaHux Mixk €C Ta CLLA.

KopoTkuin Buknagp,

Us 3asBa npo KOH®IAEHUINHICTb
3acTocoByeTbCcA 40  00pobkuM  BaLuuMXx
MepcoHanbHMX gaHux (Hagani— «daHi») HaMu
i MOACHIOE:

e daKi [lepcoHanbHi pgaHi Npo Bac Mwu
06pobnsemo;

e YoMy (ana akux uinen) Mmn obpobnaemo
Bawi [lepcoHanbHi paHi (BKAHOYHO 3
npaBoBMMU migctaBamMu Ana o6pobkum
BaLux daHunx);

e AKMM 4YMHOM | B AKUX Micuax
po3TawlyBaHHA MK 06pobnsemo Balli
MepcoHankeHi gaHi (kyan M nepenaemMo
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your Personal Data and with whom we
share your Data);

o Whatare your rights.

This Privacy Statement applies from the date
specified at the top of this page. We may
modify or amend this Privacy Statement
from time to time, therefore, we encourage
you to review this statement periodically.

What Personal Data We Process

We process the Personal Data that you
provide to us, that we obtain from your
employer or contractual partner, advisor, or
third party, that you explicitly made publicly
available, or are publicly available otherwise
(e.g., online media).

These Personal Data may include:

e Your name, surname, and gender;

e Your occupation (job position) and
general contact details (work or home
address, personal or work e-mail
address, and telephone number);

e History and details of your business
contacts with Deloitte;

e Yourbank account number (in case that
our client/contractor/vendor, and sub-
contractor is a natural person);

o |Paddress;

e Your Personal Data provided in
connection with the execution of your
rights in accordance with this Privacy
Statement;

e CCTV images and other information we
collect when you access our premises
(the specific and customized
information on this Personal Data
processing is available in the respective

Bawi [lepcoHanbHi gaHi i 3 KUM MU
ainnMocsa sawmMmm laHnmn);
e AKMMW € BaLli Npaga.

LA 3anABa npo KOH}IAEHLUINHICTb
3aCTOCOBYETbLCA i3 AaTh, BKa3aHoi Ha no4vaTky
uiei CTopiHKM. MM MOXEMO BHOCUTU 3MiHMU
abo nonpaBkn go uiei 3asaBu  Npo
KOH®IAeHUINHICTb Yac Big Yacy, BianosigHo,
MW pEKOMEHOYEMO NEepiognNYHO NepernagaTn
LitO 3aABY.

Aki MepcoHanbHi paHi Mn o06pobnaemo

Mu obpobnsaemo lNepcoHanbHi gaHi, AKi BU
HaM HapgaeTe, AKi MU OTPUMyEMO BIf
poboTtoaaBus abo KOHTpareHTa 3a
LOroBOpoM, KOHcCynbTaHTa abo TpeTboi
CTOPOHMU, AKi BN BiaBEPTO onpunoaHmnnm abo
AKi iHakwe cTatTb NybniyHO [OCTYMHUMM
(Hanpuknag, yepes IHTepHeT-3MI).

Lo Takmx [lepcoHanbHMX AaHUX MOXYTb
Hanexartu:

e Balle iM’a, Npi3BULLE Ta CTaTb;

e BawW pig 3aHATb (poboya nocapga) Ta
3aranbHi KOHTaKTHi gaHi (poboua abo
OoMallHA agpeca, ocobucTta abo poboua
agpeca efieKTPOHHOI MNOowWTKM | HOoMep
TenedoHy);

e icTOpia Ta AgeTanbHa iHGopMaLia BaLLUUX
6isHec-koHTakTiB 3 Deloitte;

e HOMep Baworo 6aHKIBCbKOro paxyHKy
(AKwo BawmMM kKnieHToM/nigpagHUKoM/
noctayanbHMKOM € ¢i3znyHa ocoba);

e |P-agpeca;

e BawillepcoHanbHi faHi, HagaHiy 3B’A3Ky
i3 peanisauieto BawuMx npas 3rigHO 3
uieto 3aABoo Npo KOHOIAEHUINHICTD;

e 306paxkeHHA Kamep
BiJ€OCMOCTEPEXXEHHA Ta iHWa
iHpopMaLis, aky Mu 36MpaemMo, Konm Bu
OTPUMYyETE [OCTYN A0 HALLUWX NPUMILLLEHb
(KOHKpeTHa Ta cneuianisoBaHa
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Deloitte CE premise if applicable - the
CCTV images may be also processed by
the building owner or the authorized
third party).

For the purposes specified here-below, we
do not collect or process any ‘sensitive’ or
‘special categories’ of Personal Data as
defined in the Data Protection Legislation.
The additional types and categories of your
Personal Data that are processed directly for
the purposes of provision of our services are
described in the Deloitte CE Entities

iHbopMaLia npo (7] 06pobky
NepcoHanbHUX gaHWUX OOCTyrNHa Yy
BignoBigHOMYy npuMilleHHi Deloitte CE, y
pa3i HeobxigHOCTI — 306pa>keHHA KaMep
BiJ€OCMOCTEPEXKEHHA TaKOX MOXYTb
0bpobnsatncs BnacHukoMm 6yaieni abo
YMOBHOBAa>XEHOIO TPETbO CTOPOHOID).

Ons uinen, 3a3HayeHux Agani, MU He
36upaemMo Ta He 06pobnaemMo Byab-aKUX
«4yyTAnBMX» abo «cneuianbHUX KaTeropin»
lMepcoHanbHUX [JaHWUX, fAK BU3HAYEHO Yy
3aKoHO4aBCTBI NPO 3axMUCT gaHux. [JooaTkoBi
BUOM Ta KaTeropii Bawwmx [lepcoHanbHUX
haHux, aki obpobnatoTbcAa 6He3nocepegHbo
0N uinen HagaHHA HaLWWX MOCnyr, onucaHiy

Providing Services as Data BiANOBIAHMX 3asBax MNPO KOH@iIAEHLUiNHICTb
Controllers and Deloitte CE Entities KomnakHii Deloitte CE, aki HagaloTb nocnyru
Providing Services as Data y poni KoHTponepiB paHux ta KomnaHii

Processors privacy statements.

Purposes of Your Data Processing (the
“Purposes”)

e Compliance with the applicable legal,

regulatory, or professional
requirements (anti-money laundering);
e Addressing requests and
communications from  competent
authorities;
e General contract administration,

financial accounting (invoicing), and
statistics;

e Internal compliance and risk analysis
(including investigating or preventing
security incidents);

e Protecting our rights and legitimate
interests;

e General client, vendor, contractor, or
sub-contractor relationship purposes
(including the feedback and complaints,
as well as assessment and
development of business
opportunities);

Deloitte CE, aki HapaloTb nocnyru y poni
MpouecopiB paHux.

Uini o06pob6kn Bawmx [OaHux (Hagani -

«LLini»)

e [OTPMMaHHA 3aCTOCOBHUX MpPaBOBMX,
perynatopHux abo npodecinHnx BMMOr
(NpoTuaia BigMMBAHHIO KOLUTIB);

e po3rnag 3anuTiB i NnoBiAOM/IEHDb
KOMMETEHTHUX OPraHiB;

e 3aranbHe afAMiHICTpyBaHHA [O0roBopis.,
diHaHCcOBUM obnik (BMCTaBNEHHA
paxyHKiB) i cTaTUCTUKA;

e BHYTpilWWIHA BignoBigHicTb | aHania
PU3UKIB (BKAKOYHO i3 po3CrigyBaHHAM

abo 3anobiraHHaAM iHUMOEeHTaM
6e3nekn);
e 3axXMCT HaWIMX npaB Ta 3aKOHHUX

iHTepeciB;

e 3aranbHi UiNi BIAHOCUH 3 K/ieHTaMu,
nocrtavanbHuUkaMu, nigpagHvkamu abo
cybnigpsgHuKamm (BK/TFOYHO 3 Bigrykamm
Ta CcKapramm, a TaKoX OUiHKOK Ta
pPO3BUTKOM Bi3HEC-MOXX/TMBOCTEN);
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e Utilization of internal or hosted (cloud)
information technology systems,
services and applications (for
communication, data sharing, and
archiving purposes).

Please note that this Privacy Statement does
not include detailed information on
processing of Personal Data for the
purposes of direct mailing and recruitment.
The processing of Personal Data for such
purposes is described in the specific privacy
statements displayed prior the data
collection in the dedicated application.
Apart from situations when the protection of
our legitimate interest may be used as a legal
basis for our business development and
marketing activities (within the boundaries
and limitations set by applicable laws and
regulations) we process your Personal Data
for direct mailing and marketing purposes
with your explicit consent.

Legal Basis for Your Data Processing:

We process your Personal Data only when
the processing is necessary in the following
cases:

¢ To administer the contract we have with
you personally or to take steps to enter
into a contract with you;
e For compliance with a legal obligation
we are subject to;
e For the purposes of our legitimate
interest which might be to:
- Execute and fulfill contracts with our
vendors, contractors or sub-
contractors,

®  BUKOPUCTaHHA BHYTPILLHIX abo
pPO3MiLLLEHUX (xMapHWMX) cucTeM
iHpopMaLiMHNUX TexHoNorin, nocnyr i
3acTOCyHKiB  (onsa  3B’A3Ky, OOMiHy
OaHMMK Ta apxiByBaHHA).

lNMpocnMo 3BepHYTW yBary Ha Te, Lo uA 3adBa
Mpo KOHOIAEHUINHICTE HE MICTUTb AeTanbHOI
iHbopmMaLii npo 06pobky [llepcoHanbHUX
OaHUX Oona  uinem  npaMmx  MOLTOBMX
po3cunok Ta Hammy nepcoHany. O6pobka
lMepcoHanbHMX paHUX ANA Takux uinemn
onucaHa Yy cneuianbHUX 3aABax Mpo
KOH®IAeHUiNHICTb, AKi  BigobpaxkatoTbcA
nepen 36opoM  gaHUX |y BIiANOBIAHWX
3actocyHkax. OkpiM cuTyauin, Konu 3axuct
Halunx 3aKOHHMX iHTepeciB MoxXe 6yTn
BMKOPUCTaHWM AK MpaBoBa OCHOBa [A/A
po3BuTKy  6i3Hecy Ta  MapKETUHrOBOI
pianbHocTi (y Mexkax Ta o0B6MeXeHHsX,
BCTAHOB/MIEHUX YWMHHMM 3aKOHOOABCTBOM i
pernameHtamun), Mu obpobnAaemo BaLui
lMepcoHanbHi AaHi AnNA BUKOPUCTaAHHA Y
NPAMMX MNOLUTOBMX pPO3CUMKax Ta A4nA
MapKeTUHIOBUX Linen nuwie 3 BallOi YiTKOI
3rogu.

MpaBoBa ocHoBa pAnAa o06po6ku Bawimnx
AaHux:

Mun o6pobnaeMo Bawi [lepcoHanbHi paHi
TinbKu TOAi, KON 06pobka HeobxigHa y TaknX
BMNagKax:

e [O/1A agMiHICTpyBaHHA AOrOBOPY, AKUN MU
MaeMo 3 BaMu ocobucto, abo BXUTTA
3axomiB ONAa YyKnageHHsa [Ooroesopy 3
BaMW;

e anA OOTPUMaHHSA
3060B'A3aHb, AKi MM MAEMO;

e [OnA uinen peanisauii HaWMX 3aKOHHUX
iHTepeciB, A0 AKMX MOXKYTb Hanexxatu:

- BUMHEHHA Ta BUKOHaHHA A0roBOpiB 3
HaWnMm nocrayasbHMKaMu,

HRPUNONYHNX
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- Protect our business interests
(including to conduct our risk and
quality assessments),

- Ensure that the complaints or
requests delivered to us are properly
addressed.

Retention of Your Personal Data
Your Personal Data shall be retained by us
for a period of 10 (ten) years following the
provision of services to our clients or the
expiration of our contractual relationships
with our vendors, contractors, or sub-
contractors or as required by the applicable
laws or relevant regulations or for Deloitte
legitimate interests.

Personal Data Controller

In the context of this Privacy Statement, the
Data Controller is the Deloitte CE entity that
is a party to the client, vendor, contractor, or
sub-contractor contract.

Sharing and Transferring Your Personal
Data

Your Personal Data may be
disclosed/transferred to and processed by
the following Recipients for the Purposes:

Deloitte Group of Entities listed here. If
applicable, your Personal Data will be
processed only to the extent allowed for the
Purposes and in accordance with the Data
Protection Legislation. Each of the
Recipient(s) shall be responsible for

nigpAagHUKaMm abo
cybnigpagHukamum,
- 3axucT Hawmx 6i3Hec-iHTepeciB

(BK1OYHO 3 NpPOBEAEHHAM OLIHKMK
PU3KKIB Ta AKOCTI),

- 3abeaneveHHA TOro, WO HaaicnaHi
HaMm cKkapru abo 3annTm
po3rnagaroTbCA HaNEeXXHUM YNHOM.

36epiraHHAa Bawmnx MNepcoHanbHUX JaHUX

Bawi [MepcoHanbHi paHi 36epiratmMyTtbeA
HaMm npotarom 10 (gecAatn) pokiB nicnA
HagaHHA nocnyr HawumM KiieHTam  abo
3aKiHYeHHA TepMiHy Aii Hawux [OoroBipHUX
BiAHOCWH 3 noctavasnbHUKaMu,
nigpagHukaMmmn 4ym  cybnigpagHnkamm abo
BigMNoBigHO no BUMOT UYMHHOTO
3aKoHO4aBCTBa UM BigNOBIgHNX HOPMATUBHO-
npaBoBMX akTiB abo pgnA [OOCATHEHHA
3aKOHHWUX iHTepeciB Deloitte.

KoHTponep NMepcoHanbHUX gaHnx

Y KOHTeKCTI uiei 3asaBM Npo KOHQIAEHLINHICTb
KoHTponepom paHux € topuandHa ocoba
Deloitte CE, aka € cTopoHO A0roBopy i3
KMiEHTOM, noOcTa4vyanbHUKOM, MiAPAAHMKOM
abo cybnigpagHMKoOM.

O6MiH Ta nepepava Bawux NMepcoHanbHNX
AaHux

Bawwui MepcoHanbHi baHi MOXXYTb
po3KkpuBaTtuca/nepepasatnca PeuyunieHTam
Ta obpobnatmca HUMK ONA  [OCATHEHHA
Uinewn:

F'pyna komnaHin Deloitte nepenivena Tyrt. Y
BianoBioHMX Bunagkax Bawi [lepcoHanbHi
paHi  0bpobnatmmMytbca nuwe B 06cA3i,
[O03BONEHOMY [AOna pocAarHeHHA LUinenm i
BigNOBIAHO A0 3akOHOAAaBCTBA MPO 3axMCT
naHux. KoxxeH i3 PeuunnieHTiB BignoBigae 3a
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ensuring the appropriate protection of your
Data, providing information on your Data
processing, and obtaining additional
consents if required. In case your Data are
transferred  across country  borders
(including the territories outside of the
European Union), then such transfers will
take place only in the case that the
obligations as stipulated by the Data
Protection Legislation for when such
transfers are fulfilled.

Processors

Our approved administrative and IT service
suppliers:

3abe3neyeHHsa HaneXXHOro 3axucTy BalluX
JaHnx, HagaHHA iHopmauii npo 06pobky
Bawmx [laHMXx Ta OTpUMaHHA [04aTKOBUX
3rof, AKLLO Le HeobxigHo. AKLLo Balli AaHi
nepenarTbCcA  4Yepe3  KOPAOHW  KpaiHu
(BkNOYHO 3 TepuTOpIAMM 3a MeXXaMu
€sponencbkoro Cotw3dy), Taki nepepgadi
JaHnx BigbyBaTMMyTbCA nuwle 3a YMOBU
BMKOHaHHA 3000B’A3aHb, nepeabdaveHux
3aKOHO4AaBCTBOM MPO 3axMCT AaHWUX LOA0
Takoi nepepadi.

Mpouecopu

Hawwi 3aTBepo KeHi nocTavanbHUKMN
agMiHicTpaTUBHUX nocnyr Ta nocnyr IT:

AiP Safe s.r.o., Kofenského 1025/7, 150 00 Prague 5, Czech Republic/ lpara 5, Hecbka

Pecnybrnika

con4PAS, s.r.o., Novodvorska 1010/14, 142 01 Prague 4 — Lhotka, Czech Republic/llpara 4 -

JIromka, Yecbka Pecnybnika

Deloitte Advisory & Management Consulting Private Limited Company, Dézsa Gy ut 84.C.,
1068 Budapest, Hungary/bypanewm, YropujuHa
Deloitte CE Business Service Sp. z 0.0., Al. Jana Pawla Il 22, 00-133 Warsaw,

Poland/Bapwasa, Nonbuwa

Deloitte Central Europe Service Centre s.r.o., Italska 2581/67, 120 00, Prague 2 - Vinohrady,
Czech Republic/lpara 2 - BuHorpaau, Yecbka Pecniybnika

Deloitte CZ Services s.r.o., Italska 2581/67, 120 00, Prague 2 — Vinohrady, Czech
Republic/lpara 2 - BuHorpagu, Yecbka Pecny6rika

Digital Resources a.s., Podébradska 520/24, 190 00, Prague 9, Czech Republic/lpara 9,

Yecbka Pecnybrika

MobileXpense, Koning Albert lI-laan 7, 1210 Brussels, Belgium/bptroccenb, besnbria
Uniwise s.r.o., Studentska 6202/17, 708 00, Ostrava-Poruba, Czech Republic/OcmpaBa-

lNopy6a, Yecbka Pecriybrika

Wookie.apps s.r.o., Josefa Ko¢iho 1556, 153 00, Radotin, Czech Republic/PagomuH, Yecbka

Pecnybrnika

Non-EU based Data Processors that fall
under EU Adequacy Decision:

Mpouecopu gaHMX, WO 3Haxo4ATbCA Mo3a
MexxamMmm €C, saki nignagatoTb nig  4ito
PiweHHa €C npo gocTaTHICTb:

Deloitte Global Services Limited, Hill House, 1 Little New Street, EC4A 3TR London,
United Kingdom //loHaoH, BenukobpumaHis

Deloitte Touche Tohmatsu Services, Inc., 30 Rockefeller Plaza, New York, 10112 —
0015, USA/Hbro-Mopk, 10112 -0015, CLLA
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Microsoft Corporation, One Microsoft Way, Redmond, WA 98052, USA/PeagmoHa,

wmam BawuHrmoH 98052, CLLIA

Non-EU based (all non-EU based Data
Processors have concluded the EU approved
Standard Contractual Clauses with us
ensuring an adequate level of Personal Data
protection as required by the Data
Protection Legislation).

Deloitte Support Services India Private Limited, RMZ Futura, Block B, 2nd Floor, Plot No. 14 &

Mosame>xamm €C (yci lNpouecopu gaHux, Aki
3HaxoaATbCA No3a Mmexxamu €C, nignucanu 3
Hamun 3aTBepaxeHi B €C CraHgapTHi
OOroOBipHI MONOXeHHA, AKi 3abe3nevyoTb
Hane>Hnn piBeHb 3axucTy [lepcoHanbHKX
baHuX 3rigHo 3 BMMoOraMm 3akoHO4aBCTBa
Mpo 3axmCT AaHux).

15, Road No. 2, Hi-Tec City Layout, Madhapur, Hyderabad — 500 081, Telangana,
India/latinapabaa — 500 081, TenaHraHa, IHAis

Their access rights are strictly limited to the
extent that it is only for necessary technical,
administrative, and help desk support
services.

Security of Processing

We and our Data Processors established
technological, physical, administrative, and
procedural safeguards all in line with the
industry accepted standards in order to
protect and ensure the confidentiality,
integrity, or accessibility of all Personal Data
processed; prevent the unauthorized use of
or unauthorized access to the Personal Data
or prevent a Personal Data breach (security
incident) in accordance with Deloitte CE
policies and the Data Protection Legislation.
Deloitte CE is a holder of I1SO 27001
certification - widely recognized global
information standard.

Your Rights

You have your right to:

IxHi npaBa mocTyny cyBopo o6MexeHi nuLle
ansa HagaHHA HeobXiAHUX  TEeXHIYHUX,
agMiHICTPaTUBHUX MOCAYT i MOCAYT NiATPUMKMN
L,0BIAKOBOI cny>éu.

bes3neka 06po6kun daHux

Mwu Ta Hawi lNMpouecopn gaHMx BCTaHOBUAU
TEXHOMOriYHI, ¢i3nYHi, agMiHiCcTpaTUBHI Ta
npouenypHi 3acobu 3axmcTy BigMNoBIAHO A0
MPUNUHATUX Yy ranysi cTaHgapTiB 4NA 3axXuUcTy
Ta 3abe3neyeHHs KOH®iAeHUiNHOCTI,
uinicHocTi abo OOCTYMHOCTI ycix
MepcoHanbHMX AaHux, fAki 0b6pobnArTbes;
3anobiraHHA HecaHKLiOHOBaHOMY
BMKOPUCTAHHKO UM  HeCaHKLiOHOBaAHOMY
poctyny pgo [lepcoHanbHuUx paHux abo
3anobiraHHa nopyweHH [lepcoHanbHMX
naHux (iHumaeHtaM 6e3nekun) BignoBiAHO A0
nonitnkn Deloitte CE Ta 3akoHogaBcTBa npo
3axuct gaHux. Deloitte CE Mae ceptudikar
ISO 27001 - WKWPOKO BU3HAHOrO Y CBITI
iHpopMaUirHoro ctaHgapTy.

Bawi npaBa

Bu MmaeTe Taki npaBa:
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e Request access to your Personal Data
(and request a copy of the Personal Data
that we process),

e Request us to update and correct your
Personal Data (right to rectification),

e Request ustodelete your Personal Data
(where possible), or

e Require a restriction on the processing
of your Data.

You may object to the processing (in certain
cases as specified by the GDPR), as well as
execute your right to Data portability (receive
a copy of Personal Data which you provided
to us in a structured machine-readable
format and request us to transmit such Data
to another Data Recipient).

You can enforce all rights described here by
sending an e-mail
to: CEprivacy@deloittece.com or through
an email / written notice sent as agreed
under a contract regulating the relationship
with Deloitte (whichever more convenient).

You can also use the above contacts for any
questions related to processing your
Personal Data, including the security
safeguards when transferring the Data
outside of the EU region.

It is also your right to lodge a complaint with
a local Data Protection supervisory authority
in the country of your residence in case you
are of the opinion that the processing of your
Personal Data infringes the GDPR.

e BMMaramm poctyny 0o BaLLMX
lMNepcoHanbHUx paHux (i BUMaratu
HagaHHA konii [NepcoHanbHUX gaHux, AKi
Mun 06pobnAaemo),

e BMMaratu, wob6 MW OHOBAIOBaNM Ta
KopuryBanm Bawi [lepcoHanbHi paHi
(npaBo Ha BUNpaBAeHHA),

e BMMAaratmM Bi4 Hac BMAaneHHA BaLIUX
MepcoHanbHUX AaHUX (KOAM MOX/NBO),
abo

e BUMAaratmM 3anpoBag>kXeHHA ObMe>XXeHHA
Ha 06pobky Bawwnx daHux.

Bun MoxxeTe 3anepevyBati npotu 06pobku (y
neBHUX Bunagkax, AK Ue nepegbayvyeHo y
3P3[), a Tako>X peanizyBaTu CBOE MpaBo Ha
nepeHocumictb [aHux (oTpumaTu Konito
lMepcoHanbHWX paHuX, AKi BU Hagannm HaM y
CTPYKTypOoBaHoMy ¢opmaTi y MaluMHHOMY
rModaHHi, i MonpocuTM Hac nepenaty Taki JaHi
iHLWOMY PeunnieHTy gaHumx).

Bu moxxeTe 3actocyBatu BCi npaBa, onucaHi
TYT, HagicnaBlKM €NekKTPOHHUA NUCT Ha
agpecy: CEprivacy@deloittece.com a6o

LL/TAXOM HagcwunaHHAa €NeKTPOHHOro
nmcTta/nMcbMoBOro MoBiAOM/MEHHS
BiANOBIAHO OO0 MNOMOXEHb Y3roA>XeHoro

[0roBopy, Wo peryntoe BigHocnHu 3 Deloitte

(3anexxHo Big TOro, AkuM crnoci6 €
3PYYHILLINM).
Bun TakoXX MoXeTe cKkopucTatmcs

HaBeAeHUMKN BULLE KOHTAKTHUMW AaHUMWU
ons  6yab-AKMX MUTaHb, MNOB’A3aHUX 3
o6pobkoto Bawmx [lepcoHanbHUX [OaHuX,
BK/IFOYUHO 3 rapaHTiaMm 6e3neku nig 4ac
nepepadvi aHux 3a mexi €C.

Bu Takox MaeTe npaBO nogatu ckapry Ao
MiCLLeBOro HarnagoBOro OpraHy i3 3axucry
OaHUXY KpaiHi Baloro NpoXXmnBaHHA, AKLLO BU
BBaXKaeTe, Lo obpobka BaLLINX
MepcoHanbHMX gaHmnx nopywye 3P3/.


mailto:CEprivacy@deloittece.com
mailto:CEprivacy@deloittece.com
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Deloitte Central Europe Privacy
Statement applicable to a provision of a
service by

Deloitte Central Europe Entities as Data
Controllers

Applicable to majority of services provided
by Deloitte as an independent advisor in the
area of Audit and Assurance, Tax and
Legal, Consulting services.

What Personal Data We Process
As a Controller, we process the Personal
Data that you provide to us, including the
Personal Data on your family members and
dependents if needed given the nature of
service provided, or the Data that we obtain
from your employer or contractual partner,
advisor, or third party, under the condition

that such Data were collected lawfully.

Depending on the given type of services,
those Personal Data may include:

e Your name, surname, and gender, date
of birth, your ID or passport details, tax
ID number, social security and national
insurance number,

e Your occupation (job position) and
general contact details (work or home
address, personal or work e-mail
address, and telephone number,
education certificates),

e Other Data necessary for the provision
of the certain type of service to your

3aaBa Deloitte Central Europe npo
KOH®iAEeHLUiNHIiCTb, AKa 3aCTOCOBYETbCA 4,0
nocnyr, Wo HagatTbcs

topnagnuHumm  ocobamm Deloitte Central
Europe, ak KoHTponepamu (Bonoginbuamm)
lMepcoHanbHUX gaHnx

3acTtocoByeTbcA A0 OinblIOCTi nocnyr, WO
HapatoTbca  Deloitte Ak He3ane>kHUM
KOHCYNbTaHTOM Yy cdepi ayanTy Ta nocnyr 3
HagaHHA BMNEBHEHOCTi, NoAaTKOBMX i
IPUONYHUX NOCAYr, KOHCaNTUHIOBUX
nocnyr.

Axi MNepcoHanbHi gaHi MM 06pobnaemo

Y poni KoHTponepa (Bonoginbusa) ™Mwu
obpobnsemMo lNepcoHanbHi gaHi, ki BU HaMm
HapgaeTe, BKIOYHO 3 [lepcoHanbHUMK
OaHMMKM  NpO  uneHiB  Bawoi ciM'i  Ta
yTpPUMaHLiB, AKLLO Lie HeobxigHo 3 ornaay Ha
xapakTtep nocnyr, Aki HagatoTbca, abo [aHi,
AKi MM OTPMMYEMO Big, Baworo poboroaasuA
UM KOHTpareHTa 3a 40roBOPOM, KOHCY/IbTaHTa
abo TpeTbOoi CTOPOHK, 33 YMOBM WO Taki JaHi
6ynun 3ibpaHi y 3aKOHHUI cnocib.

Y 3anexHOCTi Big KOHKPETHOro BMAy nocnayr
0o umx TllepcoHanbHUX AaHUX MOXXYTb
HanexaTu:

e Balle iM’a, npisBuLLEe Ta cTaTb, AaTa
Hapoa>KeHHA, BaLle NOCBig4YeHHA ocobu
abo nacnopTHi AaHi, noaaTKoBUW
ineHTMdikauinHnn HoMep, HoMep
CBigOUTBa coLianbHOro cTpaxyBaHHA Ta
3aranibHOAEP>KaBHOro CTpaxyBaHHA,

e BaW pig 3aHATb (poboua nocapa) Ta
3aranbHi KOHTaKTHi gaHi (poboua abo
OoMallHA agpeca, ocobucTta abo poboua
agpeca enekTPOHHOI MNowTW i HoMep
TenedoHy, CBigoOLTBaA MPO OCBITY),

e jHWi [fani, HeobxigHi AOna HapgaHHA
neBHOro BUAYy nocnyr BaLLOMY
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contractor or employer (marital status,
number of children, information about
your family members, their names,
surnames, dates of birth, as
appropriate),

e Financial data (including bank account
details, credit history, employment
income, and personal investment
income/gains),

o Data related to your relationship with
our client (purchased goods or
services).

Purposes of Your Data Processing (the
“Purposes”)

Provision of services to you personally or to
our clients (being your employer or your
contractual partner) as agreed in the
respective contract.

Processing Tools

For some type of services, the special tools
are utilized for Personal Data processing.

Legal Basis for Your Data Processing

e The performance of the contract to
which you are a party, or if you are not a
party to the contract, then

e Our legitimate interest in providing the
services based on the contract to your
employer or contractual partner, or

e Compliance with legal obligations
which Deloitte is subject to when
providing the services to you or to your
employer/contractual partner (i.e. the
applicable laws (if any) regulating the
provided services explicitly determine
that, while providing the service, we

KOHTpareHTy abo pob6oToaaBLo
(cimeriHUM  cTaH, KinbkicTb  giten,
iHpopMaLia Npo 4vneHiB BaLloi CiM’i, iXHi
iMeHa, npi3BuLla, 4aTW HapOOXKEHHA, Y
pasi HeobXigHOCTI),

e diHaHCOBI gaHi (BK/FOYHO 3 AeTasbHOR
iHpopMaLieto Npo 6aHKIBCbKMI paxyHOK,

KpeauTHOR icTopieto, po6ounmMm
noxogamm Ta ocobuctnmun
iHBECTULIMHMMN
noxogamu/npunbytkamm),

e [aHi, AKi CTOCYIOTbCA BaLLMX BiAHOCUH 3
HaluM knieHToM (NpuabaHi ToBapu abo
nocnyru).

Uini o6po6bkm Bawmx [OaHux (Hapani -

«LLini»)

HapaHHa nocnyr Bam ocobucto abo Hawum
KnieHTam (y poni Baworo pobotogasusa abo
BaLLIOr0 KOHTpareHTa 3a [AOroBOpoM), fAK
noroay<eHo y BianoBigHOMY AOroBOPI.

IHCTpYyMeHTU 06p0o6KMH

[nsa neBHMX BMAIB MOCNYr BUKOPWUCTOBYHOTbCHA
cneuianbHi  iHCTpyMeHTM ans  o6pobkun
MepcoHanbHUX AaHUX.

MpaBoBa ocHoBa pAnAa o06po6ku Bawimnx
JAaHux

e BUWKOHaHHS [OroBOpPY, CTOPOHOK SKOro
BW €, abo AKWO BW He € CTOPOHOL
norosopy, Toai

e 3a40BONEHHA Hawloro 3aKOHHOrOo
iHTepecy y HagaHHi nocnyr Ha nigcTasi
Ooroepopy BawoMmy pobotogaBuo abo
KOHTpareHTy 3a 4OroBOpomMm, abo

e [OTPMMaHHA HPUANYHUX 30060B’A3aHb,
Aaki Deloitte Mae BWKOHyBaTM nig 4ac
HagaHHA nocnyr BaM abo BawoMy
poboToaaBLO/KOHTPaAreHTy 3a
[OroBOpPoOM (Tob6TO 3aCTOCOBHe
3aKOHOLAaBCTBO (AKLLO Take iCHye), Ake
perynie HagaHHA nocayr, npaMo
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process your Personal Data as a
Personal Data Controller).

The provision and processing of your
Personal Data (including use of certain
tools for Data processing as indicated
here-above) are necessary for the
Purposes.

Retention of Your Personal Data
Your Personal Data shall be retained by us
for a period of 10 (ten) years following the
provision of services to you or to our clients
or as required by the applicable laws or

relevant regulations or for Deloitte legitimate
interest.

Sharing and Transferring Your Personal
Data

Your Personal Data may be
disclosed/transferred to and processed by
the following Recipients for the Purposes:

Recipients

Deloitte Group of Entities listed here. If
applicable, your Personal Data will be
processed only to the extent allowed for the
Purposes and in accordance with the Data
Protection Legislation. Each of the
Recipient(s) shall be responsible for
ensuring the appropriate protection of your
Data, providing information on your Data
processing, and obtaining additional
consents if required. In case your Data are
transferred  across country  borders
(including the territories outside of the
European Union), then such transfers will
take place only in the case that the

BMU3Hau4ae, WO Mg Yyac HagaHHA nocnyr
MM 06pobnsemo Bawi [NepcoHanbHi gaHi
y poni KoHTponepa (BonopginbuA)
lNepcoHanbHMX gaHux).

HapaHHA Ta o6pobka
MepcoHanbHMX  paHUX  (BK/AOYHO 3
BMKOPUCTAaHHAM NEBHUX iHCTPYMEHTIB AN
06po6bkn [laHMX, AK 3a3HaueHO BuULUeE)
HeobXxigHi ana pocarHeHHAa Linen.

BaLlunx

36epiraHHa Bawunx lMepcoHanbHUX AaHUX

Bawi [MepcoHanbHi paHi 36epiratmMyTtbeA
HaMm npotarom 10 (gecAatn) pokiB nicnA
HagaHHA nocnyr BaM abo HaluMM KieHTaMm
abo BignoBiAHO 400 BWUMOIr  YWHHOIO
3aKOHO4,aBCTBa YK BiANOBIAHNX HOPMATUBHO-
npaBoBMX akTiB abo pgnA [OOCATHEHHA
3aKOHHWUX iHTepeciB Deloitte.

O6MiH Ta nepepava Bawux NepcoHanbHUX
AaHux

Bawi MepcoHanbHi baHi MOXXYTb
po3kpuBaTmnca/nepegasatmcsa TaknuMm
PeuunieHtaM Ta o06pobnatnca HUMKM gnA
pgocarHeHHa Linen:

PeuunieHTn

F'pyna komnaHiv Deloitte nepeniueHa Tyr. ¥
BigNOBIAHMX BMMagkax Bawli [lepcoHanbHi
naHi  obpobnatuMytbcA nuwe B 06cA3i,
[O3BONEHOMY [Ansa pgocsarHeHHa LUinenm i
BignoBiAHO A0 3akOHOAABCTBA MPO 3axMCT
naHux. Ko>xxHu i3 PeunnieHTiB BignoBigae 3a
3abe3neveHHA HaNeXHoro 3axmMcTy BalluX
NaHnx, HagaHHA iHopmMauii npo 06pobky
Bawmx [laHuMx Ta OTpUMaHHA [O04aTKOBUX
3rof, AKLWO Le HeobxigHo. Akwo Bawli [aHi

nepenarTbCca  4Yepe3  KOPAOHM  KpaiHwu
(BKIOUHO 3 TepuTopiAMM 3@  MeXamu
€sponencbkoro Coto3y), Taki nepepgadi

[aHnx BigbyBaTUMYyTbCA /MLLE 3@ YMOBU


https://www2.deloitte.com/us/en/footerlinks/global-office-directory.html
https://www2.deloitte.com/us/en/footerlinks/global-office-directory.html
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obligations as stipulated by the Data
Protection Legislation for such transfers are
fulfilled.

Processors
Our subcontractors (approved by the client
in the contract or otherwise) and our

approved administrative and IT service
suppliers:

EU based

BMKOHaHHA 3000B’A3aHb, nepeadaveHunx
3aKoHO4ABCTBOM MPO 3axMCT AaHMUX L0040
Takoi nepepadi.

Mpouecopu
Hawwi cybnigpagHnku (3aTBepa>kKeHi KNieHTOM
y pgoroopi abo iHWWMM 4mHOM) Ta Hawi

3aTBEPAKEHI nocravanbHUKU
agMiHicTpaTUBHUX nocnyr Ta nocnyr IT:

I3 po3TawuyBaHHAM Ha TepuTopii €EC

con4PAS, s.r.o., Novodvorska 1010/14, 142 01 Prague 4 — Lhotka, Czech Republic/llpara 4 -

JIromka, Yecbka Pecnriybnika

Deloitte Advisory & Management Consulting Private Limited Company, Dézsa Gy ut 84.C.,
1068 Budapest, Hungary/bynanewm, YropujuHa
Deloitte CE Business Service Sp. z o.0., Al. Jana Pawla Il 22, 00-133 Warsaw,

Poland/Bapwasa, Nonbuwa

Deloitte Central Europe Service Centre s.r.o., Italska 2581/67, 120 00, Prague 2 - Vinohrady,
Czech Republic/llpara 2 - BuHorpaau, Yecbka Pecnybnika

Deloitte CZ Services s.r.o., Italska 2581/67, 120 00, Prague 2 — Vinohrady, Czech
Republic/lpara 2 - BuHorpagu, Yecbka Pecny6rika

Digital Resources a.s., Podébradska 520/24, 190 00, Prague 9, Czech Republic/lpara 9,

Yecbka Pecnybsika

Uniwise s.r.o., Studentska 6202/17, 708 00, Ostrava-Poruba, Czech Republic/OcmpaBa-

lNopy6a, Yecbka Pecniybrika

Audit Services/AyaunTtopcbki nocnyru: Deloitte Group Support Centre BV, a private limited
liability company established in the Netherlands/npusamHe moBapucmBo 3 06MEXXEHOH
BignosigasbHicmto, cmBopeHe y HinepnaHgax, Gustav Mahlerlaan, 2970 Amsterdam, the

Netherlands/AmMcmepaam, HigepnaHgu

In order to procure proper administrative,
technical, and operational support, we may
also contract local service providers (in the
countries that we operate in) that will
process your Personal Data as Personal
Data Processors. Such local service
providers are our entrusted partners
providing mainly local archiving, courier,
translation, IT support, or reprographic

Onsa 3abes3neyeHHnA Hane>xHoi
agMiHIiCTpaTUBHOI, TEXHIUHOI Ta onepaLinHol
NiaTPUMKN MU TakKoXX MOXKEMO 3anydatum
MicLeBMX NocTavanbHUKIB nocnyr (y KpaiHax,

B AKMX MU NpoBaguMO  onepauinHy
OiAanbHiCcTb), AKi  06bpobnAaTMMyTb  Balli
lNepcoHanbHi pgaHi 'y poni [lpouecopis

(po3nopagHukiB) NepcoHanbHUX aaHux. Taki
MiCLleBi MocTayanbHUKN MOCAYr € HawwmMMu



Deloitte

services. Any such local services provider,
prior to the provision of the services,
concludes a Data Processing Agreement in
line with the requirement of the Data
Protection Legislation. You can obtain a full
list of such local Personal Data Processors
directly upon your request to us.

Non-EU based Data Processors that fall
under EU Adequacy Decision:

LOBipeHMMM nNapTHepaMu, AKi  HagakTb
rnepeBa>kHO MiCLEBI NOCAYrn 3 apXxiByBaHHA,
Kyp’epcbki nocnyru, nocnyru nepeknaay, IT-
nigTpumky abo penporpadivHi  nocnayru.
byab-aknn Takmi MicueBui noctadanbHUK
nocnyr nepep HagaHHAM MNOCAYr yknagae
Yrogy npo o6pobky gaHuX BiAnNOBIAHO A0
BMMOr 3aKOHO4AaBCTBA NPO 3axXUCT faHux. Bu
MOXeTe OTpuMaTh MOBHWM Nepesnik Takux
MmicueBux  [llpouecopie  (po3nopAnHUKIB)
lMepcoHanbHMX paHux 6e3nocepegHbO 3a
BaLUMM 3annUTOM A0 Hac.

Mpouecopu gaHWX, WO 3Haxo4ATbCA Mo3a
MexxaMm €C, saki nignagatoTb nig Aito
PiweHHa €C npo gocTaTHICTb:

Deloitte Global Services Limited, Hill House, 1 Little New Street, EC4A 3TR London,
United Kingdom //loHgoH, BenukobpumaHia
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052, USA/PeagmMoHa,

wmam BawuHrmoH 98052, CLLIA

Tax/Global Employment Services:

Mopartkosi nocnyru /Fno6anbHi cny>k6u
3aWHATOCTI:

Deloitte Tax LLP, 30 Rockefeller Plaza, New York, 10112 - 0015, USA/Hbro-Mopk, 10112 —

0015, CLLIA

Deloitte Touche Tohmatsu Services, Inc., 30 Rockefeller Plaza, New York, 10112 -
0015, USA/Hbm-VIopK, 10112-0015, CLLIA

Non-EU Based

Since the processing of Personal Data may
include transfer of Personal Data outside of
the European Union (the EU), all of the below
entities have concluded the EU approved
Standard Contractual Clauses with Deloitte
Entity providing the services under the
Engagement to ensure an adequate level of
Personal Data protection as required by the
Data Protection Legislation.

MNo3a mexxamun €C

Ockinbkn o6pobka [lepcoHanbHUX AaHUX
MoXKe nepeabavatun nepegavy
MepcoHanbHMX baHunx nosa MeXi
€sponencbkoro Cotsy (EC), yci HaBeaeHi
agani HPULNYHI ocobu nignucanmu
3aTBepaxeHi B €C CraHgapTHi AOrosipHi
MoMIO>KeHHA i3 BigMNoBiAHOK HOPUANYHOIO
ocobot Deloitte aka Hapgae nocnyrn pgnA
BMKOHaHHA 3aBgaHHA, ski 3abe3nevyroTb
HaneXXHuin piBeHb 3axucTy [lepcoHanbHKUX
OaHuUX 3rigHo 3 BMMOramm 3akKOHO[aBCTBa
Mpo 3axmcT AaHuX.
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Deloitte Support Services India Private Limited, RMZ Futura, Block B, 2nd Floor, Plot No. 14 &

15, Road No. 2, Hi-Tec City Layout, Madhapur, Hyderabad — 500 081, Telangana,
India/latinapabaa — 500 081, TenaHraHa, IHAis

Their access rights are strictly limited to the
extent that it is only for necessary technical,
administrative and help desk support
services.

Processing Tools

For some types of services you may be asked
to access dedicated tool or application and
upload your Personal Data. Information on
Processing of Personal Data is displayed
directly in the tool prior Personal Data is
collected.

Security of Processing

Deloitte and its Data Processors established
technological, physical, administrative, and
procedural safeguards all in line with the
industry accepted standards in order to
protect and ensure the confidentiality,
integrity, or accessibility of all Personal Data
processed; prevent the unauthorized use of
or unauthorized access to the Personal
Data, or prevent a Personal Data breach.

Your Rights

Please refer to the Deloitte Central Europe
Privacy Statement.

IxHi npaBa mocTyny cyBopo obMexxeHi nuiue
ONA  HajaHHA  HeobXigHWUX  TeXHiYHuX,
agMiHICTPaTUBHUX MOCAYT i MOCAYT NiATPUMKN
[,0BIAKOBOI Cry>x6u.

IHCTpyMeHTH 06po6KkKn JaHux

Ona neBHMX BMAIB Nocnyr Bac MOXYTb
nonpocuTKn oTpuMaTtn poctyn 0o
creuianbHOro iHCTPYMeHTy abo 3aCTOCYHKY
Ta 3aBaHTaXkmTu Bawi [lepcoHanbHi gaHi.
IHpopmMauis woao o6pobkn lNepcoHanbHUX
haHux BigobpakaeTbca 6e3nocepeaHbO B

iHCTPYMEHTI nepea 36unpaHHAM
lNepcoHanbHMUX gaHWX.

bes3neka 06po6kun faHux

Deloitte Ta wnoro [lpouecopu paHUXx
BCTaHOBUNU TEXHO/OTIYHI, $isnyHi,

agMiHiCTpaTUBHI Ta npouenypHi 3acobu
3axucTy BigMOBIAHO OO0 MPUUHATUX Yy ranyasi
CTaHOapTiB Ona 3axmcTy Ta 3abes3rnedeHHs
KOH®IAEeHUINHOCTI, winicHocrTi abo
[OCTynHoOCTI ycix lNepcoHanbHUX gaHuX, AKi
obpobnatoTbes; 3anobiraHHs
HecaHKLiOHOBAHOMY  BUKOPUCTAHHIO UM
HecaHKLioHOBaHOMY pocTtyny no
MepcoHanbHUX paHux abo 3anobiraHHs
nopyLueHHo MNepcoHanbHUX AaHUX.

Bawi npaBa

Oune. 3aaBy Deloitte Central Europe npo
KOH®iaeHLiNHICTDb.
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Deloitte Central Europe Privacy
Statement applicable to a provision of a
service by

Deloitte Central Europe Entities as Data
Processors

Applicable to the services when Deloitte
does not act as an independent advisor but
as a provider of an outsourced service: BPS,
immigration, forensics, whistleblowing, IT
support, SaaS, AML, KYC checks and other
types of Background Checks conducted
on behalf of the client (list is not
exhaustive).

What Personal Data We Process
As Processors, we process the Personal
Data that you provide to us, including the
Personal Data on your family members and
dependents if needed given the nature of
service provided, or the Data that we obtain
from your employer or contractual partner,
advisor, third party, that you explicitly made
publicly available, or is publicly available
otherwise (e.g., online media).

These Personal Data may include:

e Your name, surname, and gender, date
of birth, your ID or passport details, tax
ID number, social security and national
insurance number,

3aaa Deloitte Central Europe npo
KOH®IAEHUINHICTb, AKA 3aCTOCOBYETbCA [0
nocnyr, Wwo HaparTbCA

topnagnuHumm  ocobamm Deloitte Central
Europe, ak lNpouecopamu (posnopagHmMKamMmn)
lMepcoHanbHUX gaHnx

3acTtocoByeTbca Ao nocnyr, konu Deloitte aie
He AK He3aneXHWW KOHCYMbTaHT, a Ak
rnocTayvanbHUK NOCNYr ayTCOPCUHIY: MOCAYT 3
o6cnyrosyBaHHA 6i3Hec-npoueciB/BPS, 3
nuUTaHb iMMirpauii, popeHsik, NoBigo0MNEeHDb
npo HenpaBoMipHi aii, IT-nigTpuUMKN,
nporpamMHoro 3abe3neuyeHHn K
nocnyrn/SaaS, npotuaii  BigMMUBaHHIO
KOLWITiB, HaNeXHoi nepeBipKn y paMKax
npoueaypu «3Ham CBOro K/lieHTa» Ta iHWnx
BUAIB nepeBipoK, AKi NpoBoAATbCA Bif,
iMeHi KnieHTa (Nepenik He € BUYEPNHUM).

Axi MepcoHanbHi paHi Mn o6pobnsemo

Y poni TllpouecopiB (po3nopsagHUKIB)
nepcoHanbHUX AdaHux Mu  obpobnaemo
lMepcoHanbHi paHi, AKi BM HaM Hapgaete,
BK/IHOYHO 3 [lepcoHanbHUMUK [aHuMK Npo
uneHiB BawWoOIl CiM’i Ta yTpMMaHLiB, AKLLO Le
HeobxigHO 3 ornAagy Ha xapakTep nocnyr, AKi
HapatoTbeA, abo [daHi, AKi MM OTPMMYEMO Bif
Bawloro pob6oTtogaBus YM KOHTpareHTa 3a
[0roBOpPOM, KOHCY/bTaHTa, TPeTbOi CTOPOHMU,
AKi BM BigBepTo onpuatogHMnm abo  AKi
iHakwe crTalTb MnybnivyHO  AOCTYMHUMMU
(Hanpuknag, yepes IHTepHeT-3MI).

Lo Takux I'IepCOHaanmx AaHNX MOXYTb
Hane>Xxatu:

e Balle iM’A, npi3BMLLe Ta cTaTb, garta
Hapo4>KeHHsA, Balle NOCBig4YeHHA ocobun
abo nacnopTHi AaHi, noaaTKoBUW
ineHTnoikauinHnn HOMep, HOMep
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e Your occupation (job position) and
general contact details (work or home
address, personal or work e-mail
address, and telephone number,
education certificates),

e Other Data necessary for the provision
of the certain type of service to your
contractor or employer (marital status,
number of children, information about
your family members, their names,
surnames, dates of birth, as
appropriate),

e Financial data (including bank account
details, employment income, and
personal investment income/gains),

e Data related to vyour professional
activities, work performance, and
evaluation.

Purposes of Your Data Processing

Provision of the services to you personally or
to our clients (your employer or contractual
partner) as determined in the respective
contract based on the instruction of the
Controller (you, your employer, or
contractual partner).

Your Personal Data processing is done
based on the instructions of our clients -
Personal Data Controllers that are also
responsible for delivering the information on
your Personal Data processing to you or
collecting consents with Personal Data
processing as applicable, including the
information how to execute your rights —
please contact your employer/contractual
partner directly to:

CBifOUTBa COLianbHOro cTpaxyBaHHA Ta
3arasnbHOAEP>KaBHOro CTpaxyBaHHA,

e Baw pig 3aHATb (poboya nocapa) Ta
3aranbHi KOHTaKTHi paHi (pobo4ya abo
OoMalHA agpeca, ocobucTta abo poboua
agpeca efieKTPoHHOI MNOowWTM | HOMep
TenedoHy, CBigOLTBa NMPO OCBITY),

e jHWi [fani, HeobxigHi aOna HapgaHHA

NeBHOro BUAY nocnyr BaLLOMY
KOHTpareHTy abo poboToaaBLto
(cimemHnn  cTaH, KinbKicTb  giTen,

iHpOpMaLia Npo 4neHiB BaLWoi CiM’i, ixHi
iMeHa, npisBuLla, gaTM HapPOOYKEHHA, Y
pasi HeobXxigHOCTI),

e (diHaHCOBI AaHi (BKNHOYHO 3 OeTanbHO
iHpopMaLieto Npo 6aHKIBCbKMI paxyHOK,
poboumMn pgoxogamMm Ta 0COBUCTUMMU
iHBECTULINHUMN
poxogamu/npubytkamm),

e [aHi, noB’A3aHi 3 BaLIO NPOdECiINHO
OiANbHICTIO, BUKOHAHHAM poboTn Ta
OLLIHKOO.

Lini 06po6ku Bawnx flaHux

HapaHHA nocnyr Bam ocobucto abo HawimMm
KnieHTam (BawoMy pobortogaBuro abo
BaLLOMY KOHTpareHTy 3a [AOroBopoM), fK
BM3HA4YeHO Yy BigMOBIAHOMY [0OroBopi Ha
nigcTasi iHCTpyKuin KoHTponepa (Bonoginbus
nepcoHanbHUX  gaHux) (Bac,  BaLloro
poboTtogaBus abo KOHTpareHTa 3a
[OroBOpoM).

O6pobka Bawux [lepcoHanbHUX pJaHUX
30iNCHIOETLCA HA OCHOBI iIHCTPYKLIN HaLuMX
KnieHtie - KoHTponepis (BONOAiNbLIB)
MepcoHanbHMX OaHunx, AKi TakoX
BignoBigatoTb 3a HagaHHA BaM iHpopMauii
npo o6pobky Bawmx [MepcoHanbHUX AaHUX
abo 36ip 3roan Ha 06pobky [MepcoHanbHUX
OaHUX, AKLWO Le 3aCTOCOBHO, BK/HOYHO 3
iHbopMauieto Npo Te, AK peanizyBaTun CBOI
npasa - npocmMo 3BepTaTucA
6e3nocepeaHbO 0o CBOro
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poboTogaBUSA/KOHTpareHTa 3a [A0roBOpoOM
anaToro, wob:

Request access to your Personal Data
(and request a copy of the Personal Data
that are processed),

Request to update and correct your
Personal Data (right to rectification),

Request to delete your Personal Data
(where possible), or

Request to a restriction on the
processing,

How to withdraw your consent with
Personal Data processing (if
applicable).

BMMaraTtu noctyny 0o BaLLMX
lMNepcoHanbHuUx paHux (i BMMaratm
HagaHHA konii [NepcoHanbHUX gaHux, AKi
obpobnatoTbea),

BMMaraT OHOB/IEHHA Ta KOPUIyBaHHA
Bawmx NepcoHanbHMX faHux (NpaBo Ha
BUMNpaBNeHHsA),

BMUMaraTtu BUAANEHHA BaLUMX
MepcoHanbHUX AaHUX (KOAM MOXIMBO),
abo

BMMaraTu 3anpoBagXXeHHA OOMe>XeHHA
Ha 06pobky Bawwunx [daHux,

Oi3HATUCDb, AK BigKNMKaTK CBOKO 3rogy Ha
06pobky [llepcoHanbHUX AaHWX (AKLLO
3aCTOCOBHO).



