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Confidence in security maturity compared to actual maturity

Based on assessments we previously performed, we observe an important difference between the confidence customers 
have in their Mainframe security compared to the maturity we assess.

90% 45%

Expected Maturity Actual Maturity

90% is the expected maturity level of 

service provided

45% is the actual maturity level we 

assessed within the same organizations

We compared the result of the self assessment made by our customers on our set of security controls (around 40 controls) 
and the result of our independent assessment. Assessments made on 15 key financial players in Europe. 



Deloitte Belgium | 2023 | Mainframe Offering 6

Mainframe Security Assessment – summary

The Mainframe provides with a complete IT Stack from hardware to the applications to process transactions. 
These however introduce new challenges as such platforms, centralizing large amounts of control over the infrastructure, 
introduce new risks from both security and governance point of view.

Our Approach and StrengthsMainframe in the IT infrastructure

• The Mainframe is a box created and maintained by IBM. All components are 
created by IBM and are different from other mainstream components. The box 
contains all components (network, processor, memory).

• The main use of the Mainframe is to process a huge number of transactions per 
second. This architecture add an extra layer (transaction layer). Key financial 
processes of main financial institutions and key customers are relying on a 
Mainframe.

Confidence in security maturity compared to actual maturity

• Based on our expertise with out of the shell technologies and deep understanding 
of the Mainframe infrastructure, we help our clients with a technical Mainframe 
assessment and identification of weaknesses and related risk exposure.

• Our Centre of Excellence developed a set of automated tools based on already 
available reports and commands, increasing the scope coverage and the delivery 
efficiency and effectiveness.

• The tools could also be used on a recurrent basis by customers to ensure 
compliance over a period (Mainframe Security as a service).

• Thanks to the set of tools and the number of security assessment already 
performed, we developed a security benchmark, helping companies to compare 
their maturity versus other players in their sectors.

• The benchmark also includes solutions deployed by other organisations in order to 
remediate identified weaknesses and helping them to strength their security.
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Centre of Excellence Automated tools Benchmark - Maturity

• Deloitte Belgium has developed a 
centre of Excellence on 
Mainframe with dedicated 
seasoned experts on Security and 
integration.

• The team supported core 
financial institutions in their 
security compliance and their 
journey to cloud.

• The team has worked 
successfully cross border with  
United Kingdom, France, 
Luxemburg, Germany, Spain, 
Denmark and Greece.

• Our Centre of Excellence 
developed a set of automated 
tools based on already available 
reports and commands, 
increasing the scope coverage 
and the delivery efficiency and 
effectiveness.

• The tools could also be used on a 
recurrent basis by customers to 
ensure compliance over a period 
(Mainframe as a service).

• Thanks to the set of tools and the 
number of security assessment 
already performed, we developed 
a security benchmark, helping 
companies to compare their 
maturity versus other players in 
their sectors.

• The benchmark also includes 
solutions deployed by other 
organisations in order to
remediate identified weaknesses 
and helping them to strength 
their security.

Our Approach and Strengths

How we can work together 

• Based on our expertise with out of the shell technologies and deep understanding of the Mainframe infrastructure, we help our clients with a technical Mainframe assessment
and identification of weaknesses and related risk exposure.

• Besides we help our clients in developing their IT roadmap, challenging the use of Mainframe and defining how the Mainframe could still be the core of their infrastructure in 
the new cloud era.
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Deloitte Belgium as European centre of excellence

In today’s world, where specialization is key to bring added value, Deloitte Belgium has been chosen to be the European Center of Excellence for Mainframe related 
technologies.

Providing services to others European Deloitte’s branches, our team had the opportunity to work all around Europe in different Industries going from Financial Sector to 
Manufacturing of Steal.

Mainframe centre 
of Excellence

Speed 
To Value

Market 
relationships

The Right 
Team

Deep & broad 
client-relevant 
capabilities

Experience effectively 
delivering 50+ Mainframe 
projects since 2015.

400+ Mainframe practitioners globally.
20+ Mainframe experts locally
in Belgium serving Europe.

The expertise of our team is 
based on continuous 
learning from certified and 
recognized partners like IBM 
and on constant high-quality 
delivery standards.

Collaborative, effective teaming culture 
across multiple vendor partners to get 
results, including IBM, CyberArk.

 Experience delivering
Mainframe Modernization 
programs with large and 
complex environments.

 Our controls and audit compliance team
brings an audit and compliance lens that 
provides guidance on building an 
approach to reduce risk.

Agile, iterative approach to provide value with 
a measured plan to realize full program 
objectives.

Deloitte’s Mainframe accelerators 

improve the quality and the delivery 

time.

Risk-based analysis 

Embedded in program provisioning to predict 

and mitigate risks.
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