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Introduction

Organizationgroundthe world continueto facesecuritybreachesgventhosethat havemadesignificantinvestmentin securitytechnologyOnthe one hand,
this hasbeen causedby bad actorsquickto evolvein cyber attack tactics and stay aheadof the technologycurve Onthe other, the enterprisecyberrisk
landscapdraschangesignificantlydueto numberof factors,suchas

1. Moreremoteworkers After COVIpandemianoreandmore peoplepreferto work from home,

2. Increasedetwork-connecteddevices Whenseekinga soft attackvector, cybercriminalsare ableto choosefrom a growingnumberof network-connected
physicabssetspf whichshouldbe 29.3 billion by 2023 accordingo estimates*

3. Abroaderecosystenof third-party partners,asmore andmore banksntegrateoutsourcingandcloudprovidersinto their serviceandbusinesprocesses
Meanwhile the costof cybercrimecontinueso climb; from USB3 trillion in 2015to potentiallyUSs10.5 trillion by 2025**

Thecybersecurityagendain Azerbaijarbanksis growingin tandemwith the rest of the world. Eventhoughthe banksare trying to solvethe problemin their
ownway, the vastmajority of them are actuallyprotectingtheir criticalassetsaagainsthe samethreat landscape

Assuch,the objectiveof the studyisto understandthe ability of Azerbaijarbanksto identify and addressbasiccybersecurityrisksandtheir trendsin
time.

This year, we expanded the scope of the study to include, in addition to banks operating in Azerbaijan, their peers steiKarakblzbekistan,
allows us to compare general bank cyber maturity in the region.

Although most of the research areas have remained unchanged, we still made minor changes to extend the list of aregsgor anal

It is also worth noting that we included the corresponding portals for corporate and retail clients in the scope of anatidiigson to the public
Internet bank servers. In total, we analyzed a total of 44 web resources in Azerbaijan.

We sincerely hope that you find the report informative and useful. Please contact us if you have any questions or sugegstiting the
information provided in it.

Vladimir Remyga
Director . _ _
Cvber Risk Advisory - Clsqoglgcg annual internet report (20483023) white papey accessed November 17, 202}. L ; . )
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Deloitte in Azerbaijan

Deloitte & TouchelLdsthe DTTLmemberfirm in AzerbaijanDeloitte hasbeenoperatingfrom its Bakuoffice since2002

Deloitte is a recognizedleaderin the information security consultingmarket The firm has been praisedby industry analystsincluding Gartner,
ForresterandKennedy

Sinceit beganoperatingin AzerbaijanDeloitte hasimplementedhundredsof successfuprojectsfor financialinstitutions, governmentorganizations,
andindustrialand commercialenterprises supportingthe largesttransnationalprojectsandbeinga leaderin providingservicedo the bankingsector
Todate, the companyis representedoy a main office in Baku,whichemploysmore than 200localandforeignaudit, consulting financialadvisoryand
tax & legalexperts

Our expertshave developedfully tailored solutionsfor companiesto meet the growingdemandfor cyber security services Our productsinclude
advancedcyber securityincident detection and monitoring solutions,threat intelligenceanalysiscyberthreat managementjncidentresponse and
others

Baku
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Deloitte Cyber Offering

As a worldwide leader in cyber strategy consulting and cyber intelligence, Deloitte in Azerbaijan offers a fully custenteatle
cyber solutions and managed services. With a commitment to technological innovation and broad industry expertise, oar Deloitt
global network gives us the insight and experience to face any local scenario.
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Our approach: Methodology

Ly 2NRSNJ (2 dzyRSNRGIFIYR (GKS o6lyl1aQ FoAfAGe G2 ARSY luicdandmgbe I RRNE 3
applications for wetknown and widespread cyber threats and vulnerabilities. For this, we developed and automated a meththiat ogps
capable of covering a wide range of cyber matters, including security, availability, confidentiality, integrity and pheagsthodology applies a
set of open frameworks, such as opsource intelligence (OSINT) and Open Web Application Security Project (OWASP).

The methodology consists of the following 4 stages:

Stage 1: Subject redefinition

In previous years, the study covered the following eight subject areas: Site Availability, Domain Reputation, HT TH ssociptyptection, Leaked
e-mail addresses, GDPR Compliance, Open Ports and Cybersquatting. This year, we added Mobile banking security and édailiseés also
replaced Cybersquatting with Log4J Vulnerability.

Stage 2. Objects clarification

The intention was to compile a list of bank websites to be studied. However, since this Report is the third one we hded,ceenpave had to
update the list of active banks operating in Azerbaijan.

LY LINS@A2dza 8SINEX ¢S 2yte lyrtel SR GKS o6ly1aQ YIAy dvlmEdndsa o |
corporate clients alongside their main website. For this reason, we added new Corporate and Retail site subcategorigssahengear.

Stage 3. Data gathering

For the analysis, we used a set of open online tools such as Google PageSpeed, SSLLabs, Talos Intelligence, TrusiesbSenmenét and
others. A detailed description of the tools used is given separately at the beginning of each of the sections or isegilyenedit to the description
of the metrics and parameters being checked.

Stage 4. Analysis, comparison and reporting

During the final stage, we analyzed and verified all data collected. Analysis findings are provided in the Report andhecbantipaomparative
graphs showing current and previous year's results. Q
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Our approach: Test categories

Site availability Today, websites are one of the main tools for banks to interact with companies and individuals. For example,
performance, which includes metrics such as response time, first render content, and first input latency plays a keyelwsigan
availability durind>DOS attackshe speed of response directly affects website usabilitg user immediately receives the requested
result without a long waiting time.

b+
b+ 3
b+
LS

Domain reputation.Domain reputation is one of the key aspects of trust relationships in cyberspace. A less reliable measurement of
R2YlIAYy NBLJzul GA2Yy NbBadzt da Ay | 2SN NY1AYy3I AYy aSleWNOK Sy 3
marked aspam.

HTTP SecurityAn effective method of protecting domain security is to set HTTP headers correctly. Since servers are always waiting fq
requests, it will not be difficult for attackers to use the server response to compromise a site or find security wealaressegloit
them further.

© ©

Traffic protection.In HTTPS, data is encrypted usingansport Layer Securiprotocol, and earlier bysecure Sockets Laydhese
(©) cryptographic protocols are the most popular methods of ensuring secure communication over the Internet. Digital certificates
authenticating the domain and site owner must be installed on a server to establish an SSL/TLS connection. This i®retgured t
that the user is visiting a genuine resource, and not a fake page created by an attacker. This assessment categorp@uaioigdsrc
earlier versions of security encryption protocols in use, i.e. checking for known vulnerabilities, mairdiat&sl_but alsmutdated
versions of TLS (TLS 1.0, 1.1).

Mail server securityThe main problem with usingmail is a lack of security. Email weaknesses give attackers a free hand to launch
attacks capable of compromising companieiether through spam, malware, phishing attacks, sophisticated targeted attacks, or
leaking corporate email addresses to the public.

®
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Our approach: Test categories

2T |y S Yrederias®ibviehsites. Technically lesgare people may use the same or similar credential choices across
multiple web applications, and leaked passwords and corporate email passwords may or may not differ slightly, which tmay resul
the risk of a loss of finances, customer confidence, and reputation

@ Leaked email addressefrganizations must be ready to deal with situations whesgporate email registration results in the leakage

GDPR Complianc&heGDPRor the General Data Protection Regulation, is an EU data protection and privacy regulation that applies
to all persons in the European Union. Accordingdoagraph 2 of article 8f the GDPR, which deals with territorial coverage, it says
that even companies established outside the EU are subject to the requirements of the GDPR if they offer goods or spevscessto
(data subjects) residing in the EU or monitor the behavior of such persons regardless of whether payment is requireddatemn the
subject. In other words, if any bank stores the data of at least one client from the EU, it is automatically subjectD&@ke G

©

Open ports Improving the security of web servers by reducing attack vectors should be a key task for administrators. This can be

_[@] achieved by installing and maintaining only the necessary services (ports) that allow access to internal and external clients

Mobile banking securityThe specificity and sufficient openness of mobile platforms make mobile device users a convenient target for|
intruders.Awhole arsenal of hacking programs and tools exist for mobile platforms, such as viruses, trojans, fake banking programs,
ransomware, and all kinds of spyware. Thus, checking the security of mobile applications is an essential assessmeniugeprotec

data and bank resources from potential threats.

Log4j ProtectionLog4SheWulnerability works by usinglaog4ifeature that allows users to specify their code to format a log
message. For example, the function allows Log4j to log not only a username associated with each server login attemptriead also
username if a separate server maintains a directory linking usernames and real names. This, in turn, gives the attac&tomnfor
regarding server and user data, with the aim of phishing attacks and compromising confidential data.

© O
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Executive Summary

This@ S | réslitshave shownmulti-directional trends. Forexample despitethe improvementsdemonstratedoy Azerbaijarbanksin someareas,other areas
haveregisteredhegativechangesandassuch the overallbank cybersecurityrating increaseup 10%on the previousyear (referto slide10for moredetails)

Howeverwhenit comesto comparingthe resultsof Azerbaijarbanksagainsttheir peersfrom Kazakhstaand Uzbekistanthen the current situation is not so
optimistic. Kazakhstateadswith anoverallrating of 72.3% followed by Uzbekistarwith 71.6%and Azerbaijarthird with 64.6% Thereis no areawherebanksin
Azerbaijararerecognizeasleaderdreferto slidellfor moredetalils)

Anotherinterestingoutcome of the study,and a real challengefor Azerbaijanbanks,is Mobile BankingSecurity Theirscorein this areais one of the lowest
comparedto other areasof the study Theincreasingdemandfor mobile bankingservicesoupledwith insufficientattention to cybermattersshouldbe treated
asanegativefactorthat increaseshe riskof possiblecybersecuritybreachegshroughmobiledevices

Generallyspeakingthe resultsof the studyindicatethat a numberof banksin Azerbaijanstill have a high cyberrisk appetite. Theytend to identify cyberrisks
incorrectly and underestimatetheir consequencedailing to addressthe risksas intended The situation is aggravatedn the context of external geopolitical
factors,whenforeigncountriesor organizechackergroupsfrequentlycompromisehe cybersecurityof criticalinfrastructureelements suchasbanks

Howcanbanksadaptto thisatmosphereof heightenedrisk?

Firstofal,! T S NJD head® kenfo@emore comprehensiveand sustainablecyberrulesthat targetthe currentthreat landscapeThiscouldbe accompaniedby
cybersecurityrisksand eventsharingoptionsfor bankswhichwill leadthe banksin Azerbaijario improvecybermaturity andbetter respondio hackerattacks

Secondly,existing regulations, which require that all banks implement Information Security Management Systemsshould be tailored, explained and
implemented Bankmanagementmust understandtheir purposeand approach,and usethem not only asa complianceissuebut alsoasan elementof the
leading information security standard- ISO27001 whose purposeis to make cyber managementmatters transparent and related investment decisions
reasonableo the business

Thirdly,a cyberrisk treatment plan must coveridentified cyberrisksappropriatelyand efficiently,and incorporaterise-up userandbankclient awarenessyp-to-
date cybersecuritypoliciesandproceduressecurelyconfigured Tinfrastructure digitalforensicandincidentresponseool setup

Andfinally, the secondandthird linesof defenseshouldactively monitor and regularly evaluateexistingsecuritymeasurecompletenessand accuracyapplying
all of the requiredcorrectiveactionsif needsbe.

Bottomline

Thegoalof cybersecuritysto maintainsafeand stablebusines®perationsevenin the faceof cyberrisks Eachbankhasto assesits risksindividually Somerisks
will be criticaland others not. Neverthelessalmostall cyberattacksbeginthrough simplevulnerabilitiesand the gatheringof limited rightsin target IT systems
Onlythen badactorsaretrying to elevatethe right to obtain privilegeor administrativerightsand compromisewhole target infrastructure Forthis reason there
areno insignificantcyberrisks theyall needto be addressegbroperlyandin goodtime.
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Cybersecurity best practices

Comparison of data from the current and previous year's reports
Results for Azerbaijan banks in the main website category
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Cybersecurity best practices

Benchmark indicators of the three countries for each Report section
Summary result for all three site categories
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1. Site
availability
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1. Site availability

The architecture of server and network infrastructure Internet portal
configuration, and directly optimized Internet site content are the key
factorsin ensuringthe customeravailabilityof bankinternet resourcesin
particular,thesefactorsare important in terms of protectingbankonline
resourced§rom DOSattacks*

Today,there are many waysto evaluatesite performance However,for
the purposesof this study,we selectedthe followingthree metrics

1. Firstinput Delay(FID)
2. Responsdime(RT)
3.  FirstContentfulPaint(FCP)

FIDevaluatesthe performanceof a website when displayingits content
on the client side, while FCPand RTmeasurethe time of information
exchangeébetweenthe serverandthe client.

* Deniatof-serviceattack

© 2022 Deloitte & Touche LLAC. All rights reserved.
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1. Site availability
{dzYYI NBE 2F Iff YSUNROa 2F (0UKS aYlFIAyé¢ O G§S3

Previous Report results Current Report results 1. Site availability

2. Domain reputation

3. HTTP security
4. Traffic security
5. Mail server security

6. Email address leaks

7. Compliance with persona
data protection
requirements

8. Open ports
9. Mobile banking

security
10.Log4J
vulnerability
Good = Needs improvement = Poor Good = Needs improvement = Poor
The lack of any real difference between the current result and last year's report can be explained by the margin of error in
measurements. Q
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1. Site availability
Summary of afO 2 N1LJ2aNdIS i& websiteémetrics

Corporate Retail 1. Site availability

2. Domain reputation

3. HTTP security
4. Traffic security
5. Mail server security

6. Email address leaks

7. Compliance with persona
data protection
requirements

8. Open ports
9. Mobile banking
security

10.Log4J
vulnerability

Good = Needs improvement = Poor Good = Needs improvement = Poor

The proximity of the results for the additional categories to the main site results allows us to conclude that over 50ké uidierstand the
significance of continuous website access. However, it also means that the minority need to improve their performance. a
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1. Site availability
1.1 First Input Delay

The "First Input Delay" indicator is an important site parameter, forming

the socalled "first impression” of website speed. FID evaluates site
interactivity and responsiveness by measuring the time it takes for the 1o
browser to process the first user input and display the corresponding
content The loweitthe-better rule is applied when assessing results 80%

A high FID value can be an indicator of poor website optimization or 60%
excessively "heavy" code or content, which can lead to slow website
element loading and display on the user side.

Each result was interpreted by comparing the results obtained according20%
to the following criteria: from O to 100 millisecondsGood", from 100 0%
to 300 millisecondg "Needs improvement”, over 300 millisecongls 0
"Poor".

According to these statistics, all three categories performed fairly well. It

is clear that banks are serious about receiving a good "first impression"
from their users. 92% of the main category banks scored '‘Good' and only

a small proportion (4% each) were rated 'Poor' and 'Needs
LYLINRYJSYSYuQo® 100%

Nevertheless, those falling into these categories need to improve their 8oy
sites by:

40%

A Breaking long tasks into parts. 00%
A Optimizing the page for interaction readiness. 40%
A Using the Web Worker API. 20%
A Limiting JavaScript execution time. 0%

© 2022 Deloitte & Touche LLAC. All rights reserved.
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1. Site availability
1.2 Response time

Website Response Time (RT) represents the time between a user
website request and the moment when the first data from the website is
received. RT is measured in milliseconds, and the kkebetter rule is

: \ 100%
applied when assessing results.
0
We used the K6 online load testing tool to measure RT values. The 80%
testing configuration included 20 virtual users (VUs) from Europe 60%

(Germany) who generated a load similar to real users, with five minutes .
for testing. After the test run, the average response time was calculated 40%
from the pools of requests of the 20 VUs within the specified time 20%
frame. The average result of all queries during this time was taken as the
RT value.

Each result value was interpreted by comparing it with the following
indicators: up to 500 millisecondsgood”, 500 to 1000 "Needs
improvement”, longer than 1000 millisecond%ad".

The results of our analysis of current and previous year RT scores for the
YIAY OFUS3I2NASa aKz2gSR uKlFu Hm: 27F
moved to the 'Needs Improvement' and 'Poor' categories, whichisa = 100%
significant decrease. Also, we noticed that the main sites took more time
to respond to queries. 80%

There are quite a few issues that affect RT performance, and they can be&0%
improved by: 40%

A Optimizing server application logic so that pages load faster.

A Optimizing server database queries or moving to faster database
systems. Database access caching can also be useful.

A In some cases, upgrading server hardware, in terms of more memaory
or CPU resources, may also help.

0%

20%
0%

© 2022 Deloitte & Touche LLAC. All rights reserved.
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1. Site availability
1.3 First Contentful Paint

FCP measures the time it takes for the first website content items to be

displayed in a browser window in response to a user request. This allows
the user to ensure that the requested resource is available and it handles gqo
requests properly. The indicator is measured in milliseconds. Therefore,
the rule "the lower the number, the better" applies to results. 80%

We used Google's PageSpeed web resource for testing, and timing valuesoo
gSNBE AYUSNILINBUSR dzaAy3 UKS Nry3dsSa
performance scoring method. 409

Each result value was interpreted by comparing it to the following: from 020%
to 1,800 milliseconds"Good", from 1,800 to 3,000 millisecond¥\Needs
improvement", and over 3,000 millisecond$oor".

An analysis of FCP results shows that Azerbaijan bank FCP results have
remained almost unchanged yean-year, suggesting that they have not
taken any measures to improve the situation.

The results also indicate that Corporate Banking statistics are
significantly higher than its Retail business counterpart.

0

0%

100%

Thelist of possibleimprovementsto improvethis indicatoris rather long, 80%
sowe highlightthe keyonesbelow: 0
60%

A Refuseo useresourceslockingcontentrendering

A Minimizethe useof style sheets(CSS)includingexclusionof unused = 40%
styles 20%
A Improvepageloadingspeedwith pre-connection 0%

© 2022 Deloitte & Touche LLAC. All rights reserved.
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1. Site availability
Conclusion

The results of the availability survey across all domain categories indicate that website performance in over half dgimeAmarbaijan meets
security requirements.

¢ KS
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page load timeline when a user can see something on the seradast fcp helps reassure the user that something is happening.

The figures below provide a comparison of generalized accessibility indicators by country:

Azerbaijan

Good

= Needs improvement = Poor

© 2022 Deloitte & Touche LLAC. All rights reserved.

Kazakhstan

Good

= Needs improvement = Poor

Good

Uzbekistan

= Needs improvement = Poor
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2. Domain
reputation
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2. Domain reputation

Domain reputation plays a critical role in trust relationships in 5o 1. Site availability
cyberspace. Since email providers and search engines began to rely &%
information from domain reputation providers, this factor has only '

grown in importance.

Emails sent from domains with low reputation scores or blacklisted by!ﬂ
web reputation providers may be flagged as spam by email service %x'%
providers and their web resources may not show up in search results.i.'—‘{

In this sectionyve presentthe resultsof our domainreputationanalysis
of Azerbaijarbanks whichwasconductedusingthree web reputation
providers

A Talosintelligence;
A TrustedSource;
A BarracudaReputationSystem.

2. Domain reputation
3. HTTP security

4. Traffic security

5. Mail server security

6. Email address leaks

7. Compliance with persona
data protection
requirements

8. Open ports

9. Mobile banking
security

10.Log4J
vulnerability
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2. Domain reputation
2.1 Talodntelligence

Talos Intelligence provides domain reputation assessment services frem
Cisco. The service identifies and correlates threats intie@ using the

world's largest threat detection network, covering emails, web queries, 1509,
malware instances, datasets, endpoint analysis, and network intrusiors.

80%
Taloscategorizegslomainreputationsinto four groups:Trusted Neutral,
Untrusted, and UnclassifieBeforeassigning artistedreputationto a 60%
domain, Taloscollectssubstantivepositiveevidence abouit, based on 40%
data for the entire domain and all associated IP addresses °
20%

Accordingo our assessmenf)% of banksin Azerbaijarhavean untrusted
domain 100%of localbankdomainsare recognizedas Trusted Overall the 0%
total numberof bankswith goodgradeshasincreased

© 2022 Deloitte & Touche LLAC. All rights reserved.
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2. Domain reputation
2.2 Barracuda Reputation System

The BRS provides domain reputation information powered by Barracuda
Central. It maintains records of the IP addresses of known spammers

and senders with good email practices. This data is collected from spanmgo,
traps and other systems across the Internet. The sending history

associated with the IP addresses of all mail servers is analyzed to 80%
determine the likelihood that messages from those addresses are 60%
legitimate. 0

This solution relies primarily on the domain reputation verdict provided 40%
by the BRS as the first criterion for possibly blocking network attacks = 5o,
sent via email over the Internet and other protocols. Similarly, other

LyGSNysSi azfdiirzya FyR aSNDAOSa Wi

indicators.

The BRS manages a raale database of IP addresses and domain
names with a Blacklisted/Poor and Not Blacklisted/Good reputation for
sending valid emails.

According to our assessment, 100% of all main, business, and retail
domains of local banks have a good reputation and have not been
blacklisted. The overall result has improved by 4% compared to the
previous year.

© 2022 Deloitte & Touche LLAC. All rights reserved.
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8. Open ports

9. Mobile banking
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10.Log4J
vulnerability
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2. Domain reputation
2.3 TrustedSource

TrustedSource provides domain reputation information powered by

McAfee. It rates reputation data and content categories, as well as

email, web and other network traffic patterns for IP addresses, domains, g,
and URLs. TrustedSource collects the-tima¢ traffic patterns

mentioned above from McAfee's security appliances. 80%

McAfee solutions rely on domain reputation verdicts provided by 60%

TrustedSource as the main filter for incoming traffic to block network

based attacks sent via email, web, and other protocols, as well as to | 40%

reduce unwanted network traffic. Other solutions may also rely on 20%
. . 0

TrustedSource reputation verdicts.

Domain reputation verdicts from TrustedSource rank risks as High,
Medium, Minimal, or Unverified. TrustedSource assigns Minimal Risk
verdicts to domains for which no suspicious activity is detected during
testing. An Unverified reputation means that the domain URL has been
referenced in a web or email link before but has not been tested yet.

According to our assessment, 96% of the main domains showed minimal
NAalP® ¢CKS ydzYoSNI KIFa RSONBIFaSR da@®%
result.

0%

80%
Furthermore, the overall result for business and internet banking
domains look satisfactory with percentages of 100% and 87% 60%
accordingly. 40%
20%

0%

© 2022 Deloitte & Touche LLAC. All rights reserved.
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| 4Y% |

Last year's results Current results

Minimal Risk m Unverified

Results of the other categories
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Minimal Risk m Unverified
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2. Domain reputation
Conclusion

Analysis of the domain reputation of banks in Azerbaijan shows that domain reputation has improved for more website® giegotis
assessment. This means that their domains have not been used for spam, spreading viruses or other suspicious actilé#ss tbewahave not
appeared in the globdkvel spotlight and therefore have not been evaluated.

Generalized domain reputation results for all website categories for the three countries:

The reputation of 97% of the The reputation of 8% of the The reputation of 98% of the
Azerbaijan bank websites| | Kazakhstan bank websites Uzbekistan bank websites
testedis testedis testedis
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3.HTTP security
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3. HTTP security

Website security covers a wide range of measures and violating the integrity of just one
component may lead to an entire site being hacked. The consequences of these types of inci
can be quite devastating, including financial or reputational losses. This is why banks need to
ensure full compliance with all cybsecurity requirements. Only this approach can minimize the

risk of the possible compromise of Internet resource security.

One of the basic methods of protecting Internet site security is the correct configuration of H
headers. As part of this review, we analyzed the settings of the following HTTP headers usin

publicly available resourceMozilla Observatory:

o To To To Do

X-FrameOptions
ContentSecurityPolicy
HTTPStrict TransportSecurity
X-ContentTypeOptions
X-XS&Protection

© 2022 Deloitte & Touche LLAC. All rights reserved.

o o To To Do

Setcookie security flags
PublicKeyPins
X-PoweredCMS
X-PoweredBy

Server Header
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3. HTTP security
Result of all HTTP headers checked for the "main" website category

Previous year's results Current results 1. Site availability

2. Domain reputation

3. HTTP security
4. Traffic security
5. Mail server security

6. Email address leaks

7. Compliance with persona
data protection
requirements

8. Open ports
9. Mobile banking
security

10.Log4J
vulnerability

Secure configuration = Vulnerable configuration Secure configuration = Vulnerable configuration

¢tKAa @SIFINRa aaSaaySyild akKz2g¢ga GKFEIG a3a322Ré aSOdaNB 1 ¢¢t KSIFRSY
headers can lead an unaware user to navigate to an unencrypted version of the web application, which can lead to sensitive
data being sent over an unencrypted wire. Q
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3.HTTP security
Result of all HTTP headers for "Corporate" and "Retail" website categories

Corporate Retail

Secure configuration = Vulnerable configuration Secure configuration = Vulnerable configuration

Analysis of HTTP additional category security settings also shows that more than 50% of banks pay attention to thisasegnmtyAs such, all
remaining banks are recommended to implement appropriate corrective measures.
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3. HTTP security
3.1 XFrameOptions

This header specifies whether a browser is allowed to render a page
inside a <frame> or <iframe> tag as part of an HTTP response on a web
page. Wrong header settings can be used for clickjacking attacks. 100%

The mechanism of this vulnerability is quite simple: the attacked user = 5.,
assumes that they are interacting with the bank's website, at least
outwardly. In reality, the user is interacting with the attacker's resource. 60%

Our assessment found that compared to last year, the results of the maingo,
category banks that use headline support have increased by 10%.
However, more than a third of banks still do not use it. 20%

It should be noted that the figure was slightly worse for Retall sites, i.e. 0%
47%, whereas all corporate sites use headline support.

To protect Internet resources from this type of attack HTTP headers need
to be configured to three main options:

1. DENY: restricts the current page form being displayed within an iframe;
2. SAMEORIGIkestricts the ability to display the page only within the

current site; 100%
3. ALLOWFROM URIlallows certain URLS to load site content in an 80%
iframe. Note that not all browsers support this option. 60%
40%
20%

0%

© 2022 Deloitte & Touche LLAC. All rights reserved.

Results of the main category websites 1. Site availability

2. Domain reputation

3. HTTP security

4. Traffic security

5. Mail server security

6. Email address leaks

7. Compliance with persona

data protection
Support is enabled m Support is not used requirements

Last year's results Current results

8. Open ports
9. Mobile banking
security

10.Log4J
vulnerability

Other website category results

Corporate Retall

Support is enables B Support is not used Q
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3.HTTP security
3.2 ContentSecurityPolicy

CSP headers allow organizations to restrict acceptable website content
sources. This header can be considered an additional layer of browser
security, which allows the user to limit the browser loading of such 100%
resources as JavaScript, CSS, and many others. CSP helps in loading page
elements from a predefined source, which allows the user to detect and 80%
prevent attacks like XSS, Formjacking, and SQL Injection. 650%

CSP uses the "white list" principle to define the rules, allowing the user 40%
to define permissible resources and prevent others from being used. ’
Also, the use of CSP is very important because it can provide a way to 209
obtain information about the occurrence of XSS attacks quickly. When

using the "reporturl" option, the browsers of both the attacker and 0%
victim will send appropriate notifications to the URL as defined by the
resource administrator.

According to our assessment, the results are the same as the previous
8SIFNRad® mnmrE: 2F GKS YFAY 201t o6ty
part of their web server response. Business category domains have a
13% more secure web response compared to Retail category domains.l

Also, the study indicates that administrators generally prefer to use a
different variant of this headerX-ContentSecurityPolicy. It should be 80%
noted that the combined use of these headers can lead to the incorrect
display of site content in some browsers. Nevertheless, we recommend 60%
using ContenSecurityPolicy instead of the outdated®ontent 40%
SecurityPolicy.

0%

20%
0%

© 2022 Deloitte & Touche LLAC. All rights reserved.
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Other website category results

Last year's results Currents results
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security

10.Log4J
vulnerability

Corporate Retall

Support is enabled ® Support is not used Q
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3.HTTP security
3.3 X-ContentTypeOptions

Any HTTP content should include META data about its type so the

browser knows what to do with specific content. For example, if the

content type header is an image, the browser will know to show it, whilg oo
if it is HTML it will render the markup and execute any JavaScript code.

. : , 80%
However, content type is optional. Web developers sometimes do not
use it, which means that browsers must determine what type of content 60%

GAYATFAYIE (GSOKYAldzSa G2 RSGSOG 4K$S

headers are not served. 20%

The analysis shows that in 38% of cases for the main site category, bankgcy
use the XContentTypeOptions header. Compared to the previous

Results of the main category of website 1. Site availability
2. Domain reputation
3. HTTP security

4. Traffic security

g u 5. Mail server security

s
u»

dgetiL

6. Email address leaks

7. Compliance with persona

Lagt 'S res CHrrent result
eSS NQRa NBadzZ Gaz YIAY OF 6§32 NE LJSNJFZNJYI%?@JE@ R“r“?t_JN\EQSR grEntrgsulty 3§ N 8 }/ul data protection

points. 40% of Retail domains feature the header while the result for
business domains is only 33%.

To avoid serious security issues, we recommend addim-Content
TypeOptionnosnifflineto the HTTP header to prevent Internet
browsers from deciding on content by sniffing the MIME Tyjaiding 100%
this line also enables Cre€xigin Read Blocking (CORB) protection for
HTML, TXT, JSON, and XML files (excluding SVG image/svg+xml). = 80%

60%
40%
20%

0%
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Support is enabled m Support is not used requirements

8. Open ports
9. Mobile banking
security

10.Log4J
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Other website category results

Corporate Retall

Support is enabled ® Support is not used Q
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3. HTTP security
3.4 HTTPStrict TransportSecurity

HTTPStrict TransportSecurity (HSTS) headers force all site users to work
over secure HTTPS, without allowing any call to pass content over an
insecure HTTP. It is intended to prevent masthe-middle attacks. 100%

Let's say a website user, or a potential or current bank customer 80%
accesses a site via a public-WiPasswords and other confidential

information in these networks are often available to intruders. Nothing 60%
prevents the latter from intercepting confidential information 40%
transmitted in the clear by connecting to that \Wi network. °

0,
Anotherway in whichan attacker using a 301 or 302 redirect instruction 20%

to switch existing session from HTTP to encrypted HTTPS without the 0%
final URL present withiAISTS. If succeed he aatercept network traffic

sent between the user and the website over insecure HTTP. As a result,

an attacker avoids SSL encryption of traffic and can intercept personal

data or even obtain account credentials.

Even though the main bank sites have showed a 6% improvement

compared to the previous year, survey results highlight that a significan_rloo(y
number of banks still do not pay attention to protection against the °
above types of attack. 80%

We recommend activating HSTS use as it will force browsers to load the;,
protected version of the site and ignore any calls or redirect requests to

load the site using the HTTP protocol. This closes the redirection 40%
vulnerability that exists when using 301 and 302 Redirect. 0%

0%

© 2022 Deloitte & Touche LLAC. All rights reserved.
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3. HTTP security
3.5 XXSS&Protection

The XXSSProtection header is designed to enable a filter against eross

site scripting (XSS) attacks built into modern web browsers. The filter is
supported by Internet Explorer version 8+, Chrome, and Safari. Itis | 1ggo
usually enabled by default, but use in site headers will force its

activation. This is especially important in cases where the user has 80%
disabled the browser feature themselves. As a result, turning on XSS )
protection will instruct a browser to block responses if a malicious script60/0
has been inserted from user input. If this protection measure is disabled o
the malicious script can access the cookie content, session tokens, and
other sensitive user information. 20%

According to our review, the overall result has improved 5% on the 0%

LINEGA2dza &SI NQR& |aaSaaySydo | 25SOSNE aa},t@egr-g res@ty £ & o Micur@nfresfit? Ol f

domains have an-XS&Protection header in their server response, while
69% do not use the feature at all.

Business domains show the highest results (67%) among all three
domain sections.

We recommend that bank site administrators force the use oSS | 100%
Protection header 8001
0

60%
40%
20%

0%

© 2022 Deloitte & Touche LLAC. All rights reserved.

Main website category results

Other website category results

Corporate

Support is enabled ® Support is not used

Retail

Support is enabled ® Support is not used

ol

Cyber security review for Azerbaijan banks

1. Site availability

2. Domain reputation
3. HTTP security

4. Traffic security

5. Mail server security

6. Email address leaks

7. Compliance with persona
data protection
requirements

8. Open ports

9. Mobile banking
security

10.Log4J
vulnerability

Slide35 of 90



3. HTTP security
3.6 Sefcookie security flags

Web applications follow user sessions via a session ID. The value is
transmitted to the user with HTTP S€bokie header information.
Internet browsers retain this value and automatically add it to each
HTTP request created as long as the stored cookie remains valid.

While this is useful, it is important to understand which specific cookie 80%
values are important for security purposes. For example, values %
containing a user ID or session ID should only be used in a secure HTTE’%

request. Of course, there may be exceptions, but only in extreme cases.40%

Cookie information can be stolen using JavaScript through attacks such2po,
as XSS, which can be protected against using the HttpOnly and secure
flags. This will help prevent the theft of information contained in the 0%
cookie and minimize the potential risk.

According to our assessment, 31% of local banks use secure flags, while
69% do not. Half of all other category banking sites, both Corporate and
Retail, support secure cookie settings. And even though the main site

share has increased by 5%, a substantial section of the banks are still
recommended to activate the header. 100%

We recommend that site owners activate the HttpOnly and secure flags.gou
Their use in generating a cookie helps mitigate the risk of etislet
script accessing the protected cookie. 60%

40%

100%

20%
0%
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Safe configuration ® Vulnerable configuration
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3. HTTP security
3.7 PublieKeyPins

This header instructs the Internet browser to remember the SSL

certificate used by the web server. These types of certificate contain
information such as site name, certificate validity period, and the Iengthlooo/
of cryptographic keys used. Certificates also contain additional °
information such as the name of the Certificate Authority (CA). When | goo,
sending public key information to clients, the browser verifies website
authenticity. To do this, it checks with the CA, which is a trusted party 60%
that issues web server certificates. 40%

As a result, the user's web browser will not accept certificates with other
public keys when subsequently interacting with the site. This is intended?

to help prevent attacks on users with forged certificates, for example in o,
cases where the CA that issued the certificate has been compromised or
hacked to issue forged certificates.

The study shows that banks tend to be prudent and use the header in
100% of cases for the main website category.

In the Corporate and Retail categories, 33% and 53% of banks do not yet
use this header. 100%

To avoid serious security issues, we recommend applying HTTP Public goo
Key Pinning (HPKP), which should allow HTTPS websites to resist

impersonation by attackers using incorrectly issued or otherwise 60%
fraudulent digital certificates.
40%
20%

0%
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3. HTTP security
3.8 X-PoweredBy

The XPoweredBy header contains information about the technology
used by the web server.

This type of information is not particularly dangerous, as long as serverL00%
software is updated regularly. However, if possible, it is better to hide .
the name and version. Failure to do so may reduce the time it takes for 89%

Main website category results

attackers to gather information and determine subsequent attack 60%
vectors.

. . 0,
Our assessment shows that the percentage of the main bank domains 40%
that contain default values for the-RoweredBy header increased by | 20%

Hy::2 O2YLI NBR (2 (GKS LINBGA2dza @SIFNXRaA lFaasaavySyido

, . _ 0%
The assessment registered only a 7% difference between Business and
Retail domains.

Last year's results Current results

Safe configuration ® Vulnerable configuration

Other website category results

100%
80%
60%
40%
20%
0%
Corporate Retall

Safe configuration ® Vulnerable configuration
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3. HTTP security
3.9 X-PoweredCMS

The header PoweredCMS contains the name and version of the

Content Management System (CMS) used to form a website response,
such as Bitrix or Express. 100%
This type of information is not particularly dangerous by itself,

particularly if server software is updated regularly. However, it is better 80%
to hide technology names and versions. Failure to do so may reduce the60(y
time it takes for attackers to gather information and determine 0
subsequent attack vectors. 40%
As research shows, banks are critical about hiding this information for
the Corporate and Retail website.

In the main category, however, results show that the percentage of 0%
domains with XPoweredCMS has fallen 8% compared to the previous
year's results.

20%

© 2022 Deloitte & Touche LLAC. All rights reserved.
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3. HTTP security
3.10 Server Header

The server header provides a response containing information about the
software used by the server to process requests. Common values
include nginx/x.x.x, Apache/x.x.x and Microsib&/x.x. 100%

Similar to the previous two headers, this type of information is not 80%
particularly dangerous, provided server software is updated regularly.
However, if possible, it is better to hide the name and version of the 60%
software used by the server. Failure to do so may reduce the time it

takes for attackers to gather information and determine subsequent 40%
attack vectors. 20%

Compared to last year, the main category registered a 10% security
rating decline. The Corporate and Retail categories also return low
scores of 0% and 27%, respectively.

Main website category results

0%
Last year's results Current results

Secure H Partially secure ® Not secure

Other website category results

100%
80%
60%
40%

20% 33%

0%

Corporate Retail
Secure H Partially secure m Poor
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3.HTTP security
Conclusions

Setting up and maintaining website security is a complex task that includes several areas, and an integrity breachtugrargoafd be fatal for 1. Site availability
the entire application and the corresponding data.
HTTP headers are a good starting point for secure websites, especially considering that most of them are fairly easyeat implectice. By 2. Domain reputation
complying with HTTP security best practices, headers provide an additional layer of security on top of any other se@ung mea _

The HTTP security results for all three categories in Azerbaijan banks showed that in 50% of cases, this security nsedsativisly. However, 3.HTTP security
we still recommend the other half take advantage of begin to use them. 4. Traffic security

5. Mail server security

Summary of HTTP security results for all domain categories by country: 6. Email address leaks
i Kazakhstan Uzbekistan 7. Compliance with persona
Azerbaian data protection

requirements
8. Open ports

9. Mobile banking
security

10.Log4J
vulnerability

Safe configuration Safe configuration

Safe configuration
= Vulnerable configuration m Vulnerable configuration a

m VVulnerable configuration
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4. Traffic
security
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4. Traffic security

Summarized traffic security results for the "main" website category

Previous year's results Current results 1. Site availability

2. Domain reputation

3. HTTP security
4. Traffic security
5. Mail server security

6. Email address leaks

7. Compliance with persona
data protection
requirements

8. Open ports
9. Mobile banking
security

10.Log4J
vulnerability

Secure encryption setup = Vulnerable encryption setup Secure encryption setup = Vulnerable encryption setup

The number of banks that have improved traffic security has increased since the publication of the

previous Report. Q
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4. Traffic security
Summarized result of traffic security for the "Corporate" and "Retail" website categories

Corporate Retail

Safe encryption setup = Vulnerable encryption setup Safe encryption setup = Vulnerable encryption setup

As can be seen from the chart, regardless of the website category, most banks ensure traffic security on
their sites
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4. Traffic security

Today, both consumers and businesses choose partner services based on HTTPS, which is &
version of the common HTTP protocol for accessing web resources. HTTPS encrypts data us
the Transport Layer Security (TLS) protocol and its previous version, Secure Sockets Layer (§
These cryptographic protocols are the most popular methods for providing secure communic:

on the Internet.

and not a fake page created by an attacker.

Using the SSLlabs public resource, web servers were tested for the following vulnerabilities:

A Weak DH parameters A OpenSSL Padding OracleA
A BEAST attack vuln. (CVR0162107) A
A Heartbleed A ROBOT A
A Ticketbleed A GOLDENDOODLE A
A OpenssLcCSwuln. A OpenSSL-Dength A

(CVE20140224) (CVE20191559) A

© 2022 Deloitte & Touche LLAC. All rights reserved.
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4. Traffic security
4.1 SSL Labs

C, and

2 NYyAy3a YR NBaAUGNROGAZ2Y A
F.SSolaiba dardafs | = & ¢ £

NB g &
Labs service to evaluate these parameters and the rating applied in descending order ISA+ A B

domains whose certificates turned out to be unreliable. . Domain reputation

The best situation with certificates is observed for the main category sites, followed by Retail and then Corporate sagsgdny4% of cases, -HTTP security

certificates are recognized as unreliable. Traffic security

. Mail server security

.Email address leaks

: 7. Compliance with persona
Main Corporate Retall data prgtection "
requirements

8. Open ports
9. Mobile banking
security
10.Log4J
vulnerability

64%

At A =B uFuT EA+ mA mA- B eF A+ mA B 0
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4. Traffic security

4.2Weak DiffieHellman parameters

Secure encrypted communication between two parties requires a prior _ _
exchange of keys over a secure physical channel, such as paper key lists Main website category results
sent by a trusted courier. The Diffidellman key exchange method 0%

allows two parties who do not know each other to exchange a secret ki °

1. Site availability

2. Domain reputation

over an unsecured communication channel. This key can then be used tgyo, 3. HTTP security
encrypt subsequent messages using a symmetric key encryption _ _
algorithm. 60% 4. Traffic security
Websites using one of the few common 16824 Diffie-Hellman groups 40% 5 Mail server securit
can be susceptible to passive interception by attackers with the -Viall serv urity
appropriate resources. To increase the reliability of key exchange, you 20% 6. Email address leaks
should use larger prime numbers, such as 2B#&rime numbers. It 0% '
would be safer to switch to a Diffidellman protocol that uses elliptic ’ , 7. Compliance with persona
curves. Elliptic curves do not suffer from common precomputation Last year's results Current results data protection
problems, which means that attacks on parameters that are barely Secure m Vulnerable requirements
computable can compromise only one connection and not all using a
given group. oth beite cat X 8. Open ports
Weak retail category settings suggest that setting up security is not a Srwenslie category results 9. Mobile banking
priority. However, keep in mind that users often use the same login 100% security
credentials, which means that if an attacker intercepts data from one .
website, it could access data on a more secure website. 80% 10.Log4J
CKAE 8SEFENRaE 3aSaayvySyl aKz2ga (Kledw maom: KS YLAyY R2YLAY vulnerability
USaAauUSR gSNB aSOdaNBP b2 OKIFy3aS Aa NBO2 N NRBY U0UKS 2dza €St
review. 40%
100% of Business category domains tested were secure, while the 20%
percentage for the Retail category is 79%. 0%

0

Corporate Retall

Secure mVulnerable Q
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4. Traffic security
4.3 RC4 Support

RC4, also known as ARC4 or ARCFOUR, is a stream cipher widely used in
computer networks (in SSL and TLS protocols, WEP and WPA wireless
security algorithms) and various information security systems. The 100%
algorithm RC4, like any stream cipher, is based on a pseuttom bit °
generator. The key is written to the generator input, and psetaltdom 80%
bits are read at the output. The length of the key can be between 40 and
2048 bits. 60%

RC4 is no longer considered secure, and its feasibility requires careful 4o,
consideration. For example, website RC4 support allows decryption of
some encrypted HTTPS traffic (e.g., session ID passed to cookies) over20%
tens of hours. It also becomes possible to implement a-mathe- 0%
middle attack, eavesdropping and encrypted traffic storage, and the ?
execution of a large number of requests on behalf of the victim,

The results for Business and Retail category domains tested were
identical with 100% secure configuration.

As a result of the assessment, we concluded that the percentage of
banks with "secure" results has dropped by 4% compared to the
previous year.
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4. Traffic security
4.4 SSL 2.0 and SSL 3.0 support

SSL and TSL are encryption and authorization protocols that transmit
data securely from server to server or from server to client. TSL is an
improved version of SSL. However, some public web resources still
support SSL for encryption.

In 1995, SSL was first published by Netscape as SSL 2.0. This versicn,80%
however, had a serious weakness, leading to its replacement in 1996 50%
with a newer version, SSL 3.0. 0

Several vulnerabilities have been found in SSL 2.0 and 3.0 since the 9080%
some of which were confirmed by IEFT in 2011 and 2015. Many of these
vulnerabilities are no longer a threat, but in practice, SSL is not as secu %
as it should be. 0%
Internet browsers that needed to combat security vulnerabilities, began
warning users by flagging websites that used SSL certificates as insecure.
These flaws give TLS many advantages. To switch to TLS, SSL 2.0 and SSL
3.0 must be disabled in server settings.

The assessment concludes that the percentage of good results has
dropped by 2% compared to the previous year.

The results for the Business and Retail domain categories tested are
identical with 100% secure configuration.

100%
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4. Traffic security
4 50utdated TLS versions

Transport Layer Security guarantees encrypted communication to ensure
security and privacy. TLS version 1.0 has been around since 1999 and is
an evolution of the older SSL encryption protocol. A more modern TLS 00%
1.2 version appeared in August 2008, and the most current TLS 1.3 was =
released in August 2018. 80%

In 2011, a vulnerability was discovered in TLS 1.0 that allows user 60%
authentication cookies to be decrypted. In addition, TLS 1.0 and 1.1 use
unreliable MD5 and SHA hashing algorithms. In 2020, all major 40%
browsers have disabled support for TLS 1.0 and TLS 1.1. Disabling these
protocols is also recommended on the server side. 0%

The research shows that 84% of main category domains have turned off 0%
support for legacy versions of the protocol, while corporate and retail
category domains have turned off support in 67% and 60% of websites,
respectively. A comparison with the previous year's survey shows a

marked 10% improvement in the main domain category.

We recommend disabling website support for outdated versions, as their
presence increases the potential threat of data decryption. 100%

80%
60%
40%
20%

0%
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4. Traffic security
4.6 Beast Vulnerability

Attackers can decrypt data transmitted between two participants using
TLS 1.0, SSL 3.0, and lower. The attacker and victim must be in the same
network (manin-the-middle) for the attack to work. 100%

Using the BEAST method, passwords can be broken down into small
packets and decrypted. Hackers who decrypt one byte of data in two | 80%
seconds can gain access to credentials in half an hour using &20000 @ n0,
character authentication system

The most effective way to protect users from BEAST attacks is to disablé®”
support for SSL and TLS above version 1.2 on the server side. 20%

The research found that despite support for legacy SSL and TLS versiong,
older than 1.2, the majority of retail websites mitigated the BEAST
vulnerability on the server side. However, in the case of mainstream and
corporate websites, the closeness of BEAST vulnerability percentages

and support for legacy protocols suggests no mitigation of this

vulnerability

¢tKA&a &SFNXRa FaasSaavySyid akz2ga (KK
domains were 100% secure, while the results for the "main" domains

are 20% down, compared to the previous year.

We recommend that the remaining websites disable support for legacy
versions of TLS or mitigate the Beast vulnerability, as support for older
versions of TLS increases the risks of potential data interception.
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4. Traffic security
4.7 SSL Renegotiation

SSL Renegotiatiemesuming reconnection to a server with existing
authentication credentials within an existing secure session.

Misconfiguration of SSL Renegotiation can cause attacks such as Deni&l0%

of Service (DOS) or Mamthe-Middle (MITM) injection attacks in an 80%
HTTPS session. Therefore, some developers prefer to disable-seleer °
SSL Renegotiation. 60%

However, disabling Renegotiation and not indicating security status 40%
cause problems as some servers will be secure, others will not, and
browsers can do nothing without having information about server 20%
reliability. This makes users uncomfortable and forces them to manually
configure security levels. 0%

The study shows that 100% of the "corporate"” category and 93% of the
"retail" category have set up SSL Renegotiation. The performance of the
"main” category has improved significantly since the previous year's
survey, increasing support for secure connection renegotiation by 13%.

We recommend configuring the server to allow only secure SSL 100%

Renegotiation and limit the number of SSL connections.
80%

60%
40%
20%

0%
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4. Traffic security
4.8 Ticketbleed SSI vulnerability

At the beginning of 2017, a vulnerability appeared that only affects F5

products. Ticketbleed is software vulnerability that allows an attacker to
remotely fetch up to 31 bytes of uninitialized memory simultaneously o 00%
a stack of F5 BHI? TLS/SSL devices. This memory can store potentiall °
sensitive information or sensitive credentials from other connections. | gpu,

The study shows that 77% of "main" category websites have no 60%
Ticketbleed vulnerability. Compared to the previous year's survey, the
results show a 3% point improvement. 40%
"Corporate" and "retail" category websites show no Ticketbleed 20%
vulnerability.

. . . _ 0%
Websites vulnerable to Ticketbleed should update their TMOS version to ’
strengthen domain protection.
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4. Traffic security
4 9 Other SSL vulnerabillities

In addition to the above observations, we checked each target in the scope of this Report for
ROBOT, POODLE, GOLDENDOODLE, FREAK, DROWN and Heartbleed vulnerabilities.

We found that none of the local bank websites were exposed to any such attacks.

© 2022 Deloitte & Touche LLAC. All rights reserved.

have no vulnerability to
these attacks

Cyber security review for Azerbaijan banks

1. Site availability

2. Domain reputation
3. HTTP security

4. Traffic security

5. Mail server security

6. Email address leaks

7. Compliance with persona
data protection
requirements

8. Open ports

9. Mobile banking
security

10.Log4J
vulnerability

Slide54 of 90



4. Traffic security

Conclusions

Implementing TLS is essential to ensure the security of online data both for banks and customers. However, impropergcooeligiervers can 1. Site availability
expose data rather than protect. it

A summarized assessment showed that 89% of bank sites in Azerbaijan have set up SSL/TLS configurations properly. Hobsves, Sim
maintain outdated versions of the protocols, making them vulnerable to potential attacks. 3. HTTP security

2. Domain reputation

4. Traffic security

The summarized results for all traffic protection categories by country: 5. Mail server security

6. Email address leaks

. : 7. Compliance with persona
Azerbaijan Kazakhstan Uzbekistan data prcF))teCtion "

requirements

8. Open ports

9. Mobile banking
security

10.Log4J
vulnerability

8%

Secure configuration Safe configuration Safe configuration
= Vulnerable configuration = VVulnerable configuration = Vulnerable configuration Q
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5. Mall server
security
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5. Mail server security

A common entry point for attackers seeking to gain a foothold in a corporate network and
gain valuable banking data is email. The main problem with email is its insecurity.
Vulnerabilities associated with email allow attackers to cause inconvenience and various
problems compromising companies whether it be spam, malware, phishing attacks,
sophisticated targeted attacks, or corporate email address leaks to the public. As most
organizations use email to conduct business, email is often one of the top attack vectors for
hackers.

Before applying complex protection methods, it is important to make sure that basic
security settings are applied to protect company employees and improve overall email
reputation. Very often spam filters will ignore emails sent from the bank's server, not
perceiving them as malicious.

A list of mail (MX) servers with tlservername of each bank (using MX Lookup) was
compiled to analyze basic mail server security settings. The following security settings were
then checked using the SMTP diagnostic tool from mxtoolbox.com:

A SMTP Valid HosthameA SMTP Open Relay A DMARC
A SMTP Banner A SMTP Connection Tim& Mail
A SMTPTLS A Domain Keys Identifies

A TLS certificate validity check was also carried out using checktls.com.
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