
 

 
 

 

Azerbaijan  |  Risk Advisory  |  21 Sentyabr 2021 

 

Deloitte Cyber & Technology News digest 

Issue #16 

 

Azerbaijan 

Azerbaijan will participate in the Technology and Aerospace 
Festival in Turkey with 11 startups  

"Teknofest - Aerospace and Technology Festival" will be held at Istanbul Ataturk Airport on 

September 21-26 this year. 

According to the Ministry of Transport, Communications and High Technologies, Azerbaijan will 

participate in the festival for the first time and be represented by 11 startups. 

Source: xeberler.az, August 27, 2021 

 

 

https://xeberler.az/new/details/azerbaycan-turkiyede-kecirilecek-aerokosmik-ve-texnologiya-festivalina-11-startapla-qatilacaq--26993.htm
https://xeberler.az/new/details/azerbaycan-turkiyede-kecirilecek-aerokosmik-ve-texnologiya-festivalina-11-startapla-qatilacaq--26993.htm


Monitoring of the quality of Internet services has started in 
Nakhchivan  

Monitoring has been launched in Nakhchivan to measure the quality of Internet services. 

According to the Nakhchivan Ministry of Communications and New Technologies, monitoring is 

carried out in Sharur and Kangarli districts with the participation of authorized specialists of the 

organization. 

Source: xeberler.az, August 26, 2021 

”Aztelecom” unveils telephone communication based on new 
technology  

Aztelekom LLC, operating under the Ministry of Transport, Communications and High Technologies, 

upgraded the Alcatel 1000 S-12 station to a platform based on IMS (IP multimedia subsystem) 

technology that meets modern standards in order to ensure high quality international and long-

distance telephone communication. 

Source: xeberler.az, August 23, 2021 

Azercell is expanding its network in the liberated areas  

Following in the footsteps of the army, the Azercell team was able to launch a 4G network in 

liberated historical lands, starting from the Jabrayil region, as well as in the city of Shusha. Azercell 

continues to intensively build mobile telecom infrastructure, which will be a necessary platform to 

contribute to the rapid development of our liberated territories. 

Source: xeberler.az, August 9, 2021 

Requirements for information security in emergencies for 
banks have been established  

Information systems must be secured in the event of damage, destruction, or threat to information 

systems and information technology by every bank. That has been reflected in the "Rules of 

information security management in banks" approved by the Board of the Central Bank. 

Source: xeberler.az, August 4, 2021 

Statistics on scams faced by Azerbaijanis on the network  
Over the past six months, cyber criminals have been attacking Azerbaijanis on the Internet, and the 
most popular fraud schemes have been described. During this period, more than 115,000 attempts 
to access phishing sites and more than 36,000 attempts to scam resources were blocked in the 
country. 
Source: xeberler.az, August 5, 2021 
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CIS 

Russia 

Frauds enter the accounts of Russians in the Civil Service  

Accounts of Russians on the portal of public services attract the attention of criminals. Hacked 

accounts are sold on the darknet, and the number of such offers is growing at an alarming rate. 

Experts told Izvestia about the dangers of hacking an account, why frauds seek information and 

how much they earn by selling it. 

Source: iz.ru, August 27, 2021 

Experts have revealed the most hacked social network 
accounts 

Accounts of users of VKontakte, Instagram, as well as Telegram and WhatsApp messengers are the 

most vulnerable to hacking attempts. But social networks are not the only ones vulnerable to 

attacks. For example, hackers hacked the servers of a cosmetics company and released an 809 GB 

archive of more than 1.3 million passport scans of stolen Russian citizens. 

Source: iz.ru, August 25, 2021 

Pirate sites generate more than 1 billion dollar a year  

Pirate sites make about $ 1.3 billion a year. According to Izvestia TV, analysts surveyed 6,000 

websites and 900 applications. The portals have unlicensed software and are involved in illegal 

traffic. Big brands account for 4% of advertising on pirated portals and 24% of advertising in 

applications. Most ads are clickbait. According to experts, such advertising damages the reputation 

of large brands. 

Source: iz.ru, August 13, 2021 

Russia has updated the list of software required for pre-
installation on gadgets  

The Russian government has approved a list of Russian programs (software) that must be pre-

installed on gadgets in 2022. The information on the official legal information portal proves this. 

Source: iz.ru, August 10, 2021 

The issue of cybersecurity was discussed in Moscow  

A roundtable on Internet threats was held in Moscow. According to the Interior Ministry, the fact 

that the problem extends beyond Russia complicates the work of the police. One of the important 

topics of the round table was the protection of children from malicious information and cyber 

attacks. Participants expressed the view that relevant subjects should be applied in schools. 

Source: iz.ru, August 6, 2021 

Russia’s Interior Ministry says the number of cybercrimes has 
increased   

https://iz.ru/1212455/mariia-frolova/tianut-na-sebia-moshenniki-vzlamyvaiut-akkaunty-rossiian-na-gosuslugakh
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Over the past six months, the number of crimes in the field of information and telecommunications 

technologies in Russia increased by 20.3% compared to the same period last year. This is stated in 

the report of the Interior Ministry for six months of 2021. 

Source: iz.ru, August 2, 2021 

 

Kazakhstan 

Kazakhstan’s Sanitary and Epidemiological Service uses digital 
technologies  

The Digitization Department of the Committee for Sanitary and Epidemiological Surveillance of the 

Republic of Kazakhstan has developed a concept for 2021-2023, which provides digital methods to 

increase the efficiency and automation of sanitary and epidemiological services. In particular, 

digitalization will affect the activities of the departments of sanitary and hygienic control, technical 

regulations and expert analysis. 

Source: profit.kz, August 31, 2021 

The volume of online payments has increased in Kazakhstan  

The volume of non-cash payments increased 2.4 times during the year and amounted to almost 30 

trillion tenge. The coronavirus pandemic has made adjustments to the activities of small and 

medium enterprises. The SME sector is suffering the most from the pandemic. Self-isolation and 

locking continue to negatively affect the performance of small companies. Many entrepreneurs had 

to suspend their activities temporarily. Until August of this year, the number of small enterprises 

temporarily not operating increased by 19.3 thousand. 

Source: profit.kz, August 24, 2021 

An application has been created to receive free legal aid  

Kazakhstanis will be able to receive free legal aid in the application of mobile law. Thus, the country 

plans to increase the legal literacy of the population and increase the scope of legal aid. The relevant 

memorandum was signed by the Adilik Jolu public association and the Republican Board of Legal 

Advisers. 

Source: profit.kz, August 23, 2021 

 

Kyrgyzstan 

In Kyrgyzstan, there is no longer anonymity on the Internet  

Kyrgyz President Sadyr Japarov has signed a law "On protection from unreliable (false) information." 

This law can be considered the first attempt to regulate the Internet in the interests of the ruling 

class. According to AKIpress, a person living on a salary is unlikely to be accused of corruption or 

other crimes on the Internet. 

https://profit.kz/news/61757/Kazahstanskaya-sanepidsluzhba-beret-na-vooruzhenie-cifrovie-tehnologii/
https://profit.kz/news/61757/Kazahstanskaya-sanepidsluzhba-beret-na-vooruzhenie-cifrovie-tehnologii/
https://profit.kz/news/61743/V-Kazahstane-uvelichilsya-obem-onlajn-platezhej/
https://profit.kz/news/61743/V-Kazahstane-uvelichilsya-obem-onlajn-platezhej/
https://profit.kz/news/61735/Sozdano-prilozhenie-dlya-polucheniya-besplatnoj-uridicheskoj-pomoschi/
https://profit.kz/news/61735/Sozdano-prilozhenie-dlya-polucheniya-besplatnoj-uridicheskoj-pomoschi/
https://profit.kz/news/61748/V-Kirgizstane-bolshe-net-anonimnosti-v-internete/
https://profit.kz/news/61748/V-Kirgizstane-bolshe-net-anonimnosti-v-internete/


Source: profit.kz, August 25, 2021 

It’s now possible to make contactless payment on public 
transport in Bishkek  
Kyrgyzstan announces first contactless toll on public transport According to Kabar, all municipal 
transport in Bishkek allows passengers to make contactless payments with a Visa card of any bank 
in Kyrgyzstan.  

Source: profit.kz, August 5, 2021 
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