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Recently, the Personal Data Protection Committee (“PDPC”) with the 2" Expert
Committee ("Expert Committee”) has issued its first penalty against a Thai
company in the retail business. The company was found to have violated the
provisions of the Personal Data Protection Act B.E. 2562 (A.D. 2019) (“PDPA”),
in brief as follows:

The company was considered to be a data controller under the PDPA and was
reliant on the processing of its customers’ personal data in large quantities. It
was therefore required to designate a data protection officer (“DPO”).
However, the company failed to appoint a DPO within the required timeframe
and was fined in the amount of THB 1 million, which is the highest amount fine
imposable by the PDPC for this offence.
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As the company was a data controller under the PDPA, the company was
obligated to put in place adequate security measures as prescribed by the
PDPC. However, it was discovered that the company did not have such
measures in place and the company’s employees across multiple departments
had access to customer information without any limitations, access controls, or
authorization measures. As a result, the company was fined THB 3 million by
the PDPC for this offence, which is the highest amount imposable under the
PDPA for this violation.

As a data controller, the company was obligated to make notifications to the
PDPC and the relevant data subjects in specified cases of personal data breach.
In this case, the company was required to notify both the PDPC and the data
subjects of the data breach but failed to do so within the prescribed time. For
this offence, the company was fined THB 3 million by the PDPC, which is the
highest amount imposable under the PDPA for this violation.

The company was fined a total of THB 7 million for the above three violations,
and the company was required to make immediate rectifications and report to
the Expert Committee on its progress. In addition, the company must also
provide training on personal data protection to its personnel to raise awareness
on data protection.

This case represents one of the first instances where the PDPC has taken
enforcement action against a data controller for failing to meet its obligations
under the PDPA. The penalty imposed serves as a clear reminder that
compliance with the PDPA is mandatory, and that violations will lead to
significant consequences. Business operators must therefore ensure full
adherence to their obligations under the PDPA to avoid facing penalties, which
could lead to financial and reputational impacts.
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