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The Deloitte difference

With human insight, technological innovation, and enterprise wide cyber solutions, Deloitte Cyber works alongside clients to help
find those answers and solve for the complexity of each challenge, from the boardroom to the factory floor. The ubiquity of cyber
drives the scope of our services. Deloitte Cyber advises, implements, and manages solutions across the following areas:
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Cyber Strategy & Cyber Defence & Enterprise Security Operate

Transformation
« Cyber Strategy

« Cyber Transformation
Management

« Cyber Training &
Awareness

« Cyber Governance &
Compliance

« Extended Enterprise

e /ero Trust

Resilience
» Security Operations

* Threat Detection &
Response

e Attack Surface
Management

+ (risis & Incident Response
» Technology Resilience
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» Application Security

» Security Architecture
» (Cloud Security

» Secure Landing Zones
» Emerging Technology

Managed Extended Detect

& Respond (MXDR)
Cyber Threat Intelligence
Managed Digital Identity

Managed Application
Security

Continuous Compliance
Managed Cloud Security
Cyber Foundry

Digital Privacy & Trust

Customer Identity
Identity Strategy

Identity Governance &
Administration

Identity Access
Management

Privileged Access
Management

Enterprise Identity

Privacy Governance &
Compliance

Data Protection &
Compliance

Digital Trust & Online
Protection



Cyber Strategy & Transformation

®
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Processes, people management... everything is bec‘d: in
increasingly digital. -

Besides the obvious advantages technology brings, it also comes with threats. To properly
defend itself, each company should know what its 'crown jewels' are, where weaknesses lie
and what possible solutions exist. But the cyber landscape is vast and it can be extremely 4
difficult to keep an overview and decide where to invest money. ‘ i

. . . T — S ’
Deloitte’'s Cyber Strategy & Transformation service goes a step beyond through a relemi\s -
focus on providing comprehensive, issue-based solutions to help Deloitte’s clients address
the rapidly changing business environment and stay ahead of the competition.

Supporting your entire business to move forward with confidence.

* Cyber Strategy * Cyber Training & Awareness
* Cyber Transformation Management -+ Cyber Governance & Compliance

* Zero Trust + Extended Enterprise



Cyber Defence & Resilience

As cyberattacks grow in frequency and sophistication,
you need to outsmart the cybercriminals. /

With the proliferation of remote work and the steady advance of the IoT, potential
vulnerabilities are multiplying. As it gets harder to monitor this growing attack
surface, deploying Al-based and other sophisticated automated technology for
routine surveillance is becoming essential.

We provide evidence-based knowledge about existing and emerging threats in a

timely, accurate, relevant, and predictive manner. Intel drives security operations
and informs and enhances decisions at every level.

* Security Operations + Crisis & Incident Response
* Threat Detection & Response + Technology Resilience

+ Attack Surface Management
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Digital Privacy & Trust

is the foundational element of a successful digital
transformation. The ability to operate a trusted,
agile, digital identity system, with better protection
and a seamless, secure user experience across the
entire organization is paramount.

However, it is a challenge to find the skilled talent,
implement and integrate the right technologies, and
establish leading security processes for digital
identity, while keeping up with the ever-changing
demands and threats of a globally connected world.

This is why we are here.

When Deloitte operates digital identity for you, your
organization benefits from a complete package of
integrated market-leading technology, proven
processes, and world-class talent. With Digital
Privacy & Trust by Deloitte, you can embed
continuous advantage while confidently focusing on
your business needs.
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We handle every step of your digﬁ
integration, operating a unified,
seamless transformation.

Compliance



Enterprise Security

The more applications you run, the more you need a holistic
approach to security.

We heard you when you said you need to achieve secure business transformation faster. That's
why we provide cyber accelerators to speed up implementations that result in secure and well-
controlled applications, whether migrating to SAP S/4 HANA or undergoing a cloud
transformation effort. We'll help you to standardize processes and improve customer experience
by more effectively managing identities across the application ecosystem.

Not only will you be able to deal with emerging threats, you'll be capable of monitoring the
overall solution for delivery excellence, compliance, quality, process improvements and other
innovations activities. And we'll help you to reduce risk and costs without compromise by using
advanced technology to transform business-critical risk processes and approaches that make
implementations more effective and efficient.

+ Application Security + Secure Landing Zones
+ Security Architecture * Emerging Technology

+ Cloud Security
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Cyber Operate

Embedding 24/7 vigilance into your operations

When clients operate with Deloitte, they embed 24/7 vigilance into their operations, ia
freeing them and their people to focus on running the business.

Deloitte’'s Cyber Operate services provide talent, market-leading technologies, and
processes to operate your cyber capabilities including: the identity lifecycle, security———"2
operations, threat intelligence, application security, business transformation, and

continuous compliance including third party risk management.

+ Managed Extended Detect & + Continuous Compliance

Respond (MXDR)
* Managed Application Security

+ Cyber Threat Intelligence
+ Managed Cloud Security

+ Managed Digital Identity
* Cyber Foundry
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Deloitte

Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited (‘DTTL"), its global network of member firms, and their related entities (collectively,
the “Deloitte organization”). DTTL (also referred to as “Deloitte Global”) and each of its member firms and related entities are legally separate and
independent entities, which cannot obligate or bind each other in respect of third parties. DTTL and each DTTL member firm and related entity is liable
only for its own acts and omissions, and not those of each other. DTTL does not provide services to clients. Please see www.deloitte.com/about to
learn more.

Deloitte Asia Pacific Limited is a company limited by guarantee and a member firm of DTTL. Members of Deloitte Asia Pacific Limited and their related
entities, each of which are separate and independent legal entities, provide services from more than 100 cities across the region, including Auckland,

Bangkok, Beijing, Hanoi, Hong Kong, Jakarta, Kuala Lumpur, Manila, Melbourne, Osaka, Seoul, Shanghai, Singapore, Sydney, Taipei and Tokyo.

About Deloitte Singapore

In Singapore, risk advisory services are provided by Deloitte & Touche Enterprise Risk Services Pte. Ltd. and other services (where applicable) may be
carried out by its subsidiaries and/or affiliates. Deloitte & Touche Enterprise Risk Services Pte. Ltd. (Unique entity number: 197800820D) is a company
registered with the Accounting and Corporate Regulatory Authority of Singapore
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