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Security and business challenges are heightened amid
economic uncertainty and scrutiny

Optimize spend

Secure enterprise
+ Data loss/breach * Meet reduced budgets
*+ Insider threat §>© + Cyber talent cost
« Third party risk optimization
+ Tech stack rationalization

Retain skilled
workforce Cyber I\:Illtlgate evolving
+ Scarcity of cyber talent threats
+ Staff with multi-domain Cha"enges * New, advanced
skills adversaries
+ Evolving attack surface

* Premium cyber talent cost

Mature operations Regulatory compliance
+ Rationalize cyber investments * Monitor requirements,
* Fill gaps, eliminate decrease matters requiring

redundancy attention (MRA)
* Industry-specific compliance
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Cyber CostOptimization ~ Focuson corecompetencies  Scalability & Flexibility
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Global presence Technology & Risk mitigation &
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Our methodology is adopted from the
National Institute of Standards and
Technology (NIST) Computer Security
Management/ITSM ) Incident Handling guidelines and 1S027035.
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High Severity Problem

Incident Response Planning AAR/RCA Management
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Vulnerability Management

Deloitte’s Operate approach differs from traditional
MSSP providers

Traditional MSSP Operate by Deloitte
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Deloitte in action

» For a Power Distribution Company that has been designated as Cll, we operated
their SOC that monitored both IT and OT systems.

» For a World Leading Airport, we provided incident response capabilities and
operated their CloudSOC, which is multi-tenated to serve multiple systems and
projects.

« Forlocal agency application for parents with school going children, we operated
the SOC and EDR capabilities for the infrastructure and application.

Our ecosystem partners

+ We partner with the best vendors in the cyber space - this allow us to leverage on
the most innovative and cutting-edge technologies to solve the most challenging
cyber problems of the day - so you don't just survive, but thrive, in a world of
constant change.

« Some of our partners include:
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A trusted team to deliver

#1 30+

. /7=, Deloitte ranked #1 globally in Security Consulting for 12
Globally in security ~ Years providing @ consecutive years based on revenue in Gartner® Market
consulting since cyber services Share report

2011

550+ 30%

Cyber professionals  women in Cyber
across SEA

Deloitte named a Leader in the Asia Pacific Managed
Security Services 2024 Vendor Assessment by IDC

Deloitte is a Leader in the 2024 IDC MarketScape for
Worldwide Systems Integrators/Consultancies for
Cybersecurity Consulting Services Vendor Assessment!

Wide range of certifications including Deloitte named a Leader in the Cybersecurity Risk

CIPP/E/AUS/M/T, CISM, CISP, CISA, CIPT, 2%/ Management Services 2023 Vendor Assessment by IDC
CDPSE, PMP, ISO 27001, and many more

Key Contacts
Thio Tse Gan | SEA Cyber Leader Ho Sai Weng | Cyber Operate Lead
+6562163158 +60376107329

tgthio@deloitte.com swho@deloitte.com
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