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In today’s rapidly evolving technological landscape, the 
importance of robust IT risk management and control 
mechanisms cannot be overstated, especially for 
organizations and their auditors striving for  
Sarbanes-Oxley (SOX) compliance. Deloitte’s Control IT 
Thoughtware Series delves into critical IT risk and control 
topics to explore emerging trends and case studies and 
to offer practical, insightful leading practices and guidance 
tailored to the needs of professionals in the IT risk and 
compliance realm. We look forward to helping your 
organization manage these risks effectively and emerge 
stronger and more resilient in the face of uncertainty. 

To meet Sarbanes-Oxley requirements, 
companies assess and monitor the 
outsourced service third-party providers 
that are relevant to their financial 
statements. A System and Organization 
Controls (SOC) report is a third-party audit 
report that provides detailed information 
about the controls and processes at 
the service organization. These reports 
are issued by independent auditors 
and are designed to provide assurance 
to stakeholders, user entities (such as 
customers, partners, and regulators), 
and external auditors of user entities 
about the effectiveness of the service 
organization’s controls.

Reviewing SOC reports is a critical 
component of third-party risk 
management strategy to monitor 
third-party control environments. As 
enterprises expand their engagement 
with third parties, obtaining and reviewing 
SOC reports is becoming more critical. 
Auditors are required to perform and 
document more thorough reviews and 
analysis of the SOC reports and are 
pushing back on user entities to take a 
deeper look at SOC reports as part of 
their compliance and SOX programs. 

When user entities perform SOC reviews, 
it is critical to ask and document your 
answers to the following key questions:

System description: Are the boundaries 
of the system description clear, including 
which operations are covered by the 
description and controls and are relevant 
to my organization?

Scope coverage: Does the report cover 
all services, systems, locations, SOC1 
control objectives and/or SOC2 Trust 
Services Criteria (TSC) and controls that 
are relevant; and is it easy to understand 
and decipher?

Period: Is the coverage period optimal? 
Are there additional actions my 
organization should take for gaps in 
report coverage? If so, what are those?

Credentials: Is the auditor qualified and 
reputable?

Opinion and exceptions: Is the report 
opinion qualified, and what is my impact? 
Are there testing exceptions, and were 
acceptable responses/exposure checks 
provided by the service organization? Was 
remediation tested by the service auditor?

Complementary user entity controls 
(CUECs): Are all CUECs identified in the 
SOC report? Are they considered relevant 
and implemented and documented at my 
organization?

Subservice organizations: Are 
subservice organizations identified as 
relevant, and is it necessary to obtain 
those additional SOC reports?

In this series, we will help you, as a 
user entity, enhance your assessments 
and modernize your reviews of SOC 
reports. To make your review of 
service organization SOC reports more 
meaningful and effective, we will tackle 
each of these questions in the next 
sections with suggested leading practices 
and pitfalls to avoid.

Introduction

What to focus on in 
a SOC review
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1: Understanding the service organization
The System Description section of the 
SOC report is a critical component 
that provides essential information 
for understanding the scope, control 
environment, risk management, 
compliance, and security posture of 
the service organization. Reviewing this 
section thoroughly enables user entities 
to make informed decisions, manage risks 
effectively, and understand how the scope 
relates to their organization. 

Leading practices: User entities 
should understand the relationship 
with a relevant service organization and 
determine whether the SOC report has 
the required coverage for the services 
provided. User entities should review the 
boundaries of the SOC report and confirm 
the following:

	• Services provided to your user entity 
and relevant locations are covered by 
the SOC report.

	• System components (infrastructure, 
software, tools, and data) are included 
within the scope.

	• Relevant business and IT processes (as 
applicable) and controls are included.

	• Report covers the applicable legal, 
regulatory, and industry standards the 
user entities are using the report for.

	• Relevant key outputs, such as reports 
or files, provided or made available to 
your user entity, are identified in the 
description of the system and tested 
within the report.

If you have questions on the SOC report 
coverage, it is recommended to reach 
out the service organization to ask 
clarifying questions and consider making 
recommendations to them to improve 
their report content.

User entities should understand if the 
SOC examination period aligns with your 
organization’s fiscal year or intended 
reliance period to determine whether 
the report provides acceptable coverage. 
The length of the period not covered 
by the service auditor’s report is called 
the “bridge period.” A long bridge period 
can lead to increased risks and reduced 
assurance. If a significant time period has 
elapsed, the user entity (often pressured 
by the needs of its auditors) may need 
to perform additional procedures such 
as engaging with service providers 
to conduct additional assessments, 
enhancing monitoring controls, and 
updating risk management practices.

Leading practices: User entities should 
request bridge letters, which are letters 
from the service organization that 
indicate whether there has been material 
changes in the service organization’s 
controls since the time period covered 
by a service auditor’s report. To address 
lengthy bridge periods, organizations 
should consider the following additional 
procedures to gain more assurance near 
the end of the bridge period, including:

	• Enhanced monitoring of the service 
organization in the bridge period.

	• Contacting the service organization to 
obtain specific additional information.

	• Requesting that a service organization 
have its service auditor perform 
procedures that will provide  
sufficient evidence.

	• Obtaining evidence that controls 
continue to operate effectively closer to 
the as-of date. 

Consider using your influence over the 
service organization to request changes to 
the SOC audit coverage period to plan for 
timely future SOC reports. If your user entity 
does not have influence over certain service 
organizations regarding SOC audit coverage 
and performing additional procedures, 
you should consider scope limitation as 
mentioned in the Pitfalls section.

Practical & insightful 
guidance

Learn about the pitfalls:
User entities may fail to fully 
understand the scope, findings, and 
implications of the report due to 
complex technical jargon or unfamiliar 
terminology resulting in failure to 
identify which services are used. 
This can lead to the wrong report 
being obtained and relied upon. 
Additionally, the whole report may 
be inappropriately determined to be 
relevant when some of those services 
may not be applicable to the user 
organization.

2: Report period
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Learn about the pitfalls:
User entities need to consider
whether an issue or deficiency exists
when the bridge period is long and
the user entity has not taken steps
to gain additional assurance over
the operating effectiveness of the
controls and does not have robust
user entity monitoring controls. Not
considering the inappropriate period
coverage for the financial statements
audit, which may result in deficiency,
and evaluating for significance could
have an impact on SOX compliance.

Additionally, not having a right-to-audit
contract clause with the ability to
independently evaluate whether
service organizations are meeting
their obligations and maintaining
effective controls may limit user
entities’ ability to perform additional
procedures onsite at service
organizations.


