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In 1778, ten United States Naval officers, including Richard Marven and Samuel Shaw, blew the whistle on their
commanding officer, Esek Hopkins, after witnessing his mistreatment of British prisoners of war. It was the
first documented whistleblowing case in history, with both Marven and Shaw jailed for speaking up. The

case was subsequently brought to the US Continental Congress, which unanimously passed the nation's first
whistleblower protection law.

Today, the terms “whistleblowing” or “tip-offs” are synonymous with the act of reporting wrongdoing. At the core
of an effective whistleblowing program is the availability of trusted channels of communication for employees
and other stakeholders to report issues without fear of repercussions.

In today’s environment of rapid changes in the workplace and remote working, alongside increasing financial
pressures, societal expectations and media attention, there is growing focus globally and in Asia Pacific on
how whistleblowing programs can act as a means to improve corporate governance, provide a safe space for
employees and gain better insights through more timely detection.

Deloitte launched this inaugural Asia Pacific Conduct Watch survey to gather insights into prevailing
organisational attitudes and capabillities relevant to whistleblowing in the region.

We had a fantastic response, with over 500 responses received. Respondents represented public, private and
not-for-profit organisations of different sizes and industries.

We would like to thank everyone involved, especially to all survey respondents. | hope that you will find this
report insightful, propelling you to further action as you and your organisations deal with the challenges of today
and tomorrow.

Oo Yang Ping
Global and Asia Pacific Conduct Watch Leader
Deloitte

© 2023 Deloitte Asia Pacific Services Limited

About this survey

From 31 March to 1 May 2023, Deloitte
canvassed the opinions of business

leaders across Asia Pacific” with oversight
of whistleblowing programs via an online
survey. The goal of the survey was to gather
insights into organisational capabilities and
attitudes towards whistleblowing. Drawing
from our own experience in providing
independent whistleblowing services for
over two decades to over 300 organisations,
the survey was designed to provide insights
into strategy and culture, policies and
procedures, implementation and execution,
and reporting and monitoring.

Reflecting the diversity of the region, the
survey was available in multiple languages,
including Japanese, Korean, Simplified
Chinese and Traditional Chinese.

* Participating geographies include Australia, China, Hong Kong,

India, Indonesia, Japan, Korea, Malaysia, New Zealand, the Philippines,

Singapore, Taiwan, Thailand, and Vietnam.
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Whistleblowing is a high priority for the majority of organisations in Asia Pacific,
with expanding purpose and usage reflecting evolving work practices and
societal norms. However, Boards need to step up and take responsibility for
whistleblowing in their organisations to drive the change in mindset needed.

Almost all organisations represented in the survey have whistleblowing
policies, with many including key elements expected. While awareness and
communication appeared to be adequate, the methods used were mostly
passive and a more proactive approach may be worth considering.

Likewise, more can be done to leverage greater use of digital reporting channels
to protect anonymity while allowing communication between the investigations
team and the whistleblower. Many organisations did not have reporting channels
for external stakeholders, and there remains significant room for improvement
by extending the scope of whistleblowing channels to include third parties.

There is room for improvement in the receiving and handling of disclosures,
which includes clearer processes, greater accountability and more transparent
communication to ensure that disclosures are addressed in a timely manner.
Adopting more robust case management systems allows organisations to
develop a clear audit trail while providing intelligence into notable behaviours
and patterns.

© 2023 Deloitte Asia Pacific Services Limited

\

Organisations still struggle with developing appropriate measures to assess the
effectiveness of whistleblowing programs and deciding what to report internally
and externally.

The majority of challenges faced by organisations are related to trust by
employees and other stakeholders in the whistleblowing program. Given these
challenges and evolving demands on businesses, adequate consideration should
be given to the benefits of engaging an external whistleblowing services provider.
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Profile of respondents

Over 500 responses were
received across Asia Pacific

P Over 200
— / survey responses were completed in
@ = a language other than English.

74%

= of respondents were key decision
&)\ makers for whistleblowing programs
e — within their organisations.

C-Suite executives and
Boards of Directors

Heads of Internal

Audit, Compliance,
Investigations, Legal, Risk
and Human Resources

| W
pFC =)

Organisations represented in the survey include:

Organisations from more than ten major Organisations of various ownership structures.

sectors including:
% st 1E=] 4a% (T 48% (o 8%
£ products — Public listed Private " Other

Financial
services

Conlsumer @ lh Construction Organisations operating in multiple countries/regions with various numbers
business =
/ of employees.

\

media an le-
and healthcare edia a -d tg ¢ A
communications >50,000

k h Number of employees
xS Life sciences cc Technology, ploy
<

10,001-50,000

N\
Professional /Q\:%\/Q\ Public 5,001-10,000
services v, sector
- 1,001-5,000
<1,000

Transportation Utilities
= and logistics

1 2-5 >5
Number of countries/regions where the organisation operates

The size of the circles represent the number of respondents.
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Does your organisation have a
whistleblowing program?

Yes, we have a whistleblowing program

87%

No, we are planning to set one up in the future

6%)

No, we do not have a whistleblowing
program and do not plan to set one up

7%)

93% of our respondents have, or plan to have a whistleblowing program in
the future.

The remaining 7% do not plan to have a whistleblowing program. The
majority of these respondents were from private companies with less than
1,000 employees. The reasons provided for not having a whistleblowing
program were that management did not see a need for one, their
organisations were too small, there was a lack of resources and expertise
and there were no specific legal/regulatory requirements to have one.

Cultivation and reinforcement of

accountability, transparent working \
culture and ethical behaviour

Reliable feedback channels
which facilitate improvements in
processes and controls for the
overall well-being of a company

© 2023 Deloitte Asia Pacific Services Limited

Detection and
prevention of fraud

Benefits of having a , o
Early identification of

whistleblowing

program . t r misconduct and other

non-compliant behaviours

Institutionalisation of formal avenues of
escalation and protection for employees
to confidently raise their concerns
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Raising the bar for whistleblowing

in Asia Pacific

How much priority does your organisation place on whistleblowing?

Whistleblowing as a priority in an Whistleblowing as a high
organisation priority in public and private
sectors
2%
Not a priority /\ /\
9%
Low priority
61%
58%
32% 58%
Medium priority High priority Public listed Private

Whistleblowing as a high priority for organisations in different industries

43 T T 89y EEEESTT T 5Dy BN T

Technology, media

Agriculture Life sciences and health care

and telecommunications

4200 T 100% T

Construction and real estate Manufacturing

629% HEEERNT [ 86% EEET T
Consumer business Mining and metals

0% | 33 BT
Charity or not-for-profit Oil and gas

organisations
54 mmmr 1T
50% BT T Other, and multi-industries

460 EET T
500 mEERT T Professional services

Financial services
by mEERT T
549 BT T public sector

Industrial products

Respondents include those who have, or plan to have a whistleblowing program in the future.

© 2023 Deloitte Asia Pacific Services Limited

500 T T
Trading

50 M T

Travel, tourism and hospitality

67% EEEERT
Transportation and logistits

4000 T

Education Utilities

Whistleblowing as a high priority for
organisations of different sizes

<1,000

48%

1,001 - 10,000

57%

)

10,001 - 50,000

73% )

Number of employees

>50,000

6% )

Overall, 58% of respondents stated that whistleblowing
is a high priority in their organisation, with the majority of
both public listed companies and private organisations
recognising the importance of whistleblowing.

Across industry sectors, whistleblowing was considered
a high priority by the majority of respondents in most
industries, though there were some notable exceptions.

Given the expanding scope of whistleblowing, the
proportion of organisations that consider whistleblowing
a high priority increased in tandem with the number of
employees within an organisation.

Deloitte perspective

In recent years, whistleblowing has gained increasing importance and priority in the Asia Pacific
region. With a growing recognition of the role whistleblowers play in exposing wrongdoing and
promoting transparency, governments, organisations, and the public are placing greater emphasis
on establishing robust whistleblowing frameworks as they strive to address public sector
corruption, environmental violations, and human rights abuses.

The Asia Pacific region has witnessed several high-profile cases of corporate scandals and

corruption, which have highlighted the need for effective mechanisms to uncover and address
misconduct. As a result, governments across the region are enacting or revising legislation to

protect whistleblowers and encourage reporting.

As our survey has shown, organisations operating in the Asia Pacific region recognise the value
of fostering a culture of integrity and accountability. They are implementing comprehensive
whistleblowing programs to detect and address potential risks and misconduct.
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What are the top three purposes of the whistleblowing program within
your organisation?

71% — I

Improve culture of ethics and integrity

66% N '

Detect fraud and other misconduct

50% l

Encourage a positive and transparent working environment

56% s 1

Mandated by legal/regulatory/group requirements =
19% T =

cce———

Mitigate reputational risks arising from workplace conduct L

12% m |

Part of Environment, Social and Governance (ESG) initiatives

Respondents include those who have, or plan to have a whistleblowing program in the future. Respondents were allowed to
choose more than one response.

Detecting fraud and other misconduct remains a key purpose for having a
whistleblowing program (66%). This is consistent with other industry data’.

However, changing work practices and cultural norms have impacted the purpose
and use of whistleblowing programs with 71% of respondents citing “improving
the culture of ethics and integrity” as the main purpose of having a whistleblowing
program.

For organisations where whistleblowing was considered a high priority, improving
culture made up an even higher percentage, with nearly 80% of respondents citing
it as the main purpose for the program.

' ACFE Report to the Nations 2012 to 2022, https://www.acfe.com/fraud-resources/report-to-the-nations-archive
© 2023 Deloitte Asia Pacific Services Limited

What trends have you observed in the types of disclosures reported over the last two years?

¢ 8% . 25% 40% < 28%
b

Ny Human resource Sexual @ Fraud Q% Bribery and
grievances harassment corruption
Discrimination N\ Abuse of power V Conflict of Other

interest

Respondents include those who have a whistleblowing program. Respondents were allowed to choose more than one response.

Looking at the disclosure types received, respondents also highlighted significant trends relating to people
issues, including sexual harassment and bullying. This emphasises the evolving role that whistleblowing plays in
organisations in addressing broader issues in the workplace and the community.

There has been a noticeable increase in the use of whistleblowing beyond traditional fraud
and misconduct to address other broader issues. This shift reflects a growing recognition of
the impact that individuals can have in bringing attention to systemic problems and promoting
positive change. Whistleblowers play a crucial role in uncovering information, revealing corrupt
agendas, and shedding light on issues that might otherwise go unnoticed or unaddressed.

Public support for whistleblowers has also been on the rise, with many recognising their role

as courageous truth-tellers who risk personal and professional repercussions to serve the
greater good. As noted in this report, governments are enacting or revising legislation to protect
whistleblowers and encourage reporting.

For organisations, especially those in the corporate sector, this represents both an opportunity
and a challenge. Organisations willing to take the lead in implementing robust whistleblowing
frameworks are able to build the trust of employees and other stakeholders, and gain insights
into potential misconduct and other risks that may damage the organisation. On the other hand,
organisations which choose to put their head in the sand may find it increasingly harder to win the
marketplace and the war for talent.


https://www.acfe.com/fraud-resources/report-to-the-nations-archive
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More Boards need to take
responsibility for whistleblowing

Who has overall responsibility for the whistleblowing program for
your organisation?

44% N 11%
Board of Directors and Chief Executive Officer/
board committees : Chief Operating Officer/

Chief Financial Officer

21% @ 20%
Head of Compliance Other heads
7 of departments

Less than half (44%) of respondents indicated that overall responsibility for
whistleblowing in their organisations rested at the board level (Board of Directors,
Audit Committee, Risk Committee, Whistleblowing Committee, Compliance
Committee). For 21% of respondents, whistleblowing is seen as a compliance
mandate, with responsibility lying with the Head of Compliance.

Even in organisations where whistleblowing was considered a high priority, 48% of
respondents still indicated that overall responsibility for whistleblowing rested at the

board level and 23% indicated that the responsibility lies with the Head of Compliance.

Likewise, for public listed organisations, 48% of respondents also indicated that the
overall responsibility for the whistleblowing program rests at the board level, while
22% of respondents stated that the Head of Compliance has overall responsibility for
their organisations’ whistleblowing program.

Respondents include those who have, or plan to have a whistleblowing program in the future.

© 2023 Deloitte Asia Pacific Services Limited

Deloitte perspective

Whistleblowing should be the responsibility of the Board due to its pivotal role in promoting
a culture of integrity, transparency, and accountability within an organisation.

Setting the “Tone at the Top”

The Board sets the tone for ethical conduct and establishes the organisation's values and
expectations. By prioritising whistleblowing and demonstrating a commitment to address
misconduct, the Board sends a powerful message throughout the organisation, encouraging
employees to report concerns without fear of retaliation.

Ensuring governance and oversight

Boards have a duty to oversee the organisation's operations, risk management, and compliance
efforts. Whistleblowing is a critical component of effective governance as it enables early detection
and mitigation of potential risks. By taking responsibility for whistleblowing, Boards can actively
monitor the effectiveness of reporting channels and the investigation processes.

Preserving reputation and trust

A robust whistleblowing program helps protect the organisation's reputation and builds trust with
stakeholders. By taking ownership of whistleblowing, the Board demonstrates a commitment to
ethical conduct, encourages transparency, and signals to stakeholders that the organisation values
accountability and integrity.

Complying with legal and regulatory requirements

Many jurisdictions require Boards to establish mechanisms for reporting and addressing
misconduct. By assuming responsibility for whistleblowing, Boards ensure compliance with legal
obligations and create a framework that aligns with regulatory requirements.

/D

Q)
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Policies are necessary but not sufficient
for a robust whistleblowing program

Does your organisation have a whistleblowing policy?

It is very encouraging that 96% of
respondents indicated that their
organisations had whistleblowing
policies, which included one or
more of the following elements:

96% W/ 2o

Deloitte perspective

89% | 84% | 82% | 76% 69%

Maintenance of Options for Protection Types of reporting Clear processes
confidentiality anonymity against channels for whistleblowing
retaliation disclosures received

Respondents include those who have a whistleblowing program. Respondents were allowed to choose more than one response.

By maintaining confidentiality, providing options for anonymity and explicit
protection against retaliation, organisations are signalling that they take
whistleblowing seriously and will support the whistleblower throughout the process.

Highlighting available types of reporting channels and clear processes for
whistleblowing disclosures received builds trust and provides confidence to
whistleblowers as they understand what is to be expected.

6%

have never updated

their policies since inception

10%
updated their policies
more than 3 years ago

46%
updated their policies

38% within the past 1 year

updated their policies
between 1 to 3 years ago

Having developed robust whistleblowing policies, it is equally important to review
and update them on a regular basis.
Respondents include those who have a whistleblowing program.

© 2023 Deloitte Asia Pacific Services Limited

Written whistleblowing policies are essential for several reasons.

Organisational culture
Written whistleblowing policies contribute to fostering a culture of transparency, ethics, and
accountability within the organisation. It sends a message that the organisation values integrity
and encourages employees to act in accordance with those values.

Clarity and consistency

Written whistleblowing policies provide clear and consistent guidelines for employees on how
to report concerns. They ensure that all employees have access to the same information and
understand the proper channels and procedures for reporting.

Legal compliance

Whistleblowing policies help organisations comply with relevant laws and regulations
regarding reporting and investigating misconduct. Having written policies demonstrates the
organisation's commitment to addressing whistleblowing concerns.

Establishing accountability

Written policies set expectations for employees, managers, and the organisation as a whole.
They establish a framework for accountability, making it clear that unethical behavior will not
be tolerated and will be actively addressed.

Guidance for decision-making

Whistleblowing policies provide guidance for employees on what constitutes misconduct or
unethical behaviour. They help employees understand when and how to report concerns,
ensuring consistency in the decision-making process.
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Amplifying awareness and
communication

How are employees made aware of your whistleblowing policies and/or
available channels for reporting?

Corporate intranet
Classroom/online training
Employee handbook

I Corporate website
B Regular messages
from top management

B Email notification
M Not communicated

63%| |61%) |_
0
45% 1 141%] | 399

2%

Almost all respondents indicated that their organisations communicated their
whistleblowing policies internally, with only 2% reporting that no communication
was provided to internal stakeholders.

The two most common methods for communicating and raising awareness
amongst employees were corporate intranet platforms and classroom/online
training. However, more passive forms of communication (corporate intranet,
corporate website, and employee handbook) were used more than proactive
forms of communication like classroom/online training, regular messages from top
management and email notifications.

Communicating policy changes

Corporate intranet
Classroom/online training
Employee handbook

M Corporate website

B Email notification

B Not communicated

59%
48%

34%

For whistleblowing policy updates and changes, it is even more important to take
a proactive approach. There appears to be significant room for improvement

in utilising active methods of communication to promote changes to policy. For
example, active methods of email notifications and classroom/online training were
cited only by 52% and 48% of respondents respectively.

Respondents include those who have a whistleblowing program. Respondents were allowed to choose more than one response.

© 2023 Deloitte Asia Pacific Services Limited

Deloitte perspective

Communication and raising awareness of
whistleblowing policies is essential to encourage
employees to come forward with concerns and
promote a culture of accountability. While it is
often the most challenging part in implementing
and maintaining a robust whistleblowing program,
organisations may consider the following:

Awareness campaigns

Develop a comprehensive communication
campaign to highlight the importance of
whistleblowing and the organisation's
commitment to address misconduct. Utilise
various channels such as intranet portals,
email newsletters, bulletin boards, and
employee meetings to share information about
whistleblowing policies.

Training and workshops

Conduct training sessions and workshops to
educate employees about whistleblowing policies
and procedures. Train employees on recognising
misconduct, understanding the reporting process,
and emphasising the protections provided to
whistleblowers. Consider interactive formats to
encourage participation and address specific
scenarios or concerns.

Regular reminders

Consistently remind employees about
whistleblowing policies and reporting channels.
Use internal communications, such as newsletters,
digital signage, or periodic email reminders, to

reinforce the message and keep it top of mind.
Highlight success stories or positive outcomes
resulting from whistleblowing to encourage
participation.

Case studies and examples

Share anonymised case studies or examples of
how whistleblowing has made a positive impact
within an organisation. Highlight instances where
reporting misconduct led to positive changes,
prevented harm, or protected the organisation's
reputation. These real-life examples can
demonstrate the value of whistleblowing and
encourage others to come forward.

Collaboration with Human Resources and
Compliance

Collaborate with Human Resources and
Compliance departments to ensure that
whistleblowing policies and procedures are
integrated into onboarding processes.

Leadership support

Seek visible support from senior leadership to
reinforce the organisation's commitment to
whistleblowing. Leaders can communicate the
importance of speaking up, address any concerns,
and emphasise the value of ethical behaviour.
Encourage leaders to lead by example and
demonstrate a willingness to listen and address
reported concerns.

$)
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What reporting channels are currently available for whistleblowers to
lodge a report?

Email
Employees External parties

[ 88% W1 60%

Dedicated phone lines/hotlines
Employees External parties

70%  WE 45%

Web-based platform
Employees External parties

B [ 49% mET 33%

Direct contact with a designated employee

W <p )@

090 Employees External parties
G 48% T 27%
Post
~— Employees External parties
O 38% WL 26%

Email was the most commonly available reporting channel for both internal (88%)
and external (60%) parties. This is unsurprising given that it is relatively cheap and
easy to set up.

Dedicated phone lines/hotlines were the next most commonly available channel,
although less than half (45%) of respondents indicated that their organisation made
it available as a reporting channel for external parties.

Interestingly, given the growing digitalisation of business processes especially over
the last several years, there is relatively limited use of web-based platforms as a
reporting channel. Only 49% of respondents indicated that a web-based platform
was available for internal reporting, while its availability as a reporting channel for
external parties was even lower at 33%.

Respondents include those who have a whistleblowing program. Respondents were allowed to choose more than one response.

© 2023 Deloitte Asia Pacific Services Limited

Having multiple reporting channels is important for a robust whistleblowing program as they
provide accessibility, flexibility, and inclusivity in the reporting process. Different individuals may
have varying preferences or constraints when it comes to reporting misconduct, and providing
a range of channels caters to these diverse needs.

Traditionally, dedicated phone lines/hotlines were seen as one of the most effective channels
as trained analysts can interview the whistleblower to obtain important details of the disclosure.
The main drawbacks of phone lines/hotlines are the lack of trained resources to take calls,
potential concerns by the whistleblower about their anonymity and the cost of providing a
staffed hotline, especially over extended operating hours and multiple time zones.

More recently, web-based platforms are increasingly used as reporting channels. The best
platforms allow for customisation of various forms depending on the disclosure type, so that
information is collected in a structured format. The ability for the whistleblower to upload
attachments to support their disclosure is also helpful in an investigation. However, the most
valuable feature of a platform is the investigation team's ability to communicate with an
anonymous whistleblower via a secure messaging feature.

With the availability of web-based platforms, an email reporting channel is now considered
sub-optimal at best. While it is the lowest cost option, disclosures received via email are
unstructured and may include limited useful information, hampering an investigation.
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How are external parties made aware of your whistleblowing policies and/
or available channels for reporting?

Vendor training
Handbook

(eg. Vendor handbook)
Corporate website
Email notification

33% Written communication

0 0 (eg. Letter)
17% ' 17% ‘ 14% ' Signed acknowledgement
B Not communicated

22%]| 118%

What reporting channels are currently available for external parties to
lodge a report?

Email ° Direct contact with a designated employee
&] - 60% e H 27%
Dedicated phone lines/hotlines Post
N ' 45% (O W] 26%
Web-based platform - None
L_ N 330 (X T 25%

33% of respondents did not communicate their whistleblowing policy to external
stakeholders. For those who did, the primary platform used to communicate was
through their corporate website. Vendor training, written communications and
signed acknowledgement were not widely practised.

Providing whistleblowing channels to third parties such as suppliers and agents is
still limited.

25% of respondents indicated that no reporting channels were made available

to external parties. 44% of these were from organisations with more than 1,000
employees. There were also fewer channels available for third parties to report

disclosures.

Respondents include those who have a whistleblowing program. Respondents were allowed to choose more than one response.

© 2023 Deloitte Asia Pacific Services Limited

Increasingly, laws and regulations drive a greater need to manage risk across the supply chain and
this may require organisations to have mechanisms in place for external whistleblowing. Opening
up reporting channels to external parties enables compliance with applicable laws and regulations,
reducing the risk of legal and reputational consequences.

Allowing external parties such as customers, suppliers, or members of the public, to utilise
whistleblowing channels opens the opportunity to receive information about potential misconduct
that might otherwise go unnoticed. It broadens the scope of reporting and increases the chances
of detecting wrongdoing that directly or indirectly affects the organisation.

External parties can serve as an additional line of defence in detecting and mitigating risks. They
may have different vantage points or be more attuned to certain types of misconduct. By allowing
external parties to report concerns, organisations can identify issues at an early stage, preventing
them from escalating into larger problems that could have severe consequences.

However, communicating the policy to external stakeholders presents a greater challenge,
resulting in a significant percentage of companies neglecting such efforts. It is crucial to
acknowledge that both internal and external stakeholders play equally vital roles in the
effectiveness of the whistleblowing program. Striving for a balanced approach to communication
ensures that all stakeholders, both internal and external, are well-informed and understand

the policy's purpose and procedures. This inclusiveness promotes trust and reinforces the

organisation's commitment to ethical practices. —7.‘
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When a whistleblower submits a disclosure, who receives the disclosure on
behalf of the organisation as the first point of contact?

41% |

Designated whistleblower administrator (i.e., person who reviews and triages the reports)
21% M

Departmental head (e.g., Head of Internal Audit/Legal/Compliance or similar functions)
18% m I

External whistleblowing service provider

11% m i
Board member responsible for whistleblowing (e.g., Audit Committee Chairman)

10% me |
Other

How an organisation responds to whistleblowing disclosures is important in
establishing trust and building confidence in the process. Having clear roles and
responsibilities provides accountability throughout the process.

11% of respondents indicated that the first point of contact was the Board
member responsible for whistleblowing, while 21% indicated that this was a
departmental head.

While it is important for the Board to take overall responsibility for the
whistleblowing program in an organisation, organisations need to ensure that the
designated person as the first point of contact is familiar with the whistleblowing
process. This includes receiving and responding to disclosures to preserve the
integrity and objectivity of the process.

Likewise, for both Board members and departmental heads who act as first
points of contact, documenting interactions with the whistleblower, maintaining
confidentiality and assessing credibility of disclosures can pose significant
challenges to many organisations.

Respondents include those who have a whistleblowing program.

© 2023 Deloitte Asia Pacific Services Limited

Are there targeted timelines in responding to the whistleblower (i.e., informing them of the status of
the case)?

45% T '

No, we notify the whistleblower once the assessment of the disclosure has been completed regardless of timeframe

21% B

Yes, within a week from the date the disclosure was submitted

13% B 1
Yes, within 24 hours from the time the disclosure was submitted

129% B

No, we do not notify the whistleblower

8% |

Yes, within the timeline(s) required by external agencies (e.g., regulator)

57% of respondents did not have an established timeline for responding to whistleblowers, although 45% indicated
that they notify the whistleblower ‘once the assessment of the disclosure has been completed-.

As the whistleblower is your initial source of information, it is important to have clear timelines in responding to
them to establish and maintain communication and to gain further information. Conversely, if the whistleblower
does not feel that their concerns are being addressed, they may escalate their concerns internally or even to
external parties, and adversely impact an investigation.
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How are whistleblowing disclosures and follow up actions being managed
and monitored?

There appears to be limited formality around the management and monitoring of
whistleblowing cases.

26% mmT T
Our external whistleblowing services provider provides a
case management system

25%

There is no formal tracker

25% e I

We use Excel or similar software

17% mm |

We use an off-the-shelf case management system

The increased focus on whistleblowing as part of your corporate governance
framework, especially when driven by legislation, raises the bar on the need to have
clear audit trails of whistleblowing cases from receipt to closure.

D

N

—F

Respondents include those who have a whistleblowing program.

© 2023 Deloitte Asia Pacific Services Limited

Deloitte perspective

When receiving a whistleblowing disclosure, it is crucial to respond in a prompt, fair, and thorough
manner. Organisations may consider the following:

Acknowledge receipt
Acknowledge receipt of the disclosure to the whistleblower. This acknowledgement should assure the
whistleblower that their report has been received and will be taken seriously.

Maintain confidentiality

Stress the importance of confidentiality and assure the whistleblower that their identity will be protected
to the extent allowed by law. Reinforce the organisation's non-retaliation policy and explain the steps
taken to safeguard their anonymity.

Assess credibility

Evaluate the credibility of the disclosure. Gather all relevant information and evidence provided by the
whistleblower, assessing the reliability and significance of the reported concerns. Cross-reference the
information with other available data or sources, if applicable.

Determine severity and urgency

Assess the severity and urgency of the reported concerns. Determine if immediate action is required to
mitigate risks or prevent harm. Consider involving relevant stakeholders, such as legal, compliance, or
human resources, as appropriate.

Initiate an investigation

If necessary, initiate a fair and impartial investigation into the reported concerns. Assign qualified
individuals or a dedicated team to conduct the investigation. Ensure that the investigation process is
objective, transparent, and in compliance with legal requirements.

Maintain communication

Keep the whistleblower informed about the progress of the investigation, while maintaining the
necessary level of confidentiality. Provide updates on any actions taken or outcomes achieved. Regular
communication helps demonstrate the organisation's commitment to addressing the concerns raised.
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Measuring the effectiveness of the
whistleblowing program is critical

Overall, 30% of respondents indicated that their organisations did not measure

the effectiveness of their whistleblowing program, of which 39% responded that
whistleblowing is a high priority in their organisation. Out of the 70% that measured
effectiveness, 30% relied solely on the number of reports received to measure
effectiveness.

Deloitte perspective

While report volume is often used as measure for understanding the overall engagement and
willingness of individuals to come forward, relying solely on this measure may be misleading
as it does not take into account the reasons for the high or low volumes observed. Measures
such as employee surveys may provide a more holistic view of how a whistleblowing program
is perceived within an organisation.

Even in organisations where whistleblowing was considered a high priority, 20% did
not measure effectiveness. Similarly, 28% of the remaining 80% that had measures
relied solely on the number of reports.

Respondents include those who have, or plan to have a whistleblowing program in the future.

Deloitte perspective

Itis critical that organisations measure the effectiveness of their
whistleblowing program, to promote transparency, provide
accountability and identify improvements.

It is also important to assess how an organisation deals with the disclosures it receives. These
measures could include:

Response time Anonymous reporting rate
\ _ Measure the time it takes to Assess the proportion of
KC/ acknowledge receipt of a report anonymous reports received
and initiate the investigation to understand the level of

process. trust and confidence in the
confidentiality measures

Investigation completion provided.
time
\/ Measure the average % Outcome and resolution
time taken to complete Q\% rate
investigations to ensure timely @ Measure the rate of resolutions
and thorough examination of and outcomes of reported

reported issues. cases, such as disciplinary
actions taken, policy changes

Ideally, measurement should cover multiple aspects of the
whistleblowing program, including:

Awareness

Are internal and external
stakeholders aware of the
whistleblowing program, policies
and procedures?

Accessibility
Are reporting channels accessible
to potential whistleblowers?

<

Trust Response

Do whistleblowers trust that they Are disclosures received
will be protected and appropriate
action will be taken?

© 2023 Deloitte Asia Pacific Services Limited

appropriately followed up and
investigated on a timely basis?

Substantiated reports

Track the percentage of reports
that are substantiated through
investigations, to help assess
the validity and reliability of the
whistleblowing program.

implemented, or process
improvements made.
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Reporting to internal stakeholders
and the Board

What management information related to whistleblowing is reported to

the Board/within your organisation? Reporting to the public and external stakeholders

61% What statistics are disclosed to the public (e.g., on corporate website or in annual report)?
Summary information (e.g., analysis of reports received)

47% | I 67% I I

Detailed information (e.g., details of reports received and investigation outcomes) Statistics are not disclosed

189% N l 21% |

Operational information (e.g., number/percentage of overdue reports) Number of whistleblowing reports received

' 129%
Number/percentage of investigated whistleblowing reports

T1% |
No whistleblowing information is reported within the organisation/to the Board

8% i
8% B -
Breakdown on type of reports received
Other
7% W]
61% of respondents indicated that only ‘summary information’ was reported Other
internally. 11% of respondents indicated that no whistleblowing information was 6% BT
reported at all, of which 41% indicated that whistleblowing was a high priority Number/percentage of overdue reports
and 33% stated that whistleblowing was the responsibility of the Board or board
committees. To put it simply, these organisations are not providing the Boards with 67% of respondents indicated that their organisations did not disclose any whistleblowing statistics to the public.
sufficient information to exercise their responsibilities. Where information was disclosed, the most common metric was the number of whistleblowing disclosures received.
Respondents include those who have a whistleblowing program. Respondents were allowed to choose more than one response. Respondents include those who have a whistleblowing program. Respondents were allowed to choose more than one response.

Deloitte perspective

While public disclosure of whistleblowing information is not mandatory in many countries/
industries, it is fast becoming best practice for organisations to disclosure summary statistics to
the public. This may include summary information on types of disclosures received, response
and investigation completion times, anonymous reporting rates and substantiation and
outcome statistics. This enhances transparency and builds trust in the organisation and its
whistleblowing program.

Deloitte perspective

Information with regard to whistleblowing disclosures should
be communicated to parties who are responsible for the overall
whistleblowing program in an organisation. These include details of
reports received and investigation outcomes as well as operational
information. This is especially so when the responsibility of
whistleblowing lies with the Board, given that more often than not,
execution of the program is delegated.

© 2023 Deloitte Asia Pacific Services Limited
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What are the top three challenges with your organisation’s whistleblowing
program?

—

{

Y
71

Q¥

g

60%

Concerns by employees over

independence of reporting process

42%

Fear of retaliation
against employees

23%

Inadequate whistleblowing
resources to implement the
program and review disclosures

12%

Lack of whistleblowing resources
in dealing with multiple languages

-
H—

=

|

]
19

58%

Lack of employee awareness of

the whistleblowing program

16%

Data security (e.g., confidential
data leakage, cross border
data transfer)

15%

Challenges in managing
whistleblowing across multiple
jurisdictions

6%

Other

Respondents include those who have, or plan to have a whistleblowing program in the future. Respondents were allowed to
choose more than one response.

© 2023 Deloitte Asia Pacific Services Limited

The most common challenges cited by respondents are related to employee awareness and concerns, indicating
that more needs to be done to engage internally with employees through communication and training. Concerns
around independence of the reporting process, lack of action on cases and fear of retaliation may point to deeper
issues surrounding organisational culture and would require greater involvement from senior management and the
Board to understand and address.

Respondents also cited the lack of whistleblowing resources to implement their whistleblowing program and review
disclosures, which is compounded in situations where the organisation has to deal with disclosures in multiple
jurisdictions and/or languages. Developing in-house resources may take some time, especially if the team is
required to cover operations across multiple geographies.

While data security did not appear to be a common challenge cited by respondents, this issue is likely to become
more prominent due to increasing cyber threats and corresponding data protection legislation.

Other challenges noted from the survey

Misuse of whistleblowing channels for trivial matters that may be more
suitably addressed through other avenues. This can be addressed

in part by regular training and communication about whistleblowing
and other channels available. However, while so-called 'noise’ can be

a distraction from ‘real’ whistleblowing disclosures, it is also important
that employees feel comfortable to come forward. There are also
instances where seemingly trivial disclosures indicate a pattern of
behaviour of more serious underlying issues, which could significantly
impact employee morale or the organisation's reputation.

Insufficient information provided through whistleblowing channels,
especially when the whistleblower remains anonymous, which
hampers any subsequent investigation. The ability to communicate
with a whistleblower, even (or maybe especially) when anonymous, is
critical and can be enhanced by having a clear transparent process
and a means of anonymous communication.
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The way forward:

Exploring the benefits of external whistleblowing providers

48% of respondents indicated that their organisations are relying on some form of
support from external whistleblowing services providers, while 42% indicated that their
whistleblowing program is run fully in-house. The rest of the 10% were not sure whether
their organisations engage an external whistleblowing service provider.

Our own research has shown that the use of external whistleblowing providers in Asia
Pacific, while growing, is still quite limited. This may be due to the perceived costs of
engaging external parties and concerns over having third parties handle potentially
‘sensitive’ information.

Having said that, there is a growing appreciation of the benefits of using an external
provider which can operate an independent and objective whistleblowing program with
the requisite skills, tools and expertise. Utilising an external provider also results in
enhanced trust in the program among stakeholders, improved organisational culture,
reduced legal risks and enhanced compliance.

Respondents include those who have a whistleblowing program.

© 2023 Deloitte Asia Pacific Services Limited
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Some considerations in determining whether to engage an external whistleblowing services provider:

Independence from management

Do your employees and external parties perceive your whistleblowing program as independent?
Organisations not only need to ensure that the whistleblowing process is in itself independent from
management to avoid potential conflicts of interest, but also gauge how the program is perceived by
its internal and external stakeholders.

Anonymity and confidentiality

Will your whistleblowers trust an in-house channel to protect their anonymity and confidentiality?
Check whether the provider guarantees anonymity and confidentiality for whistleblowers. The
provider should have robust systems and processes in place to protect the identity of individuals
making reports.

Expertise and resources

Do you have available expertise and resources in-house? Assess the expertise and resources of the
provider. Look for providers with experience in managing whistleblowing programs and evaluate their
track record.

Reporting channels and accessibility

What reporting channels are you able to support in-house? Evaluate the reporting channels offered
by the provider. Consider whether they provide multiple reporting options. The reporting process
should be user-friendly, easy to navigate, and available in multiple languages if necessary.

Geographical and language coverage

Are you able to support multiple locations and languages in-house? If your organisation operates

in different regions and/or multilingual environments, check whether the provider offers language
support for whistleblowers to report their concerns in their preferred language. This helps overcome
potential language barriers and encourages individuals to come forward.

Case management support

How do you track and monitor whistleblowing cases and investigations in-house? Consider whether
the provider is able to provide a case management system to help you manage whistleblowing cases.
This will improve efficiency and support regulatory compliance.
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One door to the future

In the fastest growing and most complex region in the world, it's time to open the door to opportunity.

Deloitte in Asia Pacific provides services for more than 100 cities across the Asia Pacific region, including Auckland,
Bangkok, Beijing, Bengaluru, Hanoi, Hong Kong, Jakarta, Kuala Lumpur, Manila, Melbourne, Mumbai, New Delhi,
Osaka, Seoul, Shanghai, Singapore, Sydney, Taipei and Tokyo.

Deloitte in Asia Pacific facilitates seamless cross-border service. Central to our firm is a commitment to our global
purpose: to make an impact that matters for clients, people and communities.

Deloitte Asia Pacific is the third largest member firm in the Deloitte network, extending across China, India, Japan,
South Korea, Australia, SEA and New Zealand. Through one contact across the dynamic Asia Pacific region, we
connect you to a powerhouse of expertise across geographies and industries. With the innovation and IP of over
91,000 professionals and extensive alliances, we deliver a united focus to solving your most complex and pressing
issues.

We are committed to accelerate your transformation, realise your potential, and make your future. Together.

© 2023 Deloitte Asia Pacific Services Limited



Page 25

Conduct Watch

Deloitte’s independent, cloud-based whistleblowing solution — used by over 300 clients globally

"An estimated
one-third of fraud
cases worldwide
are exposed by
Whistleblowers and
tipster - more than
auditors, security
staff and the police
combined.”

Source: Voices for change, Transparency International

How can Deloitte help?

The key benefit of externalising
whistleblowing is the assurance
of an independent and
impartial process that protects
whistleblowers and encourages
the reporting of misconduct,
leading to greater transparency,
accountability, and the
uncovering of wrongdoing
within organisations.

© 2023 Deloitte Asia Pacific Services Limited
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Asia Pacific and Southeast Asia

Oo Yang Ping
Partner

Global and Asia Pacific Conduct Watch Leader

+603 7610 7613
yoo@deloitte.com

Australia

Hugh Mosley

Partner

+61 410503 089
hmosley@deloitte.com.au

Mainland China

Jaimie Cheung

Partner

+86 10 85125679
jacheung@deloitte.com.cn

India

Zubin Dastur
Director

+91 982 0156703
zdastur@deloitte.com

Japan

Takahisa Goto

Managing Director

+81 804435 1161
takahisa.goto@tohmatsu.co.jp

Korea

Lee Jae Sung

Partner

+822 66762129
jaesunlee@deloitte com

New Zealand

lan Tuke

Partner

+64 212 701153
ituke@deloitte.co.nz

Taiwan

Yang Kay I.

Partner

+886 (2) 2725-9988 ext 7793
kayiyang@deloitte.com.tw

Conduct Watch is Deloitte's digital whistleblowing solution. Integrated with data security and
advanced case management features, it is used by over 300 clients.

Scan here for more information on Conduct Watch.
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