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Global Foreword

Resilience, vigilance, and positioning for change

Financial services frms (FS frms) face challenging operating
conditions worldwide: high infation, interest rate volatility,
disruptions to global supply chains, and slowing economies.
The International Monetary Fund'’s (IMF) sobering assessment
is that “the worst is yet to come.”

These disruptive factors will understandably command
attention in the near term. However, frms also face medium-
term strategic challenges. The shift towards a multipolar
geopolitical order creates new frictions and risks. Technology
continues to transform the sector, creating new opportunities
but also many challenges. The twin sustainability crises of
climate change and ecological degradation demand enormous
reallocations of capital, not to mention vigilance for the risks
they entail.

As we enter 2023, boards and executive teams therefore face
two major sets of questions. First, what steps are they taking
to remain resilient and support customers through near-term
economic pressures? Second, are their strategic plans aligned
with the medium-term structural changes in the operating
environment?

A strong grasp of the regulatory and supervisory environment
must be central to how frms answer these questions.

In this global foreword, we set out our view of the major
regulatory strategy issues facing the fnancial services industry
worldwide, frst in terms of the immediate pressures created
by the gloomy economic situation, and then in terms of the
major structural changes highlighted above: geopolitical,
technology, and sustainability.

Global growth is slowing and, although a global recession is

not the central case, the IMF says 2023 will nevertheless “feel”
recessionary to many, with perhaps a third of the global economy
set for contraction.2 Households and businesses in many parts
of the world are feeling the squeeze of persistently high infation
Figure 1, particularly from commaodity and energy prices, while
sharply rising interest rates Figure 2 are increasing debt service
ratios. Credit risks are consequently elevated, and market
confdence is fragile. Monetary and fscal policies will need to be
carefully balanced, and policymakers will be wary of what the IMF
refers to as policy “miscalibration.”® To weather the storm, frms
should be vigilant on multiple fronts.

First, frms must manage their own fnancial resilience in the
face of declining credit quality. The work of the last 10 years to
build capital bufers means that, globally, the banking sector
enters 2023 in a generally resilient position, although emerging
market banks appear more vulnerable to a downturn than

their advanced economy counterparts.* Many non-banks will
also need to be on alert given the volumes of credit risk that
have migrated outside the banking system in the last 10 years,
including most recently to providers of buy-now-pay-later fnance.
Supervisors will focus on credit risk management (especially in
relation to real estate and leveraged lending) across all regulated
frms and will also scrutinise exposures to and connections with
unregulated lenders.

Second, frms will need to continue to support their customers
through a period of economic hardship. Conduct supervisory
expectations are now substantially higher than in previous
downturns. In some countries, how lenders treat customers
facing fnancial hardship will be a supervisory (@and in some cases
a political) priority, and industry will need to proactively identify
vulnerable customers and take measures to support them.
Insurers are likely to see rising numbers of customers struggling
to cover their premiums, creating the possibility of protection
gaps that will also draw supervisory attention.

Third, frms should be vigilant for sudden bouts of market
volatility. Even the archetypically stable US Treasury market will
need to be watched closely given recent observations of low
liquidity and volatility, combined with the uncertain impact of the
Securities and Exchange Commission's (SEC) new dealer rule.®
Firms should be ready for regulatory and supervisory measures
to address “unfnished business” around non-bank fnancial
stability issues, with several recent episodes of market turbulence
(such as the dislocation of the UK government bond market

in autumn 2022) thrusting these issues back up the agenda’.
Open-ended funds are a particular focus, where market volatility
has the potential to clash with market illiquidity to trigger asset
fre sales. Although the Financial Stability Board's (FSB) latest
progress report on addressing the risks from non-bank fnancial
intermediation indicates an ongoing programme of work; it
remains unclear how far and how fast national authorities will
implement any resulting regulatory changes.? We nevertheless
expect central banks and regulators to be working hard to
understand these vulnerabilities and other possible sources

of market disturbance. This will likely manifest in a continued
emphasis on stress testing for individual regulated frms and the
system as a whole, revisions to fund liquidity rules, and a focus on
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frms’ and counterparties’ margining practices and ability to meet
margin calls, including through data requests where gaps have
been identifed by supervisors.”

These are regulators’' near-term preoccupations. They demand
strong board engagement supported by robust management
information, clarity around risk appetites, clear processes for
escalation, and continuous internal communication between

and across business lines and support functions to ensure
consistency in messaging and decision-making. But they are by
no means the only challenges facing industry or its regulators,
and we now turn to three major sources of structural change with
which frms must grapple: geopolitics, technological change, and
sustainability.

Structural change

Rising geopolitical tensions are contributing to the
fragmentation of markets, with nations and business leaders
looking at how to build supply chain resilience and security
through greater localisation of production and supply. Firms
operating across what are in some cases tense political
borders will be directly afected by these tensions.

The Russia-Ukraine confict provides a stark reminder that
frms should be vigilant and cautious of geopolitical risks
that can manifest very rapidly through numerous channels,
whether in terms of operational resilience, fnancial crime,
cybersecurity, or reputational risks. Many of these issues
are not amenable to statistics-based risk modelling and
require the use of more qualitative information to develop
sophisticated scenario analyses. Supervisors will expect
frms to have carried out “lessons learned” exercises from
their experiences this year — for instance around sanctions
and geographic footprints — and to have reviewed and,

in some cases strengthened, their “severe but plausible”
scenarios for evaluating their ability to withstand and recover
from operational shocks. They will also have to “think the
unthinkable” through reverse stress testing and emerging
risk assessments. Supervisors will also expect frms to
examine their own supply chains, which may in turn lead

to more requests for “localisation,” for example of data, IT
infrastructure or people.

This is not only about weathering short-term shocks: it is also
an issue of medium-term strategy, particularly around frms'’
geographic footprints and shifting patterns of international
trade. At a minimum, this means boards reviewing risk
appetites for operating in specifc countries and with particular
clients, as well as the reputational risks that will inevitably
surround decisions to operate in or exit certain markets.

The fnancial system continues to undergo major technological
transformations. New technologies enable both old and

new frms to provide new and better products and services,
develop better insights, and to do so ever-more e¥ciently. But
they have also complicated supply chains and service delivery
models while creating new sources of competition.

In some areas, the regulatory regime has struggled to maintain
pace with technological innovation, but so too have frms' risk
management and control frameworks. This has been clearest
in relation to the complex relationships between regulated

FS frms and third-, fourth-, and even ffth-party technology
service providers, including Big Techs. The regulatory
framework around operational resilience is pushing frms

to address the resulting risks, although diferent countries
and regions are adopting diferent approaches. Regulated
frms will need to get their houses in order by untangling (and
where possible simplifying) networks of technological service
suppliers and ensuring their operational resilience. And where
frms are pursuing shared delivery models, boards need to
have strong assurance around their reliance on third parties.

Big Techs are also increasingly active in fnancial services in
their own right as competitors to and partners of incumbent
frms. In the near term, technology frms should accept the
reality of “extra-territorial” fnancial services regulation which
will either bring them within the supervisory perimeter, subject
them to other direct forms of oversight, or see regulated frms
being used as conduits through which such oversight can be
gained. Over time, we expect fnancial services authorities

will feel the need to develop a more integrated approach to
the regulation of Big Techs, recognising their multiple roles

in fnancial services. This will require them to work with

data protection regulators and competition authorities. In

the meantime, individual regulators are pursuing their own
national approaches. In turn, regulated frms should factor

in these diferent national requirements as they develop

their global strategies for their overall relationships with Big
Techs and other critical service providers, complicating the
contracting process.

The regulatory framework also continues to evolve in attempts
to keep pace with innovation around digital (particularly
crypto) assets. While issues have persisted concerning
unregulated players seeking to organise themselves around
developing regulatory regimes, regulated frms have
increasingly been engaging with a developing ecosystem of
digital asset technology providers to develop more credible
and mature client oferings®° However, recent turmoil has
changed the outlook, creating a potential crisis of legitimacy
and trust around the fedgling industry. A further regulatory
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response seems inevitable, although we see little prospect of
international convergence where rules are being put in place,
with jurisdictions difering along all manner of issues, from
regulatory classifcations (as securities, currencies, and so on),
through to the intersection with fnancial crime frameworks,
further complicating industry eforts to grow the sector.

Cyber risks are ever-present for FS frms, but the increasing
digitisation and use of third party providers for services and
support functions, combined with the geopolitical tensions
referred to above, means that the threat perimeter is
becoming more complex. These risks cut across all sectors of
fnancial services, and regulators are pushing frms to continue
to invest in their capabilities. Insurers are doubly exposed,

as potential targets of cyberattacks but also as providers of
cyber risk insurance, in relation to which regulators continue to
probe around the ambiguity of policy coverage and the risk of
so-called “silent cyber.""" Reporting of cyber incidents remains
a key pillar of the regulatory framework, with some regulators
moving to tighten reporting windows, and the FSB currently
looking at the possibility of delivering more consistency in
reporting 2

The politics of sustainability have become more difcult

with the ongoing debate, especially in Europe, about how to
reconcile environmental goals with renewed energy security
concerns, along with the emergence of an “anti-ESG” faction,
and the spilling over of disagreements over the binding
nature of some climate targets within the Glasgow Financial
Alliance for Net Zero*** But 2022 also provided ample
evidence of how disruptive sudden swings in food and energy
prices can be, as well as the impacts of increasingly frequent
and intense natural disasters. These risks will only become
more pronounced as the climate transition unfolds, and

they will increasingly shape the fnancial services operating
environment. Insurers face particular challenges given the twin
task of managing the solvency implications of exposures to
physical risks while continuing to protect policyholders, many
of whom may face escalating costs for coverage, creating the
risk that protection gaps emerge or widen.

Regulation and supervision will be key determinants of

how frms must respond to these risks. In some areas,

there appears to be a degree of supervisory convergence,
most notably around prudential risk management and risk
governance. Climate-related stress tests and/or scenario
analysis exercises are becoming features of supervisory
frameworks in many major jurisdictions, being well established
in the EU and UK, Japan and Hong Kong Special Administrative

Region (SAR), and emerging onto the agenda in the US.
Elsewhere, however, despite shared ambitions to address
issues such as greenwashing (with investment funds in
particular in the crosshairs around fund names, labelling,
disclosure practices, and the green credentials of their
underlying assets), frms are fnding themselves contending
with difering national requirements, particularly in terms
of sustainability taxonomies. Even where supra-national
attempts have been made, such as with the Association of
Southeast Asian Nations (ASEAN) taxonomy, national variants
will persist.

There have been more ambitious attempts to develop
international standards around disclosure, most notably the
ongoing work of the International Sustainability Standards
Board (ISSB), which is driving toward the development of a
global baseline with the support of international regulators
such as the FSB. Some countries are continuing to develop
their own frameworks, and while such frameworks may
converge over time, in the near term frms will need to be
able to store and manipulate data fexibly in order that it
can be moulded to meet the needs of diferent jurisdictions.
Indeed, sustainability data quality and coverage remain
signifcant challenges for frms and with the use of proxy data
still widespread, regulators are expected to push industry to
address this in 2023.

There is divergence in the technical detail of regulatory
frameworks to address sustainability, for instance in terms

of how risks are captured in prudential rules, how funds are
labelled, how insurance products are underwritten or ofered,
and what frms must disclose to the market. But the issue is
fundamentally one of risk management, and to fulfll their risk
management obligations, boards need confdence that they
understand their business footprints and risk exposures. This
confdence will not be delivered through mere compliance
with regulation, but through the development of better

data, sophisticated modelling capabilities, plausible scenario
analyses, and engagement with scientifc expertise and
judgment. The absence of harmonised rules should not be

a barrier to action, and the onus will very much remain with
frms to be able to meet multiple sets of expectations and
reconcile them across their operations where necessary.

The need for risk management has its complement in the
development of new opportunities for innovation and market
development. The reallocations of capital required for the
climate and nature transition are enormous, with trillions of
dollars needing to be intermediated, invested, insured, and
risk managed worldwide across virtually all areas of economic
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activity. And, put simply, the better grasp frms have of the
risk environment, the better placed they will be to identify and
exploit the corresponding opportunities in the years ahead.

Firms face many headwinds as we enter the new year. Our
view for the last several years has been that global frms

face increasing difculties in maintaining common systems
or controls across their geographic footprints as regulatory
frameworks diverge. Last year confrmed our view further and,
as we have suggested above, the deteriorating geopolitical
situation compounds the problem. The obligation will be
squarely on frms to accommodate local factors when
designing and implementing processes, controls, reporting,
and all manner of other requirements, with limited prospects
for regulatory harmonisation.

The major challenge for the industry in the year ahead is to
navigate the choppy near-term economic waters — including

Seiji Kamiya Irena Gecas-McCarthy
Centre for Regulatory Strategy Center for Regulatory Strategy
Asia Pacifc Americas
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by engaging with supervisors in their eforts to monitor and
address fnancial stability risks — without losing sight of the
importance of the longer-term processes of change we have
highlighted here, all of which demand ongoing investment.
Regulation continues to be a major force that infuences these
trends, and a strategic view of the regulatory environment,

as well as an ability to connect such a view with the review
and challenge of business strategy decisions, remains an
imperative for frms looking to stay at the forefront of the
industry.

As ever, this global assessment provides a broad setting for
our more detailed regional Regulatory Outlooks. In what
follows, you will fnd our analysis for the Asia Pacifc region, but
readers with an interest in understanding the landscape in the
Americas, UK and Europe, the Middle East and Africa (EMEA)
can fnd them in the corresponding reports from our teams in
those regions.

24 Gl
e

David Strachan
Centre for Regulatory Strategy
Europe, Middle East and Africa
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Figure 1 Infation at end - 2022'°
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Asla Pacifc Foreword

As we begin 2023, it is instructive to refect on our outlook at
the start of 2022. Our perspective then was largely positive
as we contemplated the end of the COVID-19 pandemic, with
a level of confdence that Asia Pacifc (AP) economies and
frms were better prepared than their global counterparts
to both withstand and respond to the scenarios that may
emerge, and that the worst was behind us — with the
exception of concerns around infation, increasing credit risk
exposures and the ongoing war for talent.

The Russia-Ukraine confict, the continued signifcant
shut-down to address COVID-19 in Chinese Mainland, as

well as a host of other global challenges, led to a more
muted outcome through 2022 than earlier anticipated.

So, how then do we pivot to 2023 and the challenges and
opportunities to be faced ahead? The IMF has started the
year with a somewhat downbeat caution. Within our region,
we see concerns around the level of economic growth due to
a range of factors from property prices in Chinese Mainland
through to the cost of energy in Japan, rising infation, and
elevated credit risk, balanced somewhat by green shoots
with the reduction of COVID-19 restrictions in Chinese
Mainland, and steadier growth in some jurisdictions including
India and Indonesia.

Operational resilience and the management of external
disruptions remain a strong theme for all frms and
regulators in the region. Arguably, the AP region slightly

lags the progress made in Europe in particular, however we
see the pace picking up, and regulatory pressure leading

to a greater focus on the topic in the region. In the face of
COVID-19 and the Russia-Ukraine confict, there is a broader
recognition that supply chains extend well beyond immediate
vendors, and that unless these are understood and
controlled to a greater degree, security of supply would be
difFcult to achieve. The downstream systemic and customer
impacts mean this issue continues to demand signifcant
regulator and management time.

Another key development has been the rapid growth of
digital asset markets, followed by the implosion of crypto,
known as the 2022 'Crypto Winter'. A wave of high profle
failures in recent months has triggered more intense
regulatory scrutiny of the burgeoning digital asset market,
with a particular focus on fnancial stability, fnancial crime
and consumer protection. At the same time, AP regulators
continue to explore digital asset technologies and business
models, recognising their potential to transform fnancial

services fundamentally. This interplay of developmental and
regulatory considerations will be a key dynamic for the digital
asset ecosystem.

The development of the sustainability agenda in 2022 was
signifcantly impacted by energy security concerns, leading
to a re-examination of the transition paths and scenarios,
as the risk of a disorderly transition remains signifcant. For
regulators, a developing area of focus includes the role of
capital requirements in the management of climate-related
risks. Initial indications from the Bank of England have
prompted other regulators to consider whether existing
prudential frameworks can address environmental risk
appropriately. This topic has also been explored in the US
Federal Reserve with a staf paper indicating that a capital
approach to climate risk requires careful assessment.”” No
doubt the historic experience of operational risk capital
modelling remains fresh in most regulators’ minds.

Further developments in sustainability relate to disclosure,
with the Taskforce on Nature-related Financial Disclosures
(TNFD) publishing an updated version of its framework for
disclosure requirements. With further beta editions to be
published on a quarterly basis, the framework is rapidly
evolving towards a fnal state in September 2023. The hope
from the FSB is that once these standards are fnalised
regulators will quickly adopt and implement them.

Notwithstanding of the above developments, bridging data
gaps remains the biggest challenge to producing Task Force
on Climate-Related Disclosures (TCFD) and TNFD-aligned
disclosure reports and managing climate risk. AP regulators
are stepping up to help bridge the gap. This includes

the development of data source repositories and a data
catalogue, along with engaging technology providers to
incubate and help scale climate tech solutions in the region.

In consideration of the above, we believe there are a number
of key implications for FS frms operating in AP (and indeed
globally):

* Uncertainty remains a constant into 2023. Continued
geopolitical tensions, and the associated impact on
energy and other markets will continue to impact global
supply chains. This, along with the potential for new
COVID-19 variants, and inconsistent approaches from
jurisdictions mean FS firms in the AP region will continue
to operate in an environment of high uncertainty.
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* Mixed regional economic outcomes will have
implications for those firms whose business model is
built on consistent growth. Varying market conditions
around property, credit and other factors, such as
geopolitical tensions, all combine to challenge growth
aspirations and market confidence.

¢ Resilience is the new black. From operational resilience,
to climate resilience and cyber resilience — the imperative
of transparency and understanding through the entire
organisational value chain, along with the ability to control
and influence input and output supply outcomes will be a
major focus for regulators and FS firms in the region.

e Forinsurers, a combination of climate risk, resilience
and solvency will dominate the focus for 2023.
Insurers are clearly at the front end of climate exposures,
and with similar dependencies to banks through
extended value chains, they will be expected to have a
sophisticated consideration of their ability to continue to
operate and support all stakeholders in times of stress.

FS frms in AP have generally responded well to the
pandemic, and the additional global stresses that came
during 2022. The role of regulators will continue to be
complex and challenging. As the Russia-Ukraine confict
continues, the impact of sustainability and climate change,
increasing operational resilience and the impact of infation

Mike Ritchie
Australia Co-lead
Centre for Regulatory Strategy Asia Pacifc

Shinya Kobayashi
Japan Co-lead
Centre for Regulatory Strategy Asia Pacifc

and interest rate rises remain areas of focus and compete
for priority with AP regulators and FS frms alike. For FS frms,
particularly those with a focus on growth, navigating 2023
and beyond will need a clearer focus and vision, including
balancing growth objectives with consideration of social and
economic inclusion. It is clear that we can't yet say we have
emerged from the COVID crisis and its related impacts, in
2023, there are many moving parts that both regulators and
FS frms alike will need to navigate — and there remains much
work to be done.

It is with this context in mind that we have set out the

upcoming sections of this year's Regulatory Outlook as
follows:

¢ Macroeconomic Environment and Regulatory Agendas

¢ QOperational Resilience

e Digital Assets
Sustainability and Climate

e Future of FS Regulation in the AP Region

These are and will continue to be high priority issues for both
regulators and FS frms in AP. We urge frms to think through

what these issues mean for their business models, and what
strategic decisions they will have to make as a result.

Nai Seng Wong
South East Asia Co-lead
Centre for Regulatory Strategy Asia Pacifc

Jaramie Nejal
Operations Lead
Centre for Regulatory Strategy Asia Pacifc
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Macroeconomic
Environment and Regulatory
Agendas for 2023

2022 saw some of the biggest economic challenges since the 2007/2008 fnancial crisis, such as high infation, energy price
volatility, and persistent supply chain disruptions. 2023 will continue to be a challenging year, with a complex mix of economic
uncertainties across the AP region. In the face of a challenging year ahead, AP regulators will be focusing on the overall resilience
of the fnancial system, while steaming ahead on agendas including sustainable fnance and digitalisation.

Pivoting from 2022

After the reopening of a number of AP jurisdictions in 2021, a strong recovery of 6.5% GDP growth was achieved in 2021
according to the IMF World Economic Outlook.'® By the end of 2022, GDP growth is expected to have dropped to 4.0%'° due to
several reasons:

* Theincrease in COVID-19 cases in various parts of Chinese Mainland triggered a tightening of restrictive measures under
the jurisdiction’s zero-COVID policy, slowing down the domestic economic recovery and prolonging regional supply chain
disruptions;

* The steep rate hikes of the US Federal Reserve and the European Central Bank in an effort to contain high inflation have
dampened economic prospects. In 2022, the accumulated interest rate increases by the US Federal Reserve totalled 425
basis points. These rate hikes have contributed to capital outflows from some AP jurisdictions, and have contributed to
some central banks in AP raising interest rates;

* The Russia-Ukraine conflict has caused turmoil in the energy markets, which together with the strong US dollar, has put
further pressure on the economic recovery of AP countries that rely on energy imports.

Looking ahead at 2023
In 2023, the AP region will continue to recover, with headwinds from global economic challenges. In the face of these
uncertainties, we expect the most important factors impacting the AP region in 2023 to be the following:

e Economic recovery from the COVID-19 pandemic. In the AP region, some jurisdictions such as Thailand and Singapore
reopened to visitors in 2021. Others reopened in the second half of 2022, such as Japan and the Hong Kong SAR. As shown
in Figure 3, we expect that jurisdictions which reopened in the second half of 2022 will see a stronger recovery in 2023,
compared with those which reopened earlier. Late November 2022 saw the relaxation of COVID-19 restrictions in Chinese
Mainland, such as the removal of domestic testing requirements, and the relaxing of quarantine requirements for positive
cases and close contacts. On 8 January 2023, Chinese Mainland abolished all quarantine measures for international
arrivals, marking a major step to reopening the nation to the rest of the world. The reopening of Chinese Mainland took
place sooner and faster than previously expected, which has resulted in upward adjustments for the 2023 economic
outlook of the jurisdiction. Further, there is an expectation that the relaxation of COVID-19 measures by the Chinese
central government will also help to alleviate global supply chain pressures and boost growth for geographies that rely
heavily on economic ties with Chinese Mainland, such as the Hong Kong SAR. However, uncertainties remain regarding the
economic impact of any surge in COVID-19 cases post reopening.

* Global economic uncertainties. The projected global economic slowdown in 2023 will impact the AP region through
channels such as weakened external demand and potential capital market volatility. The negative economic outlook has
triggered risk aversion and will challenge the resilience of funding markets. The downturn will also impact the credit ratings
of companies and credit quality for FS firms in the AP region. While inflation in the AP region is mild compared to the rest
of the world and is expected to come down further in 2023 (Figure 4), it is still pushing up the cost of doing business. The
higher cost of operations, together with the increased expectations on operational resilience (discussed in a later section),
will pose challenges to FS firms in the AP region.
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Figure 3 GDP growth movements of select AP jurisdictions®®

AUSTRALIA CHINESE MAINLAND HONG KONG SAR
8.10

4.90
6.30

3.20

2.20
202 2021 2022 2023 2024 2020 2021 2022 2023 2024

-2.10

INDIA INDONESIA JAPAN

530 500 5.40

8.70
170 170 160 139

d r—

2020/ 2021 2022 2023 2024 202 2021 2022 2023 2024 2020 / 2021 2022 2023 2024
-2.10
-4.60
MALAYSIA NEW ZEALAND PHILIPPINES

5.60

540 440 4.90
570 0650 ¢, 6.00

230 190 2.00

2024 2020 2021 2022 2023 2024

2023

2020/ 2021 2022 2023 2024 202 2021 2022

-2.10
-5.50 -9.50
SINGAPORE SOUTH KOREA TAIWAN (CHINA)
6.60
7.60 4.10
3.30 580
3.40 210
202 2021 2022 2023 2024 20 2021 2022 2023 2024 2020 2021 2022 2023 2024
-0.70
-4.10
THAILAND VIETNAM ASIA PACIFIC
7.00 620 6.60 6.50
2.90

3.70 3.60
2.80 2.60

1.50

2021 2022 2023 2024 2020 2021 2022 2023 2024 20 2021 2022 2023 2024

2020
-1.10

-6.20

—e— Actuals —o— Forecast



12

2023 Asia Pacific Financial Services Regulatory Outlook | Macroeconomic Environment and Regulatory Agendas for 2023

* Regional economic challenges. According to the Deloitte China Economic Outlook published in December 2022, although
supportive policy measures have been taken, a weak property market in Chinese Mainland is likely to persist beyond the
short term,?* dampening China’s economic recovery. In Japan, while consumer spending is expected to increase in 2023,
elevated inflation and high energy prices will make consumer spending difficult to sustain.?? On the other hand, some
jurisdictions will see a steadier growth, such as India and Indonesia, with predicted 2023 GDP growth at 6.8% and 5.3%.2%

Figure 4 Consumer Price Index projections for select AP jurisdictions %*
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The longer-term view

From a longer-term perspective, continued geopolitical tensions and the shift from ‘free trade’ to ‘secured trade’ will impact
the AP region in a number of ways. Geopolitical tensions have made governments prioritise national security over optimal
economic outcomes in international trade. The US CHIPS and Science Act that came into efect in August 2022 is an example of
this focus on national security. The global supply chain disruptions caused by COVID-19 have urged companies to rethink their
supply chain strategies. For example, Vietham's 7% projected growth in 2022/23 refects the shift of some supply chains from
Chinese Mainland to Vietnam.?® The supply chain disruption caused by the pandemic has also pushed national governments
to start bringing supply chains back home to build better resilience in response to future disruptive events. With the change in
trade and economic drivers in the AP region, FS frms will need to closely monitor the trends and adjust their operations and
decision-making process to accommodate the evolving fnancing demands in the AP region.
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Priorities of regulators in 2023

The 2022 Annual Report of the FSB emphasised the importance of the resilience of FS frms and the stability of the fnancial
sector. The FSB warned against the materialisation of existing vulnerabilities in a challenging environment in 2023, as
regulators and central banks run out of policy space to intervene.?® Resilience and stability will be a key theme for banks,
insurers and asset managers in 2023. At the time of writing, a number of central banks, regulators and standard setters have
published regulatory priorities for 2023, and we highlight some of the key themes from these in the section below:

Banking
In 2023, banking regulation will continue to focus on the following themes:

¢ The key focus of banking regulation and supervision centres around the resilience of banks. In 2022, the banking
sector in the AP region remained well-capitalised, with good liquidity positions. While many AP jurisdictions are still at the
final stages of Basel Ill implementation, much of the focus is now switched to the overall resilience of banks. We will discuss
developments in operational resilience in a later section. In addition to firm-level resilience, assessing and managing
systemic risk in the banking sector will be another key focus for regulators in 2023, including strengthening policy
measures on domestic systemically important banks, ensuring their stable operation, and ensuring that contingency plans,
as well as recovery and resolution plans, are in place to guard against any deterioration of the external environment. For
example, the Australian Prudential Regulation Authority’s (APRA) Corporate Plan for 2022 -2023 announced key prudential
reforms including adopting "unquestionably strong" capital ratios in January 2023, implementing Basel Ill requirements,
and upgrading banks' operational risk, business continuity and contingency planning practices through the introduction of
a number of new prudential standards.?”

¢ Banks will need to be climate resilient. In the FSB Roadmap for Addressing Financial Risks from Climate Change Progress
Report, itis indicated that the FSB will develop a data-driven methodology for monitoring climate-related financial risk,
their transmission mechanisms, and feedback loops across financial sectors globally.?® The Basel Committee on Banking
Supervision (BCBS) will start monitoring the implementation of the Principles for the Effective Management and Supervision
of Climate-Related Financial Risks in 2023. A number of AP regulators have adopted or indicated in their 2023 priorities that
they will adopt the BCBS principles and ensure the banking sector is resilient to climate-related risks. We will discuss this in
more in detail in a later section.

e Banks will need to be cyber resilient. The increased number of cyberattack incidents since the start of the COVID-19 pandemic
has been urging policymakers to focus on the cyber resilience of the banking sector. At the global level, the FSB issued a
consultation paper on cyber incident reporting in October 2022. As an important component of the BCBS Principles for
Operational Resilience and a critical step to achieve digital transformation in the FS sector, cyber resilience can be found in the
2023 priorities of many AP regulators. For example, in the Bank Negara Malaysia's (Malaysia BNM) Financial Sector Blueprint
2022-2026, strengthening cyber security readiness and responsiveness for banks and their third parties, and enhancing cyber
intelligence is an important part of the strategy to advance digitalisation of the FS sector.?®

In 2023, insurance regulation will continue to focus on the following themes:

* New solvency regimes underway. While the International Association of Insurance Supervisors (IAIS) is on track to
finalise the development of the Insurance Capital Standard (ICS) as a Prescriptive Capital Requirement in 2024, AP
regulators have been making progress on their local insurance solvency regimes. For example, Korea will implement the
Korean Insurance Capital Standard (K-ICS) starting in January 2023. The K-ICS is based on the |AIS ICS and four rounds of
domestic quantitative impact study. Malaysia BNM is also aiming to finalise their new risk-based capital framework in 2023.
Japan Financial Services Agency (JFSA) is working on their ‘economic value-based solvency regulation’* which has been
designed broadly in line with the ICS, with the aim of implementation in 2025.
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¢ Focus oninsurance resilience. In October 2022, the IAIS published a draft of the issues paper on operational
resilience in the insurance sector with the aim of identifying issues that impact operational resilience in the insurance
sector particularly in terms of cyber resilience, third party outsourcing, and business continuity management.>' Global
regulators consider that further work needs to be done to make resolution plans for insurers fully operational.®2 At
the AP level, APRA's draft CPS 230 Operational Risk Management proposes an operational resilience framework across
financial sectors including insurance, covering key elements such as critical operations and oversight of third parties.**
The FSB has taken a slightly different approach, with its announcement on 9 December 2022 of the discontinuation
of the annual identification of the Global Systemically Important Insurers (G-Slls) and the utilisation of information
available through the IAIS' Holistic Framework to monitor systemic risk in the insurance sector. On the other hand, the
FSB has made it explicit that it will, starting from 2023, publish a separate annual list of insurers that are subject to
resolution planning and resolvability assessments consistent with the FSB's Key Attributes.** At a jurisdiction level, the
Monetary Authority of Singapore (MAS) published a consultation paper in October 2022 to seek public feedback on a
proposed domestic systemically important insurers (D-SIl) framework that is expected to be implemented in 2024.

* Addressing climate risk in the insurance sector. The IAIS will consider incorporating disclosure issues in the
consultation on ICP supporting materials starting in Q3 of 2023. It is also undertaking a capacity building initiative to
assist supervisors in their efforts to develop climate scenario analysis. In the AP region, some regulators, such as MAS,
have published climate risk management guidelines for insurers, whilst others, such as APRA and JFSA have put it on
their priority list, with a view to strengthen the sustainability of insurance products and enhance climate resilience of
the insurance sector.

| _As:

In 2023, regulations concerning asset and wealth managers will focus on the following themes:

* New developments in sustainable finance. By the end of Q1 2023, the International Organisation of Securities
Commissions (IOSCO) will develop guidance to assist regulators implement the ISSB standards in the local legal and
regulatory regimes. It will also focus on promoting good industry and supervisory practices on the basis of the IOSCO 2021
recommendations on asset managers and ESG ratings and data providers. Additionally, IOSCO will undertake capacity
building in this area by enhancing supervision of asset managers and the oversight of environment, social and governance
(ESG) ratings and data product providers. At the regional level, AP regulators have started preparing for adopting ISSB
standards, and providing guidelines for ESG data providers. We will discuss in more detail in a later section.

¢ Addressing risks in crypto and other digital assets. The IOSCO issued its Crypto-Asset Roadmap for 2022-2023 in
July 2022. The board-level fintech taskforce, chaired by the MAS, will lead two work streams: crypto and digital assets
led by the UK Financial Conduct Authority, and decentralised finance led by the US SEC. Reports from these two work
streams will be published in Q4 2023. The FSB proposed a framework for the international regulation of crypto-asset
activities in October 2022 and the BCBS published a second consultation document on a prudential treatment of
crypto-asset exposures in June 2022. In the AP region, although it is still being debated how crypto assets should be
regulated, regulators are taking steps to maintain market discipline and protect investors. For instance, Japan updated
the Payment Services Act to strengthen regulation of stablecoins. In Australia, regulation on crypto asset secondary
service providers will be a key strategic focus of the Australian Securities and Investment Commission (ASIC). More
details will be discussed in a later section.

* Improving outcomes of pension, superannuation and other retirement products. In some AP jurisdictions,
consumer protection will be strengthened by requiring product providers to fully access the consumer risk profile
and their long-term planning in the retirement product decision-making process. For example, the Retirement Income
Covenant of Australia which came into force on 1 July 2022, aims at improving outcomes of retirement products.>
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Key takeaways for FS frms:

Overall, 2023 will be challenging - some post-pandemic scars remain, whilst new headwinds
emerge, such as tightening monetary policy and geopolitical tensions. Regional economic

forecasts are divergent and based on moving targets such as the reopening schedule of
Chinese Mainland.

O As the economic environment becomes more challenging in 2023, fnancial stability and
operational resilience will be the key focus of fnancial regulators. Policy measures such as
operational resilience frameworks, contingency planning, recovery and resolution planning
will continue to be important areas of focus and uplift for FS frms and for service providers to
the FS industry (such as technology companies).

Climate resilience and cyber resilience will become increasingly critical to overall business
operations of a FS frm, with frms required to incorporate climate resilience and cyber
resilience more comprehensively in their governance, strategy, risk management, and
products.
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Operational Resilience

Operational resilience will continue to be a key theme in fnancial regulation for the AP region in 2023 and beyond. There

are three key factors driving this trend: 1) accelerated digitalisation and increasing partnerships between FS frms and third-
party vendors which may in turn have dependencies on their subcontractors and/or suppliers (i.e. fourth and ffth parties); 2)
heightened and prolonged supply chain disruptions during the COVID-19 pandemic and the increasingly complex geopolitical
environment; and 3) the potential economic downturn and systemic risk considerations. While some of the driving factors have
had short-term implications on FS frms' operations, such as workplace disruptions during lockdowns, many of the impacts
could manifest over a much longer timeframe. For example, the FS business model is transitioning from traditional ‘'value chains’
to ‘ecosystems’ through partnerships with third parties, outsourcing vendors, and their subcontractors. This requires FS frms
to determine where parts of the critical business function are being carried out by a third parties, and what actions the FS frm
needs to take to ensure successful delivery of that part of the critical business function, even during times of disruption. In the
situation where a third party is providing services to multiple FS frms, concentration risk, and based on the level of criticality of
the business function or services provided, its potential systemic implications for the FS sector should be assessed. Another
example is how the recent episode of supply chain disruption is prompting frms (including FS frms) to rethink their priorities
between efciency and resilience. Strengthening resilience to ensure fulfliment of obligations, especially during operational risk
events, has become imperative for FS frms in order to meet customer expectations.

Figure 5 Stylised illustration of the FS value chain evolution

Financial services value chain
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Given the above driving factors, regulators in the AP region are taking action to enhance the operational resilience of FS frms.
The ACRS 2022 Asia Pacifc Regulatory Outlook noted that, in 2023, AP regulators would commence implementation of the BCBS'
revised Principles on Operational Resilience and Revisions to the Principles for the Sound Management of Operational Risk, which was
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released back in March 2021. Since the publication of the revised principles, as expected, several regulators in the AP region have
released oFcial or consultative versions of supervisory materials implementing the BCBS principles.

The Hong Kong Monetary Authority (HKMA) released one new supervisory policy manual (SPM) and two revised SPMs in 2022

to implement the BCBS Principles for Operational Resilience** APRA has also published the consultative version of the Prudential
Standard CPS 230 on Operational Risk Management to refect the operational resilience requirements. In Japan, operational resilience,
strengthening IT risk management, and managing the risks associated with outsourcing and third party risk management is a priority
for JFSA. The JFSA published a draft of the Discussion Paper on operational resilience in December 2022’

In addition to operational resilience initiatives in the banking sector, insurance regulators are also moving in the same direction. The

IAIS published a draft /ssues Paper on Insurance Sector Operational Resilience on 13 October 2022, inviting public comments until 6 lanuary
2023. The draft issues paper focused on cyber resilience, third party outsourcing, and business continuity management.* While the
issues paper is limited by only providing background information and examples of supervisory practices without setting requirements
or supervisory expectations, it indicates a potential regulatory focus of the insurance sector.

As shown in Figure 6, the current timeframe for FS frms to build up their operational resilience and comply with new regulatory
standards lies between 2023 and 2026. Given the signifcance and scope of the undertaking, 2023 will be a crucial year for FS
frms to assess their existing operational risk management and control frameworks, identify the gap between the status quo and
new regulatory requirements on operational resilience, and implement strategic transformation where needed.

From traditional operational risk management to operational resilience

The BCBS Principles for Operational Resilience defnes operational resilience as “the ability of a bank to deliver critical operations
through disruption."*® The objectives and measures of operational resilience difer from that of traditional operational risk
management. Traditional operational risk management focuses on reducing the likelihood of operational incidents occurring,
limiting losses in the event of severe business disruption, and ensuring sufcient capital is held to mitigate the fnancial impact of
risks that materialise. On the other hand, operational resilience assumes that severe disruptions will happen, and that ‘failure’ will
occur. Under this assumption, FS frms should ensure that they have thoroughly considered the impact of a wide range of ‘severe
but plausible’ events on the frm'’s ability to provide critical operations that deliver services to customers, develop contingency
plans to ensure that in the event of a severe disruption the frm can continue to operate through the disruption and provide
critical operations and key services with minimum interruption, as well as develop recovery and resolution plans to respond to
the severe crisis. From the experience of the post crisis reform after the 07/08 fnancial crisis, scenario planning and stress testing
also play key roles in building a frm's resilience.

As part of uplifting their approach to operational resilience, FS frms should look beyond immediate threats and consider
how they will become suitably agile, adaptive and robust to withstand the (as yet) unknown risks of the future. This will involve
continuous assessment and improvement to identify and defeat new threats and develop new solutions.

Resilient organisations difer from their peers in the following areas:

* Better readiness (preventive control): they can avoid or prevent unforeseen incidents and disruptions better than
their peers;

* More responsiveness (mindful action): they are flexible and better able to adapt their response, so the impact of disruption
on their performance can be lower than their peers;

* Faster recovery (performance organisation): the speed of recovery of essential outcomes (not just assets) can be faster
than their peers;

* Greater regeneration (adaptive innovation): the extent of recovery can be greater than their peers (transformational, not
incremental change).

Operational resilience is as equally important as fnancial resilience, and should be a key aspect of a frm's overall resilience.
Failure to quickly and adequately address operational risk incidents can also have fnancial consequences by undermining market
and consumer confdence, which may lead to a loss of business, or even trigger a liquidity risk event. An operationally resilient
frm can minimise the impact of fnancial loss and market and consumer confdence.



Figure 6 Timeline of key operational resilience regulation in the AP region
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Examples of Operational Resilience Regulation from AP regulators:

Australia

In July 2022, APRA released the new draft prudential standard, CPS 230 Operational Risk Management for consultation.

The proposed standard will replace and supersede fve of the regulator’s industry specifc standards — CPS/SPS/HPS 231
Outsourcing and CPS/SPS 232 Business Continuity Management. Alongside the existing prudential standard CPS 234 Information
Security, itis proposed that CPS 230 and 234 will form APRA's new operational resilience framework.

The overall aim of CPS 230 is to ensure resilience to operational risks. To help facilitate this, the draft standard will introduce
both new and enhanced existing requirements including:*°

¢ Therole of the Board and senior management: Under CPS 230, the role of 