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Board Practices Quarterly | Crisis management and the board

Findings

Respondents, primarily corporate secretaries, in-house counsel, and other governance professionals, represent 76 public
companies and 17 private companies of varying sizes and industries,'and the findings pertain to these companies. The
actual number of responses for each question is provided. Some survey results may not sum to 100% as questions may
have allowed respondents to select multiple answers.

Findings are organized into two sections: the first presenting results for public companies in the aggregate, and an
appendix that sets forth results for private companies and public companies by market cap size.

Highlights

* Cybersecurity incidents/data breaches are commonly reported crises: Public companies most often
report facing reputational, cybersecurity incident/data breach, and supply chain/geopolitical crises, while private
companies most often report facing regulatory investigations, cybersecurity incident/data breach, and major
litigation.

* Many have plans, but associated practices vary: Most respondents report having a formal, documented
crisis management plan, but whether and how often the plan is reviewed or tested varies across organizations.

* Coverage gaps exist between “experienced” and “planned for” crises: Survey results indicate gaps
between crises organizations have experienced and those anticipated and included in crisis plans. Some crises
(like major litigation and regulatory investigations) are experienced more often than they are included in plans.

* Readiness practices differ: Most companies define when their board should be involved in a crisis, but
whether companies delineate board vs. management responsibilities in a crisis yielded disparate results
(25%-73%).

Note:

" Public company respondent market capitalization as of December 2024: 43% large-cap (which includes mega- and large-cap) (> $10 billion);
47% mid-cap ($700 million to $10 billion); and 9% small-cap (which includes small-, micro-, and nano-cap) (< $700 million). Respondent
industry breakdown: 29% consumer; 26% financial services; 25% energy, resources, and industrials; 14% technology, media, and

telecommunications; and 5% life sciences and health care. Private company respondent annual revenue as of December 2024: 53% large (> $1

billion); 29% medium ($250 million to $1 billion); and 12% small (< $250 million). Respondent industry breakdown: 47% financial services; 24%
consumer; 18% energy, resources, and industrials; 12% technology, media, and telecommunications; and 0% life sciences and health care.
Small-cap findings have been omitted from this report due to limited respondent population.
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Public company findings SH7|Y AL ZDY
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Which, if any, of the following types of crises has your organization faced in the last three years? Select all that apply. HALE A 3EZ O 5
(71 responses) (BA20 LS, 719 22h

Brand or reputational incident 30% HC e mHIe|Ag 30%

Data breach or cybersecurity
incident

Supply chain disruption or other
geopolitical developments

None of the above

Major litigation

Activism (external or internal)
Regulatory investigation
Natural disaster AA5H
Other (please specify) |EHFAHHOZ T |2H)

Executive misconduct
or leadership crisis

Financial reporting issue
or accounting irregularity

Does your company have a formal, documented crisis management plan? (69 responses) HA= SAM o= FMSHE 9f7122] Al=lS BRstl ASLIN? (698 )
No plan or protocols Other (please specity) Al ce o2e=0 7 [ERFAHHCZ T|3H)
. 0 0 e 0 0 C
in place 7% 4% 20% Yes, and it is reviewed OFAR|Of UR| 5L, 7% 4% 20% A8 E=AE IR
0 at least annually or 0 ;“7| HAES SHBILICE

biennially

No formal plan, but we
have informal protocols ~ 2(0%
or a designated crisis
management team
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ROISH)E FAYLICE

Yes, and it is reviewed and
tested (e.g., scenario planning,
39% tabletop exercises) at least
annually or biennially

Yes, but it is not reviewed
or tested regularl
gulary 9%
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Which of the following potential issues does the crisis management plan specifically address? Select all that apply.

(46 responses)

67%

46%
37% 0
35% 33%
0
28% 26%
20%
0
I 1i 13I% i
Data breach or ~ Natural Brand or  Plan does not  Activism Supply chain  Executive Financial Major Regulatory Other
cybersecurity  disaster reputational address (external or  disruption or misconduct reporting litigation investigation (please
incident incident  discrete issues  internal) other or issue or specify)
but geopolitical  leadership  accounting
provides/lists developments crisis irregularity
examples of
crises

Note: No respondent answered “Not applicable as there is no formal plan.”

Which of the following are included in your company’s crisis management plan? Select all that apply. (43 responses)

0
9% 88%
79%
77% 74%
67%
60%
56%
49%
I I |
Designated Board Internal Designated External Definition of ~ Delineation of Scenario Determination Post-crisis
crisis communication communications spokesperson(s) communications and/or criteria board vs. planning/ of external evaluation
management  and reporting  "esponse plan response plan for when a crisis  Mmanagement tabletop advisors process
team protocols . responsibilities exercises
requires board, N a crisis

board leadership,
or board
committee
involvement

Note: 2% of respondents answered “Not applicable as there is no formal plan,” and 2% answered “Other (please specify).”
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Which departments or functions are included in your organization’s designated crisis management team? Select all that
apply. (53 responses)

Corporate Communications/PR

Executive leadership/C-suite

Legal
IT/Technology/Cybersecurity
Investor Relations
Corporate Secretary's Office
Risk Management

Finance

Human Resources/Talent
Compliance

Other (please specify)

13%

91%
85%
85%
74%
72%
64%
62%
60%
60%

57%

Note: 4% of respondents answered “Not applicable, e.g., we do not have a designated crisis management team.”

What is your board'’s role in crisis management preparation? Select all that apply. (54 responses)

Not applicable,
e.g., the board's
role is not
specifically and/or
formally defined

Risk identification and
assessment

o

Review of crisis
management plan

Note: 4% answered “Other (please specify).”

?
P

Participation in
post-crisis review

22

articipation in scenario
planning and/or
tabletop exercises

Approval of crisis

o
Evaluation of crisis
response capabilities
and readiness

management plan

°?

Development
of crisis
management
framework

o
Review or
approval of
internal and
external

communication

protocols
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What best describes your board’s involvement in scenario planning and/or tabletop exercises? (53 responses)

FAR| AlLt2| 2 E2'd = RolEof Lif2H O|ALele] 0] +FS 71 & HE5h= A2 FAYLIP (538 SF)
34% 25% 19% 8% 6% 34% 25% 19% 8% 6%
The board does not The board does not Our company does A d;ﬂ%?gé‘?(ds)bgfrd The full board OJARBI 2H0i51| Srom, OJAFSl= 240{51R] QLOLY, TARS AILFZ)Q Eaiy ZIHE OJAE| A = O|AFE[7} 2404
participate and we - not conduct . participates _ - - = o _ ey =

are not currently partlopatedbup we scenario planning committee SIZAM= OIAE] HHE OlAE| HUE HE 5 L= ROIEHE B QST =
considering board are considering and/or tabletop participates and HESID UR| S Q2| ot
participation board participation exercises repo;&s” %aocakréo the o of
6% 4%

5t
Don't know Other

6%
(please specify)

4%
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Appendix:

Results by respondent

demographic
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Which, if any, of the following types of crises has your organization faced in the last three years? Select all that apply. FHAE A 3H7ECRS S OffH [i0| 9718 ARist Mo| &L (B8 7I%)
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For public companies, the most reported crises were brand or reputational incident; data breach or cybersecurity incident; and supply chain ARRE7 | 0| AL 7144 HIEHE}A | HC [C IO 2| AT, H|0|E Q2 L= AJO|HEOE ALY, 2|1 229t 2[R IE= J|Ef 2| Z5H 2| AT R
disruption or other geopolitical developments. For private companies, the crises most commonly faced were regulatory investigation; data _ _ ~ e o=
LEHCEE LT B BIZ7 | -0 Al ZAL H[OJE K2 & EMOIEHEOJME‘%'EH% S0| 71 BItoH| Zet /7| RAC 2 ZAIEUSLHIL,

breach or cybersecurity incident; and major litigation.
AZtEH ARE2E F 7| {05 207} LIEHGELICE 5] HAME L= it 2| AT S ATt SEHOHHIE2 Y J37|Y0[ 44%=2, 3 437(Y

There are a few notable differences between market caps. In particular, 44% of large-caps compared to 22% of mid-caps reported o
A7 IY 2% il S +F2

experiencing a brand or reputational incident; 41% of large-caps compared to 22% reported experiencing a supply chain disruption or other 22% CHY| A LIEFGESLICE ot S5 2 EE= 7 |EF A|4eH 2| AT S AYSHH|E GA| UHE AT P2 41%E, S A4
i . 0 _ 0 id ; i ; ; ; _ _ =5 _
geopolitical development; and 25% of large-caps compared to 6% of mid-caps reported experiencing a regulatory investigation. HOIALICH 7| ZAF 3] HIS & THE AR [O12 2506 23 AT |12 6062 240[7} YUSLICH
Some notable differences between public and private companies pertain to regulatory investigations (15% public companies; 41% private 5t 5 — ~
. es between p heiatnbistet e e g P A7 2494 HIARR7 |24 ZH0|E Ui ROI0[3H 20|17 SIQISIQIESLICL T ZAL Z3 HISS A7IY 15% HIAATIQ) 419%2 LIEI O, ZYRI0| 233e)
companies) and executive misconduct or leadership crisis (3% public companies; 18% private companies).
= elHy #1719 B2 27182 3%, BleE7 192 18%2 EA=IUASHC
B Large-cap (n=32) W O &37124(n=32)
44% 44%
4% [ Mid-cap (n=32) W =38 437121n=32)
34% 34% 34% 34%
28% 28% 28% 28%
25% 25% 25% 25%
22% 22% 22% 22% 22% 22%
19% 19% 19% 19%
9% 9% 9% 9%
6% 6% 6% 6%
3% 3% 3% 3% 3%
| l % 0% BT W o
Brand or g.upply.chain Data breach Major Regulatory Natural None of the Activism Other Financial Execgtlve Hc = Z2UAR HOEHSEEE Y AS A ZA i e FFH=F9 7IEk HRED e smlie]
reputational disruption or or litigation  investigation disaster above (external or (please  reportingissue misconduct or morg|Ag = J|EF  AMO|E{EOL o|E.LHE oz O = S BHO| [
incident other cybersecurity internal) specify) ~ Of accounting  leadership iy Lil b AloE et AR (U7 I Teen e
geopolitical incid irregularity crisis pApSisizs] 7124) SIAEH 2|HA 97
developments ~ Incident
2|A3
[ [
41% MW Private (n=17) 41% W =E3718n=17)
35% 35% 35% 35%
29% 29% 29% 29%
18% 18%
12% 12% 12% 12% 12% 12%
6% 6% 6% 6%
Regulatory Data breachor  Major Brand or  Supplychain  Executive  Noneofthe  Activism Natural Other Financial A ZAF - GO & o A HME & Sed A dgzlel diFels  F=FASFY AN 7|E} AFED Ol
investigation cybersecurity  litigation reputational disruption or misconduct or above (external or disaster (please reporting )\tOIH-IEOJM_n_ WOt E|Aﬂ = TJ|E} B9 (CIERTIEN (FHHoz  Fesp| B
incident incident othg( Ieader_ship internal) specify) issue or 2B [rame ey 714)
geopolitical crisis accounting
irregularity CIESS] 1

developments



Does your company have a formal, documented crisis management plan?

A majority of both large- and mid-caps have a formal crisis management plan; however, 31% of mid-caps and 13% of large-caps do not have
a formalized plan. Of those with a formalized plan, 57% of large-caps and 25% of mid-caps review and test their plans at least annually or
biennially; another 28% of mid-caps review (but do not test) their plans.

82% of private companies have a formalized plan, and 44% review and test it at least annually or biennially.

57% M Large-cap (n=30)
M Mid-cap (n=32)
31%
28%
25%
13% 13% 13%
6% 6%
3% 3%
[ | 0% |
Yes, and it is reviewed  Yes, and it is reviewed Yes, but it is not No formal plan, but we No plan or protocols Other
at least annually or and tested (e.g., reviewed or tested have informal in place (please specify)

biennially scenario planning, regularly protocols or a
tabletop exercises) at designated crisis
least annually or management team
biennially
M Private (n=16)
44%
19% 19%
13%
6%
Yes, and it is reviewed at Yes, and it is reviewed Yes, but it is not reviewed No formal plan, but we Other

have informal protocols or (please specify)
a designated crisis

management team

and tested (e.g., scenario or tested regularly
planning, tabletop
exercises) at least

annually or biennially

least annually or biennially

Note: No private company respondent answered “No plan or protocols in place.”
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Which of the following potential issues does the crisis management plan specifically address? Select all that apply. A 2171 2t2| Algl2 OS2 = oftH 2 0|5 -',l-xﬂz*j CtE2 ASL 7P (BSE 71s)

Ehot.h Ia.rg'e— and mid—capt)s ilncludg dat?| breac|? or cybferslecurity i?cicient and natﬁratwl disasti;amo:géredt?fics mogt friqﬁrwentltyhaddr(?SS(eld in CHE AR [T 25 AR | B2 o742 A|ZI0fA] CI0|E 92 [ AJO|H{EOF AR} AICIAHBHE 71RL HItHGIA| CIRE 3202 Hats) 9l o2
eir crisis management plans. Overall, results were fairly consistent across market caps with a notable difference in whether the crisis plan - 51 745 ~ - R
) i ) ] o ) LIERGHESLIC ZEF O 2 A|7}20H o ZHuk= S AfSt 40l’—§ [_,07:';}3 Slof| AYRIO| BT e B|Al 7|2 kst Q=] (ENA=
includes executive misconduct or leadership crisis, reported by 18% of large-caps and 35% of mid-caps. f m_:. I o P == f_ RAEEEE i |_ | A=l 23 I__'_OO i B 2PIE H iEA] G0l
203 2017 2RIEAUEUCE ST =2 Lot AT SETHHIS2 U 7Y 18%, S 437IY 35%=2 LEfREUCE
For private companies, the most common responses were data breach or cybersecurity incident; natural disaster; and plans that do not _ ~ ~ _
&7 199 22 7H WO| SEE =2 HI0IH §= L= MO|HERF AL, ARG U £ 27| FHS NEHQZ HAGIA| = FEHS| 17 12| AZIO| RS

address specific discrete topics.
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Responses for “Other (please specify)” included “sudden severe iliness/physical incapacity or death of CEO and/or CFO (not misconduct IEHA Ay SE0ik= e 2253 27 &s el PHet 39) A, MEE U B |

" s u AH : ; " TISHD |04 |
related),” “pandemic,” and “facility crime/violence. = IAEHC
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) ) . ) . . N . CESHAUE 27| STHO|M= AH| 2 BIE (A &£ B TA0A A= L)t ST 217|171 {7 |2 |0f] LSl H]2 71| S.9|0|5F AR 7=
There are some noteworthy discrepancies between the prevalence at which some crises have been experienced (mentioned earlier in this of YR 27| ROME 2 B TE(M 2 EIIM0IA )2t i 7|7+ 17 2] Al=lofl Z8tel H|E 7Hof [F:2|0]gh AR E7F 22

report) and whether the particular crisis is included in the crisis management plan, specifically:

* O A1) 4195 BEY A e T|EFAAEIA 2IATES HHF UIS ST OIS 7[RI S0l EBI3H BI2 32%2 LEfELIC

* 41% of large-caps experienced a supply chain disruption or other geopolitical development; 32% include this issue in their crisis S0 oHO pll
management plan. » O A7 I210| 28%E CifE A4S ZEBH HIBY O|S 917 |2t2) A|Z0] EEI5HH B2 0%0] IHELIC

» 28% of large-caps experienced major litigation; 9% include this issue in their crisis management plan. o

,O1Z 27[2k2| Al=lof| Zefot HlE2 9%01| HERtEUH T
* 25% of large-caps experienced a regulatory investigation; 9% include this issue in their crisis management plan.
o HIYATIYEL 41%= 1| ZALS ZES T, 015 917 | 22] AI=l0] Zetot HIE2 8%0i| 2210t 40 2 LIEFELIC
* 41% of private companies experienced a regulatory investigation; 8% include this issue in their crisis management plan.
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* 35% of private companies experienced major litigation; 8% include this issue in their crisis management plan.
. . . . - . - ‘ I = 07|22 H|Sl0l| L3k HIRS 8%0]| E1FBHAL|C
* 29% of private companies experienced a brand or reputational incident; 8% include this issue in their crisis management plan. OIS ivI2te] Al=lof] St BIZ:2 8%0i| SaRisHO.

73% TS AR |4(n=22
M Large-cap (n=22) W O A7 1(n=22)
60% =
60% ) 23 AR | A(n=20
] 1 Mid-cap (n=20) 50% W S8 4371%(1h=20)
50%
40% 41%
0% 4% 36%
35% 35% 35% 35%
36% 32% 32%
35% 35% 32% 32% 35% o -
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Which of the following are included in your company’s crisis management plan? Select all that apply.
The greatest variation between market caps were:

* Delineation of board vs. management responsibilities in a crisis, as reported by 73% of large-caps and 53% of mid-caps

* Scenario planning/tabletop exercises, as reported by 64% of large-caps and 47% of mid-caps

» Determination of external advisors, as reported by 59% of large-caps and 41% of mid-caps

Compared to public companies, relatively fewer private companies reported a delineation of board vs. management responsibilities or

internal and external communication response plans.

Responses for “Other (please specify)” included “a communications response plan that is separate from the crisis management plan”and “a
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Which departments or functions are included in your organization’s designated crisis management team? Select all that apply.
Large- and mid-cap findings were fairly consistent, with the most notable differences in departments included in the designated crisis
management team being:

e Legal, as reported by 79% of large-caps compared to 92% of mid-caps
* Human Resources/Talent, as reported by 50% of large-caps compared to 69% of mid-caps

Compared to public companies, relatively fewer private companies reported including the following departments: Investor Relations,
Corporate Secretary's Office, Corporate Communications/PR, and Risk Management.

Responses for “Other (please specify)” included Operations, Internal Audit, and Contract functions, as well as crisis-dependent (e.g., a team is
created based on the nature of the incident).

B Large-cap (n=24)

92% 92%
88% 88% i
M Mid-cap (n=26)
81%
79%
77%
75%
73%
71% 69% 69%
65%
54% 54% 54%
50%
21%
8%
Executive Corporate Legal Investor  IT/Technology/  Finance Corporate  Compliance Risk Human Other
leadership/ Communications Relations  Cybersecurity Secretary's Management ~Resources/ (please specify)
C-suite /PR Office Talent
Note: 8% of large-caps and no mid-caps answered “Not applicable, e.g., we do not have a designated crisis management team.”
M Private (n=14)
86%
79% 79%
64%
57%
50% 50%
43%
29%
14%
Executive Legal IT/Technology/ Human Corporate Finance Compliance Risk Corporate Other
leadership/ Cybersecurity ~ Resources/  Communications/ Management  Secretary's (please specify)
C-suite Talent PR Office

Note: 7% answered “Not applicable, e.g., we do not have a designated crisis management team” and no respondent answered “Investor Relations.”
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What is your board’s role in crisis management preparation? Select all that apply
Compared to large-caps, mid-caps reported higher levels of board involvement across several answer choices pertaining to crisis

management preparation—particularly review of the crisis management plan, evaluation of crisis response capabilities and readiness, and
participation in post-crisis review.

Responses for “Other (please specify)” included “the plan provides for when executives inform the board of an incident” and “periodic updates
to the board on how we handle various types of crises, so they have effective oversight.”

39% 40%

30%
28%
20%
I 13%

Not applicable,

B Large-cap (n=23)
M Mid-cap (n=25)
28%
24%

12% 12%
8%
4% 4%
. . 0% 0%

16%

13%I

13%

Risk identification  Review of crisis  Participation in  Participation in

Evaluation of ~ Development of Approval of crisis Review or
e.g, the board's andassessment  management  post-crisis review scenario planning crisis response crisis management approval of
role is not plan and/or tabletop  capabilities and management plan internal and
specifically exercises readiness framework external
and/or formally communication
defined protocols
Note: 4% of large-caps and mid-caps answered “Other (please specify).”
M Private (n=14)
36%
29% 29%
21%
I 7% 7% 7% 7%

Not applicable, e.g,  Review of crisis  Evaluation of crisis  Risk identification Participation in

Participation in Approval of crisis  Review or approval
the board's roleis  management plan response and assessment  post-crisis review  scenario planning management plan of internal and
not specifically capabilities and and/or tabletop external
and/or formally readiness exercises communication
defined protocols

Note: 7% of respondents answered “Other (please specify)” and no respondent answered “Development of crisis management framework.”
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What best describes your board’s involvement in scenario planning and/or tabletop exercises?

Fewer than 10% of large- and mid-caps and private companies reported that their full board participates in scenario planning and/or tabletop

exercises or that a designated board member(s) or committee participates and reports back to the full board.

While board participation is not widely reported, 42% of mid-caps are considering board participation, compared to 4% of large-caps and 14%

of private companies.

Responses for “Other (please specify)” included “the board does not regularly participate but can choose to participate voluntarily to observe,”

“there is a tabletop specifically for the board,” and “the board is informed of the annual tabletop exercise outcome.”

48% M Large-cap (n=23)
42% 1 Mid-cap (n=24)
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17% 17%
13%
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